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Abstract:

Under the growing numbers of medical digital images and the need to share them in between
specialists and hospitals for better and more accurate diagnosis require that patient’s privacy
should be protected. As a matter of this, there is a need for medical image watermarking.
However, it needs to be performed with special care for two reasons. Firstly, the watermarking
process or procedure can’t compromise the quality of the image. Secondly, confidential patient
information embedded within the image should be fully retrievable without risk of error after
image decompressing. Despite extensive research undertaken in this field, there is still no
method available to fulfill all the requirements of medical image watermarking. This study
aims to provide a useful survey on watermarking and offers clear perspective for interested
researchers by analyzing the strengths and weaknesses of different existing methods such DWT

Kevwords : with SVD or without the SVD.

SVD, DWT, Securer Telemedicine Watermarking ;
Résume

Compte tenu du nombre croissant d’images numériques médicales et de la nécessité de les
partager entre les spécialistes et les hdpitaux pour obtenir un diagnostic meilleur et plus précis,
il faut protéger la vie privée des patients. Dans ce cas, il est nécessaire de faire un filigrane
d’image médicale. Cependant, il doit étre effectué¢ avec un soin particulier pour deux raisons.
Tout d’abord, le processus ou la procédure de filigrane ne peut pas compromettre la qualité de
I’image. Deuxiémement, les informations confidentielles du patient intégrées dans 1’image
doivent étre entierement récupérables sans risque d’erreur aprés décompression de 1’image.
Malgré des recherches approfondies menées dans ce domaine, il n’existe toujours pas de
méthode permettant de satisfaire a toutes les exigences du filigrane d’image médicale. Cette
¢tude vise a fournir une enquéte utile sur le filigrane et a offrir une perspective claire aux
chercheurs intéressés en analysant les forces et les faiblesses de différentes méthodes existantes

mots-clés - telles que DWT avec SVD ou sans SVD

SVD, DWT, Tatouage de
télémédecine sécurisé
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GENERAL INTRODUCTION

General Introduction

The improvement of digital communication and information technology, the sharing
of data becomes very easy and fast. Nowadays there is a generation of internet-based sharing
and it takes only few seconds to share one’s personal image to the world. Today, Digital
image processing tools are very easily available and it is getting advanced day by day [A, B].
It’s easy to claim false ownership and create illegal copy of shared images as these images are
very easily available on internet. The manipulation or change of images is becoming a piece
of cake with the advancement of image processing tools. There are different ways to protect
the lawful ownership of images. The most popular way to do so, is the digital image
watermarking, which is a quite powerful tool for ownership check along with tamper
detection. Good watermarking methods for copyright protection applications need to achieve
some watermarking important requirements, such as the robustness and imperceptibility. The
robustness is very important it means that the proposed methods must resist against different
kinds of attacks. The watermarked image needs to have a good transparency or
imperceptibility. Finally, the watermark extraction process could be blind which means that it
doesn’t need the original cover image for watermark extraction. This document contains three

chapters structured in following manners:

Chapter one focused on medical imaging and its types, how archiving and digital

communication systems work on health care organizations or hospitals.

Chapter two dealt with different medical image watermarking techniques and their
importance. Watermarking frame work, watermarking requirement, watermarking
advantages and the benchmark tools are also presented. Watermarking performance

measurement are explained.

Chapter three presents two proposed watermarking techniques. Simulation and experimental

results are shown. Performance comparison of the two proposed methods are analyzed.
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I.1 Introduction

Medical imaging refers to various technologies that are used to view the human body in
the name of “diagnosis, monitor, or treat medical conditions”. All imaging modalities have in
common that the medical condition becomes visible by some form of contrast, meaning that the
feature of interest like “Neoplasm” can be recognized & identified in the image and inspected
by a qualified radiologist. The image can be viewed as a model of the imaged tissue such as
“muscles nerve epithelial and connective”.

Images in the background of this book are digital. This points to a precise resolution with the
pixel as the smallest element. As well, all imaging modalities lead to some degradation of the
image when compared to the original object. mostly, the degradation consists of blur “loss of
detail” and noise (unwanted contrast). all imaging modalities have some basic principles in
common, like the interpretation as a system and its mathematical treatment. The image itself
can be regarded as a multidimensional signal. In many cases, the steps in image formation can
be viewed as linear systems, which allow simplified mathematical treatment.

Each type of technology provides various data about the area of the anatomy being examined
or treated, related to possible disease, injury, or the effectiveness of medical treatment”.
Lastly this chapter deals with Medical image, Medical image types, digital image as well as

archiving systems and communication systems in medicine.
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I.2 Medical Imaging

Medical imaging, also noted as radiology, is the field of medicine that medical experts
recreate various image’s parts of the body for diagnostic or treatment purposes. Medical
imaging procedures include non-invasive tests that allow doctors to diagnose injuries and
diseases without being intrusive, Medical imaging is the key part of the improved outcomes of

modern medicine, there is different types of medical imaging procedures.

1.3 Medical Imaging Types
According to [ 1 | medical images can be easily obtained without invasive data extraction
due to technology improvements. There are multiple image modalities that could be regarded

to categorize the various types of medical images

I.3.1 X-Ray Projection Imaging

X-ray imaging is the oldest medical imaging modality, having entered clinical use
shortly after the invention of X-rays in 1895. X-ray imaging is a projection technique, with
images traditionally formed on photosensitive film, though direct digital X-ray imaging is
becoming more common. X-ray imaging is a qualitative modality in its most common form.
X-rays are high-energy photons, and atomic interaction with inner shell electrons is essential
for both X-ray generation and X-ray contrast generation. Soft-tissue contrast is relatively low,
but bones and air contrast are excellent. Contrast agents can be used to improve contrast in
some cases. lonization of tissue along the beam path is an undesirable (but unavoidable) side
effect of the photon-atom interaction, which can cause radiation damage. X-ray images can
reveal very subtle features, and their popularity is boosted further by the low cost of equipment
and the simple imaging procedure.
1.3.2 Computed Tomography (CT)

Computed tomography (CT), so called computed axial tomography (CAT), is a
volumetric imaging modality based on X-ray absorption. Unlike projection X-ray imaging A
two or three-dimensional absorber map can be reconstructed using CT. In terms of soft tissue
contrast, CT hugely exceeds projection X-ray imaging, but the spatial resolution of a clinical
whole-body CT scanner is significantly lower than that of plain X-ray imaging. Despite this,
CT can detect small tumors, structural detail in trabecular bone, and alveolar tissue in the lungs.
In the 1971 CT was introduced. It is the first imaging modality in which the computer is used
to reconstruct images: a series of X-ray projections is transformed to produce the cross-sectional

image. Since the first CT scanners were introduced, significant advances have been made in
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contrast, image quality, spatial resolution, and acquisition time. Modern clinical CT scanners
are extremely fast, producing a 2D cross-sectional image in under a second. In-plane spatial
resolution can be as low as 100um, and specialized CT microscopes can provide voxels as small
as 10um. Clinical CT scanners, however, they are prohibitively expensive, costing millions of
dollars. This translates to a relatively high cost per CT scan, preventing its wider adoption.
1.3.3 Ultrasound Imaging

The properties of sound waves in tissue are used in ultrasound imaging. Pressure waves
in the low megahertz range travel at the speed of sound through tissue, being refracted and
partially reflected at interfaces. As a result, ultrasound contrast is related to echogenic
inhomogeneities in tissue. The travel time of an echogenic object can be used to determine its
depth. Two-dimensional scans are possible by emitting focused sound waves in different
directions. Because of the complex relationship between inhomogeneous tissue and echoes,
differences in sound speed in different tissues, and the high noise component caused by the
weak signal and high amplification, ultrasound images are highly qualitative in nature. Despite
the fact that soft tissue contrast is good in ultrasound images, it fails in the presence of bone
and air. Although ultrasound images can be produced using only analog circuitry, modern
ultrasound devices employ computerized image processing for image formation, enhancement,
and visualization. Ultrasound imaging is extremely popular due to its inexpensive
instrumentation and ease of use. An ultrasound exam, on the other hand, necessitates the
presence of an experienced operator to adjust different parameters for optimum contrast, and
ultrasound images typically necessitate the presence of an experienced radiologist to interpret

the image.
1.3.4 Nuclear Imaging

Nuclear imaging, like X-ray and CT imaging, employs radiation. In contrast to X-ray
imaging, the body is injected with radioactive compounds as radiation sources. Which are
typically linked to pharmacologically active substances ("radiopharmaceuticals") that
accumulate in specific locations throughout the body for instance, consider a tumor. The spatial
distribution of the radiopharmaceutical can be determined using either projection techniques or
volumetric computerized image reconstruction. Metabolic processes can thus be imaged and
used to make a diagnosis. Three-dimensional reconstructions are obtained similarly to CT,
resulting in a modality known as single-photon emission computed tomography (SPECT).
Positron emission tomography (PET), a parallel technology, employs positron emitters to

produce coincident pairs of gamma photons. It has a higher detection sensitivity and signal-to-
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noise ratio than SPECT.SPECT and PET have lower resolution than CT, with voxel sizes not
much smaller than 1 cm. To provide a spatial reference, SPECT or PET image are frequently
superimposed on CT or MR images. The cost of nuclear imaging modalities is one barrier to
their widespread use. Furthermore, the radioactive labels have very short half-lives, (few
hours),.and most radiopharmaceuticals must be manufactured on-site. This necessitates the

presence of a reactor for isotope generation in nuclear imaging centers.
1.3.5 Magnetic Resonance Imaging

Magnetic resonance imaging (MRI) is a volumetric imaging modality that, to some
extent, resembles computed tomography. Whereas, the underlying physical principles, are
fundamentally different from CT. MRI is based on the orientation of protons inside a strong
magnetic field, whereas CT uses high-energy photons and the interaction of photons with
electrons of the atomic shell to generate contrast. With resonant radiofrequency waves, this
orientation can be changed, and the return of the protons to their equilibrium state can be
measured. The relaxation time constants are highly tissue-dependent, and MRI has far superior
soft tissue contrast to CT. MRI, on the other hand, takes significantly longer to acquire images
than CT, unless special high-speed protocols are used (which often suffer from poor image
quality). Furthermore, modern MRI scanners necessitate the use of a superconductive magnet
with liquid helium cooling infrastructure, extremely sensitive radiofrequency amplifiers, and a
completely shielded room against electromagnetic interference. As a result, MRI equipment is
extremely expensive. with scanner hardware costing several million dollars and
correspondingly high recurring costs for maintenance. MRI scanners, on the other hand,
produce images with a high diagnostic value, and MRI can be used to monitor some
physiological processes (e.g., water diffusion, blood oxygenation), so it partially overlaps with
nuclear imaging modalities. Because MRI is a radiation-free modality, it is frequently used in

clinical studies involving volunteers.
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1.4 Digital image

A digital image is a two-dimensional array of positive integer values f(x,y), where 1 <
x <Mand,1 <y <N. M and N are nonnegative integer values representing the number of
row and column, respectively. The coordinate (x, y) represents the image pixel position. f(x,y)
represents the image pixel values. In the case of a three-dimensional image, f(x,y,z) is used

where, 1 < z <Y and Y is a nonnegative integer [2].

.5 Digital medical image

The normal method to generate digital medical image is to capture the image on X- ray
films or radiographs, computed radiography (CR), and digital radiography (DR) techniques,
Medical imaging examinations include computed tomography (CT), X-ray computed
tomography (XCT), nuclear medicine (NM), positron emission tomography (PET), single
photon emission computed tomography (SPECT), ultrasonography (US), magnetic resonance

imaging (MRI), digital fluorography (DF), and digital subtraction angiography (DSA) [2].

1.6 Medical image security requirements

The health insurance portability and accountability act (HIPAA) requires medial image
security to ensure that patient information privacy is protected [3]. The DICOM standard
suggests an optional guide for producing medical images. In telemedicine, however, the
medical image is transmitted via network between the referring site and the expert site. The
security term becomes crucial and critical issue. It is not only for storing data in the medical
system, but also for transmitting data over the network in telemedicine.
That’s to keep the patient’s information in terms of privacy, authenticity, and integrity. The
following are some examples of these characterizations: Confidentiality entails denying others
access to patient information. While the integrity refers to the safety of medical images
transmitted from any tampering, modifying, or changing. Furthermore, the authenticity is used
to validate the source of the image which belongs to the correct patient. [4].
To achieve the highest level of security for patient information, medical information, and other
patient-related information a lot of work is done in this field. The following section discusses

the characteristics of the medical image.




MEDECAL IMAGING CHAPTER I

1.6.1 Medical image confidentiality

The confidentiality means that the authorized users are able to access, modify, or
perform any other permitted process on the patient information while preventing unauthorized
users from accessing to them or editing the information. It is regarded as the first step in
ensuring the security of patient information privacy. [5].
The patient information has to be kept confidentially following its law and ethics. The
information must have the critical and important quality of trustworthiness. Furthermore, during
the transition, the confidentiality of the information must be ensured. Moreover, the data Used
must keep patient information secure within the responsible team, such as the physician and the
lab worker, etc. [6].
It is legal to break confidentiality when the patient agrees to reveal his or her information or if
it improves and serves the public health sector [7].
1.6.2 Medical image integrity

A code of ethics for health informatics professionals (HIPs) has provided us with
guidance and health information protection principles [8]. The integrity is a critical and
important point. The patient information integrity means that the data is free of any intentional
or unintentional modification by an unauthorized person. So, the person in charge of the medical
information in the telemedicine system must detect any attack lunched by an unauthorized
person.
1.6.3 Medical image authentication

The goal of medical image authentication is to identify the image source, ownership,
and keep its origin as it was sent from the source. This means that no falsification occurs during
the transmission process. Medical image authentication is used to improve tamper detection
and tamper recovery. Authentication and integrity are inextricably linked [5].
The medical image authentication goes through the following process: Inserting data from the
source side into the cover host image, the images should then be sent to the receiver, who
extracts the embedded data in the host image and determine whether it is authenticated or not.
Medical image authentication schemes are classified as follows: Based on a digital signature
(meta data) and watermarking based.
To verify the data's authenticity, the header data or physician digital signature that is stored
alongside the medical image is used. [9] .[10] [11] Watermarking involves embedding invisible
information in host data, authenticity then is extracted and verified. Watermarking is a popular

method for achieving security. [12] [13].
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I.7 Picture archiving and communication system (PACS)

PACS is regarded as the server of the medical images. It receives and stores images
from devices like Hospital Information System (HIS) and Radiology Information System (RIS).
PACS are considering the various radiological imaging modalities, it consists information about
the patient and data related to his case. Two components are indispensable in PACS which are
...database server and archiving system.

The HIS and RIS send the image’s examination to the PACS server. The latter elicits the
descriptive data from the DICOM header. Afterwards, actualizes the database system then
bounds and limits the target of the newly generated data, PACS compresses and stores data or
update the database system when the amount of information is huge.

PACS can be combined to the Teleradiology system in the medical field. It can provide the
clinic with the important data about the patient. While it is used as a server consisting of the
database for the hospital medical images. PACS can import medical image from the outside
imaging center, then distributes the reports to the HIS and other medical expert system of the
hospital. Besides, the image center can send it to the expert system as in the Teleradiology

model. [14].

1.8 Digital Imaging and Communication in Medicine (DICOM)

The incorporation of various digital products, modalities, archiving, and information of
medical system terms necessitated the creation of a standard format for medical images. Digital
Imaging and Communications in Medicine (DICOM) is the standard format for storing,
transmitting, saving, and using medical images, DICOM was created in 1983 by a collaboration
between The American College of Radiology (ACR) and the National Electrical Manufactures
Association (NEMA) to create a standard for data transfer. The ACR-NEMA standard versions
1 were published in 1985 and improved the method of storing and transferring data in a non-
proprietary form. The second version improved the standard definition, data structure, and
encoding. DICOM version 3 was released in 1993, with the main difference which was based
on network protocol via TCP/IP protocol. The data structure model was built around a distinct
definition for services and objects like image objects, patient objects, and so on.

The DICOM header components are the patient information, physician details, and hospital
information, which are referred to as information object definition IODs. Each of these objects

in the header has a meaning. The data is divided into several groups, each one contains
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connected data, like group 10 which contains patient data, unique identifiers (UID) in terms of
image technology details like X-Ray exposure

The DICOM body contains significant data about the patient case, we can divide it into the
region of interest (ROI), which is normally in the center, and the region of non-interest (RONI),

which is the image’s border. Figures 1.1 and 1.2 depict the medical image components [15].

HEADER PART

BODY PART

ROI
RONI

L

Figure I.1: Medical image components

] RONI

ROI

Figure 1.2: RONI & ROI medical image

DICOM services are being developed and improved via the research. OFFIS (Oldenberger
Forschungs und Entwicklungsinstitut Fiir Informatik The Oldenburger Institut) is the DICOM
team's main European partner. It is a German institution that was found in 1991 in Oldenburg.

The institute is interested in three domains of research: energy, health, and transportation [16].
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1.9 DICOM security profiles

DICOM is a medical image standard. It has addressed the security issue [17]. Four
security profiles have been added to DICOM: secure use profiles, secure transport connection
profiles, digital signature profiles, and media storage secure profiles [17]. These security
profiles deal with the attributes by utilizing associations security, object authentication, and file
security. The following section goes over these security profiles.

1.9.1 Secure use profiles

Secure use profiles guide the use of attributes and other security profiles in a specific mode.
The profiles cover the secure use of online electronic storage, bit maintaining, and electronic
signatures.

1.9.2 Secure transport connection profiles

These profiles are specialized in the technique used in DICOM applications in order to
establish a secure data exchange over a network and internet. Secure transport connection
protects the information during the transmission. These profiles are similar to the secure socket
layer (SSL), SSL is used in the security of the online web site. Secure transport connection
profiles are an application of the asymmetric cryptography. So, the receiver is the only one who
has an access to the message sent and no one else can decode it. In these profiles, there are two
opportunities to implement secure transport connection over: transport layer security (TLS) and
integrated secure communication layer (ISCL). The profiles provide DICOM with restricted
features that are mandatory for implementation.

1.9.3 Digital signature profiles

Tools for digital signature integrity checks are supported by digital signature profiles. A
digital signature allows for the validation of the identity structure that is generated, approved,
or changed a DICOM data. The digital signature generator must first identify the DICOM data
set before embedding the MAC and hash value. The MAC value should then be embedded in
the digital signature. While the receiver can validate the received data's authenticity and
integrity by recalculating the MAC value and comparing it to the embedded MAC value.
Depending on the content that will be embedded in DICOM, the profiles provide three potential

methods of digital signature implementation (base, creator, and authentication).
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1.9.4 Media storage security profiles

To protect the DICOM data against unauthorized access of the information, the media
security profiles support a secure tool. The profile compresses data with a cryptographic
wrapper to define a structure of the DICOM protection. This method of security is regarded as
an application of asymmetric cryptography techniques. These security profiles enable image
encryption using DES, DSA, and other exciting encryption techniques. However, after
decryption, the information is no longer secure. As a result, verifying its authenticity, and
reliability is difficult [18]. Moreover, the DICOM security standard fails to protect the
confidentiality and integrity of medical image data. The attacker, on the other hand, can easily
remove its header and regenerate a fake one. As a result, to ensure image security during storage
and transmission, we can consider watermarking as a solution. This way, it can provide a long-
term guarantee of data confidentiality and integrity [19].
Furthermore, watermarking and cryptography techniques are used on medical data to improve

image security.

The following is a general illustration of how encryption and embedding methods are applied
at the sender side:
- Image preprocessing: segmenting and extracting the relevant patient information from
the DICOM header.
- Data encryption: encrypting medical data and generating ciphered data form.

- Data embedding: the process of embedding secret information in medical data.

When the extraction and decryption processes are used on the receiver side, the following steps
are taken:

- Extracting the secret information from the medical data received.

- Decrypting the medical data.

- Ensuring the integrity, authenticity, and confidentiality of the received data

1.10 Medical image security applications

There are numerous works proposed on medical image watermarking and cryptography
techniques for security issues. This section discusses the most important and critical approaches
to watermarking and cryptography applications in medicine. Despite the fact that there are many

works in the spatial domain, few of them presented watermarking approaches in the frequency
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domain. Previous research indicates that the frequency domain outperforms the spatial domain
in terms of security robustness. However, the spatial domain is superior in terms of complexity.
Because the work is with real-time applications (Telemedicine), the contribution focuses on the
spatial domain for a lower complexity goal, as well as on improving the compromise between
robustness, capacity, and imperceptibility requirements. In the medical sector, existing security
applications are classified into two types. The first are pure watermarking techniques used in
frequency and spatial domains. The second category includes medical image applications based
on cryptography and watermarking techniques. Watermarking applications in the medical

image.

1.10.1 Watermarking applications in the medical image

The authors of [20] presented multiple and fragile image watermarking of DICOM
medical images based on a four-level Haar-DWT frequency domain. The approach addressed
the issues of source authentication, medical information authentication, and patient analysis
details transmission. The reference watermark, Tamper Assessment Factor (TAF), and
physician’s signature are also used. The authenticity was satisfied against some attacks when
using the Haar wavelet technique, but for other attacks such as rotation and cropping, contrast,
flip, blurring, sharpening, salt and pepper noise, and Gaussian noise, a significant loss of the
embedded data is observed.
[21] presents another frequency domain watermarking approach. For medical images, a new
and robust technique is proposed. The strategy aimed to protect the content’s copyright while
also ensuring the accuracy of the patient information. It entails dividing the image into three
wavelet transforms and employing a graph theory approach to find the best places to embed the
watermark key. The algorithm provides good invisibility and robustness, particularly against
LSB attacks, and is reliable enough to trace the intruder. The authors of [22] presented a zero
watermarking blind technique that uses both DWT and DCT to improve the robustness against
common and geometric attacks as well as the invisibility of the watermark. Furthermore, the
approach aimed to provide a confidential and integrity (privacy) security issues of medical
information transmission between hospitals. The technique had aided in the selection of areas
of interest (ROI).The embedding process entails applying Arnold transform to the binary
watermarking image, then decomposing the image into one layer DWT, and finally computing
DCT for the entire LL part to obtain the featured vector. The feature vector with the lowest

frequency is chosen, and the sign sequence is obtained.
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The experimental results show that JPEG compression and Median Filter attacks have a high
level of robustness against different attacks but a low level of weakness. [23] proposed a
medical image system for image integrity verification. The signature information is extracted
from the ROI or the pixel blocks of the Region of Interest by the system (ROI). The extracted
signature is then embedded in the image’s non-significant Region of Non-Interest (RONI). The
extracted signature is compared to the recomputed signature at three levels of protection: L1,
L2, and L3. There is a distinct and independent signature for each integrity level. Level one is
concerned with detection, while level two is concerned with localization, and level three is
concerned with image degradation approximation. The system is limited to certain types of
degradation and modification, such as compression, filtering, rotation, and brightness.
However, it did not cover other types of attacks. It does not apply to all tampered images.

The authors of [24] presented a blind zero watermarking approach in the frequency domain.
The method is used in medical images and is based on the Discrete Cosine Transform (DCT).
The scheme combines a visual feature vector and an encryption technique. To begin, the DCT
technique is applied to the medical image, and the 9th lowest frequency coefficients are
selected. The sign sequence of low frequency coefficients was then obtained. Based on the
HASH function cryptography, they compute the key sequence using the watermark information
and the feature vector. The visual properties of the watermark embedding are fully considered
by the algorithm, resulting in a low degradation in the watermarked image. The approach
provides adequate capacity while remaining simple. It is also highly resistant to cropping and
scaling attacks. However, after noise, compressions, rotation, rotation, and translation attacks,

the quality of the extracted watermark image is very low.

1.10.2 steganography security applications

Steganography is used in a variety of useful applications, such as material copyright
control, improving the robustness of image search engines, and smart IDs (identity cards) in
which individuals’ details are embedded in their photographs. Other applications include
video—audio synchronization, secure data transmission in businesses, TV broadcasting, TCP/IP
packets (for example, a unique ID can be embedded into an image to analyze the network traffic
of specific users) [25], and checksum embedding [26]. Petitcolas [27] demonstrated some
modern applications, one of which was in Medical Imaging Systems, where a separation is
considered necessary for confidentiality between patients’ image data or DNA sequences and
their captions, such as physician, patient’s name, address, and other particulars. However, a

connection must be maintained between the two as a result, embedding the patient’s information
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in the image could be a useful safety measure that aids in the resolution of such issues.
Steganography would provide the ultimate authentication guarantee that no other security tool
could provide. Miaou et al. [28] present a bi-polar multiple-base data hiding LSB embedding
technique for electronic patient records. The difference in pixel values between an original
image and its JPEG version is used as the number conversion base. Patient data concealment in

digital images is also discussed by Nirinjan and Anand [29] and Li et al. [30].

1.10.3 Watermarking, Steganography and Cryptography

The watermarking concept is related with two fields: cryptography and steganography,
and the three-concept classified under data security system field Fig. 1.3.
Cryptography is a method used to send an encrypted message that only the authorized person
can decode it, and when the message is decrypted it is not protected anymore and this is the
main difference between cryptography and watermarking.
Steganography used to hide message or an information within another object (image, video,
audio) known as a data [31] In order to be undetectable, while the goal of watermarking is to

embed a message that cannot be removed.

Data security
system

e l ;
[ |
Information
hiding

Cryptography

— —

Steganography Watermarking

Fig 1.3 Data security system field
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Conclusion

Images is a chief aspect in health care. Technology evolution in medical image has
helped doctors to get an insight into the human anatomy without the necessity to cut the body
and to get the best possible diagnosis, treatment, or other surgical procedures by image analysis
gained after high-quality resolution and noise removal.
The medical image is one of the most important part in the telemedicine and the health care
sector. Therefore, the security of medical image is necessary to prevent the intentional or
unintentional distortion. Meanwhile, the confidentiality, the authenticity and the integrity are
working together. They can’t be separated and each one depends on the other. In the literate
review, there are two ways to obtain the security of medical images: “watermarking and meta
data (digital signature).in addition Encryption technique are used to increase the security level
too”.
DICOM security profiles allows encrypting the image by using the DES, DSA and other
exciting encryption techniques in the DICOM header. Since the data after decrypting will not
be protected. So, it is not easy to verify its integrity, authenticity and reliability. Also, the
DICOM security standard doesn’t preserve the confidentiality and integrity of the medical
image data. Where, its header can be easily removed and a fake header can be regenerated by
an attacker. So, watermarking is a solution to ensure the image security through the storage and
transmission. This way can provide a standard guarantee of confidentiality and integrity of the
data. The watermarking current solutions don’t provide efficient techniques to cover the
confidentiality, integrity and authenticity of the digital medical data. Besides, the existing
approaches don’t offer a good compromise between the watermarking requirements
“robustness, imperceptibility and capacity” as well as complexity, since we work with real time
applications (telemedicine).
The main object of this work is to fill some gaps of the previous solutions and to ensure the
security of the medical image while the transmission and storing by providing watermarking
solutions with better compromise between the watermarking requirements and cryptography

solutions ensuring symmetric key security with less complexity.
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I1.1 Introduction

In the previous last years, digital document distribution over an open channel using
information and communication technology (ICT) has proven to be an indispensable and cost
effective method for the dissemination and distribution of digital media files. However, due to
malicious attacks/hacking of open channel information, the prevention of copyright violation,
ownership identification, and identity theft remains a difficult issue. The primary goal of these
attacks/hacking Is to modify, or remove the document watermark in order to illegally claim
ownership or prevent information transfer to intended recipients. As a result, addressing these
critical challenges is an intriguing problem for field researchers. Simmons proposed the classic-
model for invisible communication as the prisoner’s problem [32] in 1984, as shown in Fig.
II.1. The two prisoners in Fig. II.1 want to devise an escape plan, but all communications

between them are arbitrated by the warden.
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Figure I1.1: The prisoner’s problem [33]
They are not permitted to communicate using encryption, and if any suspicious communication
is detected, the two prisoners will be placed in solitary confinement, preventing any information
exchange. As a result, in order to avoid arousing warden suspicion, the prisoners decided to
communicate invisibly, and they considered hiding meaningful information in some cover
message. To put this into action, one of the inmates drew a picture of a blue cow lying on a
green meadow and sent it to another prisoner. As a result, the Warden is unable to perceive the
colors of objects in the image that is transmitting some information, which is an example of

data concealment. As an evident from the above example, the data hiding is a technique for
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hiding data within a cover message without causing perceptual distortion for identification,
annotation, and copyright. However, the constraints that affect the data hiding process [34]
are: the amount of data to be hidden, the need for these data to be invariant under conditions
where a cover (host) media is subjected to distortions such as lossy compression, and the degree
to which the data must be immune to interception, modification, or removal by a third party.
Data hiding techniques are fundamentally divided into two categories: (1) digital watermarking
and (2) steganography [35]. The process of embedding data (called a watermark) into digital
multimedia cover objects in such a way that the watermark can be detected or extracted later to
make an assertion about the authenticity and/or originality of the object is known as digital
watermarking [36]. The basic concept of digital watermarking is closely related to the
steganography (so called covered writing) which focuses on the hidden message bandwidth
while hiding a message, image, or file within another message, image, or file, however in the
case of watermarking, the watermark robustness is the key performance parameter.

Watermarking has been used for centuries, but the field of digital watermarking and its
numerous applications has grown exponentially in the last 30 years as a result of modern
developments in multimedia data processing, improvements in digital signal processing, and
the availability of high-speed computational platforms. Watermarking has the potential to be
used for a variety of purposes, including ownership assertion, fingerprinting, copy
prevention/control, secure telemedicine, e-commerce, e-governance, media forensics, digital
libraries, web publishing, media file archiving, artificial intelligence [37-39], and digital
cinema [40], where a watermark can be embedded in every frame. Because of these intriguing
applications of watermarking, it has received special attention in the current work thus it is

discussed in depth.

I1.2 Importance and Necessity of Watermarking

Even though, cryptography is the most known method that is used to protect digital
content however it is not able to facilitate monitoring and handling the content after decryption
by the owner. This cryptographic limitation may result in illegal copying, distribution, or misuse
of private information. Cryptographic techniques protect content in transit, but no further
protection is provided after decryption Watermarking, which protects the content even after
decryption, addresses a major limitation of cryptography. Watermarking techniques embed
imperceptible watermarking information into the main content, preventing the watermark from
being removed or causing inconvenience to users. A watermark can be created to withstand

various procedures such as decryption, re-encryption, compression, and geometrical
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manipulations [41]. Telemedicine applications have recently begun to play an important role in
the development and use of technology in the medical field.

DICOM (digital imaging and communications in medicine) is a fundamental criterion for
communicating electronic patient record (EPR) data. A header containing important patient
information is also attached to the medical image file in DICOM. Watermarking can effectively
address the protection of this header during transmission and storage to achieve guaranteed

security and authenticity [42].

I1.3 Classifications of Digital Watermarks

The general classification of watermarking techniques is shown in Figure 11.2 [36].
Watermarking methods are classified into four types based on the type of data to be
watermarked: text watermarking, image watermarking, audio watermarking, and video
watermarking. However, because images have a higher data embedding capacity, the current
work focuses on watermarking with images as cover media. Watermarks are classified into
three types based on their human perception: visible watermark, Invisible-Robust watermark,
Invisible- Fragile watermark and Dual watermark. Visible watermark is a secondary translucent
image that is overlaid on top of the primary image. A careful inspection reveals the watermark
to a casual viewer. The invisible-strong watermark is embedded in such a way that changes to
pixel values are perceptually undetectable, and the watermark can only be recovered using an
appropriate decoding mechanism. Any manipulation or modification in the invisible-fragile

watermark of the cover would alter or destroy the watermark.

Classification
Watermarking
Techniques
I I I 1
Working Type of Human S
Domain Document Perception Application
I_I_I . I_I_I I_I_I
[ I I 1
Spathl Transfqrm Text Image Audio Video Visible Invisible Source Destination
omain Domain Based Based
I_I_I
Robust Fragile

Figure II.2: Classification of watermarking techniques [36]
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Dual watermark is a combination of a visible and an invisible watermark [36]. An invisible
watermark is used as a backup for the visible watermark in this type of watermark. The
watermark could be applied in spatial and transform domains depending on the working
domain. The watermark could be source or destination based, depending on the application,
with the former preferred for ownership identification or authentication and the latter used for
uniquely identifying the buyer. In source-based watermarking, a unique watermark identifying
the owner is embedded in all copies of the cover image being distributed, whereas in
destination-based watermarking, each distributed copy receives a unique watermark identifying
the specific buyer, which is used to trace the buyer in the event of illegal distribution/reselling.
Watermarking techniques are further classified as reversible and irreversible. [43, 44].
Reversible watermarking avoids irreversible distortions in the host cover image by using
techniques that provide extraction of the watermark from the watermarked cover document.
Therefore, these techniques are preferred for medical image watermarking to reduce the
probability of incorrect diagnosis.

Reversible watermarking prevents irreversible distortions in the host cover image by employing
techniques that allow the watermark to be extracted from the watermarked cover document. As
a result, these techniques are preferred for medical image watermarking in order to reduce the

likelihood of incorrect diagnosis.

I1.4 Potential Characteristics of Digital Watermarks
The key characteristics of digital watermarks [45, 46] are:

1. Robustness
If a digital watermark resists a designated class of transformations, it is called robust
and thus can be used for copyright protection. The robustness criterion focuses on (1)
The presence or absence of watermark after distortion in the data and, (2) Its
detection by the watermark detector.

2. Imperceptibility
The imperceptibility can be considered as a measure of perceptual transparency of
watermark and it refers to the similarity of original and watermarked images.

3. Capacity
It is the amount of information that can be embedded in a cover. This amount of

information highly depends on the applications such as copyright protection,
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fingerprinting, authentication and confidentiality of medical data, as the information to
be embedded may be a logo image, a number etc.
4. Security

The security of watermark implies that the watermark should be difficult to remove or
alter without damaging the cover image. The level of watermark security requirement
can vary depending upon the application.

5. Data-payload

The data payload of a watermark can be defined as the amount of information that it
contains e.g. if a watermark contains ‘n’ bits, then there are 2n possible watermarks
with actually 2n+1 possibility as one possibility can be that no watermark is present. A
good watermark should contain all the required data within any arbitrary and small
portion of the cover.

6. Fragility

The fragile watermark basically aims at the content authentication. This is reverse of
the robustness criterion. The watermarks may be designed to withstand various degrees
of acceptable modifications in the watermarks on account of distortions in the media
content. Here, watermark differs from a digital signature which requires 100% match.

7. Computational cost:

The computational cost basically refers to the cost of embedding the watermark into a
cover and extracting it from the digital cover. In some applications, it is important that
the embedding process be as fast and simple as possible while the extraction can be
more time consuming. In other applications, the speed of extraction is absolutely
crucial.

8. Tamper resistance:

Tamper-detection of watermarks is used to check the authenticity of digital
photographs. Watermarks of this type are sensitive to any change of the watermark
data; thus, by checking the integrity of the watermark, the system can determine

whether or not the watermark has ever been modified or replaced.

I1.5 Framework for Watermarking

In general, the watermarking system consists of two processes - encoding and extraction
process [35] as shown in Fig.I1.3. Referring Fig.I1.3a it is evident that there are three inputs: a
watermark, the original cover media and the optional public or secret key to generate a

watermarked image. Figure I1.3a depicts the extraction process which takes the input as
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watermarked image/original data (cover), secret or public key and test data from which cover
image and its proprietorship can be determined [47, 48]. Therefore, from Fig. II.3a, a general
watermarked cover image (/) is expressed as the function () of watermark data (Wd), a cover

data (Cd) and a secret key (K) i.e.

W = F (Wa,Ca,K) (IL1)
Watermark Data
(Wg)
v
Cover Data W  Ermbedds Watermarked
1
(Cy) —> atermark Embedding Data(E,,)
Secret Key (K)
(a)
Watermark Data
(Wa)
v
Wat ked
atermarke —> Watermark Extraction Watermarked
Data(E,,) (Wg)
Secret Key (K)

(b)

Figure II.3: The watermark process (a) embedding and (b) extraction [35]

The watermark embedding process is defined as:

Watermark Embedding (E,, ) = F(Wy, C4, K) (IL2)

Further, the watermark extraction process is defined as:

Watermark Extraction (Wg ) = F(Wor C4,E,, , K) (I1.3)
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I1.6 Application of digital image watermarking

The watermarking is applied in many and different fields to achieve and/or to improve
the security. The watermarking approach can reach many security goals (copyright protection,
transaction and finger print ...). Each goal requires the appropriate properties among those
mentioned in the previous section [49] [50]. We can classify the most important applications as

follows:

11.6.1 Copyright protection
One of the watermarking goals is to provide copyright for media material. It is about embedding
the copyright information into the host image. The watermarked image has to resist against
different kinds of attacks (removing, modifying, or adding new watermark). The technique
proves the copyright owner into the material to avoid non-owners from claiming to be the legal
owners of the data. The owner of the material can extract his/her watermark from the
watermarked image to prove the right on the watermarked material. The watermarking
approach in this application should be robust and invisible. Moreover, this application will not

prevent the user from the copy of the digital image [51] [52].

11.6.2 Transaction tracking or fingerprinting
Fingerprinting requires the embedding of a different watermark for each customer. The
watermark is usually related to the customer information like the customer identity. It makes it
possible to track the images and to find where illegal copies are happening. Moreover, it makes
it possible to detect the customer who breaks the rules and conditions of the agreements. This

kind of application needs robust and invisible watermarking technique [53] [54].

11.6.3 Authentication
The watermark is applied to the host image in order to verify its authenticity. In the extraction
phase, the extractor can extract the watermark, then compare the extracted watermark with the
original watermark to determine if the received data is authentic or not. These kind of
applications deals with fragile and semi-fragile watermarking systems. Moreover, the original
watermark it is required during the extraction phase [55] [56].

11.6.4 Integrity
The integrity aspects refer to the image safety. The watermark is embedded into the original
host. During the transmission process the watermarked image could be attacked (intentional or

unintentional). The extractor will extract the embedded watermark and compare with the
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original watermark to verify its integrity. Any modification or small change in the watermarked
image should be noticeable at the receiver side. This application requires fragile watermarking
approach [57] [58].
11.6.5 Tamper detection

Tamper detection is very critical in some fields as telemedicine in order to fight against
counterfeiting of images. The hacker tries to tamper the watermarked image in unnoticeable
way, where the normal user thinks it is un-tampered. The embedded watermark should be
extracted by the authorized user. The user has to know if the image is attacked or tampered and
where the tampering happened. It is desirable of the approach to be a reverse approach, which
means the technique can recover the original content after the watermark extraction. The

watermarking system should be fragile [59] [60] [61].

I1.7 Domains of image watermarking

Watermarking based on spread spectrum

The spread spectrum is a technique that is used in radio telecommunications in particular
the military to disperse a signal over a wide band frequency so as to make it discreet and
resistant to interference [62]. It is clear that this model is immediately applicable to multimedia
watermark.
We describe the approach proposed by [63 ], which is based on a pseudo pre-formatting the data
to be embedded by dividing it at the image size. It then generates a random key of the size of
the pre-formatted data and then applies a simplistic term binary operator "XOR" of this key and
the spread data. It adds the result to the host image for a sharp image.
This is especially interesting because it reveals several fundamental concepts of image
watermarking algorithms, such as the spread spectrum, the use of a secret key, amplitude

modulation, and so on...
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The watermark information is embedded in the host image by the watermarking system. There
are numerous methods and techniques for embedding or extracting the watermark. Based on
the algorithm and method used to embed the watermark in the host image and extract the
embedded watermark from the watermarked image, we can divide watermarking techniques
into two categories: spatial domain and transform domain, as shown in Figure 1.4 [50], the

techniques in each domain will be discussed in the following section.
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Figure I1.4: Watermarking domains

I1.7.1 Spatial domain

The spatial domain refers to the fact that the watermark information is embedded
directly into the pixels of the host image. The watermark is typically embedded in the least
significant bit of the host image. The spatial domain techniques are fast, simple, and have a
high capacity. Furthermore, a small watermark can be embedded several times in the original
host, so that after the attacks, the authorized user can recover the watermark from the other.
When it comes to removing the watermark, the chances of removing all of them is very low
[64] [65].

The spatial domain’s weakness in geometric attacks, particularly noisy and compression
attacks, is that the watermark can be easily changed by a third party [64]. In the spatial domain,
there are numerous watermarking approaches. In the following section, we will go over some

of the most common techniques.
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I1.7.1.1 Least significant bit (LSB)

The signal sample contains the Least Significant Bit (LSB). It is exchanged in the input
signal by embedding a data bit in the pixels' least significant bit. The human eye cannot detect
LSB. The basic idea behind LSB is to present the pixel value in binary form in 8 bits, then
replace the LSB value with the watermark value: 0 turns into 1, and 1 turns into 0. The altered
binary values are then converted into decimal pixel values. In reality, the change is to add or
subtract one from the bit value. This change will have no effect on image quality and will be
imperceptible. This technique is extremely sensitive to changes and vulnerable to attacks such
as noise, rotation, compression, or even the act of removing all the least bits. [66] [67] [68].
The bit position is assigned from 1 to N, where N refers to the number of bits used to represent
the data. LSB will be the bit number 1 while the N is the Most Significant Bit (MSB) as it is
presented in the in the following figure (figure I1.5).

Bit Position Table I1.1: LSB watermarking approach

Original value (149),, N(MSB) 2 1(LSB)
1 O [P |1 JO [1 |0 1

Watermarked value (148)4, 1 0o lo |1 1o |1 o 0

An invisible watermarking technique based on the LSB was presented by the authors of [69].
The height and width of the original image and the watermark image, and then scaling the
original with scaling factor. After that, they generate a watermark object are calculated by the

approach steps. After that, embedding the watermark LSB set into the original LSB set.

I1.7.1.2 Local binary pattern (LBP)

This method is used for analyzing and classifying texture [70] The image is divided into
non-overlapping square blocks in LBP watermarking, and the local pixel difference is
calculated by calculating the spatial relative between the significant pixel and its adjacent pixel
in each block. The local pixel difference is used for watermark embedding and extraction and
is considered the threshold. The advantages of LBP over LSB are its resistance to luminance
modification, difference alteration, and other attacks, as well as its vulnerability to other attacks
such as filtering and blurring. LBP is useful in semi- fragile watermarking methods [71]. The
general idea of local binary pattern of eight neighbors are highlighted in figure 11.5. while the

embedding and extraction place is Dg ,the LBP of Dy is calculated from its neighbors.
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Figure IL.5: Local Binary Pattern of eight neighbors

In [72], a framework based on the Local Binary Pattern (LBP) in order to embed multi-level
watermarking is proposed. The approach divided the image into non-overlapping 3 by 3
regions. Each local region is divided into three items: a vector containing the central pixel
values, a vector containing the magnitude obtained from the differences between the central
pixel and its neighbors and a vector of the sign value of the differences. The obtained vector's
values are based on the Local Binary Pattern (LBP). The watermark is embedded by changing
of the sign vector value in a local region. The approach was robust against some kinds of attacks

like noise, contrast adjustment, luminance modification.

I1.7.2 Frequency domain

The frequency watermarking techniques are considered more robust than spatial
watermarking techniques. Frequency domain or transform domain is more complex in
computational complexity than spatial domain. The embedding and extraction process of all

watermarking approaches in the frequency domain can be described as follows:

- The embedding process deals with the image decomposition, watermark embedding
and reversible image decomposing.
- The extraction process deals with the image decomposition, watermark extraction and

reversible image decomposition.

The most known watermarking techniques in the frequency domain are Discrete Wavelet
Transform (DWT), Discrete Cosine Transform (DCT), and Discrete Fourier Transform (DFT).

They will be discussed in details in the following section.
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I1.7.2.1 Discrete wavelet transform (DWT)

Wavelets are mathematical functions. Discrete wavelet transform is a mathematical
implementation for a hierarchical decomposition of an image. The transform is based on the
waves called wavelets. The wavelet provides the frequency and the spatial explanation of the
image. DWT does a multiresolution decomposition description of the image. The
decomposition procedure splits the image into low and high frequencies. The low frequencies
contain the most important part of image information, while the high frequencies comprise the
other information details. The watermark can be embedded in low or high frequency. Low
frequency provides a good robustness, but with a degradation of the host image after
embedding. Moreover, it is desirable to embed in the high frequency because it will not be
noticeable by the human eye, but the robustness is low. Meanwhile, the wavelet transforms
deals with the compression, it provides a good robustness against JPEG attacks and filtering
because the watermark is distributed through the image and is not located in specific pixels.
For one level DWT, the image is decomposed into four sub-bands: Low-Low (LL), Low-High
(LH), High-Low (HL) and High —High (HH). In the case of two levels DWT decomposition, it

produces another four sub-sub-band from the sub-band. We can reverse the approach by

applying the inverse wavelet | 119 LH? decomposition (IDWT).
Figure 11.6 presents the LHI1 general diagram of the
HL2 | HH2 .
second level wavelet decomposition.
HL1 HH1

Figure I1.6: 2-level- DWT decomposition

The general algorithm used for embedding the watermark in the original image is represented

by the following formula:

W, = i, +S*w, (I1.4)

where 7 is the watermark strength factor, s is the watermark embedding position, iw,, is the
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watermarked image, i,, is the original image and w;,, is the watermark image.

The DWT schemes advantages comparing with the other techniques in the frequency domain
are: good space frequency localization, multi-resolution properties, multi-scale analysis,

flexible and simply adaptability to image, low complexity and a fast computation.

In [73], Ahmad et al. proposed non-blind watermarking techniques in the frequency domain in
three levels DWT. The watermark is embedded in the low frequency sub-band using blending
technique. In the embedding phase, three level DWT is applied to the original and the
watermark image. Then, they embed the watermark in the original image by using the linear
interpolation (I1.5)

lwiz = k*ip+q*wgs (IL5)

Where i,,; is the third level DWT watermarked image, k and q are factors k,q € ]0,1[, w;z is
the third level DWT watermark, i;5 is the third level DWT original image.
The inverse DWT (IDWT) is applied to obtain the watermarked image. In the extraction phase,
three level DWT is applied to the watermarked image and the original image. Then, by using
the linear interpolation (I1.6) can retrieve the embedded watermark or by (II.7) to retrieve the
original image.

Ryi = iyiz —k*ip (IL.6)

Ry = lwiz —q*wg (IL7)
where R,,;3 and R;;3are the low frequency retrieved watermark, low frequency retrieved original
image, respectively.
The approach provides acceptable imperceptibility if q is close to zero and k is close to one. If
the extractor wants to retrieve the watermark image, the original image is required. If he/she
wants to retrieve the original image, the original watermark is required. The approach is robust
against frequent attacks, but it has low robustness against noise attacks.
In the work of [74], it is proposed a blind watermarking technique. The watermark is embedded
as a secrete medical information into host color image using DWT. The watermark is embedded
in the low level (LL) sub bands of the blue channel of the original image. The embedding
process is: decomposition of the host image into three color channels, embedding of the
watermark into the LL sub band of the blue color channel of the host image based on discrete
wavelet transforms (DWT) three levels. Then, they compressed the data with Zigzag techniques

to convert two dimensions to one-dimension image. Finally, inverse DWT is applied to obtain
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the perceptual watermarked image. In the extraction process, the watermarked image is
decomposed based on DWT, the LL sub-band is divided into three color channels. The blue
channel is chosen. Then inverse Zigzag technique is applied to obtain two-dimension blue
channel image. Finally, inverse DWT is applied to achieve the watermark image. The
experimental result shows that the method is imperceptible and gives a high quality without
attacks. But it also shows that the method has a low robustness against cropping, filtering and
noising attacks. [75] proposed a digital image watermarking technique in the frequency domain
based on DWT. The original image and the watermark image are decomposed into two levels
DWT. Then, they calculated the image feature matrix and applied hash function for each sub-
band (LL, LH, HL, HH).

Then, based on XOR function, they embedded the watermark into the original image. Finally,
the inverse DWT is applied. The image features are analyzed into its factored form using DWT.
The produced coefficient data are quantized to obtain the image hash. The proposed approach

achieved high PSNR (good quality) with low computational complexity and execution time.

I1.7.2.2 Discrete cosine transform (DCT)

DCT is used to convert a signal from the spatial domain to the frequency domain [76].
It has a high level of robustness when compared to the JPEG standard for image compression
[77]. 1t divides the image into non-overlapping m x m blocks, with the left top coefficient
representing the DC coefficient value and the others representing the AC coefficients [78]. The
block size is normally 8 by 8 items. Low frequencies are more sensitive to the human eye than
high frequencies. DCT divides the image into three frequency bands: low, medium, and high
frequency.
The low frequency contains the majority of the image’s information, while the high frequency
contains the image’s details. When the watermark is inserted at a low frequency, it is robust but
visible. Meanwhile, if it is inserted at a high frequency, the watermark will be visible but
weaker. To avoid image degradation and to switch between imperceptibility and robustness,
embed the watermark in the middle frequency band [79]. Signal’s DCT coefficient
transformation is represented by equation (I1.8), while the inverse discrete cosine transform is

represented by equation (2.9). [78].

F(u,v) = % cwec() X¥0 Xy=s p(x, ) cos [% u (x + %)] cos [% v (y + %)] (11.8)
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F(x,y) = % Y20 X)Z0 c(w)c(v)F (u, v) cos [% u (x + %)] cos [% v (y + %)] (1L.9)

1

Where c(u), c(v) = (2)_7 foru,v=0. And c(u), c(v) =1 foru, v=1,2,...,n-1. p(x, y) is the pixel
value at position (X, y).
Figure I1.7 illustrates the general idea of the obtained image matrix after applying the DCT

transform.

Low Frequency }

Middle ]
Frequency J

High Frequency J

Figure I1.7: Image DCT frequency coefficients.

The DWT transform is more suitable to human visual system than DCT transform. Also, DWT
provides a multi-resolution decomposition, which can be shown at different levels of resolution
and sequential procedures from low to high resolution. The DCT is based on a block which is
not the case for DWT. Whereas, a higher compression ratio will affect in the blocks, and the
visual artifacts are less evident in DWT than DCT. Meanwhile, DCT is a fully transforms frame
which means any modification will be noticeable through the whole image while in DWT it is
noticeable only locally [80]. The work in [81] proposed a blind zero watermarking approach on
the medical image features based on DCT. In the process the original image is transformed to
DCT coefficients, then the 9 lowest frequencies are chosen: F(1,1),....,F(1,9). The value of low
frequency coefficient is changed after attacks, but the vector of the signs of the coefficients
remained unchanged even with strong geometric attacks. The feature vector is then generated.

After that, watermarking and feature vector are used to generate the key sequence. The binary

29



WATERMARKING TECHNIQUES CHAPTER II

key sequence is computed by a HASH function. The key should be stored for using in the
extraction process. One is used to represent positive or zero coefficient value while zero is used
to represent a negative value for coefficients. In the extraction phase, the feature vector is
generated. It consists of the signs sequence of the DCT coefficients. Then, the watermark is
extracted by using the embedding key is extracted. The experimental results prove that the
algorithm was robust and could detect the watermark without attacks, and with some common
attacks (non-geometric attacks). But in the case of noise attacks, the image quality is not
acceptable where the PSNR is around 10. In case of the filter attacks, the PSNR is around 20.
Also, for JPEG attacks the PSNR is around 20. In geometric attacks, such as rotation and
translation attacks PSNR are respectively around 12 and 13 dB. Moreover, the method provides
a satisfying capacity; the computational complexity and the memory use are low. The authors
in [82] proposed a novel blind watermarking technique based on the DC components in the
spatial domain. They merged the frequency and spatial domains in order to get better robustness
and security for color host image. The proposed algorithm keeps the distribution features of the
frequency coefficients and it has avoided the error resulting from the frequency transformation.
The embedding steps were converting the image from RGB color into YCrCb color. Then, after
obtaining the luminance Y of the YCrCb, dividing it into overlapped 8 x 8-pixel blocks. The
method computes the DC coefficient Ci.j(0,0) of each block. Based on the watermark
information it decides the modifying magnitudes T1, T2. The possibility quantization can be
computed by modifying magnitude T1, T2 and calculating the value for watermark embedding
in DC coefficients for each block. Finally, the watermarked image is converted from YCbCr
color into RGB color. In the extraction phase, the watermarked image is converted into YCrCb.
Then, the luminance Y is obtained, and divided into 8 x 8 blocks. Next, the DC coefficient is
obtained and the watermark value is computed. Finally, the inverse Arnold transform is applied
to obtain the extracted watermark image. SSIM is used to measure the imperceptibility between
the host image and the watermarked image (HVS). The proposed algorithm had high watermark
invisibility and robustness against non-geometric attacks like JPEG compression and filter and

geometric attacks like cropping, scaling, and rotation.

I1.7.2.3 Singular value decomposition (SVD)

Singular Value Decomposition SVD is another frequency transformation method. It is
a linear arithmetical implementation to decompose a matrix into its eigenvectors and
eigenvalues. It has been widely used in the compression field cause its capability to provide the

low rank calculation by alteration of an image into a new representation [83]. The SVD can
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decompose a set of connected variables into unconnected variables. Moreover, singular values
of an image are satisfying constancy, that is, when a small degradation is added to an image, it
SV’s do not modify significantly; and SV’s represent mainly algebraic image features [84]. Let
us denote the image as /. I is a square image, N and M are the image dimensions. The SVD of

I is defined as:

Inxm = Unxm * Snxm * V&xN (IL.10)

U and V are orthogonal matrices, and S is a diagonal matrix. The left eigenvalues (left SVs) are
represented by matrix U, the right eigenvalues (right SVs) are represented by matrix V, and the
eigenvalues are represented by matrix S. (SVs). These singular values are arranged on the
diagonal in descending order, with the highest value at the top left of the matrix and the lowest
value at the bottom. In watermarking schemes, the inverse SVD is applied after SVD
decomposition and embedding the watermark in a chosen matrix to produce a meaningful
image. .The authors of [85] proposed a blind reversible watermarking scheme to ensure the
copyright protection of medical images. The method employs the Recursive Dither Modulation
(RDM) and Differential Evolution (DE) optimization techniques. They added a second
watermark to the original image. Steps for embedding a watermark divide the original image
into blocks. The scrambling algorithm is then applied to both the signature and logo data, along
with an encryption algorithm, to generate encrypted watermark text. Each block was subjected
to a two-level wavelet transform, which selected the low frequency coefficients. For each block,
SVD was applied to the low frequency wavelet coefficient. The watermark was embedded
through quantization using the RDM method. Following the embedding, the watermarked
image was obtained using inverse SVD and inverse DWT. The watermarked image was divided
into blocks during the extraction phase. Then, a two-level DWT was used. To generate the
singular values, the SVD algorithm was used in the low frequency blocks. The singular values
are then normalized, and the message is shuffled again, reshuffling the extract shuffled message.
This last one was used to generate the watermark. The authors struck an appropriate balance
between robustness, imperceptibility, and capacity. The algorithm is computationally complex.
Benhocine [86] proposed a new implementation of the SVD technique in an image
watermarking approach's embedding and extraction process. The authors intended for it to be
highly resistant to geometric and non-geometric attacks. They included the watermark in three
SVD cases. The first case involved embedding the watermark in each of the three SVD matrices

(U, S, V). The watermark was then embedded in U and V matrices in the second case. The third

31



WATERMARKING TECHNIQUES CHAPTER II

scenario involved embedding the watermark in a S matrix. The linear interpolation (IL.11) is
used for the embedding.
SVD;, = (1 —-t)SVD,, +t = SVD; (IL.11)

where SVD represents the S, V and U matrices of the watermarked image, SV D,, represents S,
V and U matrices of the watermark image SV D; represents S, V and U matrices of the original
image.

t €]0,1[.

For the extraction process, it was done using the following linear interpolation (I1.12)

SVDyq = 7SVDyy; = == SVDyyq (IL12)

Where SVD,,, represents the S, V and U matrices of the extracted watermark image.SVD,,;
represents S, V and U matrices of the original watermark image. SVD;,,, represents S, V and
U matrices of the watermarked image. The experimental results showed the robustness of the
approach. Moreover, the watermark was imperceptible when t factor was close to one. The best
quality to embed the watermark was in the S matrix.

Some of the research works hybrid the techniques in the same domain or in different domains.
For example, [87] and [88] hybrid DWT and DCT in the transform domain. The work of [89]
combines DWT, DCT and SVD, while the works in [90], [91] combined the spatial and

frequency domain into image watermarking approaches.

Types of Processing Advantages Disadvantages

Vulnerable to

. . Comparatively simple compression,
Spatial Domain . . .
and faster operation geometric distortion, and
Filtering

Compression compatible
and robust against many

LS . Comparatively higher
. geometric distortions . .
Frequency Domain : . computational time and
(e.g., rotation, scaling, )
complexity

translation, cropping)
and Filtering

Table I1.2: Difference between Spatial domain and Frequency domain

I1.8 Digital Watermarking Attacks and Benchmark Tools
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In recent years, digital image watermarking has become one of the most widely used techniques
for preventing copyright infringement, ownership identification, and identity theft. However,
due to malicious attacks/hacking of open channel information, the robustness/security of the
watermark in a medical application have been challenging issues. [95]. The aim behind attacks
can be modifying, or even deleting the document watermark from its cover data to claim

ownership or preventing the information transfer to intended recipients illegally.

I1.8.1 Watermarking Attacks

There are several types of malicious attacks that result in the partial or complete
destruction of the embed identification key and necessitate the use of a more advanced
watermarking scheme. [92, 95-98]. Figure I1.8 depicts the potential attacks on watermarking
systems. The following are the major attacks:

1. Active/Removal Attacks: In this type of attack, the hacker tries deliberately to remove the
watermark or simply make it undetectable. They are aimed at distorting a hidden watermark
beyond recognition. The active attacks include Analytical de-noising, lossy compression,
quantization, re-modulation, collusion and averaging attacks. This is a big issue in copyright

protection, fingerprinting or copy control for example.

Active attacks

Passive attacks

\4

Forgery/cryptography attacks

v

Possible attacks on watermarking systems

Collusion attacks

> Geometrical attacks

Protocol attacks

\4

Figure I1.8: Classification of possible attacks in digital watermarking

2. Passive Attacks: Hacker tries to determine whether there is a watermark and identify it.

However, no damage or removal is done. As the reader should understand, protection against
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passive attacks is of the utmost importance in covert communications where the simple
knowledge of the presence of watermark is often more than one wants to grant.

3. Forgery/Cryptography Attacks: This is another type of active attacks. In such attacks, the
hacker embeds a new, valid watermark rather than removing one. This will help him to
manipulate the protected data as he wants and then, re-implant a new given key to replace the
destructed one, thus making the corrupted image seems genuine. One of the similar techniques
in this category brute force attacks used in cryptography which aim to finds hidden information
through an exhaustive search. For these types of attacks, it is very important to use a key of
secure length as reported in [95]. The Oracle attack is the same category of the cryptographic
attacks in which a non-watermarked image is created when a watermark detector device is
available.

4. Collusion Attacks: In such attacks, the intention of the hacker is the same as for the active
attacks but the approach is slightly different. The attacker uses many instances of the same data,
containing each different watermark, to construct a new copy without any watermark. This is a
problem in finger printing applications but is not widely spread because the attacker should be
able to access several copies of the same data and that the number needed can be very important.
Collusion Attacks should be considered because if the attacker has access to more than one
copy of watermarked image, the user can predict/remove the watermarked data by colluding
them given key to replace the destructed one, thus making the corrupted image seem genuine.
5. Geometrical Attacks: The goal of geometrical attacks is to change/distort the hidden
watermark by modifying the stego data spatially or temporally. The watermark detector loses
synchronization with the hidden watermark as a result of this type of active attack. The
popular integrated software for geometrical attacks is Unzign and Stirmark.

6. Protocol Attacks: The goal of these types of passive attacks is to attack the concept of the
watermarking application rather than destroy or disable detection of the hidden watermark
through local or global data manipulation. The concept of initial protocol attacks was
abandoned. The other type of protocol attack is a copy attack, which involves copying a
watermark from one image to another without knowing the key used for watermark embedding

in order to create ambiguity about the true ownership of data.

I1.8.2 Benchmark Tools for Image Watermarking
Digital watermarking algorithms Benchmarking is the process of comparing and
evaluating their performance under a fair and normally (semi-)automated environment [99].

The most useful benchmarking tools for watermarking are StirMark [100— b], Checkmark |[c,
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d], Optimark [e, f] and Certimark [g]. As reported in [99] Stir-Mark benchmark is the most
popular and excellent software tool that is used to identify the robustness performance of the
different watermarking systems. This tool simulates various common attacks on image
watermarking algorithms. Algorithms that do not withstand Stir-Mark attacks should be
considered insecure. Unfortunately, it does not accurately model the watermarking process and
thus has a limited ability to impair sophisticated image watermarking techniques. Furthermore,
the Stir-Mark benchmark tool is heavily weighted toward geometric transformations, which do
not take prior knowledge about the watermark into account. [w]. Therefore, Pereira et al. [d]
developed another benchmark tool ‘Checkmark’. This tool is essentially an improved version
of Stirmark with the following significant changes. [99]:

1. The Checkmark tool includes Wiener filtering, soft shrinkage, hard thresholding,
Copy, Template removal and JPEG 2000 as new attacks,

2. Weighted PSNR and Watson’s metric are included instead of just PSNT to determine
the visual quality of the image.

3. The checkmark tool is implemented in MATLAB; however, the Stirmark is
implemented in C++. Another important benchmark tool is Optimark [e, f] which is a
benchmarking software package for image watermarking algorithms providing a graphical user
interface (GUI) implemented in C/C++. To use optimark determine the performance of
watermarking algorithm, users may select a set of test images, define different watermark
embedding keys and messages for multiple trials of the watermarking detector and decoder, and
select a set of attacks among different types of attacks and its combinations. Further, it allows
the assessment of several statistical characteristics of an image watermarking algorithm. The
Certimark benchmark tool was developed by EU-funded research project in 20002002 [99].
Objective of this tool is to design a benchmarking collection module which allows users to
assess the suitability and to set application scenarios for their needs, and to set up a standard
certification process for watermarking technologies [g]. Unfortunately, source codes are not
publicly available for this tool. In addition to that some researcher proposed benchmark tool
based on web system [h—m], mesh benchmark [n]and OR-benchmark tool [99] for evaluating
the performance of watermarking algorithms. The brief comparison of the above benchmarking

tool has been discussed detail in [99].
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I1.9 Essential Requirements for Medical Image Watermarking

In recent times, medical images have played an important role in instant diagnosis,
understanding of critical diseases, and avoiding misdiagnosis in tele-medicine, tele-
ophthalmology, tele-diagnosis, and tele-consultancy services. Furthermore, medical identity
theft is a major security concern in telemedicine. [0, p]. Robert Siciliano, CEO of
IDTheftSecurity.com, an identity theft expert, says, that would be a big fat yes. In terms of
medical identity theft, it’s almost like the ideal crime. The long-distance nature of this type of
treatment contributes to the overall anonymity. [q]. Medical images contain sensitive
information, and when they are transmitted over an unsecured network, they are vulnerable to
corruption from noisy transmission channels and attacks by hackers or malicious individuals.
These attacks may include obtaining sensitive patient information, changing patient information
in the image header, and tampering with image pixel content. Furthermore, medical identity
theft is a growing and dangerous crime, and an identity theft resource center conducted a survey
that revealed that medical-related identity theft accounted for nearly half of all identity thefts
reported in the United States in 2013, according to USA Today. [r]. These demand development
of secure medical data/image watermarking schemes. Figure I1.9 shows some potential
advantages of medical image watermarking. The main advantages of the medical image
watermarking [s—v] are:

1. Because the patient record is embedded within the image, storing the medical image
and the patient record together requires less storage space.

2. Reduced bandwidth requirement during transmission because the additional
bandwidth requirement for metadata transmission can be avoided if the data is hidden in the

image itself.
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Major advantages of medical
image watermarking

Save bandwidth

A 4

Reduce storage space

\4

Maintained patient identification and
confidentiality of the data

Protection against tempering

Acting as keywords

Figure I1.9: Main advantages of medical image watermarking

Security Requirements

Confidentiality

\ 4

Reliability

\4

Availability

Integrity

-

Traceability

.

Authenticity

Figure I1.10: Major security requirements for EPR data [x]

3. Because the patient data is hidden in the cover image, ownership identification and

confidentiality are preserved

4. Protection against tampering because the consequences of tampered medical data can

cost a life due to incorrect diagnosis.

5. Hidden watermarks can act as keywords, allowing for efficient archiving and data

retrieval from querying mechanisms. Furthermore, it offers a valuable solution to potential

problems such as medical data management and distribution. [w].

However, when embedding additional data within medical images, extreme caution is required

because the additional information must not degrade image quality. The exchange of electronic

patient record (EPR) data over unsecured channels demanded a high level of security. As shown

in Fig. 11.10, it consists of three mandatory security requirements [x]:

1. Confidentiality i.e. only the authorized users have to access the information
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2. Reliability has two important outcomes: (a) integrity—the information has not been
tampered with by unauthorized individuals; and (b) authentication—proof that the information
does indeed belong to the correct source. Further, the traceability is an important component of
the reliability and use to trace the information along its distribution.

3. The availability of an information system refers to its ability to be used by authorized
users under normal scheduled conditions of access and exercise. The most important issues
concerning EPR data exchange via unsecured channels are authentication, integration, and

confidentiality. [s, x]. If a suitable watermark is used, all these requirements will be fulfilled

I1.10 Performance Measures

The performance of a medical image watermarking algorithms is mainly evaluated on

the basis of its imperceptibility and robustness.

I1.10.1 Mean Square Error (MSE)

The MSE contains the sum squared error between original and watermarked image [v].
A lower value of MSE indicates that the visual quality of the image will be near to original one.

The MSE can be defined as:

1
MSE = += Yicq Ziza (I — Wi))? (IL13)

where [ij is a pixel of the original image of size X x Y and Wijj is a pixel of the watermarked

image of size X X Y.

I1.10.2 Peak Signal-to-Noise Ratio (PSNR)

Peak Signal to Noise Ratio is a parameter that measures imperceptibility (PSNR). A
higher PSNR indicates that the watermarked image is more similar to the original image,
implying that the watermark is less noticeable. In general, the watermarked image with PSNR

value more than 28 dB is acceptable [z]. The PSNR is defined as:

(255)?
MSE

PSNR = 10log (1.14)

I1.10.3 Weighted Peak Signal to Noise Ratio (WPSNR)

The WPSNR is modified version of the PSNR [z]. The WPSNR defined as:
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(255)2

WPSNR = 10l0g10 m

(I.15)
where the noise visibility function (NVF) depends on a texture masking function. Its values

range from zero (for extremely textured areas) to one (for smooth areas of an image).

11.10.4 Universal Image Quality Index

Wang and Bovik [z.]. They define a universal image quality index as a significant
performance parameter for determining image distortion as a function of correlation loss,
luminance distortion, and contrast distortion. The image distortion is significantly better
determined by the Universal image quality index parameter than by other image distortion
metrics such as MSE.Suppose X is the original image and Y is possibly distorted image
whereas,
X={xi,i=1,2,3, ... ...... N}yand Y={yi,i=1,2,3, ... ...... N}. The universal image quality

index is defined as:

40,y Xy

Q_

 (aF+op)(E2+y?) ({10)
N — 1qj= 1 = —\2
Where X = ;va_lxi and y = ;va_lyl' 07 = Eva 1(xi — X)

1 i=1 -2 1 i— _ _
0 = ST IN 01 =N 0y = I 00— D2 0i = 7)°

The term ‘Q’ can also define the product of three components:

Oxy

, , . 2%y
} .luminance distortion {L}

! lati =21 (0
oss of correlation { 2t )2

Ox0y

Q=

3 ; Zoxay
.contrast distortion o
ox+oy

These components define as:

1. The loss of correlation define the linear correlation between x and y with dynamic range
[—1,1].

2. The luminance distortion is to determine the how close the mean luminance between x and
y with range of [0, 1].

3. The contrast distortion is to determine the contrast similarities between images with range of

[0, 1.
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I1.10.5 Structural Similarity Index Measure (SSIM)
The SSIM [aa] can be defined as:

SSIM(x,y) = f(I1(x,y),c(x,y),5(x,¥)) (IL17)
where I/(x, y) , c(x, y) and s(x, y) are luminance measurement, contrast measurement and

structure measurement respectively are the important property of an image.

11.10.6 Normalized Correlation (NC)

The robustness of a watermarking algorithm is measured in terms of Normalized
Correlation (NC) and bit error rate (BER). NC value measures the similarity and differences
between the original watermark and extracted watermark. Its value is generally 0—1. However,

ideally it should be 1 but the value 0.7 is acceptable [ab].
— i= j=1 i= j=1 2
NC = Zix 12y (WOriginalij * recovredi]—) /Z}( 1231 Woriginal ij (IL18)

Where WOriginalij is a pixel of the original/hidden watermark of size X x Y and

Wrecowedij is a pixel of the recovered watermark of size X x Y.

11.10.7 Bit Error Rate (BER)

The BER is defined as the ratio of the number of incorrectly decoded bits and total
number of bits [ab]. This parameter is suitable for random binary sequence watermark. Ideally

BER value should be equal to 0.

BER = (Number of incorrectly decoded bits) / (Total number of bits) (IL.19)
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Conclusion

This chapter deals with some basic spatial and transform domain techniques. Then the
important performance parameters for medical and digital image watermarking. It contains
peak signal to noise ratio (PNSR), weighted peak signal to noise ratio (WPSNR), Universal
image quality index, Structural similarity index measure (SSIM), normalized correlation (NC),
and bit error rate (BER). Furthermore, a small description of various types of attacks and
important benchmarking instruments along with their performance comparison for digital
image watermarking was presented. It is observed that the types of attacks have a crucial impact
on the performance of efficient and robust watermarking algorithm (s). Furthermore, the
improvements of the efficient benchmarking instruments are necessary to require with rich

features in near future. But, the available benchmarking tools are insufficient.
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II1.1 Introduction

According to image domain, the watermark could be applied in spatial and transform
domain. In the transform domain techniques, the data is embedded by modulating the
coefficients of a transform discrete wavelet transform (DWT), discrete cosine transform (DCT),
singular value decomposition (SVD) and discrete Fourier transform (DFT). However, the
transform domain watermarking techniques are computationally complex but they provide
better robustness of watermarked data. In this section we proposed two approaches of medical
image watermarking. The first method is using two levels DWT transform domain sub-band on
which an SVD decomposition is made, In the second approach only three levels DWT transform
domain sub-band is used without SVD decomposition. Simulation and experimental results are

discussed below.

II1.2 Medical image Watermarking using two levels of DWT and SVD

I11.2.1 Watermark Embedding Algorithm

In this algorithm, the considered cover image is transformed by two levels DWT where
the low frequency sub-band is decomposed by SVD. The watermark image is also transformed
by DWT and SVD. The singular value of watermark information is embedded in the singular
value of the cover image by scale factor alpha. The embedding algorithm details for medical
image watermark is formulated as follows:

STEP 1: Variable Declaration
Cover Image: Q: ultrasound.jpg (UT)
Watermark Image: I W: logol.jpg
I: Read the cover image
I1_W: Read the watermark image
alpha: Scale factor
DWT and SVD: Transform domain techniques
Haar: Wavelet filters
[LL1,HL1,LH1,HH1]: First level DWT coefficients for cover image

[LL2,HL2,LH2,HH2]: Second level DWT coefficients for cover image
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STEP 2: Reading images

Reading and Resizing cover image: Q = imresize((imread('ultrasound.jpg’)), [512,512]);
Applying gray level on cover image: I=rgb2gray(Q);

STEP 3: Applying DWT
Applying First level DWT coefficients for cover image:
[LL1,HL1,LH1,HH1]= dwt2(l,'haar");
Applying Second level DWT coefficients for cover image:
[LL2, HL2, LH2, HH2] = dwt2(LL1,'haar");
STEP 4: Choice of sub-bands in Cover and apply SVD on the selected sub-bands
Applying SVD on LL2: [Uy,Sy,Vy] = svd(LL2); g=size(Sy);
STEP 5: Reading watermark image:
Reading watermark image: 1 w = imresize((imread(‘logo1”)), [512,512]);
Resizing watermark image: 1 w=1 w(:,;,1); I1_w = 1imresize(I w, p);
Applying SVD on watermark image: [Uw,Sw,Vw]= svd(double(I1 w));
STEP 6: Image Watermark Embedding

Embedding watermark: smark=Sy-+alpha*Sw;

Rebuild the sub-bands using SVD: LL2 [= Uy*smark*Vy',
Applying the invers DWT to get watermarked image:

LL1 1=idwt2(LL2 1,HL2,LH2,HH2, 'haar");
[ 1=idwt2(LL1 1,HL1,LHI1,HH1, 'haar");

I11.2.2 Watermark Extraction Algorithm

The extraction algorithm of the image watermark is just reverse process of the

embedding algorithm. The details of the extraction algorithm for the image watermark is
presented as follows:

STEP 1: Perform two levels of DWT on Watermarked image (possibly distorted)
[LL1 wmv,HL1 wmv,LH1 wmv,HH1 wmv]=dwt2(I 1,'haar"),
[LL2 wmv,HL2 wmv,LH2 wmv,HH2 wmv]=dwt2(LL1 wmyv, 'haar');

STEP 2: Applying SVD on the selected sub-bands

Swrec=(Sy_wmv-Sy)/alpha;
Wmy=Uw*Swrec*Vw',
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I11.2.3 Simulation of Watermarking using two levels of DWT and SVD

The performance of the proposed watermarking technique is based on DWT and SVD.
In the proposed method the cover medical image is of size 264 x 191. The watermark image is
of size 222 x 227. The robustness of the image watermark is evaluated by determining NC. The
quality of impressibility of the watermarked image is evaluated by PSNR. It is quite apparent
that size of the watermark affects quality of the watermarked image. However, degradation in
quality of the watermarked image will not be observable if the size of watermark is small.
Figure II1.1 shows the cover and watermarked image respectively. Figure I11.2 shows original
and extracted watermarks respectively. Table III.1 shows the PSNR, and NC performance of
the proposed method at different scale factor. It is found that higher scale factor results in
stronger robustness of the extracted watermark while smaller scale factor provides better PSNR

values between original and watermarked medical images.

cover image

the watermarked image

(@) (b)

Fig I11.1 the cover image (a), and the watermarked image (b)

watermark image Extracted watermark

(@) (b)

Fig I11.2 The original watermark (a) and the extracted watermark(b)
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Table II1.1 PSNR, NC performance at different scale factor values

Scale factor 0.03 0.01 0.1 0.5
PSNR 70.3489 74.6003 65.0620 58.2338
NC 0.87 0.83 0.91 0.93
Discussion:

It is observed in this method that the maximum PSNR value is 74.60 dB at scale factor
= (0.01. Here, the NC value is 0.83. However, the maximum NC value is 0.93 at scale factor =
0.5. Here, the PSNR value is 58.23 dB. It is found that the higher scale factor results stronger
robustness of extracting watermark whereas the lower scale factor provides better visual quality

of the watermarked image.

II1.3 Watermarking using three levels of DWT without SVD

I11.3.1 Watermark Embedding Algorithm

In this algorithm, the considered cover medical image is transformed by three levels of
DWT where the low frequency sub-band is used to embed the watermark. The watermark image
is also transformed by three levels of DWT and the low frequency sub-band is used as
watermark. Embedding algorithm details for medical image watermark is formulated as
follows:

STEP 1: Variable Declaration
Cover image: 'handxray.jpg'
Watermark image: 'watermark?2.jpg'
I: Read the cover image (‘handxray.jpg') (x-ray)
ax: Read the watermark image (‘watermark2.jpg')

a: scale factor Hint: Try with different scaling factor values (ex: 0.5,0.1,0.03,0.05), Lower

the value to make watermark less visible. a=0.03
DWT: Transform domain technique
Haar: Wavelet filters

[cal,chl,cvl,cdl]: First level of DWT transform on cover image
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[ca2,ch2,cv2,cd2]: Second level of DWT transform on cover image
[ca3,ch3,cv3,cd3]: Third level of DWT transform on cover image
STEP 2: Read the Images

Reading cover image:I=imread('handxray.jpg');

Resizing cover image:I=imresize(L,[512 512]);

Convert to gray level: I=rgb2gray(I); I=im2double(I);

Reading watermark image: ax=imread('watermark2.jpg'); ax=rgb2gray(ax);
Resizing watermark image: ax=imresize(ax,[512 512]); ax=im2double(ax);

STEP 3: Applying 3 levels of DWT on cover image

[cal,chl,cvl,cdl]=dwt2(],'haar");
[ca2,ch2,cv2,cd2]=dwt2(cal,'haar');
[ca3,ch3,cv3,cd3]=dwt2(ca2,'haar");

STEP 4: Applying 3 levels of DWT on watermark image

[Ical,lchl,lcvl,lcd1]=dwt2(ax,'haar');

[lca2,Ich2,lcv2,lcd2]=dwt2(lcal,'haar');

[Ica3,Ich3,lcv3,lcd3]=dwt2(lca2,'haar');
STEP 5: Image Watermark Embedding

Input scale factor

Embedding watermark: newca3=[ca3+(a).*Ica3];
Construction of Watermark Image

Applying the invers DWT to get watermarked image:
newca2= idwt2(newca3,ch3,cv3,cd3,'haar');

newcal= idwt2(newca2,ch2,cv2,cd2,'haar');

watermarked image= idwt2(newcal,chl,cvl,cdl,'haar');

I11.2.2 Watermark Extraction Algorithm
STEP 1 Applying three levels of DWT on the watermarked image

[nlcal,nlchl,nlcv],nlcdl]=dwt2(watermarked image,'haar');
[nlca2,nlch2,nlcv2,nlcd2]=dwt2(nlcal,'haar');
[nlca3,nlch3,nlcv3,nlcd3]=dwt2(nlca2,'haar');

wca3= [(newca3-ca3)./a];
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STEP 2: Applying the invers of DWT

wca2= idwt2(wca3,[ 1,[ ],[ ],’haar");
wcal=idwt2(wca2,[ ],[ ],[ ],’haar");

extracted watermarkimage= idwt2(wcal,[ ],[ ],[ ],'haar");

I11.3.3 Simulation of Watermarking using three levels of DWT without SVD

The performance of the proposed watermarking technique is based on using three levels
of DWT without SVD. In this method we used cover medical image size of 239 x 211 and a
watermark image size of 222x227. The imperceptibility between the watermarked image and

cover image is evaluated by determining PSNR.

original image Watermarked Image

(@ (b)

Fig I11.3 shows the cover image (a), and watermarked image (b)

watermark image Extracted watermark image

Fig I11.4 the original watermark image (a), and the extracted watermark image (b)
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Table II1.2 PSNR, and Visual quality of the watermarked at deferent Scale factor

Scale factor | PSNR (dB) Quality of watermarked image
0.01 75.5401 Very good imperceptibility
0.03 70.4101 Good imperceptibility
0.5 52.4531 Bad imperceptibility
1 49.4850 Very bad imperceptibility
Discussion:

The quality of the watermarked image depends on the imperceptibility of image by
determining PSNR at different scale factor value. Higher PSNR value gives a good quality.
Table I11.2 shows PSNR at different scale factor. The clearest quality of image is with the higher
PSNR value. Low PSNR accords to bad quality of image. At scale factor: 0.01 and PSNR: 75.54
dB allows to show the image with a very good quality, while at scale factor: 0.5 and PSNR:
52.45 dB shows us a bad quality comparing to the first value.

I11.4 Experimental Results and Discussion after applying different Attacks

The term robustness refers to the ability of the embedded watermark to resist different
attacks. Any image processing technique which can degrade or destroy the embedded
watermark are considered as an attack. In this section, to evaluate the robustness level of the
proposed methods, we have applied eight different types of attacks on the watermarked images
obtained from the two methods that was discussed above (two levels of DWT with SVD, and
three levels of DWT without SVD). The attacks are: Average filter attack (AVFA), Rotation
attack (RTA), Cropping attack (CRA), Histogram Equalization attack, Median filter attack
(MFA), Median filter attack (MFA), Salt & pepper noise attack, shear attack.
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111.4.1 Applying attacks on first method (two levels of DWT with SVD)

The attacked watermarked brain-cancer images using different attacks are shown in Fig.3.5.

(d)

(e) ® @ (h)

Fig I11.5 The attacked watermarked brain-cancer images: histogram equalization attack (a),
gaussian noise attack (b), cropping attack (c), mean attack (d), median filter attack (e), salt &

pepper attack (f), rotation attack (j), shear attack (h)

The resisting of the embedded watermark to applied attacks is checked by extracting the
watermark from the attached images using the proposed extracting procedures. In Fig.I11.7,
extracted watermarks from the attacked watermarked images are shown. From the figures, we
can notice that the proposed method gives good quality extracted watermark image against all
the attacks except the rotation attack. The quality of the extracted watermark can be measured

using many metrics.
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(©)

Q Jv '\ o

(b)

(d)
Fig II1.6 shows test images Hand x-ray (a) MRI (b) CT brain-cancer (c¢) Ultrasound (d)

The PSNR and NC performance of the proposed technique (two levels of DWT with SVD) at

different scale factors of the image watermark are evaluated. In this method we used four types

of medical images. After applying eight different attacks on every image, the PSNR and NC

performance of all attacks are shown in table II1.3.

50



Watermarking Experimental Analysis and Results CHAPTER III

Extracted watermark from cover image

Attacks Hand x-ray | CT brain-cancer MRI Ultrasound

Attack free

shear attack

Rotation attack

(RTA)
Cropping attack
(CRA)
.‘léf(d—l’;\%\ /éf("r' :x % .’*(f;‘r“ j:%\ ,f/ﬁ :' %\
Median filter By ' (& :_.«, ) ) , R”l) ) ) g 5:1 ) ]
attack (MFA) \\.\ 4;/ &\% 4/,/
Histogram | ‘ —

Equalization attack

Salt & pepper
noise attack

Gaussian Noise
attack (GNA)

Mean Filter attack

Fig I11.7 Extracted watermarks from Attacked watermarked images using (two levels of
DWT with SVD)
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Table II1.3 PSNR and NCC result obtained from simulations using same watermark image.

Performed Hand-X-ray CT-brain MRI Breast Ultrasound
Attacks cancer

PSNR NCC PSNR | NCC PSNR | NCC | PSNR | NCC

Attack free 78.0349 1 72.7305 1 73.0941 1 75.0620 1

Gaussian Noise | 63.5360 | 0.95592 | 65.7123 | 0.95591 | 62.662 | 0.95644 | 61.2275 | 0.95585

Salt & pepper | 71.1830 | 0.97306 | 71.2339 | 0.96619 | 71.1970 | 0.97754 | 71.0697 | 0.97284

Histogram 52.7940 | 0.7541 | 51.3753 | 0.7541 |51.3450 | 0.7541 | 52.4202 | 0.7541

Median filter | 75.2080 | 0.91573 | 70.0674 | 0.91573 | 72.688 | 0.91573 | 72.8077 | 0.91573

Cropping attack | 53.6500 | 0.06896 | 61.2093 | 0.06896 | 61.38 | 0.06896 | 54.5293 | 0.06896

Rotation attack | 53.8750 | -0.0812 | 60.9949 | -0.0812 | 55.122 | -0.0812 | 54.8579 | -0.0812

shear attack 54.7940 | -0.1152 | 51.3753 | -0.1152 | 51.375 | -0.1152 | 52.4202 | -0.1152

Mean Filter 63.6330 | 0.53851 | 66.5013 | 0.53851 | 64.6000 | 0.53851 | 60.3699 | 0.53851

111.4.2 Applying attacks on second method (three levels of DWT without SVD)

The attacked watermarked ultrasound images using different attacks are shown in Fig.I11.7.

Fig I11.8 shows the attacked watermarked images: (a) cropping attack, (b) gaussian noise

attack, (c) histogram equalization attack, (d) mean attack, (¢) median filter attack, (f) salt &
pepper attack, (j) rotation attack, (h) shear attack.
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Extracted watermark from cover image

Attacks Hand x-ray | CT braincancer MRI Ultrasound

Logol

Attack free

shear attack

Rotation attack
(RTA)

Cropping attack
(CRA)

Median filter
attack (MFA)

Histogram
Equalization attack

Salt & pepper
noise attack

Gaussian Noise
attack (GNA)

Mean Filter attack

Fig II1.9 Extracted watermarks from Attacked watermarked images using (three levels of
DWT without SVD)
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We applied the same attacks on this proposed method (three levels of DWT without SVD). Fig
IT1.8 shows the extracted watermark results after applying eight different attacks. Table II1.4
shows PSNR and NCC performance for every attack. We used the same scale factor a=0.1.

Table II1.4 PSNR and NCC result obtained from simulations using same watermark image

Performed Hand-X-ray CT-brain MRI Breast Ultrasound
Attacks cancer

PSNR NCC PSNR | NCC | PSNR | NCC | PSNR | NCC

Attack free 70.2396 | 0.84970 | 78.6705 | 0.8497 | 75.4105 | 0.84950 | 72.0403 | 0.8497

Gaussian Noise | 63.1820 | 0.96179 | 66.0190 | 0.96195 | 65.1250 [ 0.96181 | 60.4900 | 0.9617

Salt & pepper | 72.1140 | 0.97930 | 71.1630 | 0.97848 | 72.1730 | 0.97953 | 71.2440 | 0.9788

Histogram 53.5410 | 0.89232 [ 51.3930 | 0.89238 | 51.1700 | 0.89232 | 52.6790 | 0.8923

Median filter | 68.4450 | 0.99929 | 76.0674 | 0.99929 | 73.688 | 0.99929 | 70.8077 | 0.99573

Cropping 53.5110 | 0.17198 | 60.8520 | 0.17198 | 66.0830 | 0.17193 | 54.0810 | 0.17200

Rotation attack | 53.6940 | -0.0249 | 60.4640 | -0.0249 | 55.5490 | -0.0249 ( 54.2790 | -0.0249

shear attack 54.4830 | -0.1818 | 61.3160 | -0.1818 | 52.7820 | -0.1818 | 55.6730 | -0.1818

Mean Filter 63.2280 | 0.80527 | 65.0190 [ 0.8057 | 69.4950 | 0.8057 [ 60.1050 | 0.8057

Discussion:

The obtained result on table II1.3 (two levels of DWT with SVD), and table I11.4 (three
levels of DWT without SVD), shows PSNR and NCC performance after the watermarked image
is attacked. We note that PSNR and NCC values on the two different methods have
approximately the same result. In the first method (three levels of DWT without SVD) we can
observe that the watermark is more robust to the attacks than the watermark in the second
method (two levels of DWT with SVD). Also, it can be observed that the watermarked images
have been affected by three attacks which are the rotation attack, shear attack and cropping
attack. Their result obtained under 0.5 and that means the robustness against those attacks is

very low.
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111.4.3 Experimental Results after using different wavelet families

In this section we applied four different wavelet families on four test medical images
using two methods (two levels of DWT with SVD) and (three levels of DWT without SVD).
The wavelets are: Haar, Daubechies, Coiflets and Biorthogonal. Table 3.5 shows PSNR values
at the four wavelets using the first method. PSNR comparison are shown in fig 3.9. Table 3.6
shows PSNR values at four wavelets using the second method. Fig 3.10 shows PSNR

comparison on this proposed method.

Table II1.5 shows PSNR values with different wavelets applied on four test images on method

(two levels of DWT with SVD)

Wavelets type Hand X-ray CT-brain cancer Ultrasound MI;IlIireerast

haar 71.5244 76.5528 68.733 78.5687
Daubechies 72.5244 76.5528 68.733 78.5687
Coiflets 71.4883 76.3833 68.6055 78.7944
Biorthogonal 62.0394 64.5732 58.8558 68.6782
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Hand X-ray CT-brain Ultrasound MRI Breast cancer

Test Images

mhaar mDaubechies mCoiflets mBiorthogonal

Fig I11.10 PSNR comparison results in different wavelets on test images method (two levels
of DWT with SVD)
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Table II1.6 shows PSNR values with different wavelets applied on four test images on method

(three levels of DWT without SVD)

wavelets type Hand X-ray CT brain Ultrasound MRI Breast

cancer
haar 67.7374 74.3993 69.2541 65.5338
Daubechies 67.7374 74.3993 69.2541 65.5338
Coiflets 70.4045 72.2816 67.6253 68.3229
Biorthogonal 65.2396 69.6704 64.4105 62.0403
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Fig II1.11 PSNR comparison results in different wavelets on test images, method (three levels
of DWT without SVD)

111.4.4 Experimental Results Comparing proposed method with other reported method

Table II1.7 Comparison of PSNR and NC values with other reported method

Singh et al. [ac] Borko Furht [ad] Proposed method
Gain factor
PSNR (dB) NC PSNR (dB) NC PSNR (dB) NC
0.01 28.17 0.5247 5426 0.87 75.5401 0.785
0.05 28.02 0.9288 48.42 0.93 68.1866 0.8136
0.09 217 0.9668 42.68 0.98 65.7057 0.835
0.1 26.85 0.9697 39.58 0.984 65.2396 0.84597
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Discussion:

As we can see, this proposed method offers higher imperceptibility and little bit low
robustness at all considered gain factor as compared with the other reported methods.
Referring to table II1.7, the maximum NC value with proposed method has been obtained as
0.8497 against 0.9697 and 0.984 obtained by Singh et al. in [ac], and [Borko Furth] [ad]
methods at gain factor = 0.1. However, the minimum NC value with proposed method has been
obtained as 0.785 against 0.5247 and 0.87 obtained by Singh et al. in [ac], [Borko Furth] [ad]
methods at gain factor = 0.01.

We also see that the maximum PSNR value has been obtained with Singh et al. in [ac], is 28.17
dB 54.26 dB, [Borko Furth] [ad] methods. while, the maximum PSNR value has been obtained
by the proposed method is 75.5401 dB at gain factor = 0.01.

On the other hand, the minimum PSNR value has been obtained with Singh et al. in [ac], is
26.85 dB and 39.58 dB [Borko Furth] [ad] methods. while, the minimum PSNR value has been
obtained by the proposed method is 65.2396 dB at gain factor = 0.1.

Over all, the performance of the proposed method is better than the other reported technique by
Singh et al. in [ac], [Borko Furth] [ad] methods in terms of imperceptibility. Finally, the overall
PSNR and NC performance of the proposed method highly depends on the size of the

watermarks, gain factor and the noise variation.

Conclusion

This chapter dealt with image watermarking techniques based on DWT and SVD on
frequency domain. We used two methods to obtain the results. The first method is two levels
of DWT with SVD and second one is three levels of DWT without SVD. We also applied four
different wavelet families. The methods have been found potentially useful in achieving
enhanced robustness of the watermark which can be gainfully extracted in medical as well as
other applications. In addition, the proposed method offers optimal trade-off between
robustness, perceptual quality (imperceptibility) of the cover image. DWT and SVD applied
together offer better performance in terms of imperceptibility and robustness as compared to

DWT applied individually.
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Summary

This document proposed secure transmission using watermarking techniques considering
medical image watermarks. Experimental results were obtained by changing watermark size
and scale factor. Performance of the developed scheme was tested against various attacks like

rotation, compression, filtering, and histogram equalization.

The imperceptibility and robustness of the proposed method is tested with major
experiments. The experimental results point that the proposed method offers good
imperceptibility for the watermarked images, which is evaluated by PSNR. The performance
of the proposed method against different attacks of the watermarked image is evaluated by
correlation coefficients of extracted watermark logos and some subjective image tests. The
experimental results show that the proposed method can be effectively resist against

geometric and non-geometric attacks.

The embedding of many techniques was combined to improve the robustness of the
watermarks and the quality of the watermarked image which is the prime objective of the
research. However, it may have increased the application complexity to some measures which
needs to be examined separately. We also need to study approaches that will improve the
performance such as robustness, imperceptibility, security and capacity at the same time.

We would like to do more researches on lossless data hiding techniques specially for medical

applications, which can be reported in future communication.
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