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Abstract—Biometrics technique isan important and effective image produces the feature vector (template). Subsequently,
solution for automatic personal verification/identification. Re- e use hamming distance for the FKP matching. It is noted
cently, a novel hand-based biometric feature, Finger-Knuckle- that, our database contains FKPs from four types of fingers,

Print (FKP), has attracted an increasing amount of attention. - . . .
Like any other biometric identifiers, FKPs are believed to Left Index Fingers (LIF), Left Middle Fingers (LMF), Right

have the critical properties of universality, uniqueness and Index Fingers (RIF) and Right Middle Fingers (RMF). For this
permanence for personal recognition. This paper investigates raison, An ideal FKP recognition system should be based on
a new approach for human FKP recognition using 1D Log- the fusion of these fingers.

Gabor filter response. We employ 1D Log-Gabor wavelet 10 g naper js organized as follows. A scheme for FKP
extract the information. Thus each finger is represented by a

two finger codes (real and imaginary template). Those templates recog'nit_ion is presen_ted in _SeCtion 2. Sec.tion 3 gives a brief
(finger codes) are compared with those in the database using description of the region of interest extraction. 1D Log-Gabor

Hamming distance. The experimental results showed that the filter and encoding process are discussed in section 4. FKP
designed system achieves an excellent recognition rate on thematching and the decision module are shown in sections 5 and
Hong Kong polytechnic university (PolyU) Finger-Knuckle-Print g ocnactively. A sections 7 is devoted to describe evaluation
Database. The proposed technique is computationally effective ~’. ~~ . . .
with recognition rates of 99.71% and 99.91% for verification criteria. The experimental results prior to fusion and after

and identification, respectively. fusion are presented and commented in section 8. Finally, the

Index Terms—Biometrics, Verification, Identification, FKP, gaadhisions and further works are presented in sections 9.

Log-Gabor Filter, Hamming distance, Data fusion.
Il. SYSTEM DESIGN

. INTRODUCTION Fig. 1 illustrates the main steps of our proposed method.
BIOMETRIC system provides automatic recognition ofn the first phase, the FKP image preprocessing step performs
an individual based on some sort of unique feature the localization of Region Of Interest (ROI) which is regarded
characteristic possessed by the individual. Biometric systears one of the most important areas of the FKP pattern. In the
have been developed based on fingerprints, faces, palmpristzond phase, the knuckle lines and the textures are extracted
hand geometry, iris, etc [1]. Currently, a number of biometricgising 1D Log-Gabor filter and a encoding process. Finally, the
based technologies have been developed. Hand-based perssulting template is matched to the templates from the FKPs
identification provides a reliable, low-cost and user-friendlgtatabase using Hamming distance.
viable solution for a range of access control applications
[2]. Recently, a novel hand-based biometric feature, finger-
knuckle-print (FKP), has attracted an increasing amount of
attention. The image-pattern formation of a finger-knuckle After the image is captured, it is pre-processed to obtain
contains information that is capable of identifying the identitpnly the area information of the FKP. The detailed steps
of an individual [3]. Biometric FKP recognizes a person basddr pre-processing process are as follows [4]: First, apply a
on the knuckle lines and the textures in the outer fing&aussian smoothing operation to the original image. Second,
surface. These line structures and finger textures are statd¢ermine the X-axis of the coordinate system fitted from the
and remain unchanged throughout the life of an individuddottom boundary of the finger; the bottom boundary of the
This paper describes the prototype of a biometric recognitifinger can be easily extracted by a Canny edge detector. Third,
system based on a fusion of finger-knuckle-print features. determine the Y-axis of the coordinate system by applying
An important issue in FKP recognition is to extract FKRx Canny edge detector on the cropped sub-image extracted
features that can discriminate an individual from the othdrom the image original base on X-axis, then find the convex
Our biometric recognition system is based on features edirection coding scheme. Finally, extract the ROI coordinate
tracted from FKP images by one-dimensional Log-Gabor filtsystem, where the rectangle indicates the area of the ROI
response. In this method, a FKP is filtered using 1D Logub-image that will be extracted. The pre-processing steps are
Gabor filter. The real and imaginary part of each filtereshown in Fig. 2.

IIl. PREPROCESSING MODULE
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Fig. 1. Block diagram forthe person recognition using finger knuckles based on Log-Gabor filter response.
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Fig. 2. lllustration for theROI extraction process.a) Image original;(b) X-axis of the coordinate systeniz) ROI coordinate system an@) Region of
interest (ROI)

IV. FEATURE EXTRACTION inequalities to extract binary response templates for both, real

L . . and imaginary part.
The most discriminating information present in a FKP

pattern must be extracted. Only the significant features of the [y, =1 if Rele]
FKP must be encoded so that comparisons between template by=1 if Imle]
can be made. 1D Log- Gabor filter is able to provide opti-

mum conjoint representation of a signal in space and spatigature extraction method stores the real and imaginary parts
frequency [5]. In our method, the features are generated frgtemplates) in the system database. Fig. 3 shows the block
the ROI by filtering the image with 1D Log-Gabor filter.  diagram of the FKP feature extraction module.

» =0 if Re[e] <0
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A. Log-Gabor Filter V. MATCHING MODULE

: A. Hamming distance
Gabor features are a common choice for texture analysis. 9

They offer the best simultaneous localization of spatial and The criterion for similarity/disimilarity is to minimize the
frequency information. One weakness of the Gabor filter #tore (distance) between the input templateand the stored
which the even symmetric filter will have a DC componerfemplate f.. The difference between the templates is labeled
whenever the bandwidth is larger than one octave [6]. Telamming Distance”. A simpleXOR operation between the
overcome this disadvantage, a type of Gabor filter known @grresponding pair of features provides this Hamming Dis-
Log-Gabor filter, which is Gaussian on a logarithmic scale, c&ance. Hamming distance does not measure the difference
be used to produce zero DC components for any bandwidégtween the components of the feature vectors, but the number

The frequency response of a Log-Gabor filter is given as: of components that differ in value. We can define the hamming
distanceD, [7] as,

_ _(log(f/fo))2 N N
G(f) = exp [2(10g(0/f0))2 @) D, — 2i=1 szlf\]fv(m) N e (i 5) 3)
where f, represents theenterfrequency, ands gives the 2iiz1 2= M5 J)
bandwidth of the filter. In the experiments, The parameters M(i.7) = My (. ) A Me(i. i 4
of Log-Gabor filter were empirically selected #s =1/2 and (i) 16:7) s(@.7) “)
o = 0.0556. are used in all calculation. boliy ) = 1(i, ) & Wi, ) ®)

Where D, is the hamming distance); (y2) is the input
(stored) featureM; (Myg) is the input (stored) maskp is
The ROI sub-images (rows) were unwrapped to generate 12 exclusiveOR operator (XOR N is the AND operator, and
vector for feature extraction. These signals were convolvétkN is the size of the features. The valiig, lies between
with 1D Log-Gabor filter. The resulting convolved form of0 and 1, inclusive, with 1 meaning that the two features are
the signal is complex valued. We then apply the followinghdependent and 0 meaning they are completely identical.

B. Encoding process
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Fig. 3. Block-diagram ofthe FKP feature extraction module.
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B. Normalization and information fusion The pre-defined threshold, for decision, value also separates

1) Normalization process:The normalization process isfalseandright results. The error rate of a system can be deter-
used only in the case of identification, during tigenti- mined as a function of threshold when varying the threshold in
fication process, the characteristics of the test FKP ima@® experiment. A threshold value is obtained based on equal
are analyzed by the 2D-DCT corresponding to each pers@Or rate criteria wher€AR = FRR.

Then the matching scores are computed for all database
templates. Therefore, prior to finding the decisioMia-Max VI
normalization scheme was employed to transform the score
vectors computed. Suppose that the score vector is given byThe measure of utility of a FKPs system for a particular
Di=[Diy Dii Dis Dis-- Din,] (6) application can be described by two values [9]. The False
) ) Acceptance Rate (FAR) is the ratio of the number of instances
Where N, represent the size of system database aride of pairs of different FKPs found to match to the total number
order of image test. Then, thdin-Max normalization scheme of match attempts. The False Rejection Rate (FRR) is the

. EVALUATION CRITERIA

is given by: ratio of the number of instances of pairs of the same FKPs is
DN _ D; — min(D;) 7 found not to match to the total number of match attempts. FAR
© 7 max(D;) — min(D;) 7 and FRR trade off against one another. That is, a system can

usually be adjusted to vary these two results for a particular

scores are compared, and the highest score provides ?Rgllca'uon, however decreasing one increase _the other and

identity of the test FKP image vice versa. The system threshold value is obtained based on
: |the Equal Error Rate (EER) criteria where FAR = FRR. This

2) information fusion: Fusion at the matching score leve q h nale that both b |
is the most popular and frequently used method because Oﬁ.é)ase on the rationale that both rates must be as low as

good performance and simplicity [8]. The outputs of the two éarossible for the biometric system to work effectively. Another

more matching modules (LIF, LMF, RIF, RMF) are Combine(;jerformance measurement is obtained from FAR and FRR
’ ich is called Genuine Acceptance Rate (GAR). It represents

using fusion at the matching-score level. The object is h', oo ; i
combine these scores to generate a single score which s t identification rate of the system. In order to visually depict
performance of a biometric system, Receiver Operating

used to make the final decision. The fusion is expressed§{e

Where D" represent the normalizeactor. Therefore, these

min rule on the matching scores obtained from these matchi rves (ROC) are drawn. The ROC curve displays how the
modules. R changes with respect to the GAR and vice-versa [10].

Biometric systems generate matching scores that represent
Dp =min(Drrr, Dovr, Drir, DrRur) (8)  how similar (or dissimilar) the input is compared to the stored
WhereDy;r, Dpyr, Drir and Dy represents the error template.
(hamming distance), of LIF, LMF, RIF and RMF matching,
respectively andDg their fusion. This score is compared to VIl
a thresholdl’, to make the decision of rejecting or accepting '
the user. A. Experimental database

E XPERIMENTAL EVALUATION AND RESULTS

VI. DECISIONMODULE We experimented our approach on Hong Kong polytechnic
The final step in the recognition process is tae- university (PolyU) Finger-Knuckle-Print Database [11]. The
cepted/rejectediecision based on the security threshdld, database has a total of 7920 images obtained from 165 persons.
This security threshold is either a parameter of the matchiffffS database including 125 males and 40 females. Among

module or the resulting score (Hamming distance is comparégm. 143 subjects are 230 years old and the others are
with the threshold value to make the final decision). 30~50 years old. these images are collected in two separate

sessions. In each session, the subject was asked to provide 6
Decision — D, <T, = Accepted; (9) images for each of LIF, LMF, RIF and RMF. Therefore, 48
D,>T, = Rejected; images from 4 fingers were collected from each subject.
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Fig. 4. Unimodal verification test result§a) The ROC curves for all finger typefy) The genuine and impostor distribution a(@ The ROC curves for
the RIF fingers
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Fig. 5. Multimodal verification test result§a) The ROC curves for all fingers fusion usingn rule, (b) The genuine and impostor distribution af@) The
ROC curves based on the fusion of all fingers

B. Verification tests Finally, the distribution of genuine and impostor matching of

In the process of verification, the input template is compar&de FKP verification system when the RIF modality is used are
only with the model of claimed person. The feature vector [ustrated in Fig. 4.tand its ROC curve is plotted in Fig. .
compared with features from the model previously stored in2) Verification in the case of multimodal systerithe
the database. The result is the person is either authorizedbbjective of this section is to investigate the integration of
not authorized. The verification experiments were performed fingers features, and to achieve higher performance that
by using each of the LIF, LMF, RIF and RMF features, asay not be possible with unimodale biometric alone. Thus,
well as the fusion of them at the score level based omihre in order to see the performance of the system, we usually
rule technique. plot the ROC curve, which plots the FAR against the FRR,

1) Verification in the case of unimodal systein:this ex- for all the combination possibl¢LIF-RIF, LMF-RMF, LIF-
periment, three samples of each palm were randomly selectddF, RIF-RMF and LIFLMF- RIF-RMR (see Fig. 51). From
to construct a training set (enroliment). And the other wel€ig. 54, we can observed the benefits of using the LIF-LMF-
taken as the test set. Thus, there are total 495 training imagdB-RMF fusion modalities. For example, fusion of LIF and
and 1485 test images, respectively. Therefore, there are totdlMF give an EER equal to 2.35 % dt, = 0.411. This system
495 genuine comparisons and 13530 impostor comparisaasn achieve an EER of 2.21 % f@t = 0.415 in the case of
are generated. Verification performance of the four fingeRIF and RMF fusion. Fusion of LIF and RIF done an EER
are illustrated in Fig. 4. From Fig. 4.a, we can observedequal to 2.40 % af, = 0.415. In the case of using the LMF-
the benefits of using the RIF modality in term of EER. FORMF, EER = 2.40 % at the threshold, = 0.415. Finally, tthe
example, if if only the LIF modality is used, we have EERsystem can operate at a 0.29 % EER, and the corresponding
= 9.75 % at the threshold@, = 0.429. In the case of usingthreshold isT, = 0.392. The experimental result shows that
the RMF modality, EER was 8.87 % at the thresh@ld= fusion of all finger-knuckles is much higher than the individual
0.435. This EER was 8.80 % &, = 0.435 for the LMF. fingers. The genuine and imposter distributions are shown in
RIF modality improves the result (8.55%) for a database siEéy. 5b. Fig. 5.c depicts the ROC curve. Compared with the
equal to 165 users. Therefore, the system can achieve highpproaches described in [12], [13] our system achieves better
accuracy at RIF modality compared with the others fingen®sults expressed in terms of the equal error rate.
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C. Identification tests LMF-RIF-RMF). For example, our identification system can

Identificati hen the bi i h H chieve an EER of 0.91 % fdfF, = 0.397 with the LIF and
¢ de': nea |orlhocc_:éjrst_\{[v er]: N 'c;?”.‘j r'T ?/Sbem at CMPRAF and it can achieves an EER equal to 1.14 % at the decision
0 determine the dentily of alggindividual. g bIometric 'SthresholdTo = 0.459 for RIF and RMF. If fusion of LMF and
collected and compared to all the templates in a datab

§F is used for the identification, our system can achieve an

Identification isclosed-setif the person is assumed to existEER = 1.28 % withT,, = 0.455. In the case of using LIF and
in the database. lopen-setidentification, the person is not F EE.R was 1 410 % ;;uz“ _ 0.448. However. it can be

guaranteed to exist in the database. In our work, the Propose . . .
cluded that the fusion of all finger-knuckles yields much
method was tested through the second mode test (Opkn'ser}etter identification results compared with one finger. Fig. 7.5

1) Identification in the case of unimodal system:order to presents the distribution of genuine and impostor matching,

obtain the performance characteristics, we perform a total 9§ the ROC curve obtained by the proposed scheme is plotted
495 genuine and 13530 impostor comparisons. FigsBaws i, Fig 7. The developed system isexpected to give higher
the identification performance of the four fingers. It can Safeﬁ’ccuracy than [14], [15].

be see the benefits of using the RIF modality. For example,
if only LIF modality is used for the identification, we have
EER = 6.57 % afl, = 0.445. In the case of using RMF, EER
was 6.13 % afl, = 0.474. In the case of LMF the system can |n this paper, we have designed a biometric recognition
achieve an EER equal to 6.12 %7t = 0.453. Finally, a RIF system based on the fusion of FKPs modalities. The scheme
done a result of 5.97 % for&, = 0.469. Fig. 6.fpresents the uses the 1D Log-Gabor for feature extraction process and a
distribution of genuine and impostor matching, and the ROGamming distance for a matching process. The experimental
curve obtained by the proposed scheme is plotted in Fig. 6results showed that information fusion at the matching score
2) ldentification in the case of multimodal systefia find level improves the results of both identification and verifica-
the better finger type, with the lowest EER, graphs showing tkien. The obtained results showed that the proposed methods
ROC curve were generated (see Figy)7By the analysis of obtains an highest recognition rate. Our future work will focus
this plot, it can be observed the identification system achieves the performance evaluation in both phases (verification and
highest performance when using the all fingers fusion (LIkdentification) using large size database and integration of the

IX. CONCLUSION AND FURTHER WORK
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