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Abstract: 
With the increasing volume of medical digital images and the imperative to securely share 

them among specialists and hospitals for accurate diagnoses, safeguarding patient privacy has 

become a critical concern. Consequently, the demand for effective medical image watermark-

ing techniques has emerged. However, the application of watermarking in this context neces-

sitates meticulous attention for two primary reasons. Firstly, the integrity and quality of the 

image must remain uncompromised during the watermarking process. Secondly, the retrieval 

of confidential patient information embedded within the image after decompression should be 

error-free. Despite extensive research conducted in this field, a comprehensive method that 

meets all the requirements of medical image watermarking remains elusive. This study aims 

to fill this gap by providing a comprehensive survey of watermarking techniques, specifically 

focusing on the strengths and weaknesses of various existing methods, including DCT, SVD, 

and spread spectrum. By analysing these techniques, this research offers valuable insights and 

perspectives to interested researchers in the field of medical image watermarking. Ultimately, 

it strives to advance the understanding and implementation of secure and privacy-preserving 

practices in the sharing and analysis of medical digital images. 

Key words: svd, dct, spread spectrum, watermarking 

Résumé: 
Face à l'augmentation croissante du nombre d'images médicales numériques et à la nécessité 

de les partager entre spécialistes et hôpitaux pour des diagnostics plus précis et fiables, il est 

impératif de protéger la confidentialité des patients. C'est dans ce contexte qu'émerge le be-

soin de techniques de tatouage numérique spécifiquement adaptées aux images médicales. 

Cependant, leur application doit être réalisée avec une attention particulière pour deux raisons 

majeures. Tout d'abord, le processus de tatouage ne peut compromettre la qualité de l'image. 

Ensuite, les informations confidentielles des patients intégrées à l'image doivent pouvoir être 

récupérées sans risque d'erreur après la décompression de l'image. Malgré les nombreuses re-

cherches menées dans ce domaine, aucune méthode ne remplit actuellement toutes les exi-

gences du tatouage numérique pour les images médicales. Cette étude vise à combler cette 

lacune en proposant une enquête approfondie sur les techniques de tatouage numérique, en 
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mettant particulièrement l'accent sur les forces et les faiblesses des différentes méthodes exis-

tantes, telles que la DCT, la SVD et l’Etalement de spectre. En analysant ces techniques, cette 

recherche offre des perspectives précieuses aux chercheurs intéressés par le tatouage numé-

rique des images médicales. Elle contribue ainsi à promouvoir la compréhension et la mise en 

œuvre de pratiques sécurisées préservant la confidentialité dans le partage et l'analyse des 

images médicales numériques. 

Mot clé: svd , dct , étalement de spectre , tatouage. 

 :ملخص
مع زیادة أعداد الصور الرقمیة الطبیة والحاجة إلى مشاركتھا بین الأخصائیین والمستشفیات لتشخیص أدق وأكثر دقة، فإن 

الحفاظ على خصوصیة المرضى یتطلب اھتمامًا كبیرًا. ومن ھذا المنطلق، ینشأ الحاجة إلى تقنیات تعتمد على وضع علامة 

ومع ذلك، یجب أن یتم ھذا العمل بعنایة خاصة لسببین رئیسیین. أولاً، یجب ألا یؤثر مائیة رقمیة خاصة بالصور الطبیة. 

عملیة وضع العلامة المائیة على جودة الصورة. ثانیاً، یجب أن تكون المعلومات السریة للمرضى المضمنة في الصورة 

ث الواسعة التي تم إجراؤھا في ھذا قابلة للاسترداد بدون خطر الخطأ بعد فك الضغط عن الصورة. على الرغم من البحو

المجال، إلا أنھ لا یزال لا یتوفر أي طریقة تستوفي جمیع متطلبات وضع العلامة المائیة للصور الطبیة. تھدف ھذه الدراسة 

إلى تقدیم مسح مفید حول تقنیات وضع العلامة المائیة وتقدیم وجھة نظر واضحة للباحثین المھتمین من خلال تحلیل نقاط 

وانتشار الطیف من خلال تحلیل ھذه التقنیات، تقدم ھذه   DCT, SVD لقوة والضعف للأسالیب المختلفة المستخدمة مثلا

الدراسة رؤیة مفیدة للباحثین المھتمین بوضع العلامة  المائیة للصور الطبیة. وبذلك، تساھم في تعزیز الفھم وتنفیذ 

 .ركة وتحلیل الصور الطبیة الرقمیةالممارسات الآمنة للحفاظ على الخصوصیة في مشا

 .علامة مائیة، انتشار الطیف، SVD ،DCT: كلمات مفتاحیة
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GENERAL INTRODUCTION  

 Medical imaging plays a critical role in healthcare, offering accurate diagnosis, treat-

ment planning, and research. However, concerns regarding the authenticity, integrity, and own-

ership of medical images have prompted the development of various solutions, including ste-

ganography, watermarking, and cryptography. 

Medical image watermarking has emerged as a valuable solution by embedding imperceptible 

yet robust information within the images. This watermark serves as a digital marker, verifying 

the image's authenticity, integrity, and protecting it from unauthorized use, tampering, or mis-

interpretation. Unlike general-purpose image watermarking, medical image watermarking ad-

dresses the specific requirements and challenges unique to medical images. 

The primary objective of medical image watermarking is to ensure that the embedded infor-

mation does not compromise the visual quality or diagnostic accuracy of the images. Imper-

ceptibility is crucial in medical imaging, as even slight changes or artefacts introduced by wa-

termarking can impact the interpretation by healthcare professionals. Another challenge is the 

robustness of the watermark against various image processing techniques, considering that 

medical images undergo transformations such as compression, resizing, and enhancement, 

which could potentially alter or remove the embedded watermark. 

Ensuring the security and authentication of medical image watermarks requires robust encryp-

tion algorithms and secure key management techniques. Ethical and legal considerations, such 

as patient privacy and intellectual property rights, should also be addressed by watermarking 

techniques. The applications of medical image watermarking are diverse, contributing to pa-

tient data protection, research credibility, and clinical trials. By incorporating watermarking 

techniques, healthcare institutions, researchers, and imaging professionals can safeguard pa-

tient privacy, establish ownership, and maintain the trustworthiness of medical image data. 

In Chapter 1, the significance of medical imaging is discussed, highlighting the need to protect 

patient privacy while sharing digital images among specialists and hospitals to enhance diag-

nostic precision. 
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Chapter 2 focuses on watermarking as a crucial technique in medical imaging. It emphasizes 

the importance of watermarking in safeguarding sensitive medical images and explores various 

applications and techniques. The chapter provides an in-depth analysis of different watermark-

ing methodologies employed in medical imaging.  

 Chapter 3 introduces a novel watermarking technique that utilizes the Discrete Cosine Trans-

form (DCT), Singular Value Decomposition (SVD), and Spread Spectrum. This technique ad-

dresses challenges associated with preserving image quality and ensuring the accurate retrieval 

of confidential patient information after image decompression. The chapter presents a detailed 

explanation of the proposed watermarking technique, its implementation, and its potential ad-

vantages in protecting medical images. 

. 
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1 Chapter 1: Medical Imaging 
1.1 Introduction  

 Medical imaging plays a crucial role in modern healthcare, aiding in the diagnosis, treat-

ment, and monitoring of various medical conditions. With the increasing adoption of digital 

systems for storing and transmitting medical images, the security of these sensitive data has 

become a significant concern. Protecting patient privacy, ensuring data integrity, and comply-

ing with regulatory standards such as DICOM (Digital Imaging and Communications in Medi-

cine) and HIPAA (Health Insurance Portability and Accountability Act) are of utmost im-

portance. 

This chapter focuses on the security aspects of medical imaging, aiming to address the chal-

lenges faced in safeguarding medical image data. We will explore the potential vulnerabilities 

and risks associated with the digital management of medical images, including unauthorized 

access, data breaches, and the potential impact on patient confidentiality. 

To mitigate these risks, various security measures are employed, including encryption, ste-

ganography, cryptography, and watermarking. Steganography involves hiding information 

within the medical image itself, while cryptography focuses on securing the communication 

channels and data storage. Watermarking, on the other hand, aims to embed imperceptible and 

tamper-resistant marks within the image for ownership verification and integrity protection. 

Throughout this chapter, we will examine the principles and applications of these security tech-

niques in the context of medical imaging. By understanding the challenges and available solu-

tions, healthcare organizations can implement robust security measures to protect the privacy 

and integrity of medical images, ensuring the highest standards of patient care and data security. 

 

1.2 Medical Imaging  
 Medical imaging is the medical field related to generating representative images of the 

internal structure of the human body, to diagnose, monitor or treat medical conditions these 

images help doctors with identifying abnormalities such as fractures, infections, and tumours, 

and plan an appropriate treatment. 
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1.3 Medical Imaging Types  
 There are many different modalities of medical imaging including X-rays, MRI reso-

nance imaging), CT scan (computed tomography), ultrasound, and nuclear medicine scans. 

Each type uses different technology to create an image.  

 X-rays 

Being one of the very first medical imaging modalities, X-rays has been commonly used 

soon after its discovery in 1895 in medical practices. Even though X-ray imaging is a projection 

technique and originally the image forms up on photosensitive film, direct digital X-ray imag-

ing is becoming widely more used. The X-Rays are produced when electrons of high energy 

interact with the subject, we're studying converting the kinetic energy into electromagnetic ra-

diation. While the surrounding tissues appear darker. X-rays can reveal very subtle features, 

they also are commonly used to detect bone fractures, infections, and tumours. However, they 

are not as effective at detecting soft tissue abnormalities, such as those in the brain or other 

organs this is due to the excellent contrast. The ionization of tissue along the beam path is an 

unwanted yet unavoidable side-effect of the photon-atom interaction. That last can lead to ra-

diation damage repeated exposures therefore X-rays can be harmful, so they are generally only 

used when necessary and with proper precautions. The cost-effective equipment and the 

straightforward imaging procedure make the x-ray imaging quite popular [1][2]. 

 CT scans computed tomography 
In 1971, CT also called computed axial tomography became clinically available, and is 

the first medical imaging modality made possible by the computer. CT images are generated 

by passing X-rays through the body, at various angles, by rotating the X-ray tube around the 

body. Fractions of a second is the time that takes modern CT scans to generate a 2D cross-

sectional image. Special microscopic CT scanners provide voxels of less than 10 µm while in-

plane special resolution goes as low as 100µm.  Using CT allows to detect small tumours, and 

structural detail in trabecular bone or the alveolar tissue in the lungs However, CT scans expose 

the patient to more radiation than a standard X-ray, so they are generally only used when nec-

essary and with proper precautions. Due to it being costly clinical CT scans are not widely 

adopted like x-rays [1][2].  
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 MRI Magnetic Resonance Imaging 
Introduced in the late 1970s, Magnetic resonance imaging (MRI), is a type of volumetric 

imaging that shares some similarities with computed tomography (CT), but is based on funda-

mentally different physical principles. CT generates contrast by using high-energy photons and 

the interaction of photons with electrons of the atomic shell. In contrast, MRI is based on the 

orientation of protons inside a strong magnetic field. Resonant radiofrequency waves can ma-

nipulate this orientation, and the return of the protons to their equilibrium state can be measured.  

MRI is able to diagnose various pathologies due to their ability to discern different types of soft 

tissues with a better precision than CT making it the best choice to evaluate conditions such as 

herniated disks, ligament tears, and soft tissue tumours in the spine. However, MRI requires 

significantly more time for image acquisition than CT. Additionally, modern MRI scanners 

require a superconductive magnet with liquid helium cooling infrastructure, extremely sensitive 

radiofrequency amplifiers, and a complete room shielded against electromagnetic interference. 

As a result, MRI equipment is expensive, with costs of several million dollars for the scanner 

hardware and high recurring costs for maintenance. Nevertheless, MRI scanners provide images 

with a high diagnostic value, and MRI can be used to monitor some physiological processes 

(such as water diffusion and blood oxygenation) and therefore partly overlaps with nuclear im-

aging modalities. Since MRI is a radiation-free modality, it is often used in clinical studies with 

volunteers [2][3].  

 Ultrasound 
Ultrasound imaging is a diagnostic imaging technique that utilizes the properties of 

sound waves in tissue. Low megahertz pressure waves travel through tissue at the speed of 

sound, undergoing refraction and partial reflection at interfaces. Ultrasound contrast is therefore 

dependent on echogenic in homogeneities in tissue. The travel time of the echo can determine 

the depth of an echogenic object. Emitting focused sound waves in different directions enables 

two-dimensional scans. Due to the complex relationship between inhomogeneous tissue and 

the echoes, ultrasound images are highly qualitative in nature. Differences in the speed of sound 

in different tissues and the weak signal and high amplification that result in a high noise com-

ponent contribute to this complexity. While ultrasound images exhibit good soft tissue contrast, 

they are not effective in the presence of bone and air. Modern ultrasound devices use comput-

erized image processing for image formation, enhancement, and visualization, although purely 

analogue circuitry can be used to generate ultrasound images. Ultrasound imaging is a popular 

diagnostic tool due to its low-cost instrumentation and ease of use. However, the presence of 
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an experienced operator is necessary to adjust various parameters for optimum contrast, and an 

experienced radiologist is often required to interpret ultrasound images [2]. 

 Nuclear medicine 
Nuclear imaging employs radiation, similar to X-ray and CT imaging, but distinct in 

that it uses radioactive compounds that are injected into the body as radiation sources. These 

compounds, referred to as radiopharmaceuticals, are typically linked to pharmacologically ac-

tive substances and accumulate in specific body sites, such as tumours. The spatial distribution 

of the radiopharmaceutical can be determined by projection techniques or volumetric comput-

erized image reconstruction. This allows for imaging of metabolic processes and subsequent 

diagnosis. Single-photon emission computed tomography (SPECT) is a modality that uses 

three-dimensional reconstructions similar to CT imaging. Positron emission tomography (PET) 

is a parallel technology that uses positron emitters to cause coincident pairs of gamma photons 

to be emitted, with better detection sensitivity and signal-to-noise ratio than SPECT. However, 

both SPECT and PET have significantly lower resolution than CT imaging, with voxel sizes 

not much smaller than 1 cm. SPECT or PET images are often superimposed with CT or MR 

images to provide a spatial reference. The cost of nuclear imaging modalities is a limiting factor 

for their widespread use. Additionally, the radioactive labels are short-lived, with half-lives of 

mere hours, and most radiopharmaceuticals need to be produced on-site, requiring nuclear im-

aging centres to have some form of reactor for isotope generation [2]. 

 

1.4 Digital images  
A digital image is an array of non-negative integer function in two dimensions (2-D), 

denoted as f(x, y), where x and y are positive integers representing coordinates of a small 

square (pixel) in the image. The pixel is located within the range of 1 to M for x and 1 to N 

for y [4]. 

 

1.5 Digital medical images  
According to [4], the terms 'digitized' or 'digital' are used to refer to medical images that 

are obtained through a digitizer or generated digitally. The pixel or voxel value, also known as 

grey level value, can range from 0 to 255 (8-bit), 0 to 511 (9-bit), 0 to 1023 (10-bit), 0 to 2045 

(11-bit), and 0 to 4095 (12-bit), depending on the digitization or image generation procedure 
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used. These grey levels indicate the physical, chemical, and physiological properties of ana-

tomical structures or physiological processes when the image was captured. For instance, in an 

x-ray film image, the grey level value of a pixel represents the optical density of the small 

square area of the film. In the case of XCT, the pixel value represents the relative linear atten-

uation coefficient of the tissue, while in MRI, it corresponds to the magnetic resonance signal 

response of the tissue. Ultrasound imaging utilizes the echoes produced by the ultrasound beam 

as it passes through tissues, while endoscopic images are created using pixel values that repre-

sent light signals. 

1.6 Security Requirements of Medical image 
The protection of patient privacy is a requirement of the Health Insurance Portability and 

Accountability Act (HIPAA) through the implementation of medical image security [5]. The 

DICOM standard provides an optional guide for producing medical images, but in telemedicine, 

medical images are transmitted via a network between the referring and expert sites. Therefore, 

security becomes a crucial issue just to store data in the medical system but also for transmitting 

data over the network in telemedicine to maintain patient confidentiality, authenticity, and in-

tegrity [6]. Confidentiality involves restricting access to patient information, while integrity 

refers to the safety of medical images transmitted from any tampering, modifying, or changing. 

Additionally, authenticity is used to verify the image source, confirming that it belongs to the 

right patient. To ensure the highest security levels for patient information and medical data, 

extensive work is being done in this area. The following section will examine the characteristics 

of medical images. 

 Safeguarding the Confidentiality of Medical Images and Patient Infor-

mation 
Preserving the confidentiality of patient information is necessary to maintain the sensitive 

data’s privacy and security. Confidentiality ensures that only the authorized individuals have 

the necessary access, modification, and processing rights while preventing unauthorized users 

from accessing or alternating any data. It serves is an initial step in safeguarding patient infor-

mation and upholding their privacy [7]. 

Strict adherence to legal and ethical standards is essential to maintain the confidentiality 

of patient information. The information must possess a critical attribute: trustworthiness. Dur-

ing data transitions upholding confidentiality is particularly vital, where measures must be in 
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place to ensure information remains confidential. Furthermore, maintaining the security of pa-

tient data within the responsible team, which may include physicians, lab workers, and other 

involved parties is crucial [8]. 

Breaking confidentiality may be legally permissible, under certain circumstances. For in-

stance, if patients provide their consent to disclose their information or if it contributes to im-

proving and benefiting the public health sector, confidentiality can be breached [9]. 

 Ensuring the Integrity of Medical Images 
Maintaining the accuracy and reliability of medical images requires upholding integrity 

as a fundamental aspect. This involves preventing any intentional or unintentional modifica-

tions by non-authorized individuals. The responsibility of detecting and mitigating any illegal 

attempts to compromise the integrity of medical information lies with those managing the data 

within telemedicine systems [10]. 

To ensure integrity, health informatics professionals adhere to a code of ethics that pro-

vides guidance and principles for safeguarding health information, including medical images. 

This ethical framework serves as a cornerstone for promoting responsible and secure handling 

of patient data [11]. 

 Achieving Reliable Medical Image Authentication 
The goal of medical image authentication is to establish the source and ownership of an 

image while preserving its originality during transmission. This process aims to prevent any 

falsification or unauthorized alterations during data exchange. Medical image authentication 

techniques play a crucial role in enhancing tamper detection and recovery mechanisms. Au-

thentication and integrity are closely intertwined, as the verification of authenticity contributes 

to maintaining overall data integrity [12]. 

The process of medical image authentication involves inserting data from the source into 

a host image, which is then transmitted to the receiver. The embedded data is extracted by the 

receiver from the host image determining its authenticity. Authentication schemes of medical 

image can be classified into two main categories: those based on digital signatures (metadata) 

and those using watermarking techniques [13]. 

To verify the authenticity of medical images, header data or digital signatures are stored 

alongside the images. These additional measures serve as validation mechanisms and further 

contribute to maintaining the integrity and security of the data [14]. Watermarking, a widely 
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adopted method, involves embedding invisible information within the host data, enabling sub-

sequent extraction and verification of the image's authenticity [15]. 

 

1.7  Picture archiving and communication system (PACS)  
PACS plays an indispensable role as a central server to manage medical images. It re-

ceives and stores images from various sources such as the Hospital Information System (HIS) 

and Radiology Information System (RIS). PACS encompasses a range of radiological imaging 

modalities and contains patient information along with case-related data. The core components 

of PACS are the database server and archiving system, which are essential for its functioning. 

When the HIS and RIS transmit examination images to the PACS server, the system ex-

tracts descriptive data from the DICOM header. It then updates the database system, sets bound-

aries, and manages the newly generated data. In situations where the volume of information is 

substantial, PACS compresses and stores the data or updates the database accordingly. 

PACS can be seamlessly integrated with Teleradiology systems in the medical field, en-

abling the exchange of vital patient data. As a server housing the hospital's medical image da-

tabase, PACS can receive medical images from external imaging centres and distribute reports 

to the HIS and other medical expert systems within the hospital. Additionally, in a Teleradiol-

ogy model, the image centre can transmit the images directly to the expert system [16]. 

 

1.8 Digital Imaging and Communication in Medicine (DICOM) 
The need for a standardized format for medical images arose due to the incorporation of 

various digital products, modalities, archiving, and information within medical systems. In re-

sponse to this, Digital Imaging and Communications in Medicine (DICOM) was established as 

the standard format for storing, transmitting, saving, and utilizing medical images. The collab-

oration between The American College of Radiology (ACR) and the National Electrical Man-

ufactures Association (NEMA) led to the creation of DICOM in 1983, aiming to establish a 

standardized approach for data transfer. The initial ACR-NEMA standard versions were pub-

lished in 1985, improving the storage and transfer of data in a non-proprietary form. Subsequent 

versions of DICOM, particularly version 3 released in 1993, introduced enhancements such as 

network protocol integration through TCP/IP. The data structure model of DICOM revolves 

around specific definitions for services and objects, including image objects and patient objects. 
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Within the DICOM header, essential components include patient information, physician details, 

and hospital information, collectively referred to as information object definitions (IODs). Each 

object within the header carries its own significance. The data is organized into different groups, 

with each group containing related data. For instance, group 10 encompasses patient data and 

unique identifiers (UIDs) pertaining to image technology details such as X-ray exposure. 

Moving on to the DICOM body, it contains crucial information about the patient case. 

This data can be categorized into the region of interest (ROI), typically located at the centre, 

and the region of non-interest (RONI), representing the image's borders. Figures I.1 and I.2 in 

the mentioned resource illustrate the components of a medical image [17]. 

 

Figure 1-1 Medical Image components 

 

 

 

Figure 1-2 Medical image ROI & RONI 
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DICOM services continue to be developed and enhanced through research, and OFFIS 

(Oldenburger Forschung und Entwicklungsinstitut Für Informatik The Oldenburger Institute) 

serves as the main European partner for the DICOM team. OFFIS is a German institution 

founded in 1991 and located in Oldenburg. 

OFFIS is actively involved in research and development across various domains, including en-

ergy, health, and transportation. They are dedicated to advancing knowledge and innovation in 

these areas, and their collaboration with the DICOM team is part of their broader research ef-

forts [18]. 

 

1.9 DICOM Security Profiles: Enhancing Medical Image Security 
DICOM, as a medical image standard, recognizes the importance of addressing security 

concerns [19]. In order to enhance security, four security profiles have been introduced to DI-

COM, namely secure use profiles, secure transport connection profiles, digital signature pro-

files, and media storage secure profiles [19]. These profiles focus on various attributes and 

employ measures such as association security, object authentication, and file security. Let's 

delve into each of these security profiles in detail. 

 Secure Use Profiles: 
Secure use profiles provide guidelines for utilizing attributes and other security profiles 

in specific modes. These profiles encompass secure practices for online electronic storage, bit 

maintenance, and electronic signatures. By adhering to these profiles, healthcare professionals 

can ensure the secure handling of sensitive medical data. 

 Secure Transport Connection Profiles: 
Secure transport connection profiles are designed to facilitate secure data exchange over 

networks and the internet within DICOM applications. They employ techniques similar to the 

secure socket layer (SSL) used in securing online websites. These profiles leverage asymmetric 

cryptography, allowing only the intended recipient to access and decode the transmitted mes-

sage. Two options for implementing secure transport connection are transport layer security 

(TLS) and integrated secure communication layer (ISCL). These profiles mandate specific fea-

tures that must be implemented within DICOM to establish a secure transport connection. 
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 Digital Signature Profiles: 
Digital signature profiles enable integrity checks for digital signatures in DICOM. A dig-

ital signature validates the identity and integrity of DICOM data that has been generated, ap-

proved, or modified. The process involves the digital signature generator identifying the DI-

COM data set, embedding the MAC (Message Authentication Code) and hash value, and sub-

sequently embedding the MAC value within the digital signature. The receiver can verify the 

authenticity and integrity of the received data by recalculating the MAC value and comparing 

it to the embedded MAC value. The profiles offer three methods of digital signature implemen-

tation: base, creator, and authentication, depending on the content to be embedded in DICOM. 

 Media Storage Security Profiles: 
To safeguard DICOM data against unauthorized access, media storage security profiles 

provide a secure mechanism. These profiles employ cryptographic techniques to compress data 

with a cryptographic wrapper, defining a structure for DICOM protection. Asymmetric cryp-

tography techniques are applied, enabling image encryption using algorithms such as DES 

(Data Encryption Standard) and DSA (Digital Signature Algorithm). However, it is important 

to note that once the information is decrypted, its security is compromised. Therefore, verifying 

the authenticity and reliability of decrypted data becomes challenging [20]. In addition, the 

DICOM security standard does not fully address the confidentiality and integrity of medical 

image data. Malicious individuals can easily manipulate the header and create fake images. As 

a solution, watermarking can be considered to ensure data confidentiality and integrity during 

storage and transmission [21]. 

Furthermore, the field of medical data security employs watermarking and cryptography tech-

niques to enhance image security. These techniques are used to improve the confidentiality, 

authenticity, and integrity of medical data. 

Let's take a closer look at the sender and receiver sides of the encryption and embedding meth-

ods: 

At the sender side: 

1. Image pre-processing: This involves segmenting and extracting relevant patient information 

from the DICOM header. 

2. Data encryption: Medical data is encrypted, generating a ciphered data form. 

3. Data embedding: Secret information is embedded within the medical data. 
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At the receiver side: 

1. Extraction of secret information: The secret information is extracted from the received med-

ical data. 

2. Decryption of medical data: The medical data is decrypted to its original form. 

3. Ensuring integrity, authenticity, and confidentiality: The received data is validated to ensure 

its integrity, authenticity, and confidentiality. 

 

1.10  Applications of Medical Image Security 
Numerous studies have proposed various techniques for ensuring the security of medical 

images, including watermarking and cryptography methods. This section highlights the most 

significant and crucial approaches for watermarking and cryptography applications in the field 

of medicine. While many works have focused on the spatial domain, only a few have explored 

watermarking techniques in the frequency domain. Research findings suggest that the frequency 

domain surpasses the spatial domain in terms of security robustness. However, the spatial do-

main exhibits greater complexity. Given the real-time nature of the applications (such as Tele-

medicine), this study primarily concentrates on the spatial domain to achieve a lower complex-

ity objective while also aiming to enhance the balance between robustness, capacity, and im-

perceptibility requirements. In the medical sector, security applications can be broadly catego-

rized into two types. The first type encompasses pure watermarking techniques employed in 

both the frequency and spatial domains. The second category involves medical image applica-

tions that rely on a combination of cryptography and watermarking techniques. These applica-

tions are specifically geared towards safeguarding medical images. 

 Applications of Steganography in Security 
 Cryptography plays a vital role in ensuring the security and privacy of medical image 

data. It enables the encryption and decryption of sensitive information, protecting it from un-

authorized access and ensuring secure transmission and storage. Cryptographic techniques such 

as symmetric and asymmetric encryption, digital signatures, and secure key exchange provide 

robust mechanisms for securing medical images and preventing tampering or unauthorized 

modifications. By employing cryptographic algorithms and protocols, healthcare providers can 

maintain the confidentiality and integrity of patient data, comply with privacy regulations, and 
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mitigate the risks associated with data breaches and cyber threats in the context of medical 

imaging. 

 Applications of Steganography in Security 
Steganography finds utility in various practical applications, serving purposes such as 

copyright control for materials, enhancing the resilience of image search engines, and embed-

ding individuals' details in smart IDs (identity cards) along with their photographs. Further-

more, it facilitates video-audio synchronization, secure data transmission in business environ-

ments, TV broadcasting, embedding unique IDs into TCP/IP packets (e.g., to analyse network 

traffic of specific users) [22], and embedding checksums [23]. Petitcolas [24] illustrated several 

modern applications, including Medical Imaging Systems, where the need for confidentiality 

between patients' image data or DNA sequences and their corresponding captions (e.g., physi-

cian, patient's name, address, etc.) necessitates a separation. However, a connection must be 

maintained between the two, making the embedding of patient information within the image a 

valuable security measure for addressing such concerns. Steganography provides an unmatched 

assurance of authentication that other security tools cannot deliver. 

 

 Applications of Watermarking in Medical Images 
Watermarking is a valuable technique used to enhance the security and authenticity of 

medical imaging. It involves embedding imperceptible but identifiable markers within the im-

age to verify its integrity and origin. In the field of medical imaging, watermarking serves mul-

tiple purposes. It protects against unauthorized modifications, detects tampering, and ensures 

the traceability of images. By embedding unique identifiers or digital signatures, watermarking 

enables the authentication of medical images, preventing the use of counterfeit or manipulated 

images for diagnosis or research. Watermarking techniques have found various applications in 

the field of medical imaging. Some key applications of watermarking in medical images in-

clude: 

Ownership Protection: Watermarking can be used to protect the ownership and intellectual 

property rights of medical images. By embedding a unique watermark into the images, it be-

comes possible to identify and trace the original source or owner of the images. This is partic-

ularly important in cases where medical images are shared, distributed, or used for research 

purposes. 
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Authentication and Integrity Verification: Watermarking can ensure the authenticity and in-

tegrity of medical images. By embedding a digital watermark into the images, any unauthorized 

modifications or tampering attempts can be detected. This is crucial for maintaining the trust-

worthiness and reliability of medical image data, especially in critical applications such as di-

agnosis, treatment planning, and research studies. 

Data Security and Patient Privacy: Medical images often contain sensitive patient infor-

mation. Watermarking can be used to protect patient privacy by embedding patient-specific 

watermarks or invisible digital signatures into the images. This enables the identification and 

tracking of images, ensuring that they are not disclosed or used without proper authorization. 

Content Identification and Tracking: Watermarking can facilitate the identification and 

tracking of medical images throughout their lifecycle. Each image can be embedded with a 

unique watermark that carries information about the patient, healthcare provider, acquisition 

date, or other relevant metadata. This helps in organizing and managing large medical image 

databases, ensuring accurate retrieval and proper documentation. 

Research and Clinical Trials: Watermarking can be applied to medical images used in re-

search studies and clinical trials. By embedding watermarks, it becomes possible to identify 

and track specific image datasets, ensuring the integrity and traceability of the data. This is 

particularly important for maintaining research integrity, reproducibility, and adherence to reg-

ulatory requirements. 

Forensic Analysis: Watermarking techniques can aid in forensic analysis and investigation of 

medical image tampering or unauthorized use. If a medical image is tampered with or used 

without proper authorization, the embedded watermarks can serve as evidence to identify the 

source and track the distribution of the image. 

 These are just a few examples of how watermarking can be applied in the context of 

medical images.  

 The Relationship between Watermarking, Cryptography, and Ste-

ganography 
 The concept of watermarking is closely related to the two fields: cryptography and ste-

ganography, all of which fall under the broader domain of data security systems (as depicted in 

Figure 1.3). 
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Cryptography is a method used to securely transmit an encrypted message that can only be 

decoded by the authorized recipient. However, once the message is decrypted, it is no longer 

protected. This is the primary distinction between cryptography and watermarking. 

Steganography, on the other hand, involves hiding a message or information within another 

data such as an image, video, or audio file. [25] The objective of steganography is to make the 

hidden data undetectable. In other words, the presence of the hidden message should not be 

apparent to an observer. The goal of steganography is to achieve secrecy or confidentiality. 

In contrast, watermarking serves a different purpose. The primary objective of watermarking is 

to embed a message or identifier into a digital object (such as an image or audio file) in a way 

that it cannot be easily removed or altered. Watermarks are often used for purposes such as 

copyright protection, content authentication, or ownership verification. Unlike cryptography or 

steganography, watermarking is not primarily concerned with concealing the presence of the 

embedded message but rather with ensuring its persistence and resilience. 

 

 

Figure 1-3 data security system field[26] 

. 

Conclusion   
 In conclusion, medical imaging plays a pivotal role in the diagnosis, monitoring, and 

treatment of various medical conditions, employing diverse modalities and technologies. Digi-

tal medical images, represented as pixel or voxel arrays, provide valuable insights into the in-

ternal structures and physiological processes of the human body. It is imperative to ensure the 

security of these images to safeguard patient privacy and comply with regulatory requirements. 

Data security 
system

Cryptography Informatin
hiding

Steganography Watermarking
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To protect the confidentiality and integrity of medical images, the implementation of robust 

security measures such as encryption, access controls, and adherence to legal and ethical stand-

ards is crucial. Additional authentication techniques, including digital signatures and water-

marking, can further enhance the overall security posture. 

The Picture Archiving and Communication System (PACS) acts as a centralized server for the 

management of medical images, facilitating storage, retrieval, and distribution. DICOM, the 

standardized format for medical images, incorporates patient and physician information, as well 

as technological details, thereby enabling efficient data transfer and interoperability. 

Moving forward, our research focus will be centred on watermarking techniques in the context 

of medical imaging. Watermarking methodologies can effectively embed imperceptible marks 

within medical images, serving to establish ownership, authenticity, and integrity. Through our 

investigations, we aim to explore how watermarking can strengthen security measures, offering 

robust protection against unauthorized utilization or tampering of medical images. 
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2 Chapter 2: Watermarking 
2.1 Introduction 

 In the past few years, the use of Information and Communication Technology (ICT) for 

distributing digital documents through open channels has become essential and cost-effective. 

However, ensuring copyright protection, ownership identification, and preventing identity theft 

remain significant challenges due to malicious attacks and hacking attempts on open channels. 

These attacks aim to tamper with or remove document watermarks to falsely claim ownership 

or hinder the intended information transfer. Consequently, researchers have been actively seek-

ing solutions to address these critical challenges. 

A well-known concept in invisible communication, called the prisoner's problem, was intro-

duced by Simmons in 1984. This concept revolves around two prisoners attempting to devise 

an escape plan without alerting a warden. They must communicate covertly by hiding mean-

ingful information within a cover message to avoid arousing suspicion from the warden  

[27][28]. 

The advancements in high-bandwidth digital communication technologies have revolutionized 

the transmission of medical data across various geographical boundaries, including remote and 

rural areas, using the internet, mobile networks, and other communication channels [29]. How-

ever, transmitting medical data over open channels poses risks to its authenticity, integrity, and 

confidentiality. This necessitates the development of effective medical image watermarking 

schemes to ensure the secure exchange of patient records. Embedding additional data within 

medical images must be done with care to avoid compromising image quality while preserving 

the confidentiality, reliability, and availability of electronic patient records exchanged through 

unsecured channels [29-32]. 

The field of digital watermarking has experienced significant growth in the last few decades, 

driven by advancements in multimedia data processing, digital signal processing, and compu-

tational platforms. Digital watermarking, closely associated with steganography, involves the 

insertion of data (watermark) into digital multimedia cover objects to establish their authenticity 

and originality. This technique finds applications in asserting ownership, establishing finger-

prints, preventing unauthorized copying, facilitating secure telemedicine, enabling secure e-

commerce, and more [33]. 
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Furthermore, medical images have gained prominence in telemedicine services such as tele-

medicine, tele-ophthalmology, tele-diagnosis, and tele-consultancy. These images facilitate 

prompt diagnosis, improve understanding of critical diseases, and help prevent misdiagnosis. 

However, the rising concern of medical identity theft in the field of telemedicine emphasizes 

the crucial role of medical image watermarking in ensuring the authenticity, integrity, and con-

fidentiality of transmitted medical data [34, 35]. 

 

2.2 Importance and necessity of watermarking  
 Although cryptography is a widely used technique for protecting digital content, it lacks 

the ability to monitor how the content is handled after decryption. This limitation can lead to 

illegal copying, distribution, or misuse of private information. Cryptographic techniques pro-

vide content protection during transit but offer no further safeguards after decryption. To ad-

dress this limitation, watermarking techniques have emerged, which protect the content even 

after decryption. Watermarking involves embedding imperceptible watermark information into 

the main content, ensuring that the watermark remains intact during normal usage without caus-

ing inconvenience to users. Watermarks can withstand processes such as decryption, re-encryp-

tion, compression, and geometrical manipulations, providing enhanced content protection [36]. 

In the context of telemedicine applications, where digital imaging and communications in med-

icine (DICOM) standards are used to communicate electronic patient record (EPR) data, the 

protection of the accompanying header information during transmission and storage is crucial. 

Watermarking techniques can effectively address this issue, ensuring security and authenticity 

of the header information [37]. 

 

2.3 Watermarking framework 
The watermarking system follows a framework that consists of two main processes: encoding 

and extraction. [38]. 

This framework is illustrated in Figure 2-1. In the encoding process (Figure 2-1 a), there are 

three inputs: a watermark, the original cover media, and an optional public or secret key. These 

inputs are used to generate a watermarked image. 
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The extraction process (Figure 2-1 b) takes as input the watermarked image or original data 

(cover), along with the secret or public key and test data. This process allows for the determi-

nation of the cover image and its ownership. 

In general, a watermarked cover image (W) can be expressed as a function (F) of the watermark 

data (Wd), the cover data (Cd), and the secret key (K), as shown in equation 2-1 

𝐖𝐖 = 𝐟𝐟(𝐖𝐖𝐟𝐟,𝐂𝐂𝐟𝐟,𝐊𝐊)   2-1     
 

 

The watermark embedding process, denoted as E (W), can be defined as: 

(𝑬𝑬𝑬𝑬) = 𝒇𝒇(𝒇𝒇𝒇𝒇,𝑪𝑪𝒇𝒇,𝑲𝑲)     2-2 
 

Similarly, the watermark extraction process, denoted as W', can be defined as: 

𝒇𝒇𝑾𝑾 = 𝒇𝒇(𝒇𝒇𝒇𝒇𝒇𝒇𝑪𝑪𝒇𝒇,𝑬𝑬𝑬𝑬,𝑲𝑲)      2-3 
 

(a) (b) 

 
Figure 2-1 the watermark process (a) the embedding (b) the extraction 
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2.4 Digital Watermark Classifications 
 According to S.P. Mohanty [39] Watermarks can be classified into three main types: 

Visible Watermark: A visible watermark is a secondary translucent overlay that is superim-

posed onto the primary image. This type of watermark is intentionally made visible to viewers 

and can be easily noticed upon careful inspection. Visible watermarks are commonly used for 

branding or indicating ownership of the image. 

Invisible-Robust Watermark: An invisible-robust watermark is embedded in such a way that 

any alterations made to the pixel values of the image are not perceptually noticeable. This type 

of watermark is designed to be robust against common image processing operations, such as 

compression or cropping. Proper decoding mechanisms are required to extract the watermark 

from the watermarked image. 

Invisible-Fragile Watermark: An invisible-fragile watermark is embedded in a manner that 

makes it sensitive to any modifications or tampering of the cover image. Even slight modifica-

tions or manipulations of the image can alter or destroy the watermark. This type of watermark 

is useful for ensuring the integrity and authenticity of the image content. 

In addition to these types, there is a dual watermark which combines both visible and invisible 

watermarks. This approach provides both a visual indication of ownership and embedded in-

formation for authentication or tracking purposes. 

Watermarking techniques can also be categorized based on the working domain, such as spatial 

domain or transform domain. Furthermore, from an application viewpoint, watermarks can be 

source-based or destination-based. Source-based watermarking embeds a unique watermark 

identifying the owner into all copies of the cover image being distributed, while destination-

based watermarking assigns a unique watermark to each distributed copy to identify the specific 

buyer and trace illegal distribution or reselling. 

Watermarking techniques can also be classified as reversible or irreversible. Reversible tech-

niques aim to avoid irreversible distortions in the host cover image by allowing extraction of 

the watermark from the watermarked document. These techniques are preferred for medical 

image watermarking to minimize the risk of incorrect diagnosis. 

Overall, the selection of a watermarking technique depends on the specific requirements and 

application scenarios, considering factors such as visibility, robustness, fragility, and reversi-

bility. 
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Figure 2-2 Classification of Watermarking techniques 

 

2.5 Characteristics, applications and attacks related to watermarking  

 Figure 2-1sums up watermarking characteristics, the applications and the attacks that 

might occur to the watermark: 
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Figure 2-3 Watermarking: Characteristics Applications and Attacks 
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 Potential Characteristics of Digital Watermarks 
 Digital watermarks should possess several key characteristics, as illustrated in Figure 2-

1. These requirements ensure the effectiveness and functionality of watermarks. The follow-

ing properties are desirable for an image watermark: 

1. Transparency: When embedding a watermark in an image, it is crucial that the quality of 

the image and the conveyed message remain undistorted. The embedded watermark 

should be imperceptible to the viewer, maintaining perceptual similarity between the wa-

termarked and original images. In certain cases, imperceptibility may be compromised to 

achieve a higher level of robustness or reduce costs. 

2. Robustness: Watermarks should be resilient against various attacks, both geometric and 

non-geometric in nature [40]. It should be extremely difficult or impossible to eliminate 

or manipulate watermarks without adequate knowledge of the specific embedding process 

pertaining to the particular fields involved. 

3. Capacity: Watermarked images should have the ability to carry a suitable amount of in-

formation, known as the data payload. The number of bits encoded [41] in the watermark-

ing process and the image information should offer an adequate combination for the in-

tended application. 

4. Security: Watermarks should be protected using secret keys to prevent unauthorized al-

terations. Strong security measures should safeguard against unauthorized additions, de-

letions, or updates made by individuals without specific knowledge of the secret key. 

5. Computational Complexity: The computational complexity of watermarking algo-

rithms, involving encoding and decoding, is an important consideration. High computa-

tional complexity is often necessary to establish robust security measures and ensure the 

validity of watermarks. For real-time applications, efficiency and speed are crucial factors. 

6. Data Payload: The data payload of a watermark refers to the amount of information it 

contains. A good watermark should be able to encapsulate all the required data within a 

small, arbitrary portion of the cover image, enabling efficient and compact representation. 

7. Fragility: Fragile watermarks focus on content authentication. They are designed to detect 

even slight modifications in the watermarked content, differentiating them from digital 

signatures that require a 100% match. 

8. Tamper Resistance: Tamper-detection mechanisms in watermarks are employed to ver-

ify the authenticity of digital photographs. Watermarks of this type are sensitive to any 

changes in the watermark data. By checking the integrity of the watermark, the system 

can determine whether the watermark has been modified or replaced. 
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 Applications of Watermarking 
 Digital watermarking has a range of uses [42], as seen in Figure 2-1. Generally, appli-

cations of watermarking techniques can be divided into categories. These include a variety of 

potential applications, all of which serve to meet different needs and requirements. Some of 

the potential applications of watermarking include: 

1. Copyright Protection: One of the primary applications of watermarking is to protect cop-

yrighted content. By detecting the original owner of digital media, watermarks help prevent 

unauthorized alterations to the content. The goal is to ensure that no additional information 

can be attached or modified without significantly changing the digital media. 

2. Signatures: Watermarks can be used to recognize the owner of the content, granting them 

control over legal rights for copying or publishing the data. This application enables the au-

thentic owner to maintain authority over their content. 

3. Fingerprinting: Watermarks serve as unique identifiers, allowing the identification of buy-

ers of content. This application is particularly valuable in tracking the origin of illegal copies 

of digital media [43]. 

4. Broadcast and Publication Monitoring: Watermarking techniques, such as signatures, 

aid in detecting the owner of the content. In broadcast and publication monitoring, automated 

systems are employed to monitor possible computer networks, television and radio broadcasts, 

and other distribution channels. This application enables the tracking of when and where the 

content appears. 

5. Authentication: Watermarks can encode information to verify the originality of the con-

tent. By examining the watermark, authenticity can be established. 

6. Copy Control: Watermarks can contain information regarding usage and copying rules 

enforced by the content owner. These rules may range from simple restrictions like "no repli-

cation allowed" to more complex conditions, such as allowing copying but prohibiting subse-

quent replicas of the copy. 

7. Secret Communication: Watermarks can be utilized for secret communication [44]. The 

signals are embedded within the transmission of confidential information from one location 

to another. 
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8. Indexing: Watermarking enables indexing in applications like video mail, where comments 

can be embedded within the video content. It also facilitates the insertion of markers and com-

ments in movies and news items, which can be utilized by search engines for efficient re-

trieval. 

9. Medical Applications: Watermarking plays a significant role in medical applications, of-

fering both authentication and confidentiality without impacting the medical image. The se-

cure transmission, storage, and sharing of Electronic Patient Record (EPR) data between hos-

pitals or through open/unsecured channels are crucial concerns. Medical image watermarking 

must carefully embed additional data without compromising image quality. Confidentiality, 

authentication, integrity, and availability are vital security requirements for EPR data ex-

change. 

 Watermarking plays a crucial role in ensuring the confidentiality, authentication, integ-

rity, and availability of Electronic Patient Record (EPR) data exchange in medical applica-

tions. It provides both authentication and confidentiality in a reversible manner without af-

fecting the medical image. Watermarking techniques are particularly important in telemedi-

cine, tele-ophthalmology, tele-diagnosis, tele-consultancy, tele-cardiology, and tele-radiology 

applications where the secure transmission, storage, and sharing of EPR data are essential. 

These applications highlight the diverse range of needs that watermarking can address, provid-

ing security and protection to various types of digital content. 

 Attacks 
  In the context of digital watermarking, attacks refer to attempts to modify or undermine 

the embedded watermark in the host signal. [45] These attacks can be categorized into four 

main groups: 

1. Removal Attacks: These attacks are carried out with the intention of completely removing 

the watermarks from the host signal. Attackers may employ various techniques to eliminate or 

destroy the watermark, such as signal processing algorithms or modifications to the file format. 

2. Geometrical Attacks: Geometrical attacks aim to disrupt or damage the embedded water-

mark without necessarily removing it. Common geometric attacks include rotation, cropping, 

and scaling of the host signal. These transformations can alter the watermark's spatial charac-

teristics, making it more difficult to detect or extract. 
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3. Cryptographic Attacks: Cryptographic attacks focus on breaking the security methods em-

ployed in watermarking schemes. Attackers may attempt to decipher the encryption or crypto-

graphic algorithms used to protect the watermark, with the goal of unauthorized extraction or 

manipulation. 

4. Protocol Attacks: Protocol attacks target the entire scheme of watermarking, rather than 

specifically focusing on the watermark itself. These attacks exploit vulnerabilities in the com-

munication protocols or system architecture used for embedding, transmitting, or extracting 

watermarks. By compromising the overall framework, attackers can undermine the effective-

ness or integrity of the watermarking process. 

It is important for watermarking techniques to be resilient against these various types of attacks 

to ensure the security and reliability of the embedded watermarks. Researchers and developers 

continuously work on improving the robustness of watermarking algorithms to withstand dif-

ferent attack scenarios. 

 

2.6 Watermarking Techniques 
 Watermarking techniques are used to embed hidden information or digital watermarks 

into digital media such as images, audio, or video files. These watermarks are imperceptible to 

the human eye or ear but can be extracted or detected using specialized algorithms. The purpose 

of watermarking is to provide copyright protection, content authentication, or data integrity 

verification. There are two main types of watermarking techniques: spatial domain and trans-

form domain. 

 Spatial domain techniques 
 Spatial domain techniques [46-50] involve modifying the pixel values of the cover me-

dia directly to embed data. One simple approach in this technique is to add a pseudorandom 

noise pattern to the luminance values of the image's pixels. Unlike transform domain tech-

niques, spatial domain techniques do not transfer the protected images to another domain. This 

lack of transformation reduces the computation time for watermark embedding and extraction. 

However, spatial domain techniques are less resistant to signal processing attacks. Some essen-

tial spatial domain techniques are: 

2.6.1.1 The least significant bit (LSB) 

 The technique known as the least significant bit (LSB) [47] is a simple and straightfor-

ward method commonly used in watermarking. It involves the hiding of information within a 
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sequence of binary numbers by replacing the least significant bit of each element with a bit 

from the secret message. In the case of floating-point arithmetic, the LSB of the mantissa can 

also be utilized. Typically, the size of the hidden message is much smaller than the available 

bits for information hiding, allowing the remaining LSBs to remain unchanged. 

However, it's important to note that the LSB substitution technique has certain limitations. Alt-

hough it may withstand certain transformations such as cropping, the presence of noise or lossy 

compression can often result in the watermark becoming undetectable. Additionally, once the 

algorithm is discovered, an intermediary party could easily modify the embedded watermark, 

undermining its integrity. 

2.6.1.2 Correlation-based watermarking 
 The watermarking technique discussed in the statement utilizes the correlation proper-

ties of additive pseudo-random noise patterns for embedding watermarks into images [51][52]. 

This technique involves adding a pseudo-random noise pattern, denoted as W(x, y), to the orig-

inal image I(x, y) using the equation: 

𝑰𝑰𝑬𝑬(𝑰𝑰,𝒚𝒚) =  𝑰𝑰(𝑰𝑰,𝒚𝒚) +  𝜶𝜶 ∗  𝒇𝒇(𝑰𝑰,𝒚𝒚)               2-4 

In the equation, I_w(x, y) represents the resulting watermarked image, I(x, y) is the original 

cover image, α is the gain factor that determines the strength of the watermark, and W(x, y) is 

the pseudo-random noise pattern. 

By adjusting the value of α, the robustness of the watermark against attacks or modifications 

can be increased. However, a higher α value can introduce visible artefacts or degrade the image 

quality. 

During the watermark retrieval process, the same pseudo-random noise generator algorithm is 

used along with the original key that was used during embedding. The correlation between the 

noise pattern and the potentially watermarked image is evaluated. If the correlation exceeds a 

predefined threshold value T, the presence of the watermark is detected, and a single bit is 

identified. 

To accommodate multiple-bit watermarks, this correlation-based technique can be extended by 

partitioning the image into blocks or regions. The embedding and detection procedure is then 

applied independently to each block, allowing for the detection of multiple bits of information 

within the image. 
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2.6.1.3 Patchwork technique 
 The patchwork technique, initially proposed by Bender et al. [53] in 1995, is a statistical 

process that involves embedding a specific statistic imperceptibly into a cover image. This sta-

tistic follows a Gaussian distribution [46]. In the embedding process of the patchwork tech-

nique, the image owner randomly selects n-pixel pairs based on a secret key and modifies the 

luminance values of these pairs. If the original luminance values are denoted as xi and yi, the 

modified luminance values are determined by adding '1' to all xi values and subtracting '1' from 

all yi values (i.e.   𝜎𝜎𝑥𝑥� =  𝜎𝜎𝑐𝑐 +  1  and  𝜎𝜎𝑥𝑥�  =  𝜎𝜎𝑐𝑐 −  1). The same secret key is used in the ex-

traction process of the technique, which relies on statistical assumptions and calculates the sum 

of these modified luminance values. Furthermore, in the patchwork technique, the sum (S) is 

calculated as S = Σ (xi - yi) for i = 1 to n. If the sum (S) equals 2n, it indicates that the cover 

image contains the watermark. Conversely, if the sum is close to zero, it suggests that the wa-

termark is not present in the cover image. In [54,55], enhancements were made to the patchwork 

technique to improve its robustness, allowing the cover image to hide a watermark longer than 

a single bit. 

2.6.1.4 Spread spectrum technique 
 The spread-spectrum technique offers a solution to the challenge of embedding a water-

mark into the perceptually significant regions of an image's spectrum while preserving its fidel-

ity. This technique draws parallels to spread-spectrum communication, where the image's fre-

quency domain acts as a communication channel, treating the watermark as a transmitted signal. 

In spread-spectrum watermarking, the primary objective is to make the embedded signal resil-

ient to attacks and unintentional distortions, treating them as noise. Similar to spread-spectrum 

communication, the sender transmits a narrowband signal across a much wider bandwidth, en-

suring that the energy present in individual frequency bins remains undetectable. Similarly, the 

watermark is spread across multiple frequency bins, resulting in minimal energy in each bin, 

making it challenging to detect [56]. 

During the process of watermark verification, knowledge about the watermark's location and 

content enables the consolidation of multiple weak signals into a single output signal with a 

high signal-to-noise ratio (SNR). Removing such a watermark would require introducing high-

amplitude noise across all frequency bins [57]. 

By spreading the watermark throughout the image's spectrum, this technique provides an ele-

vated level of security against intentional or unintentional attacks. The variable location of the 
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watermark and careful selection of frequency regions ensure that the energy present in any 

individual coefficient remains minimal. As a result, a well-placed watermark in the transformed 

domain of an image becomes practically imperceptible. 

  Transform domain techniques 
 The vulnerabilities of spatial domain techniques in embedding secret information are 

well-known [58]. Even minor modifications to the cover image can easily destroy the hidden 

data, and lossy compression systems often lead to complete information loss. In contrast, the 

use of transform domain techniques provides enhanced robustness for watermarked data. These 

techniques exploit significant areas within the cover image to conceal secret information, mak-

ing them highly resistant to signal processing attacks compared to spatial domain techniques. 

In the following subsections, we will explore the key transform domain techniques that offer 

these advantages 

2.6.2.1 Discrete Fourier transform (DFT) 
 The discrete Fourier transform (DFT) quickly gained attention in the field of watermark-

ing due to its ability to control the frequencies of the cover data. This allows for the selection 

of appropriate image areas to embed the watermark, achieving an optimal balance between 

imperceptibility and robustness. There are two main advantages of using DFT over spatial do-

main techniques [59]. Firstly, DFT is translation invariant and rotation resistant, providing 

strong resilience against geometric attacks. Secondly, the watermark information is spread 

throughout the entire image, enabling the implementation of stronger watermarks with minimal 

perceptual impact. 

However, it's important to note that fast Fourier transform (FFT) methods introduce round-off 

errors, which can result in quality loss and errors during watermark extraction, as mentioned in 

[60]. Unfortunately, this limitation becomes more significant for hidden communication [59].  

To compute the DFT of an image F(m, n) of size M × N, the result is G(k, l) and can be calcu-

lated as follows: 

𝑮𝑮(𝑮𝑮,𝟏𝟏) =
𝟏𝟏

𝟏𝟏 × 𝑵𝑵
� �𝟎𝟎(𝟏𝟏,𝟏𝟏)𝑾𝑾−𝒋𝒋𝒋𝒋𝒋𝒋�

𝑮𝑮𝟏𝟏
𝟏𝟏 +𝟏𝟏𝒏𝒏𝑵𝑵�

𝟏𝟏=𝟎𝟎

𝑵𝑵−𝟏𝟏

𝟏𝟏=𝟎𝟎

𝟏𝟏−𝟏𝟏

                2-5 

 

The inverse DFT is defined as:  
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𝟎𝟎(𝟏𝟏,𝟏𝟏)  = � �𝑮𝑮
𝒏𝒏=𝟎𝟎

𝑵𝑵−𝟏𝟏

𝑮𝑮=𝟎𝟎

𝟏𝟏−𝟏𝟏

(𝑮𝑮, 𝒏𝒏)𝑾𝑾𝒋𝒋𝒋𝒋𝒋𝒋�
𝟏𝟏𝑮𝑮
𝟏𝟏 +𝟏𝟏𝒏𝒏𝑵𝑵�            2-6 

 

While the DFT is computationally efficient, its major disadvantages are its complexity and poor 

energy compaction properties.  

The Discrete Wavelet Transform (DWT) is a frequency domain transform that has gained pop-

ularity in digital image watermarking due to its superior spatial localization and multi-resolu-

tion properties, which align with the characteristics of the human visual system. Compared to 

other frequency domain transforms like the Discrete Cosine Transform (DCT) and Discrete 

Fourier Transform (DFT), DWT has shown to be more effective in addressing the impercepti-

bility and robustness requirements of watermarking methods. 

2.6.2.2 Discrete wavelet transform 
 The DWT is a transform used in numerical and functional analysis, where the wavelets 

are sampled with discrete values. Unlike the Fourier Transform, which captures only frequency 

information, the DWT captures both frequency and local information. This makes it well-suited 

for various image processing tasks, including watermarking. 

In DWT-based watermarking approaches, the signal energy tends to concentrate on specific 

wavelet coefficients. This property is useful for image compression, as it allows for efficient 

representation of the image while preserving important details. The DWT separates the signal 

into different frequency sub-bands, including high-frequency and low-frequency components. 

The LL (low-low) sub-band in the DWT one-level decomposition contains a significant amount 

of information from the original image. The LH (low-high), HL (high-low), and HH (high-high) 

sub-bands capture vertical, horizontal, and diagonal information, respectively. The high-fre-

quency components, represented by the LH, HL, and HH bands, often describe edge compo-

nents of the image. Since the human eye is less sensitive to fluctuations in edges, these high-

frequency components can be selectively used in watermarking algorithms. 

 

It is worth noting that the LL band is the only sub-band that can be used to reproduce the original 

image accurately, while the other sub-bands are typically ignored. By utilizing the multi-reso-

lution representation provided by the DWT, it is possible to decode the image from a low reso-

lution to a higher resolution gradually. 
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Figure 2-4 DWT sub-bands 

 

Increasing the degree of DWT in DWT-based digital image watermarking approaches can lead 

to even more computational speed gains. This makes DWT an attractive choice for watermark-

ing applications where both imperceptibility and robustness are crucial considerations [61]. 

2.6.2.3 Discrete cosine transform (DCT) 
 The discrete cosine transform (DCT) is a technique that partitions an image into differ-

ent frequency components, such as low, high, and middle frequencies [62–64]. This partitioning 

makes it convenient to embed watermark information into the middle frequency band, which 

offers additional resistance to lossy compression techniques while minimizing significant mod-

ifications to the original image. The DCT exhibits excellent energy compaction properties, al-

lowing for efficient representation of the image. 

Figure 2.3 illustrates the various frequencies within an 8x8 DCT block. The lowest frequency 

components are denoted as FL, while the higher frequency components are denoted as FH. The 

embedding region, denoted as FM, is selected to provide resistance against lossy compression 

while maintaining the integrity of the cover image. 
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Figure 2-5 Definition of DCT regions [47] 

 

For an input image, I, of size N x N, the DCT coefficients for the transformed output image, D, 

are calculated using Equation (2-4). In this equation, I(x, y) represents the intensity of the image 

pixel at row x and column y, while D(i, j) represents the DCT coefficient at row i and column j 

of the DCT matrix. 

The equation for computing the DCT coefficients, as given in Equation (2-4), involves a sum 

over the image pixels and the cosine functions. The constants Ci and Cj represent scaling factors 

for normalization purposes. 

 

 𝑫𝑫(𝑫𝑫, 𝒋𝒋) =
𝟏𝟏

√𝒋𝒋𝑵𝑵
𝑪𝑪(𝑫𝑫)𝑪𝑪(𝒋𝒋) � �𝑰𝑰(𝑰𝑰,𝒚𝒚) 𝒚𝒚𝒇𝒇𝒚𝒚

(𝒋𝒋𝑰𝑰 + 𝟏𝟏)𝑫𝑫𝒋𝒋
𝒋𝒋𝑵𝑵

𝒚𝒚𝒇𝒇𝒚𝒚
(𝒋𝒋𝒚𝒚 + 𝟏𝟏)𝑫𝑫𝒋𝒋

𝒋𝒋𝑵𝑵

𝒚𝒚=𝟎𝟎

𝑵𝑵−𝟏𝟏

𝑰𝑰=𝟎𝟎

𝑵𝑵−𝟏𝟏

           2-7 

 

With:   𝐂𝐂(𝐢𝐢),𝐂𝐂(𝐣𝐣) = 𝟏𝟏
√𝒋𝒋

 𝐟𝐟𝐟𝐟𝐟𝐟 𝐢𝐢, 𝐣𝐣 = 𝟎𝟎 𝐚𝐚𝐚𝐚𝐟𝐟 𝐂𝐂(𝐢𝐢),𝐂𝐂(𝐣𝐣) = 𝟏𝟏  𝐟𝐟𝐟𝐟𝐟𝐟 𝐢𝐢, 𝐣𝐣 > 𝟎𝟎. 

 

The DCT matrix is defined using Equation (2-4), taking into account the relationship between 

the DCT coefficients and the image pixels. 

2.6.2.4 Singular value decomposition (SVD) 
 The singular value decomposition (SVD) is a mathematical operation that breaks down 

an image into three matrices: a diagonal matrix and two orthonormal matrices. When applied 

to a matrix A with dimensions M × N, the SVD can be represented as: 

𝑨𝑨 = 𝑼𝑼𝑼𝑼𝑼𝑼    2-8 

FL 
 

FM 
 

FH 
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where 'S' is the singular value matrix with dimensions M × N, and 'U' and 'V' are orthonormal 

matrices of dimensions M × M and N × N, respectively. These matrices are commonly utilized 

in compression and watermarking applications due to their unique properties [65]. 

2.7 Performance measures 
 Performance measures play a crucial role in evaluating the effectiveness of medical im-

age watermarking algorithms. The two main aspects of evaluation are imperceptibility and ro-

bustness. Several performance measures are commonly used to assess these aspects: 

• Mean Square Error (MSE):  

 MSE calculates the cumulative squared error between the original and water-

marked images. A lower MSE value indicates that the watermarked image closely re-

sembles the original, indicating better visual quality [666]. 

𝟏𝟏𝑼𝑼𝑬𝑬 =
𝟏𝟏

𝟏𝟏 × 𝒀𝒀
� � �𝑰𝑰𝑫𝑫𝒋𝒋 −𝒇𝒇𝑫𝑫𝒋𝒋�

𝒀𝒀

𝑫𝑫=𝟏𝟏

𝟏𝟏

𝑫𝑫=𝟏𝟏
²               𝒋𝒋-9 

 𝐼𝐼𝑖𝑖𝑖𝑖  And  𝑊𝑊𝑖𝑖𝑖𝑖  are respectively the pixel of the original image of size X×Y and water
 marked image of size X×Y. 

• Peak Signal-to-Noise Ratio (PSNR):  

 PSNR measures the imperceptibility of the watermark by quantifying the simi-

larity between the watermarked image and the original image. A higher PSNR value 

signifies that the watermarked image closely resembles the original. A PSNR value 

greater than 28 dB is generally considered acceptable [67]. It is defined as: 

𝑷𝑷𝑼𝑼𝑵𝑵𝑷𝑷 = 𝟏𝟏𝟎𝟎𝒏𝒏𝒇𝒇𝟏𝟏
(𝒋𝒋𝟐𝟐𝟐𝟐)²
𝟏𝟏𝑼𝑼𝑬𝑬

            2-10 

  

• Weighted Peak Signal-to-Noise Ratio (WPSNR):  

 WPSNR is a modified version of PSNR that incorporates a noise visibility func-

tion NVF. It takes into account the texture masking function and assigns weights ac-

cordingly [67]. WPSNR is defined as: 

𝑷𝑷𝑼𝑼𝑵𝑵𝑷𝑷 = 𝟏𝟏𝟎𝟎𝒏𝒏𝒇𝒇𝟏𝟏𝟏𝟏𝟎𝟎
(𝒋𝒋𝟐𝟐𝟐𝟐)²

𝟏𝟏𝑼𝑼𝑬𝑬 × 𝑵𝑵𝑼𝑼𝟎𝟎
      2-11 

 

• Universal Image Quality Index:  
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 The universal image quality index evaluates image distortion in terms of loss of 

correlation, luminance distortion, and contrast distortion. It provides a comprehensive 

assessment of image quality and distortion, surpassing metrics like MSE. Let X repre-

sent the original image and Y represent a potentially distorted image. We can express X 

as a set of elements xi, where i ranges from 1 to N, and Y as a set of elements yi, also 

ranging from 1 to N [68]. The universal image quality index can be defined as follows: 

 𝑸𝑸 =
𝟒𝟒𝟒𝟒𝑰𝑰𝒚𝒚 𝑰𝑰𝒚𝒚����

(𝟒𝟒𝑰𝑰𝒋𝒋+𝟒𝟒𝒚𝒚𝒋𝒋)(𝑰𝑰�𝒋𝒋 + 𝒚𝒚�𝒋𝒋)
                       𝒋𝒋-12 

Where �̅�𝜎 = 1
𝑁𝑁

 ∑ 𝜎𝜎𝑖𝑖𝑖𝑖=1
𝑁𝑁=1  and 𝜎𝜎� = 1

𝑁𝑁
∑ 𝜎𝜎𝑖𝑖𝑖𝑖=1
𝑁𝑁 . 

And 𝜎𝜎𝑥𝑥2 = 1
𝑁𝑁−1

∑ (𝜎𝜎𝑖𝑖−�̅�𝑥)2𝑖𝑖=1
𝑁𝑁 ,𝜎𝜎𝑦𝑦2 = 1

𝑁𝑁−1
∑ (𝜎𝜎𝑖𝑖 − 𝜎𝜎�𝑖𝑖=1
𝑁𝑁 )2,𝜎𝜎𝑥𝑥𝑦𝑦 = 1

𝑁𝑁−1
∑ (𝜎𝜎𝑖𝑖 − �̅�𝜎)(𝜎𝜎𝑖𝑖 − 𝜎𝜎�)𝑖𝑖=1
𝑁𝑁 . 

 The term ‘Q’ can also define the product of three components: 

𝐐𝐐 =

⎩
⎪
⎨

⎪
⎧𝒏𝒏𝒇𝒇𝒚𝒚𝒚𝒚 𝒇𝒇𝒇𝒇 𝒚𝒚𝒇𝒇𝒇𝒇𝒇𝒇𝑾𝑾𝒏𝒏𝟏𝟏𝒊𝒊𝑫𝑫𝒇𝒇𝟏𝟏 �

𝟒𝟒𝑰𝑰𝒚𝒚
𝟒𝟒𝑰𝑰𝟒𝟒𝒚𝒚

� . 𝒏𝒏𝑵𝑵𝟏𝟏𝑫𝑫𝟏𝟏𝟏𝟏𝟏𝟏𝒚𝒚𝑾𝑾 𝒇𝒇𝑫𝑫𝒚𝒚𝒊𝒊𝒇𝒇𝒇𝒇𝒊𝒊𝑫𝑫𝒇𝒇𝟏𝟏 �
𝒋𝒋 𝑰𝑰𝒚𝒚���

(𝑰𝑰)𝒋𝒋 + (𝒚𝒚)𝒋𝒋������������������
 

. 𝒚𝒚𝒇𝒇𝟏𝟏𝒊𝒊𝒇𝒇𝟏𝟏𝒚𝒚𝒊𝒊𝒇𝒇𝑫𝑫𝒚𝒚𝒊𝒊𝒇𝒇𝒇𝒇𝒊𝒊𝑫𝑫𝒇𝒇𝟏𝟏 �
𝒋𝒋𝟒𝟒𝑰𝑰𝟒𝟒𝒚𝒚
𝟒𝟒𝑰𝑰𝒋𝒋 + 𝟒𝟒𝒚𝒚𝒋𝒋

�
 ⎭

⎪
⎬

⎪
⎫
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 The components can be described as follows: 

 1. The loss of correlation quantifies the linear correlation between x and y, ranging from 

 -1 to 1. 

 2. The luminance distortion measures the similarity of mean luminance between x and 

 y, ranging from 0 to 1. 

 3. The contrast distortion assesses the similarity of contrast between images, ranging 

 from 0 to 1. 

• Structural Similarity Index Measure (SSIM):  

 SSIM compares the luminance, contrast, and structure measurements between 

the original and watermarked images [67]. It provides a measure of similarity between 

the two images, with higher values indicating better preservation of image characteris-

tics. 

𝑼𝑼𝑼𝑼𝑰𝑰𝟏𝟏(𝑰𝑰,𝒚𝒚) = 𝒇𝒇�𝒏𝒏(𝑰𝑰,𝒚𝒚), 𝒚𝒚(𝑰𝑰,𝒚𝒚), 𝒚𝒚(𝑰𝑰,𝒚𝒚)�                     𝒋𝒋-14 

 Where 𝑙𝑙(𝜎𝜎,𝜎𝜎) is luminance, 𝑐𝑐(𝜎𝜎,𝜎𝜎) is contrast and  𝑙𝑙(𝜎𝜎,𝜎𝜎) is structure mesurment. 
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• Normalized Correlation (NC):  

 NC measures the differences and similarity between the extracted watermark and 

the original watermark. It quantifies the quality of watermark retrieval, with a value 

ideally close to 1 and a value of 0.7 considered acceptable [46]. 

𝑵𝑵𝑪𝑪 = ���𝒇𝒇𝟏𝟏𝒇𝒇𝑫𝑫𝟏𝟏𝑫𝑫𝟏𝟏𝟏𝟏𝒏𝒏𝑫𝑫𝒋𝒋 × 𝒇𝒇𝒇𝒇𝑾𝑾𝒚𝒚𝒇𝒇𝑾𝑾𝑾𝑾𝒇𝒇𝑾𝑾𝒇𝒇𝑫𝑫𝟏𝟏� /��𝒇𝒇𝒇𝒇𝒇𝒇𝑫𝑫𝟏𝟏𝑫𝑫𝟏𝟏𝟏𝟏𝒏𝒏𝑫𝑫𝒋𝒋
𝒋𝒋

𝒋𝒋=𝟏𝟏

𝒀𝒀

𝑫𝑫=𝟏𝟏

𝟏𝟏

𝒋𝒋=𝟏𝟏

𝒀𝒀

𝑫𝑫=𝟏𝟏

𝟏𝟏

         𝒋𝒋-15 

𝑊𝑊𝑂𝑂𝑂𝑂𝑖𝑖𝑂𝑂𝑖𝑖𝑂𝑂𝑂𝑂𝑂𝑂𝑖𝑖𝑖𝑖   and 𝑊𝑊𝑂𝑂𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑟𝑂𝑂𝑟𝑟𝑟𝑟𝑖𝑖𝑖𝑖are respectively pixel of original watermark and recovered 

watermark of size X×Y. 

• Bit Error Rate (BER) 

 BER is applicable to random binary sequence watermarks [42]. It calculates the 

ratio of incorrectly decoded bits to the total number of bits. A lower BER value indicates 

a more accurate retrieval of the watermark, and 

 ideally, the BER value should be 0. 

𝑩𝑩𝑬𝑬𝑷𝑷 =  (𝑵𝑵𝑵𝑵𝟏𝟏𝑵𝑵𝑾𝑾𝒇𝒇 𝒇𝒇𝒇𝒇 𝑫𝑫𝟏𝟏𝒚𝒚𝒇𝒇𝒇𝒇𝒇𝒇𝑾𝑾𝒚𝒚𝒊𝒊𝒏𝒏𝒚𝒚 𝒇𝒇𝑾𝑾𝒚𝒚𝒇𝒇𝒇𝒇𝑾𝑾𝒇𝒇 𝑵𝑵𝑫𝑫𝒊𝒊𝒚𝒚  ) 
/  (𝑻𝑻𝒇𝒇𝒊𝒊𝟏𝟏𝒏𝒏 𝟏𝟏𝑵𝑵𝟏𝟏𝑵𝑵𝑾𝑾𝒇𝒇 𝒇𝒇𝒇𝒇 𝑵𝑵𝑫𝑫𝒊𝒊𝒚𝒚 )   𝒋𝒋-16 

 

By utilizing these performance measures, researchers and practitioners can evaluate the imper-

ceptibility and robustness of medical image watermarking algorithms and make informed deci-

sions about their effectiveness for specific applications. 

2.8 Essential Requirements for Secure Medical Image Watermarking 
In recent years, medical images have become crucial for instant diagnosis, understanding criti-

cal diseases, and ensuring accurate telemedicine services. However, the security of medical 

images is a growing concern due to the risk of medical identity theft and potential attacks by 

hackers. Protecting the integrity and confidentiality of medical images is essential to maintain 

patient privacy and avoid misdiagnosis. 

To address these challenges, secure medical data/image watermarking schemes have been de-

veloped. Medical image watermarking offers several advantages [70-73]: 

1. Efficient Storage: By embedding patient records within the image, the need for separate stor-

age of medical images and patient records is reduced, saving storage space. 
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2. Bandwidth Optimization: Watermarking allows for the transmission of medical data without 

the additional bandwidth required for separate metadata transmission. This optimizes band-

width usage during image transmission. 

3. Ownership Identification and Confidentiality: The hiding of patient data within the cover 

image helps preserve ownership identification and ensures the confidentiality of sensitive in-

formation. 

4. Tamper Protection: Watermarked medical images provide protection against tampering, as 

any unauthorized changes can lead to incorrect diagnoses and potential harm to patients. 

5. Archiving and Data Retrieval: Hidden watermarks can act as keywords, facilitating efficient 

archiving and data retrieval through querying mechanisms. This aids in medical data manage-

ment and distribution. 

While embedding additional data in medical images, it is crucial to ensure that image quality is 

not degraded. The exchange of electronic patient record (EPR) data over unsecured channels 

requires a high level of security. Three mandatory security requirements for EPR data exchange 

are [74]: 

1. Confidentiality: Only authorized users should have access to the information, ensuring pri-

vacy and preventing unauthorized disclosure. 

2. Reliability: This encompasses data integrity, which ensures that the information remains un-

altered by unauthorized individuals, and authentication, providing proof of the information's 

origin. Traceability is also crucial for tracking information during distribution. 

3. Availability: The information system should be available for authorized users under normal 

access conditions, ensuring uninterrupted access to medical data. 

Addressing authentication, integrity, and confidentiality concerns is crucial when exchanging 

EPR data over unsecured channels. By employing suitable watermarking techniques, these se-

curity requirements can be fulfilled, safeguarding the integrity, privacy, and accessibility of 

medical images [40, 74]. 

Conclusion  
 Digital watermarking is a valuable solution for addressing copyright protection, owner-

ship identification, and secure data transmission. It involves embedding imperceptible infor-

mation into digital media to ensure authenticity, integrity, and confidentiality. Watermarking 

techniques can be categorized based on visibility, working domain, and application focus. They 
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should possess transparency, robustness, capacity, security, fragility, and tamper resistance. 

Spatial and transform domain techniques are commonly used for embedding watermarks. Wa-

termarking finds applications in various domains such as copyright protection, authentication, 

secret communication, and medical applications. Ongoing research aims to enhance the robust-

ness of algorithms and techniques to withstand new attack scenarios and ensure the security and 

reliability of embedded watermarks. In summary, digital watermarking plays a crucial role in 

protecting digital content and enabling secure communication in the digital age. 
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3 Chapter 3: Watermarking Simulation Analysis and Results 
3.1 Introduction 

  In this chapter, we present the experimental results obtained from the implementation of wa-

termarking techniques on medical images using Discrete Cosine Transform (DCT), Singular Value 

Decomposition (SVD), and Spread Spectrum.  

The main objectives of this chapter are to evaluate the performance of the watermarking algorithms 

based on DCT, SVD, and Spread Spectrum, and to analyse the robustness and imperceptibility of the 

embedded watermarks. To achieve these objectives, we conducted extensive experiments using var-

ious medical images and employed different performance metrics for evaluation. 

3.2 Medical image Watermarking using SVD DCT spread spectrum  

 Watermark Embedding Algorithm  
  As shown in figure 3-1 the embedding algorithm process embeds a text watermark into a 

grayscale host image using the spread spectrum technique. It applies the discrete cosine transform 

(DCT) to the host image, extracts the low-frequency DCT coefficients, and performs singular 

value decomposition (SVD) on both the host and watermark images. It then generates a pseudo-

random sequence and combines it with the watermark coefficients using spread spectrum embed-

ding. Finally, it replaces the low-frequency DCT coefficients with the modified coefficients to 

obtain the watermarked image. 

 

Figure 3-1 Embedding process 
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 Watermark Extraction Algorithm  
 In the extraction algorithm (which is shown in the figure 3-2) to extract the watermark from 

the watermarked image which is shown in the figure 3-2. It performs the DCT on the watermarked 

image, extracts the low-frequency DCT coefficients, and applies SVD to these coefficients. It then 

calculates the extracted watermark coefficients by subtracting the original watermark coefficients 

(Sll) and dividing by the spread spectrum parameter (alpha). Finally, it removes the spread spec-

trum effect by subtracting the product of spread factor and pnSequence from the extracted coeffi-

cients. The extracted watermark is obtained by multiplying the extracted coefficients with the cor-

responding SVD matrices (Uw, S_extracted, Vw'). 

 

Figure 3-2 Extraction process 
3.3 Simulation of Watermarking  

 The proposed watermarking technique utilizes a combination of DCT, SVD, and spread spec-

trum. The cover medical image used in the method has dimensions of 512x512, while the watermark 

image, which contains the text watermark, has dimensions of 256x265. The performance of the wa-

termarking technique is evaluated based on two factors: robustness, measured by NC (correlation 

coefficient), and imperceptibility, measured by PSNR (peak signal-to-noise ratio). It is observed that 

the size of the watermark has an impact on the quality of the watermarked image. However, if the 

watermark size is small, the degradation in image quality is not noticeable. The cover and water-

marked images are shown in Figure 3-3, while the original and extracted watermarks are displayed 
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in Figure 3-4. Table 3-1 presents the PSNR, BER, SSIM and NC performance of the proposed method 

at different scale factors and spread factor. 

 

Figure 3-3 host image and watermarked image  

 

 

   Figure 3-4 watermark and extracted watermark  

 

 

Figure 3-5 extracted text watermark output 
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Table 3-1 Measurements of PSNR NC & BER using different scaling /spreading factors and 

comparing it to a different method 

  used method  A.K Singh et al DWT watermarking 
Alpha Spread factor BER PSNR NC SSIM BER NC PSNR SSIM 
0.01  0.01 55.9501 0.87748 0.94093 0 0.9043 39.22 - 

0.1 0.16522 55.9502 0.87759 0.941 
0.03 0.01 0.25773 48.0619 0.95191 0.9736 0 0.992 37.55 - 

0.1 0.25773 48.0662 0.95184 0.97357 
0.1 0.01 0.44938 37.6765 0.99894 0.99912 0 0.9933 29.69 - 

0.1 0.44932 37.6766 0. 99894 0.9911 
 

Discussion :  

  We aimed to evaluate the performance of watermarking techniques by analysing the Bit Error 

Rate (BER) and Peak Signal-to-Noise Ratio (PSNR) between the host and watermarked images. Ad-

ditionally, we examined the Normalized Correlation (NC) and Structural Similarity Index (SSIM) 

between the watermark and the extracted watermark. Our investigation involved varying the scaling 

factor (alpha) and spreading factor to assess their impact on the results. And we also compared it to 

the Dwt method of A.K Singh et al [75]. 

Regarding the BER and PSNR metrics, we observed that their values decreased as the scaling factor 

(alpha) increased. Specifically, the best performance was achieved at alpha = 0.01, indicating a higher 

fidelity of the watermarked image compared to the original host image. Moreover, we noted that 

slight modifications occurred when the spreading factor was augmented, suggesting a minor influence 

on the overall results. 

Conversely, the NC and SSIM metrics exhibited a different behaviour. These metrics demonstrated 

improved performance as the scaling factor (alpha) increased. Notably, the optimal results were ob-

tained at alpha = 0.1. Similarly, the spreading factor only introduced a marginal effect on the perfor-

mance. 

The used method has a remarkably better performances regarding the PSNR levels and as the alpha 

gets higher the performance of NC gets better too compared to the other method.  
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3.4 Discussion of Experimental Results after applying different Attacks  
 The concept of "attack" encompasses various techniques capable of inducing destruction, dis-

tortion, or alteration to the watermarked image. Robustness, in this context, refers to the inherent 

capability of a watermarking technique to withstand and endure such attacks without significant deg-

radation. In order to assess the robustness of our proposed technique, we subjected the watermarked 

image to four distinct attacks: Gaussian attack, sharpening attack, salt & pepper attack, and blurring 

attack. These attacks were chosen to represent a range of potential threats that could potentially com-

promise the integrity and effectiveness of the watermarking process. The figure 3-6 shows the at-

tacked watermarked MRI image: 

 

 

 

 

 

Salt  and Pepper attack Gaussien noise attack 

Blurring attack Sharpening attack 
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Figure 3-6 attacks applied to the watermarked image* 

 

 The robustness of the embedded watermark against applied attacks was assessed by extracting 

the watermark from the attacked watermarked images using the proposed extraction procedures. The 

resulting extracted watermarks were visually examined, revealing varying levels of quality. Some of 

the proposed method gives good quality extracted watermark image while the others don’t. The qual-

ity of the extracted watermark can be quantified using objective metrics.  

The examined images are shown in the following figure (figure 3-7): 

 

(a)                                                                           (b) 

 

(c)                                                                                          (d) 

Figure 3-7 Medical test images : a : CT-scan ; b : X-ray ; c : MRI ; d : Ultrasound.  
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 To evaluate the resilience of the embedded watermark against attacks, we extracted the wa-

termark from the affected images using the proposed extraction procedures. Figure 3-6 displays the  

extracted watermarks obtained from the attacked watermarked images. 

Table 3-1 extracted watermark after applying attacks to each modality 

        Host  

      Image 

 

 

Attacks 

 

Extracted watermark 

 

MRI 

 

X-ray 

 

CT-Scan 

 

Ultrasound 

 

 

Salt and 

pepper 
    

 

 

Gaussian 

noise 

    

 

 

Sharpening 

attack 

    

 

 

Blurring 

attack 

    

 

 Table 3-2  shows the PSNR,BER,NC and SSIM results after applying attacks on each water-

marked image modality (scale factor=0.1 , spreading factor=0.01) 
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Table 3-2 the results of measure performance after applying attacks for each modality  
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BER
PSNR

NC
Ssim

BER
PSNR

NC
Ssim

BER
PSNR

NC
Ssim

BER
PSNR

NC
Ssim

Gaussien
0.95081

30.6849
0.58382

0.484540.951558
30.4579

0.56322
0.45767

0.95279
29.4542

0.59949
0.50091

0.66869
30.9029

0.56546
0.43432

Salt& Pep
0.37554

32.1683
0.67236

0.62655
0.44995

32.2617
0.67232

0.59522
0.85904

33.0931
0.7651

0.68847
0.36896

32.2614
0.62375

0.57578
Sharpening0.50244

20.1638
0.4621

0.46422
0.94014 25.01972

0.47321
0.33038

0.96009
18.7491

0.40663
0.24408

0.39894
20.479

0.46268
0.40157

Blurring
0.44167

31.4506
0.53983

0.47064
0.72894

35.3818
0.61753

0.48849
0.89016

30.47680.538336
0.32289

0.44065
29.9084

0.47546
0.3613

Attacks

Table 3 - 2 The results of measure performance after applying attacks for each modality

ultrasound
MRI

X-ray
Ct-scan
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Observations:  

 From table 3-1, we can notice that the proposed method gives excellent to moderate quality 

with some attacks and low quality with others. The quality of the extracted watermark can be meas-

ured using many metrics. 

 We observe in the table 3-2 that the extracted watermarks  that, the Gaussian attack exhib-

ited moderate performance across all modalities, with a relatively high Bit Error Rate (BER) and 

moderate Peak Signal-to-Noise Ratio (PSNR). The extracted watermark showed a moderate correla-

tion with the original in terms of Normalized Correlation (NC) and Structural Similarity Index 

(SSIM). 

 The Salt & Pepper attack consistently outperformed other attacks, demonstrating better re-

sistance to noise and distortion. It achieved lower BER, higher PSNR, and stronger correlation be-

tween the extracted watermark and the original in all modalities. The NC and SSIM values indi-

cated a relatively strong correlation, highlighting the robustness of the Salt & Pepper attack in pre-

serving the watermark's integrity. 

 The Sharpening attack resulted in significant distortion and reduced image quality. It pro-

duced higher BER values and lower PSNR values across all modalities, indicating a weaker correla-

tion between the extracted watermark and the original. The NC and SSIM values also indicated a 

relatively weak correlation, suggesting that the Sharpening attack significantly affected the ex-

tracted watermark. 

 The Blurring attack caused moderate distortion and relatively good image quality. It resulted 

in moderate BER values and moderate PSNR values in most cases. The extracted watermark 

showed a moderate correlation with the original, as indicated by the NC and SSIM values. 

Conclusion 

 These findings underscore the importance of carefully selecting the scaling factor and consid-

erate the spreading factor when employing watermarking techniques. The optimal values of these 

factors depend on the specific application and desired performance metrics. Therefore, a comprehen-

sive understanding of the trade-offs between fidelity and robustness is essential for successful water-

marking implementation in real-world scenarios. The watermarking technique displayed varying lev-

els of robustness when applied to different modalities of medical images, with different attacks caus-

ing different degrees of distortion and correlation between the extracted watermark and the original. 



 

 

Summary  
  

 The main objective of this study is to assess the performance, robustness, and imperceptibility 

of watermarking techniques applied to medical images, specifically using the Discrete Cosine Trans-

form (DCT), Singular Value Decomposition (SVD), and Spread Spectrum methods. 

The research methodology involves implementing and evaluating different watermarking techniques 

for medical images. The process includes pre-processing the host image, performing DCT computa-

tions, extracting low-frequency DCT coefficients, applying SVD to the watermark image, generating 

a pseudo-random sequence, incorporating spread spectrum watermarking, modifying DCT coeffi-

cients, and reconstructing the watermarked image. The watermark extraction algorithm involves ap-

plying DCT, extracting low-frequency coefficients, performing SVD on the coefficients, extracting 

the spread watermark, removing the spread spectrum effect, and retrieving the watermark image. 

A diverse set of medical images from publicly available databases is utilized in this study. The sample 

size includes a wide range of medical images to ensure comprehensive evaluation. 

The evaluation of the watermarking techniques revealed significant findings. Patterns, trends, and 

relationships were observed through data analysis, demonstrating the effectiveness and limitations of 

the DCT, SVD, and Spread Spectrum methods in medical image watermarking. 

This research contributes to the existing knowledge and understanding of watermarking techniques 

applied to medical images. The study presents novel insights into the performance, robustness, and 

imperceptibility aspects of watermarking methods using DCT, SVD, and Spread Spectrum. The find-

ings have both theoretical advancements and practical implications for enhancing the security and 

integrity of medical images. 

Certain limitations were encountered, including the sample size and availability of data. These limi-

tations provide opportunities for future research to further investigate and address these constraints. 

Based on our findings, several recommendations can be made for future research. Further investiga-

tion should explore the application of other watermarking techniques and evaluate their performance 

on different types of medical images. Additionally, research efforts should focus on optimizing the 

watermarking process to enhance robustness and imperceptibility. 

In conclusion, this study experimentally evaluated the performance, robustness, and imperceptibility 

of watermarking techniques using DCT, SVD, and Spread Spectrum on medical images. The findings 

contribute to the existing knowledge in the field, providing insights into the effectiveness and limita-



 

 

tions of these methods. The research highlights the significance of watermarking techniques for en-

hancing the security and integrity of medical images, while also identifying areas for future explora-

tion and improvement.
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