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ABSTRACT 

Information security is the science that works to provide protection for information and services 

circulating on the Internet from the dangers that threaten it. With the development of technology, 

the security of this information has become an obsession and a very important topic, and reliance on 

traditional means has become very worrying due to the ease of penetration of this information, so 

the world went to search for Other systems are safer and more effective, and among these well-

known systems is the biometric- crypto system, and the latter resulted from the merging of two 

biometric and cryptography  systems, which were combined to overcome the deficiency in both 

systems. 

In this memoire we have provided a definition of a biometric crypto-system and her modalities and 

How can we evaluate It is performed on several criteria, moreover we talked about two biometric 

techniques and those were Unimodal and multimodal , and we reveal how is it that Multimodal 

biometric system is better than unimodal.  

In the context of vision, Gabor filters correspond to information reaching the visual cortex and 

fragmented into small packets. So in our work this we experimented a uni / multimodal biological 

system based on PLM by using Gabor geometry. With using a database of 300 people, we were able 

to prove the efficacy of PLM modality in a Biometric- Crypto system. 

 

Key Words: Security Biometric Unimodal Multimodal PLM  
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Résumé 

La sécurité de l'information est la science qui œuvre pour protéger les informations et les services 

circulant sur Internet contre les dangers qui la menacent. Avec le développement de la technologie, 

la sécurité de ces informations est devenue une obsession et un sujet très important, et le recours 

aux moyens traditionnels est devenu très inquiétant en raison de la facilité de pénétration de ces 

informations, de sorte que le monde est allé à la recherche d'autres systèmes sont plus sûr et plus 

efficace, et parmi ces systèmes bien connus, il y a le système biométrique-crypto, et ce dernier 

résulte de la fusion de deux systèmes biométriques et cryptographiques, qui ont été combinés pour 

surmonter les lacunes des deux systèmes. 

Dans ce mémoire, nous avons fourni une définition d'un crypto-système biométrique et ses 

modalités et Comment pouvons-nous l'évaluer Il est effectué sur plusieurs critères, de plus nous 

avons parlé de deux techniques biométriques et celles-ci étaient unimodales et multimodales, et 

nous révélons comment se fait-il que Le système biométrique multimodal est meilleur qu'un 

système unimodal. 

Dans le cadre de la vision, les filtres de Gabor correspondent à des informations atteignant le cortex 

visuel et fragmentées en petits paquets. Ainsi, dans notre travail, nous avons expérimenté un 

système biologique uni / multimodal basé sur le PLM en utilisant la géométrie de Gabor. En 

utilisant une base de données de 300 personnes, nous avons pu prouver l'efficacité de la modalité 

PLM dans un système Biométrique-Crypto. 

 

Mots clés: PLM multimodal uni modal biométrique de sécurité 
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Introduction 

With the development of technology and information, the world has become a small  village, where 

there has become a shortening of distances and an acceleration of services, Especially in recent 

times, we find that most services are done electronically through smart devices, including : e-

banking ,ecommerce And many services related to work and education but on the other hand, we 

find the world is facing a  problem because of this technological development it is the problem of 

protecting this information is generally sensitive and must be secured therefore, it is necessary to 

have a comprehensive safety system able to recognize and authenticate the identity of users such as 

the biometric system and crypto system  biometric system is essentially a pattern recognition system 

that operates by ac-quirking biometric data from an individual, extracting a feature set from the 

acquired data, and comparing this feature set against the template specified in the database and 

crypto system is a system allows a secure key to be linked with biometric data to obtain a so-called 

secure graph so, we find that biometrics and cryptographic are protection systems, but each of them 

has a deficiency, and to overcome this deficiency, they must be combined to obtain an effective 

safety system, what is called Biometric-Crypto system, Biometric cryptosystem are designed to 

securely bind a digital key to a biometric or generate digital key from a biometric, and this last one 

can be integrated into three ways namely : 1) Key Release, 2) Key Binding and 3) Key Generation. 

Nowadays biometric identification is used in many applications such as protecting access to the 

computer, mobile phone, bank cards ...Many biometric technologies have been developed, all based 

on identifier physiological and behavioral biometrics such as: iris, voice, fingerprints, PLM, face, 

signature.... These are more reliable than conventional systems (key, password...) in the recognition 

of a person because they are difficult to falsify. This is the reason why biometric systems are 

currently more and more in demand among these biometric models, we choose the strongest to 

recognize the character, which in turn attracted researchers due to its stable characteristics, it is also 

an acceptable technology for individuals, simple and easy to use this technique is called palm print. 

Palm print recognition is a biometric authentication method based on the unique patterns of various 

characteristics in the palm of people's hand. 

 

 

Our work is divided into three chapters 
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 In the first chapter, we began to present a general concept of information security strategies 

later we describe cryptography and its types, In addition to biometrics in its traditional and 

modern types and their modalities, and at the end we provided a brief overview of 

Biometrics Crypto-system and its keys. 

 And the second chapter we describe biometric system architecture, we learned about the 

technology used to extract the features In addition to proposed biometric crypto system we 

ended this chapter with a security analysis of Biometrics Crypto-systems. 

 In the last chapter, we presented a theoretical explanation of a biometric feature called palm 

print, using single-modal and multimodal systems, thus analyzing and presenting the results 

obtained and concluding the thesis. 
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I.1 Introduction 

Information security is a method of protecting information from unauthorized access. 

Authentication plays very important role in the field of information security. It brings about the 

availability, confidentiality, and integrity. Literally, numerous methods were proposed to ensure it. 

The well-known and the most used method one can cite cryptography and biometric.  

The aim of this chapter is to give an overview on the techniques that used in the field of information 

security. Firstly, we will introduce some notion on information security. Then, the classical 

information security techniques. After that, we will discuss the problem related to these classical 

methods. Finally, as a solution to that problem, we will present the biometric based template 

protection or one can call as Biometric-Crypto system. 

I.2 Information security 

Information security is a set of practices intended to keep data secure from unauthorized access or 

alterations, both when it's being stored and when it's being transmitted from one machine or 

physical location to another. You might sometimes see it referred to as data security. As knowledge 

has become one of the 21
st
 century's most important assets, efforts to keep information secure have 

correspondingly become increasingly important. [1] 

Information Security is not all about securing information from unauthorized access. It is basically 

the practice of preventing unauthorized access, use, disclosure, disruption, modification, inspection, 

recording or destruction of information. 

 Information can be physical or electrical one. It can be anything like your details or we can say 

your profile on social media, your data in mobile phone, your biometrics etc. Thus, information 

security spans so many research areas like Biometrics and Cryptography. [2] 

Biometrics and cryptography are two widely used techniques for providing information security. 

Biometrics is defined as automated recognition of individuals based on their behavioral and 

biological characteristics. Biometric recognition provides a strong link between the user's identity 

and the authenticator. Cryptography, on the other hand, deals with protecting information with the 

help of secret keys. In cryptography, it is understood that the keys are kept secret, i.e., it requires 

trust, and this trust is projected where it is required. [3] 
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I.3 Cryptography 
 

Cryptography is the art and science of protecting information from unwanted person and converting 

it into a form undistinguishable by its attackers though stored and transmitted. The main aim of 

cryptography is keeping data secure form unauthorized persons. Data cryptography mostly is the 

scramble of the content of data, such as text data, image related data and audio, video related data to 

compose the data illegible, imperceptible or unintelligible during communication or storage. In 

Encryption, the data, denoted as plaintext, is transformed into illegible gibberish, denoted as 

ciphertext, with the help of an encryption key. The reverse of data encryption process is called data 

Decryption. [4] 

Cryptography is closely related to the disciplines of Cryptology and Cryptanalysis. It includes 

techniques such as microdots, merging words with images, and other ways to hide information in 

storage or transit. However, in today's computer-centric world, cryptography is most often 

associated with scrambling plaintext (ordinary text, sometimes referred to as cleartext) into cipher 

text, then back again. Individuals who practice this field are known as cryptographers. The basic 

idea of cryptography is shown in Figure I.1.  

Hereafter we give a brief definition of some most known terms in cryptography:  

 Plain Text: the original message that the person wishes to communicate with the other is 

defined as Plain Text. For example, Alice is a person wishes to send “Hello Friend how are you” 

message to the person Bob. Here “Hello Friend how are you” is a plain text message. 

 

 

Figure I. 1 : Basic idea of cryptography. 

 Cipher Text: The message that cannot be understood by anyone or meaningless message is 

what we call as Cipher Text. For example, “Ajd672#@91ukl8*^5%” is a Ciphertext produced. 

https://searchsecurity.techtarget.com/definition/cryptology
https://searchsecurity.techtarget.com/definition/cryptanalysis
https://searchsecurity.techtarget.com/definition/plaintext
https://whatis.techtarget.com/definition/ciphertext
https://whatis.techtarget.com/definition/ciphertext


Chapter I: Information security Strategies   

 

 Page 6 
 

  Encryption: The process of converting Plaintext into Ciphertext is called as Encryption. 

Cryptography use encryption technique to send confidential messages through an insecure 

channel.  

 Decryption: It is a process of converting Cipher Text into Plain Text. Cryptography uses the 

decryption technique at the receiver side to obtain the original message from non-readable 

message (Ciphertext). The process of decryption requires two things- a Decryption algorithm 

and a key. A Decryption algorithm means the technique that has been used in Decryption. 

Generally, the encryption and decryption algorithm are same.  

 Cryptographic Key: A Key is a numeric or alpha numeric text or may be a special symbol. The 

Key is used at the time of encryption takes place on the Plain Text and at the time of decryption 

takes place on the Cipher Text. The selection of key in Cryptography is very important since the 

security of encryption algorithm depends directly on it. For example, if the Alice uses a key of 3 to 

encrypt the Plain Text “President” then Ciphertext produced will be “Suhvlghqw”. [5] 

Cryptography provides a number of security goals to avoid a security issue. Due to security 

advantages of cryptography. Following are the different goals of cryptography:  

1. Confidentiality: it means nobody can read the message not including the future receiver.  

Information in computer information is transmitted and has to be contact only by the 

authorized party and not by unauthorized person. 

2. Authentication: This process is proving a one’s identity.  The information received by 

system then checks the identity of the sender that whether the information is incoming from 

an authorized person or unauthorized person or wrong identity.  

3.  Integrity: only the authorized party is modifying the transmitted information or message.  

Nobody can change the given message [4]. 

In the field of cryptography there exist several techniques for encryption/decryption. These 

techniques can be generally classified in to two major groups Conventional and Public key 

Cryptography, Conventional encryption is marked by its usage of single key for both the process of 

encryption and decryption whereas in public key cryptography separate keys are used. 

Confidentiality defines a set of rules that limits access or adds restriction on certain information.  
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I .3.1 Types of Cryptographic Algorithm 

According to the literature review, one can classify the cryptographic algorithms into two main 

categories namely: 

 Secret Key Cryptography or also called as Symmetric Key Cryptography. 

 Public Key Cryptography this or simply Asymmetric Key Cryptography 

I.3.1.1 Symmetric Cryptography: 

Symmetric-key cryptographic algorithm includes a class of algorithms for cryptography that uses 

same cryptographic key for the purpose of encryption of plain text and the decryption of cipher text. 

It is the oldest known encryption method. The secret key can be as simple a number or a string of 

letters etc. The keys, in practice, represent a shared secret between the participating parties to 

maintain a private information link. This requirement that both parties have access to the secret key 

is one of the main drawbacks of symmetric key encryption, in comparison to public-key encryption. 

Symmetric-key encryption can use either of the stream cipher or block cipher, where a stream 

cipher encrypts the digits/bytes of a message one at a time and the block cipher take a number of 

bits as input and encrypt them as a single unit. The popular symmetric cryptographic algorithms 

include, AES, Blowfish, RC5, DES, 3DES and IDEA. When using symmetric algorithms, same key 

is used for encryption and decryption by both the parties. [6] 

 

Figure I. 2 : Symmetric encryptions. 
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I.3.1.2 Asymmetric cryptographic techniques: 

 

Asymmetric Encryption is a form of Encryption where keys come in pairs. What one key, encrypts, 

only the other can decrypt. Frequently (but not necessarily), the keys are, interchangeable, in the 

sense that if key A encrypts a message, then B can decrypt it, and if, Key B encrypts a message, 

then key A Can decrypt it. While common, this property is not essential to asymmetric encryption. 

As shown in the Figure I.3. 

 

 

 

 

 

 

 

Figure I. 3: Asymmetric Encryption. 

Asymmetric Encryption is also known as public key cryptography, since users typically create a 

matching key pair, and make one public while keeping the other secret. Users can "sign" messages 

by encrypting them with their private keys. This is effective since any message recipient can verify 

that the user's public key can decrypt the message, and thus prove that the user's secret key was used 

to encrypt it. If the user's secret key is, in fact, secret, then it follows that the user, and not some 

impostor, really sent the message. 

Users can send secret messages by encrypting a message with the recipient's public key. In this 

case, only the intended recipient can decrypt the message, since only that user should have access to 

the required secret key. 

The key to successful use of Asymmetric Encryption is a key management system, which 

implements a public key infrastructure. Without this, it is difficult to establish the reliability of 

public keys, or even to conveniently find suitable ones.  

 

 

 

https://hitachi-id.com/resource/itsec-concepts/key_management.html
https://hitachi-id.com/resource/itsec-concepts/public_key_infrastructure.html
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I.3.2 Problem related to cryptography  

According to the Kirchhoff’s principle, security of a cryptographic system lies entirely on the 

secrecy of the cryptographic key. Additionally, for security reasons, the cryptographic keys are 

required to be long. For example, the possible lengths of keys required in the AES are 128, 192, or 

256 bits. For public-key cryptographic systems such as RSA, the key lengths are even higher (e.g., 

512, 1024, or 2048 bits). Clearly, a user cannot remember such long keys and therefore, the keys 

need to be stored somewhere, e.g., on a smart card or in a computer. 

 In order to restrict access to these keys only to legitimate users, authentication mechanisms are 

used. Traditionally, authentication mechanisms employed in cryptography are knowledge based 

(e.g., passwords) or possession based (e.g., token, smart card, etc.). These authenticators are 

assigned to the user identity and do not necessarily indicate the presence of the person to which they 

belong. Therefore, they can be (more or less easily) stolen by an attacker, and in this situation, the 

system cannot distinguish between the attacker and a legitimate user. [3] 

I.4 Biometric  

Biometrics is a term, which is an artificial composition of two the Greek words ''bios" meaning life 

and ''metros" for metric [7]. Biometrics is the automated use of physiological or behavioral 

characteristics to determine or verify identity. Several aspects of this definition require elaboration 

[8]. There exist three principles classes for obtaining information about personal traits for 

measurement of biometrics. The biometric traits are also known as biometric modalities [7]:  

The first classes deal with the analysis of the persons physiological traits such as fingerprint, palm 

print, face, ear, iris and etc... Whereas the second classes treat the person behavior likes voice, 

keystroke dynamics, or individual gait. The last classes are concerned with the treatment of 

biological characteristics which is based on the analysis of biological data related to the individual 

(saliva, DNA, etc.)(See Figure I.4). 

In practice, any morphological or behavioral characteristic can be considered a biometric 

characteristic, so far as it satisfies the following properties [9]: 

 Universality: all persons to be identified must possess it. 

 Uniqueness: the information must be as dissimilar as possible between the different people. 

 Permanence: the information collected must be present throughout the life of an individual. 

 Collectability: the information must be collectable and measurable to be used for 
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comparisons. 

 Acceptability: the system must respect certain criteria (acquisition facility, rapidity, etc), to 

be used. 

 

Figure I. 4 : Taxonomy of biometric modalities. 

The risks of using biometrics fall into a few categories, including data and network hacking, rapidly 

evolving fraud capabilities, biometric enrollment security, familiar fraud (that is, caused by a family 

member or friend), spoofed sensors, and sensor inaccuracy. 

One of the greatest risks is data security. Biometric sensors produce digital maps of a body part, 

which are then used for future matching and unlocking. That digital map can be stored locally on 

some devices or transmitted across a network to a central storage database. Locally held data is 

significantly better protected because it is never out of your control while in transit. Data in motion 

must be encrypted on its way to storage and then secured. In both transit and storage, the data is 

vulnerable, and hackers are fairly adept at breaking into either, particularly if the data isn’t 

encrypted. 

I.5 Introduction to Biometric cryptosystem 

As seems in the previous section, we found that both of cryptography and biometric suffer from 

different problems. For that, the researcher proposes to combine between them in order to produce a 

new system called Biometric-Crypto system to overcome their drawbacks. A combination of 

biometrics and cryptography has the potential to provide a higher assurance of the legal information 
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holder. A crucial issue in cryptographic systems is the problem of key management. Hence, how to 

make use of biometrics in cryptographic systems is often related to the issue of how to combine 

biometrics with cryptographic keys. Literally, Biometric-Crypto system can be classified in three 

main categories namely: Key release, Key binding or regeneration and Key generation. In a key 

release mode, biometrics plays a predetermined role in a cryptosystem. The key would be released 

to users only if biometric matching is successful. A key generation mode requires the key of a 

cryptosystem being derived directly format biometric template, hence the unique biometrics 

provides a unique key for the security system based on some transformer feature extraction. In the 

key binding mode, the system binds a cryptographic key with the user’s biometrics at the time of 

enrollment. The key would be retrieved only upon a successful authentication. The key 

generation/binding mode seems to be more secure than the key release mode because in key release 

mode, the user authentication and key release are two separate parts. However, whatever mode a 

biometric cryptosystem takes, one major difference between biometrics and cryptographic key 

management should be addressed.  

The conventional cryptography systems do not need any complex pattern recognition strategy as in 

biometric systems. They almost always depend on an accurate key matching process. For that, it 

requires that keys are exactly correct and does not tolerate a single bit error. However, as biometric 

characteristics are known to be variable and noisy and each new biometric sample is always 

different, only an approximate match under a threshold between the input biometric data to a 

corresponding stored template would lead the authentication successful. Therefore, how to build a 

bridge between the fuzziness of biometric matching and the exactness of key based cryptography 

systems seems to be a great challenge for Biometric-Cryptosystems. [10] 

Hereafter, we will give a brief discussion of the three mode of Biometric-Crypto system  

I.5.1 Key Release based on biometrics 

The basic idea of biometric-based keys is that the biometric component performs user 

authentication, while a generic cryptographic system can still handle the other components of 

containment. Thus, in such systems, a cryptographic key is stored as part of a user’s database 

record, together with the user name, biometric template, access privileges, and that is only released 

upon a successful biometric authentication. This method of integrating biometrics into a 

cryptosystem is referred as the method of biometric- based key release. The characteristics of the 

biometric key release system design are:  it requires access to biometric templates for biometric 
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matching and user authentication and key release are completely decoupled. A schematic diagram 

of this configuration is shown in Figure I.5 [11]. 

 

Figure I. 5 : key Release based on biometric [9] 

I.5.2 Key Binding Biometric cryptosystems 

When secure sketch is obtained by combining cryptographic key which is independent of biometric 

features with biometric template, it is referred as key binding biometric cryptographic systems such 

as Fuzzy Vault and Fuzzy commitment algorithms. This involves hiding the cryptographic key 

within the enrollment template itself via a trusted (secret) bit-replacement algorithm. Upon 

successful authentication by the user, this trusted algorithm would simply extract the key bits from 

the appropriate locations and release the key into the system. Unfortunately, this implies that the 

cryptographic key will be retrieved from the same location in a template each time a different user 

is authenticated by the system. Souter et al [11]. 

 Proposed biometric encryption algorithm using image processing. This algorithm binds a 

cryptographic key with the user’s fingerprint images at the time of enrolment. The key is then 

retrieved only upon a successful authentication. Thus, if an attacker could determine the bit 

locations that specify the key, then the attacker could reconstruct the embedded key from any of the 

other users’ templates. If an attacker had access to the enrollment program then he could determine 

the locations of the key by enrolling several people in the system using identical keys for each 

enrollment. The attacker then needs only to locate those bit locations with common information 

across the templates [11].A schematic diagram of this approach is shown in Figure I.6. 



Chapter I: Information security Strategies   

 

 Page 13 
 

 

Figure I. 6: cryptographic key binding using biometrics [9]. 

Hereafter we will give a brief overview on the well-known biometric-cryptosystem based key 

binding schemes which are the fuzzy vault and the fuzzy commitment: 

I.5.2.1The fuzzy vault schemes: 

Proposed by Jules and Sudan   the hard-ness of this scheme is based on the difficulty of polynomial 

reconstruction problem. During enrollment, a user selects a polynomial 𝑓(𝑥) and encodes his 

cryptographic key 𝑘 into the polynomial’s coefficients. The encoding of 𝑘 can be achieved by 

dividing k into non-overlapping chunks and mapping to the coefficients. For a given set of 

features𝑥 ∈ < 𝑁, the polynomial 𝑓(𝑥) can then be evaluated at each element 𝑥𝑖andstore all pairs of 

{(𝑥𝑖, 𝑓 (𝑥𝑖)), 𝑖 =  1. . . 𝑁} as the genuine set 𝐺. The users then generate a random set of chaff 

pairs𝐶, and merge with the 𝐺 set to generate the final vault. The pairsin 𝐶 do not lie on the 

polynomial. Within the final vault, the points are not known whether they belong to set 𝐺or 𝐶. At 

verification, only when the biometrics representation of the authenticator has substantial overlap 

with the enrolled user, the pairs lying on the polynomial can be identified and the key can be 

reconstructed [12]. (See Figure I.7)  
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Figure I. 7 : Typical fingerprint Fuzzy vault Encoding and decoding [9] 

I.5.2.2 The fuzzy commitment scheme (FCS): 

Was proposed by Jules and Wattenberg in 1999.  One branch is to combine the biometrics and 

cryptography. Fuzzy commitment scheme is one of the pioneer and effective security primitives.  

Using the generated binary feature as input and based on fuzzy commitment scheme, author 

constructed the biometric cryptosystems.  A biometric template must be in the form of an ordered 

bit string of a fixed length.  A key is mapped to an (𝑛, 𝑘, 𝑑) Error Correcting Code (ECC) 

codeword of the same length,𝑛 as the biometric template.  The code word and the template are 

XOR-ed, and the resulting 𝑛 − 𝑏𝑖𝑡 string is stored into helper data along with the hashed value of 
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the key. On verification, input biometric template is XOR-ed with the stored string, and the result 

is decoded by the ECC. If the code word obtained coincides with the enrolled one (this is checked 

by comparing the hashed values), the𝑘 − 𝑏𝑖𝑡 key is released. If not, a failure is declared.In 

fingerprint’s recognition system, minutiae feature is most distinguishable, but it cannot be used 

directly with FCS naturally. It can be transformed into binary string from minutiae points. Fuzzy 

commitment scheme is a smart biometric cryptosystem framework which can deal with hamming 

errors happening between different biometric samples. It demands for the binary length-fixed 

biometric feature b input into the system. Code word c is randomly selected. Encrypted template is 

: 𝑒 =  𝑏 ⊕  𝑐(⊕is XOR). Using hash functionℎ(𝑐) is taken to store along with e.  In decoding 

phase, query biometric 𝑏’ is XORed with 𝑒 to get𝑒’. It is computed as, 𝑒’ =  𝑏’ ⊕  𝑒 =  𝑏’ ⊕

 𝑏 ⊕  𝑐. By decoding𝑒’, codeword 𝑐’ is obtained. Now, if query image is same as stored 

biometrics and within a certain threshold in terms of hamming measure, we can say ,𝑐 =  𝑐’. This 

can be validated by checking ℎ(𝑐)  =  ℎ (𝑐’)[13]. (See Figure I.8). 

 

 



Chapter I: Information security Strategies   

 

 Page 16 
 

 
 

Figure I.8 : Typical fingerprint Fuzzy commitment Encoding and decoding [9]. 

 

I.5.3 Key Generation Biometric-cryptosystems: 

If secure sketch is derived only from the biometric template and cryptographic key is directly 

generated from helper data and query biometric features, and then it is called key generation 

biometric cryptosystems. Such as Secure sketch and Fuzzy extractor. The data is derived directly 

from a biometric image. However, there are two main problems with this method. First, as a result 

of changes in the biometric image due to environmental and physiological factors, the biometric 

template is generally not consistent enough to use as a cryptographic key. Secondly, if the 

cryptographic key is ever compromised, then the use of that particular biometric is irrevocably lost. 

In a system where, periodic updating of the cryptographic key is required [11]. a schematic diagram 

of this approach is shown in Figure I.9. 
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Figure I. 9: cryptographic key generation from biometrics [9] 

I.6 Conclusion 

In this chapter, we have chiefly described the general context of information security by describing 

the cryptography, biometric, and different biometric-crypto systems categories. Also point out the 

biometric crypto system and its keys. The information security is all about the protection of digital 

assets, such as digital content, personal health records or a secret personal document. 

In the next chapter we are intended to focus our study on the second scheme of biometric crypto 

system which is the key binding-based algorithm. We will try to design an e-application system 

namely e-banking. 
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II.1 Introduction 

 The financial institution, such the bank, is one of the societies whose started using internet as a 

distribution channels for their services. Thus, such online Bank service is called e-Banking. .In 

order to construct an e-baking system, many challenges can occur and oppose the electronic 

banking services. Those challenges are concerned with the information security and privacy. 

However, it is not enough for an e-banking system to just provide information to their customers 

but to provide it to the right customers and at the right time. One of the main means to guarantees 

such a secure communication between the bank and their customers is cryptography. Generally, the 

keeper of the cryptographic key must be a legitimate user and for a security reason the key is 

constructed to be too long. Hence, it would clearly not be feasible to require the user tore member 

and enter the key each time when required.  As a solution to over comes those drawbacks, many 

researchers propose to combine cryptography with a powerful mean that grantees identity called 

Biometric. The resulted system is called Biometric-Crypto system. 

In this chapter we will focuses on the construction of a secured e-banking system in term of 

conception and security analysis. Firstly, we are going to talk about the architecture of the biometric 

system. Then a brief discussion of the proposed e-banking system will be presented. Finally, this 

chapter will be concluded by a conclusion.  

II.2 Biometric system architecture 

A typical biometric system is constituted of four principal modules (see Figure II.1) [14]:  

A. Biometric sensor: It is responsible for capturing the biometric characteristics from the 

biometric subject and converting it to a digital form to be transferred to the subsequent 

module.  The performance of the overall process depends heavily on the quality of the 

acquired raw data. In fact, this data is a result of transforming a real continuous phenomenon 

(such as a face) to a digital discreet form (face image) resulting in a loss of data. The quality 

of the acquired data depends on the technology of the reader, the added noise and the degree 

of the interoperability of the user with the system.  

B. Enrollment: The acquired raw data is first preprocessed to enhance its quality. After that, 

some relevant discriminatory features are extracted, by the extractor sub-module, to generate 

a compact representation called “template” that efficiently resumes the biometric 

characteristics. The generated template is then sent to the storage system. Generally, the 
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enrollment step allows the biometrics recognition system to learn the identities of the 

authentic persons in working environment. 

 

Figure II. 1: Atypical biometric system architecture [14] 

C. Storage systems: the storage system can be a simple file in a simple smartcard as it can be a 

big database managed by database (DBMS)  in association with  the  generated  template,  

some biographic  information  (name,  passwords,  address,  etc.)  can be stored.  In any 

case, the important factor to deal with is the security of the stored template. A compromised 

template can help to reconstruct the original biometric characteristics, which constitutes a 

real threat.  

D. Matching module: during the operating phase, the system is requested to identify a person. 

It proceeds to extract his discriminatory features using the extractor sub-module in the same 

manner that it has been done in the enrollment step. These extracted features are called 

query features. After that, the stored template is revoked to be compared with the query. The 

comparison aims to confirm that both the query and the template features originate from the 

same biometric subject (person). Generally, the comparison result is a degree of similarity 

suitable decision about the identity of the user. On the other hand, the biometric system can 

operate either in verification or identification mode. In verification mode, the comparison is 

made only against one template in the system by conducting 1 to 1 comparison. This is 

possible when we want to confirm the identity claimed by a user. In the identification mode, 

the comparison is achieved against all records in the database by conducting 1 to many 

comparisons. This is the case when we want to know if the individual already exists in the 

database. So, the system tries to answer the question “who is the user?”. 



Chapter II: An e-banking scheme based Biometric Cryptosystem  
 

 Page 21 
 

II.3 Feature Extraction Techniques 

In this section, we are going to talk about the used feature vector descriptor that is used to extract an 

appropriate feature. The choice of those features descriptors is depending on their performances in 

the biometric feature extraction task. For this reason, a Gabor filter response with a binarization 

thresholding is chosen to extract the principal line of the biometric traits.[9] 

II.3.1 Gabor filter response overview 

Gabor filter, Gabor filter bank, Gabor transform and Gabor wavelet are widely applied to image 

processing, computer vision and pattern recognition. Thus, for applications requiring orientation 

analysis, Gabor functions produce very useful wavelet decomposition. Gabor filters can be used to 

extract components corresponding to different scales and orientations from images. Hence, the 

circular Gabor filter can represent by the following general form [9]: 

                        ℎ(𝑥, 𝑦) =  
1

2𝜋𝜎2 𝑒−{(𝑥2+𝑦2/2𝜎2)}𝑒2𝜋𝑖𝜇(𝑥 cos 𝜃+ysin 𝜃)                                         (II.1)                                   

Where:     

o 𝑖 =√−1. 

o 𝜇 Is the frequency of the sinusoidal signal. 

o 𝜃 Control the orientation of the function. 

o 𝜎 Is the standard deviation of the Gaussian envelope. 

The Gabor filter application requires an empirical choice of filter parameters (𝜃, 𝜇, 𝜎). These 

empirical parameters are very difficult to determine and this is one of the drawbacks of approaches 

based on this filter. 

o Feature vector generation: Most biometric systems do not directly compare the acquired 

raw data. Instead, different mathematical methods are used to reduce the raw data, but with 

preservation of the essential information that makes it possible to characterize two images. 

The Gabor filter representation of an image I is the convolution of this image with the Gabor 

filter, defined by: 

𝐼𝐺 (𝑥, 𝑦) = ℎ(𝑥, 𝑦) ∗ 𝐼(𝑥, 𝑦) = ∑ ∑ ℎ(𝑚, 𝑛)𝐼(𝑥 − 𝑚, 𝑦 − 𝑛)𝑁−1
𝑛=0

𝑁−1
𝑚=0                     (II.2) 

Where * denotes discrete convolution. As the Gabor filter has a complex formula, it is important to 

use the information given by the real part and those given by the imaginary part of the Gabor 

coefficients.  
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The Gabor features vector should be binarized by a proper threshold value in order to generate a 

new feature vector. It is important to find the proper threshold value in order to separate the lines 

from input image. Finally, the feature vectors are obtained by: 

𝐹𝑋(𝑖, 𝑗) =  {
1     𝑖𝑓𝑉𝑋 (𝑖, 𝑗) ≥ 𝑇𝑋

0           𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
                            (II.3) 

 

Figure II. 2: Texture features extraction using Gabor filter. 

II.4 Proposed biometric crypto system 

The main objective of this part is to design and develop a secured e-banking system. The proposed 

system uses symmetric cryptographic and multi-factor authentication methods. Authentication 

methods that depend on more than one factor are more reliable and stronger fraud deterrents. 

Accordingly, in our system, customers authentications are based on a card combined with a PIN and 

a biometric trait (PLM modalities). The proposed e-banking transaction scheme based on 

multifactor authentication is shown in Figure II.3 [15].  
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Figure II. 3: E-banking transaction services model based on multi-factor authentication. 

In the literature, a wide range of techniques have been presented based on the combination of 

biometrics and cryptography, in order to cope with both problems: variability of biometric 

templates and protection of personal data in our scheme (see figure II.4), a fuzzy commitment 

technique is used. Thus, in the customer terminal and after the preliminary verification, using the 

customer card and the card PIN code, a feature extraction technique is applied on the biometric 

modality (PLM) in order to extract a discriminate feature vector (m). Then, a fuzzy commitment 

scheme (where a secret message (encryption key, c), is protected using the extracted vector (m)) is 

applied. In this case, an error correcting code is used in order to associate the encryption key c with 

a person and to compute an offset µ such as:  

           α = 𝑐̃⊕ m           where       𝑐̃ = [c; c; · · ·c]                                                               (II.4) 

Where the length of 𝑐̃is equal to the length of the extracted vector m. The encrypted message (the 

fuzzy commitment) is then represented by the pair (α, h(c)), where h(c) is a one-way hash function. 

It is worth to notice that neither the biometric feature, nor the associated code words are publicly 

transmitted. Finally, the terminal device sent the encryption transaction (Ṥ) data and the pair (α, 

h(c)) to the bank. In the bank, the authentication process is correctly 𝑐̃ =  α ⊕  m sufficiently close 

to c so that the code decodes it to c and the comparison between their hash values succeeds. In this 

case, the bank can decrypt and treat the transaction data (S) and send confirmation information to 

the costumer. 

 

Figure II. 4: Basic block diagram of e -banking transactions system. 
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II.4.1 Proposed methodology 

In each e-banking transaction, there are two parts for the application. One is a customer terminal 

and the other is for bank server (administration). The customer request is sent over the network in 

an encrypted data format (transaction data). Thus, the administrator (bank server) has to decrypt the 

transaction data sent by the customer terminal which is in the encrypted format and also verifies the 

integrity of the received data.  

II.4.1.1 Enrollment phase 

For each costumer, during the enrollment process, the feature vectors (or template) is generated 

from their PLM biometric modalities and stored for later use (identification process) in a costumer's 

identification server as well as in the costumer ID smart-card. In addition, a PIN code is randomly 

generated and stored in this smart-card. However, the PIN code is used for security purposes and to 

authenticate the user in the electronic transaction device (e.g. PC or smart-phone).  

II.4.1.2 Customer terminal 

As the first part of the e-banking transaction process, verification and template generation are the 

foundation on which the card PIN code is verified, if it is true, the feature extraction technique is 

applied on the user PLM modality for generate the template (feature vector), see Figure II.5. On 

the other hand, if the card PIN code does not match with the card, the user access is denied.  

 

Figure II. 5: Flowchart of access verification and template generation process in customer                                                          

terminal. 

One of the most critical problems in the pattern recognition is the selection of suitable 

characteristics for a compact and optimal representation of the image. Thus, several methods for 

extracting texture features, which are based on the spatial relationship between pixels, have been 

proposed over the years. Among them, the Gabor filter response method, recently developed, 

provides a powerful descriptor of texture whose results are superior, in terms of the accuracy and 

the computational complexity in many applications.  
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II.4.2 Bank server 

The second part of the e-banking transaction process consists of the customer authentication and the 

key retrieval process. Figure II.6 shows the flowchart of customer authentication and key retrieval 

process in the bank server. The main modules in this part consist of the key retrieval and the feature 

matching process. 

 

Figure II. 6: Flowchart of customer authentication and key retrieval process in the bank server. 

 Key retrieval: The key retrieval process in the bank server is illustrated in Figure II.6. The 

system requests the user template from their database. Then, the binary representation of the 

user template (ḿ) is XORed with the binary string α. (𝑐̃ =  α ⊕ ḿ)Now, the key can be 

recovered. To achieve that, bits of binary vector are mapped into matrix M x (with size of k 

× v , where  k represent the key length and v is the number of key within c̃1) and the key 

retrieval is performed by taking the majority vote among M x. After that, to check whether 

the retrieve key (ć) is identical to the key generated (c) in the customer terminal, the system 

checks to see whether h(c) = h (ć). It is important to notice that, the success of the key 

retrieval process is as function of the intra/interclass variations of the genuine user’s 

template. So, it is very necessary to use an efficiency feature extraction technique which 

decreases the intra-class variability and increases the inter-class variability. 

 Feature matching: In biometrics, it is very likely to find persons having almost the same 

biometric features (very low inter-class variability), so it is possible to retrieve the 

encryption key in the impostor users’ templates. For that, an authentication module after the 

key retrieval is necessary to accept or reject this key. However, in this module, before the 

feature matching process, the user template must be generated.  

 Message decryption step: Our scheme decrypts confidential data (transaction data) that 

has been encrypted using biometric data combined with random numbers (encryption key). 

As a result, confidential data can be decrypted just with the costumer biometric data (stored 

in central system database); however, the need for a proper and reliable key management 
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mechanism is required in order to confirm that the listed keys actually belong to the given 

costumer. Indeed, the central system uses key recovery algorithm to disassemble the 

encryption key (c) from the feature vector and then to decrypt transaction data (S) and 

authenticate the costumer. 

𝑆 = 𝐹−1(𝑆̂, 𝑐)(II.5) 

Where S is the original costumer data, 𝑆̂, is the encrypted voter data, c is the key and 𝐹−1 denote the 

decryption function. 

II.4.3 Multimodal System 

Using a single modality in a biometric system may often lead to some errors in 

verification/identification. So, the data fusion technique can be used to improve the performance of 

the unimodal biometric system. In our work, the PLM&PLV modalities is fused at the matching 

score level, which isthe most effective scheme compared to the sensor, features, and decision level. 

For a serious judgment on our e-banking system, the included biometric identification system must 

be evaluated under several lengths of the encryption key. Because our multimodal biometric system 

uses two biometric modalities, two ideas for embedding the key are tested. First, the encryption key 

is combining, at the same time, with the two feature vectors given by PLP and PLV (Separated 

key).So, encryption key can been retrieved by [16]: 

(III.6) 

Where the 𝐶̂𝐺𝐿is the retrieved key from the GL based palm print representation and the  𝐶̂𝑁𝐼𝑅 is 

theretrieved key from the NIR representation. Whereas, in the second scheme, each template (for 

eachrepresentation) contains a different key. Thus, in this case, the entire encryption key is given by 

the concatenated of the two extracted keys, as follow:    

                                C = [𝐶̂𝐺𝐿    ,      𝐶̂𝑁𝐼𝑅]    (III.7) 

It is important to note that, the first scheme is dedicated for the small to medium length key, 

whereas, the second scheme for the greater length key. 
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II.5 Security Analysis of Biometrics Cryptosystems 

In the last section, the Biometric-Crypto system is revealed to solve the problems related to both 

biometric and cryptography. So, the biometric-crypto systems are supposed to increase the security, 

and therefore, it is required to carry out theoretical as well as experimental security analysis of such 

systems. On this regard, when we talk about the security analysis of those systems, we must take 

into consideration that the design of the Biometric-Cryptosystem mustn't decrease the biometric 

system based identification performance, this is on one hand. On the other hand, the constructed 

system must also robust on each kind of attacker based key retrieval. Hence, two security scenarios 

are considered: stolen biometric: when the biometric data for all the users are compromised; and 

stolen key: when the secret keys of all the users are compromised. As that one of our main research, 

during the realization of this thesis, is the design of the Biometric-Crypto system. An analysis of 

such metrics rates is required. Those metrics include FRR (GAR), FAR and EER or the ROR and 

RPR for the closed-set identification based applications as well as a security analysis depending on 

the secrecy of cryptographic keys. This will be performed by calculating a genuine key retrieval rate 

and the impostor based key retrieval rate [9]. 

II.6 Conclusion 

The objective basic of this chapter is, to introduce and design the biometric system structure, the 

feature extraction technique, and the proposed biometric crypto system. In addition of the main and 

important topic, how it works service e-banking with the biometric crypto system. 

The biometric cryptosystem, which combines biometrics and cryptography, may provide another 

effective method to protect people‘s sensitive information, especially in the service e-banking to 

ensure the convenience of users of this service. 

In the next chapter will explain the practice how it works the service e-banking with biometric 

cryptosystem. 
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III.1 Introduction 

Nowadays, the internet becomes very vital for any kind of information exchange. One of the 

applications which can use internet for information exchange is Online banking (e-banking). 

Indeed, e-banking has several advantages like the accessibility for the disabled and elderly; the 

ease of long-distance banking; the low costs and the greater customer’s turnout. Thus, the 

challenges that oppose e-banking application are the concerns of security of transmitted data 

which are exchanged as well as the privacy issues (customers information), which ensure the 

secrecy of customers information. 

In this chapter of experiment, we propose a secure Biometric-crypto scheme dedicated to online e-

banking system. The fuzzy commitment concept associated with the palmprint (PLM) modality is 

the core of our system. In this part of study, to enhance the discriminating capability of the PLM 

feature vectors, we suggest the use of GABOR descriptor with binarization. This choice is 

justified by the high performances obtained with the use of this descriptor in term of accuracy and 

high genuine key retrieval rate. Subsequently, the customer's data is encrypted using a random key 

then this key is binding in the extracted feature vector using the fuzzy commitment scheme. Then, 

in the central system, a new scheme for the key retrieval is implemented in order to extract this 

key which used for decrypt the message and then treated. 

III.2 The used biometric modalities: PLM and palm vein (NIR) 

III.2.1 Palm print (PLM) 

Palm print is one of the relatively new physiological biometrics, attracted the researchers due to its 

stable and unique characteristics. The rich feature information of palm print offers one of the 

powerful means in personal recognition. [17] 

Palm print recognition has been introduced a decade ago. Palm is the inner surface of the hand 

between the wrist and the fingers. The Palm area contains a large number of features shown in the 

Figure III.1 that can be used as biometric features such as Principal lines, geometry, wrinkle, 

delta point, minutiae, datum point features and texture. 
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Figure III. 1 : Different palm print features [17]. 

III.2.2 Palm Vein (NIR) 

Palm vein authentication uses the blood vessel patterns of the palm vein in the subcutaneous tissue 

of the human body to discriminate between individuals. Palm vein patterns are captured by the 

camera with near-infrared light. When a hypodermic vein is irradiated with near-infrared light, the 

reduced hemoglobin contained in the vein absorbs near infrared light and the hypodermic vein 

creates a shadow on an image. The shadow pattern is then extracted from the captured image of 

the palm vein pattern using image-processing technology. The resulting vein patterns are 

compared using vessel structure features such as directions and bifurcations, or by using the 

patterns themselves. In practical terms, palm vein patterns of a hand are used for authentication 

because such parts of the hand are easy to expose to a sensor. 

The palm vein authentication technology has been deployed for its ease-of-use and assurance that 

it has given users through its robust security. It has been widely adopted worldwide for personal 

identification at financial institutions, as a computer login and room entrance control method at 

corporations. 

 

Figure III. 2 : Capture the Palm vein patterns. 
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III.2.3 Choice justification 

Identification using palm print characteristics is a frequently used as biometric traits. The palm 

prints contain more information than the other modalities, so they are more discriminating. They 

contain additional distinctive features that can be extracted from low resolution images.  

In the following table we have classified the different modalities according to the cost of use and 

their sensitivity to the physical and emotional state of individuals.  

 1
st
 class: DNA, Iris and Retina. 

 2
nd

 class: Face, Voice, Signature, Approach, Keystroke. 

 3
rd

 class: hand related Modalities. 

Table III. 1: Biometric modalities classification 

 1
st
 class 2

nd
 class 3

rd
 class 

Acceptability    

Permanence    

Identification rate    

 

According to the previous table, we have concluded that the modalities linked to the hand are the 

most suited to our requirement: permanent, very well accepted by individuals with an acceptable 

error rate.  

III.3 Biometric Cryptosystem performance evaluation 

III.3.1 Used Database description: 

PolyU Multi-Spectral Palmprint Images Database 

The database images that we used in our experiment are PolyU multi-spectral palmprint images. 

The Biometric Research Centre (UGC/CRC) at The Hong Kong Polytechnic University has 

developed a real time multispectral palm print capture device which can capture palm print images 

under blue, green, red and near-infrared (NIR) illuminations, and has used it to construct a large-

scale multispectral palm print database. [18] 

PolyU contains Multispectral palmprint images were collected 300 individuals using a palmprint 

images; Experiments are performed on the Hong Kong PolyU multi-spectral palm print database. 

This dataset can be considered as an example similar to the number of voters in small to medium 
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size office. In all experimental results, two image representations are used, the first representation 

(Gray Level-GL), is constructed from the red, green and blue bands, and the second representation 

is the Near-Infrared (NIR) band. Thus, we randomly select three samples for each representation 

in order to construct the system database (enrollment phase). The remaining nine samples were 

used to test the system performance. 

III.3.2 Adaptation of parameters 

III.3.2.1 Work Environment 

In this section, we present the hardware and software environments of our work. 

o Hardware environment 

In order to carry out this project, a set of equipment has been made available to us, the 

characteristics of which are as follows: 

A TOSHIBA-PC computer with the following characteristics: 

 Processor: Intel (i3) Pentium (R) 

  RAM: 4.00 GB of RAM. 

 Hard Disk: 750 GB. 

 OS: Microsoft Windows 7(32bits). 

o development tools 

In order to successfully complete this project, we have used MATLAB 2014a during the 

development of our system, which we will present below. 

MATLAB 8.3 (R2014a) and its interactive environment is a high-level language that allows the 

execution of tasks requiring great computing power and whose implementation will be much 

easier and faster than with traditional programming languages. It has several toolboxes in 

particular that of image processing "Image Processing Tool Box" which offers a set of algorithms 

and reference graphics tools for the processing, analysis, visualization and development of image 

processing algorithms. 

III.3.3 Assessment protocol 

Accordingly, the aim of this part of experiments is to design a key binding based Biometric-

Crypto system using those two previous representations in order to choose which representation is 
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better to be used in the Biometric-crypto system design. Our experimental results can be divided 

into three parts; it must firstly select the best parameter (the binary threshold used in the feature 

extraction method). We decompose our set of experiments into three parts. As a first part, we 

evaluate the biometric system without the encryption key and with several binarized threshold in 

order to choose the best threshold giving the best performance. in the second part, we integrate the 

biometric system in our proposed e-banking scheme and we re-evaluated this system as well as the 

key retrieval process with several lengths of the cryptographic key (32 bits to 512 bits by a step of 

32 bits). Finally, in the last part of those tests we use unimodal biometric systems. 

Among the important tasks at any pattern recognition scheme, the feature extraction task has an 

important impact on the system accuracies. In our tests and based on PLM and PLV modalities, 

we execute several experiments by varying 𝑇𝑡h for selecting the best threshold of binarization. 

Because our feature vector depends essentially of the mean value of the module response of the 

filtered image (𝜌) and a parameter (𝑛). Therefore, we can vary the parameter𝑛and compute every 

time the system accuracy. Based on these accuracies of the system, we can empirically select the 

𝑛, which can be effectively enhancing the feature vector. Therefore, in our study, we used seven 

values of 𝑛 varying from 1 to 2 by a step of 0.1, See Table III.2.We compute the identification rate 

for each value of𝑛and choose the value that gives the best rate (maximum rate).  

Table III. 2: Binarization Threshold selection 

Threshold ROR 

1.0 99.85% 

1.2 99.81% 

1.3 99.88% 

1.4 99.88% 

1.5 99.71% 

1.6 99.67% 

2.0 95.65% 

The aim of the first experiment is to find the threshold that optimize the performance of the 

proposed biometric system by giving the highest value of ROR, for that different values of the 

binarization threshold was tested and evaluated. From table III.2, one can observe that the 
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threshold at 1.4gives the best performance. Consequently, we will fix the binarization threshold at 

this value for the next experiments. 

III.3.4 Biometric-Crypto system evaluation without key insertion 

 unimodal system test results :  

The aim of the first experiment is to evaluate the system performance without key insertion 

when we use our proposal descriptor (Gabor filter). Thus, in our e-banking scheme, before 

using the proposed biometric system in a biometric-crypto protocol, it must firstly evaluate 

to test the efficiency and robustness of this proposed methodology. 

After we found the best parameters, we will use the feature extraction method in the other 

Unimodal systems (GL, and NIR) in n the two identification modes, open-set, and closed-set. 

 For open-set we measured Equal Error Rate (EER) and Threshold (T0). 

 For closed-set we measured Rank-One Recognition (ROR) and Rank of Perfect 

Recognition (RPR). 

Table III. 3: PLM based Unimodal Test Result. 

 

The second part of experiment is the evaluate the performance of the biometric cryptosystem without 

key insertion in order to see if the insertion of the cryptographic key affect the performance of the 

system or no. However, a series of experiment were conducted where two representation of the 

palmprint modality were used. The GL (grey level) representation constructed from three bands (Red, 

Green, Blue) and Near infrared (NIR) representation. The obtained result for both identification 

modes was plotted in Table III.2.  The analysis of the open-set identification performance shows that 

the NIR representation gives the best results in term of EER by giving an EER equal to 0.0218at the 

threshold T0=0.1812. The use of GL representation gives an EER= 0.0370with a T0= 0.2109.  

Band Open set identification Closed set identification 

 EER T0 ROR RPR 

Grey level 0.0370 0.2109 99.8889 123 

Finger vein 

(NIR) 

0.0218 0.1812 99.5555 8 
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 Finally, a ROC curves for the two representations which plot the FRR against FAR is illustrated in 

Figure III.3. 

For the closed-set identification mode, it seems that the GL representation achieve the best 

performance by giving a ROR equal to 99.8889%with an RPR equal to 123. The NIR representation 

gives a ROR=99.55%with an RPR=8.  The performance of the closed-set identification was plotted 

as a CMC curves as shown in Figure III.4. 

 

Figure III. 3:ROC curves (FRR against FAR) for the two representations. 

 

Figure III. 4:CMC curves, identification rate against Rank for the two representations. 

III.3.5 Biometric-Crypto system evaluation with key insertion 

In our scheme, the generation process seamlessly binds a random key, generated independently of 

the customer at the customer terminal, into the customer biometric template in such a way that 

both the cryptographic key and biometric template are inaccessible to the attacker while the 
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cryptographic key can be released in the bank server upon valid presentation of the customer 

biometric template (previously stored in the bank database). This method offers both 

conveniences, as the user no longer has to remember a cryptographic key (pass code), and secure 

identity confirmation, since only the valid user can release the key. 

 Unimodal based biometric cryptosystem test results 

the embedding of the cryptographic key into the biometric feature vector (at the terminal system), 

it is basically that this feature vector can be affected by some noise after extracting the embedded 

cryptographic key (at e-banking system) which affects, off course, the performance of the 

identification system. To study this purpose, in this part, we evaluate the unimodal based 

biometric cryptosystem under several key lengths. 

Table III. 4: GL based Biometric-Crypto system performance evaluation 

Key size Open set 
identification 

Closed set identification Genuine key 
retrieval rate 

Impostor key 
retrieval rate 

EER T0 ROR RPR   

32 0.0370 0.2565 99.6667 14 100 99.9782 

64 0.0370 0.2565 99.6667 14 100 88.2529 

96 0.0370 0.2565 99.6667 14 100 99.6789 

128 0.0370 0.2565 99.6667 14 98.7778 11.0903 

160 0.0370 0.2565 99.6667 14 100 95.3881 

192 0.0370 0.2565 99.6667 14 99.9630 57.0311 

224 0.0370 0.2565 99.6667 14 99.9630 74.9018 

256 0.0370 0.2565 99.6667 14 97.7037 3.0311 

384 0.0370 0.2565 99.6667 14 95.2963 0.4127 

512 0.0370 0.2565 99.6667 14 90.7778 0.0448 
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Table III. 5:NIR based Biometric-Crypto system performance evaluation 

Key size Open set 
identification 

Closed set identification Genuine key 
retrieval rate 

Impostor key 
retrieval rate 

EER T0 ROR RPR   

32 0.0370 0.3182 99.8519 39 100 99.3517 

64 0.0370 0.3182 99.8519 39 99.8519 66.1687 

96 0.0370 0.3182 99.8519 39 100 97.1968 

128 0.0370 0.3182 61.0891 39 96.8519 1.5100 

160 0.0370 0.3182 99.8519 39 100 86.6394 

192 0.0370 0.3182 99.8519 39 99.6667 33.0603 

224 0.0370 0.3182 99.8519 39 100 61.0891 

256 0.0370 0.3182 99.8519 39 95.1852 0.2792 

384 0.0370 0.3182 99.8519 39 92.5926 0.0223 

512 0.0370 0.3182 99.8519 39 87.8889 0.0017 

 

Table III.4 and Table III.5 present the performance of the unimodal GL and NIR based biometric 

cryptosystem in which the system retrieves the encryption key, then reformulates the template to 

compare it with the one stored. In order to see the behavior of the system, several key lengths are 

used. By analyzing the rates obtained, for the open identification mode, we can say that the 

performance of the biometric system is affected by the insertion of the encryption key. Thus, 

degradation becomes important in long keys. In general, regardless of the length of the keys, the 

performances obtained were closes to those obtained when the system was working without a key. 

GL based biometric system can operates with a ROR equal to 99.6667% (𝑇𝑜 = 0.2565) and 

99.8889% (𝑇𝑜 =0.2109) for a template containing an encryptions keys and a template without 

key, respectively. Similarly, these rates become 99.8519 % instead 99.5555%, for the NIR based 

biometric system. To judge the effectiveness of the system, we must also consider the 

performance of the closed-set identification and the key retrieval process. In Table III.4 and 

Table III.5 also we illustrate as the key retrieval rates of NIR and GL based systems for various 

key lengths 32bitsto 512 bits by step of 32bits. By reading in-depth theresults obtained in this 

tables, we observe that the maximum key retrieval rate is equal to 100% for key size 32; 64; 96; 

160bits, for GL; and key size 32; 96; 160; 224; Table III.4, show that the key retrieval rate is 

confined between[87.8889 % … 99.6667%] the lowest rate of key retrieval is obtained when a 

key of size 512 bits is used. 
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On the other hand, when the NIR representation is used. The first observation which can be made 

is that the lowest obtained key retrieval rate when the NIR representation is used becomes smaller 

(87.8889%) than the GL one at key size of 512bits (90.7778%) 

For the other key size and from Table III.4 and Table III.5, it can be seen that the system 

performance under the NIR representation is almost similar to the system performance when we 

use the GL representation with a slight superiority of the GL representation compared to the NIR 

based system performance. To summarize the genuine key retrieval rate under the two 

representations in terms of key sizes Figure III.5. Is plotted.  

The second part discusses the impostor key retrieval rate under the two representations. it obvious 

that when the cryptographic key has a small size, the impostor guesses easily the key and its 

capability of retrieve the key is decreased when the key size length increase. Moreover, the 

impostor key retrieval rate under different key sizes is also cited in Table III.4 and Table III.5, 

by a comparison between the results obtained in those two tables under the two representations, 

one can note the maximum impostor key retrieval rate is observed when we use a key size of 

length 32bits where the impostor can achievea99.9782 %of key retrieval rate under the GL 

representation. As for the NIR representation the maximum rate, the impostor can achieve a 

99.3517% of the key in the same key size. For the rest of key size impostor retrieval rate, one can 

observe that this rate when we use the GL images is among the interval of[57.0311%   99.9782%] 

and among the interval [33.0603%   … 99.3517%] under the NIR images for the key size less 

than 224bit except the key size of rank 128 where the impostor key retrieval rate didn't exceed the 

11.0903%when the system is based on GL images and 1.5100% for the NIR images. For the key 

greater the 224bits the rate become less then3.1% and balanced between [0.0448% … 3.0311%] 

under the GL representation and between [0.0017% …0.2792%] under the NIR representation. 

To see the performance of the proposed biometric-crypto system against the impostor attack, 

Figure III.6is made. 
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Figure III. 5: Biometric-Crypto system genuine key retrieval rate under the two representations GL and NIR with 

different key sizes. 

 

Figure III. 6: Biometric-Crypto system impostor key retrieval rate under the two representations GL and NIR with 

different key sizes. 

 Multimodal Biometric-Crypto system evaluation 

Several studies demonstrate the effectiveness of the fusion at matching score level. Thus, in this 

part, we use this scheme for a possible improvement of our proposed Biometric cryptosystem. In 

our test we use only then SUM-based rule for our fusion purpose. Each template for each 

representation contains a different key (Separated key). The obtained experimental results are 
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illustrated in Table III.7.For the proposed fusion scheme, the key is devised in the two 

representations. The obtained results are shown in Table III.7, from this table, the first note that 

appear from the result analysis is that the impostor key retrieval rate is reduced almost to zero 

where the rate varies between [0%,  99.9767%]which give this scheme a great influence on the 

system security. For the genuine key retrieval rate evaluation, the global key is the concatenation 

of the two extracted key. Table III.7 indicate a great improvement of genuine key retrieval 

especially in the case of key length of 256bits which means a global key with size of 512 bits 

where the rate was 97.6296% improvement of 7.59% compared with the best case obtained in the 

unimodal system 90.7778%.Also, for the other key sizes, the rate is improved by the means of 

fusion process. The more the key is increased the more the rate is improved. 

Due to the possible similarity of the biometric modality in many persons, the biometric feature 

vectors of these persons become very close, so that an imposter can retrieve the encryption key. In 

this case, the message can be decrypted. A minor probability that two different persons have 

similar of two PLM image representations GL and NIR, for that, using the biometric 

multimodality makes it possible to secure the encryption key. 

Table III. 6: Biometric-crypto system based multimodal test results evaluation (Separated Key). 

Key size Closed set identification Genuine key 

retrieval rate 

Impostor key 

retrieval rate 

ROR RPR   

32 99.6667 14 100 99.9767 

64 99.6667 14 100 87.6678 

96 99.6667 14 100 99.6316 

128 99.6667 14 98.7407 10.0310 

160 99.7407 16 100 82.8004 

192 99.7407 16 99.6296 19.4745 

224 99.7407 16 99.9630 46.5487 

256 99.6667 14 97.6296 2.3882 

384 99.6667 14 90.5556 4.9548e-04 

512 99.7407 16 83.9259 0 
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III .4 Conclusion 

The objective of this study is to develop a design model that implements the concepts of fuzzy 

commitment scheme based on   palmprint biometrics to reduce risks of fraud and to improve 

customer’s trust in online banking transactions. In this study, to enhance the discriminating 

capability of the palmprint feature vector, an efficient method of feature vector extraction which 

based on the 2D Gabor filter was used. After that, the transaction information is encrypted using a 

random key then this key is binding in palmprint (GL or NIR) modality of the bank using fuzzy 

commitment scheme and then transmitted to the bank. In the bank server, a new scheme for the 

key retrieval is implemented in order to determine the cryptographic key which used for decrypt 

the message and then treated. The analysis of the obtained experimental results, using a database 

of 300 users, showed that customers trust in security for e-banking can be increased by the 

proposed the proposed palmprint based biometric-crypto system scheme.  
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Conclusion 

Technology and security are two criteria that go together according to a positive, progressive 

relationship. The higher and better the rapid performance of technology and electronic life, the 

greater the need to raise the level of security. Security is a growing imperative around the world 

because insecurity can lead to it Great damage. Physical security, personal security and 

information security are the main forms of security. In security, authentication means verifying 

that an individual has access to a system based on their identity. For several decades now, a user's 

identity has been verified through a traditional method (for example, password and smart card), 

which can be easily forgotten or stolen. However, a rapid upgrade in technology replaced the 

traditional method and a new system called the dynamic coding system was created. It is more 

secure and convenient as there is no need to memorize secret codes like password and it is hard to 

steal because it is based on unique human biometrics features. 

 it all started with the unimodal biometric system that uses a single biometric modality but given 

its many   But with the development of time it had to be developed and exchanged with the 

multimodal biometric system that uses more than one biometric modality and as expected it has 

overcome many of the obstacles that the unimodal biometric system had like the universality and 

imposter attacks ...etc. 

Our main goal was to design a biometric-crypto system. Literally, three ways can be found to 

integrate biometric with cryptography. So, we direct our research into the Key binding schemes 

based biometric-crypto system where the Fuzzy commitment scheme issued. The proposed 

biometric-crypto system is tested through a conception of an e-application namely e-banking 

system. In this architecture of biometric-crypto system, a binary template is required.by creating a 

multimedia model and unimodal system based on the capture of multi-specters images of the  (GL 

)for the palmprint and (NIR) for the palm vein, an efficient method of feature vector extraction 

which based on the 2D Gabor filter was used. The obtained results showed that the insertion of the 

cryptographic Key didn't affect the biometric based identification system. The performance of the 

proposed biometric-crypto system was tested through the calculation of the genuine key retrieval 

rate and impostor key retrieval rate. The results obtained indicate that the system can achieve a 

100% of genuine key retrieval rate in certain key size. Where the greater impostor key retrieval 

rate didn't exceed the 99% by using the lowest key size 32 bit and didn't exceed the 3% if the key 

size is greater than 224bit. 
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