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Abstract

IPv6 routing protocol for low-power and lossy networks (RPL) is a proactive dynamic routing protocol based on IPV6
with tow known objective functions (OFs): objective function zero (OF0) and minimum rank with hysteresis objective
function (MRHOF).

this memoir, provides an overiew of this protocol with a performance study of the two OFs used in RPL. Several
scenarios have been tested with 20,30,40 and 50 nodes, with tow deffernt topologies (random and linear topology) and
two parameters of comparisons were selected packet dilevery ratio and power consumption under differnt values of
Packet Reception Ratio RX (20,40,60,80 and 100) in order to have an idea of suitability performance of RPL in each
scenario.

The simulation is done using the cooja simulator in our implementation cooja is a flexible java-based simulator which
support C java native interface. We have chosen a cooja simulator as it is a very useful tool for software development

in wireless sensor networks and will provide a suitable method in which to set the environment needs.

Keywords: RPL, objective functions, packet dilevery ratio, low-power and lossy networks.

Résumé

Le protocole de routage IPv6 pour les réseaux a faible consommation et avec perte (RPL) est un protocole de routage
dynamique proactif basé sur IPV6 avec deux fonctions objectives (OF) connues : fonction objectif zéro (OFO) et rang
minimum avec fonction objectif d'hystérésis (MRHOF).

ce mémoire, donne un apercu de ce protocole avec une étude des performances des deux OF utilisés en RPL. Plusieurs
scénarios ont été testés avec 20,30,40 et 50 nceuds, avec deux topologies différentes (topologie aléatoire et linéaire) et
deux paramétres de comparaisons ont été sélectionnés le ratio de distribution des paquets et la consommation électrique
sous différentes valeurs du ratio de réception de paquets RX (20,40 ,60,80 et 100) afin d'avoir une idée de la performance

d'adéquation du RPL dans chaque scénario.

La simulation est effectuée a l'aide du simulateur cooja dans notre implémentation cooja est un simulateur flexible basé
sur Java qui prend en charge l'interface native C Java. Nous avons choisi un simulateur cooja car c'est un outil trés utile
pour le développement de logiciels dans les réseaux de capteurs sans fil et fournira une méthode appropriée pour définir

les besoins de I'environnement.
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General Introduction

The term The Internet of Things (IoT) 1s commonly used to name a set of objects (or things) that are directly connected
to the Internet using the Internet Protocol (IP) stack. That is the main difference of wireless sensor networks (WSN) of
previous generation where nodes were organized in a local network with special protocols like ZigBee or Wireless HART.
Connection of objects to the global network in the IoT opens the opportunity for global data analysis. Typical applications
for the IoT are home automation (e.g. smart home), (1) personal health monitoring (e.g. measurements of heart rate, pulse
or temperature), bullding automation (e.g. control heating, electrical and ventilation systems of the building), industrial
automation (e.g. control of the electrical grids) and smart cities.

Routing 1s an essential service in the IoT, since it enables the exchange of information between Things, by efficiently
directing and reliably delivering data on the network from their sources to their destinations. However, routing in the IoT
1s also challenging, due to the global scale of the IoT, the massive number of Things in the IoT, the dynamic topology of
the IoT, and the resource constraints of the IoT devices (2).

The Internet Engineering Task Force (IKTF) quickly recognized the need to form a new Working Group (WG) to
standardize an IPv6-based routing solution for IP smart object networks, which led to the formation of a new Working
Group called ROLL (Routing Over Low power and Lossy) networks in 2008 (3).

The ROLL Working Group conducted a detailed analysis of the routing requirements focusing on several applications:
urban networks including smart grid, industrial automation, home, and building automation. This set of applications has
been recognized to be sufficiently wide to cover most of the applications of the Internet of Things. The objective of the
‘WG was to design a routing protocol for LLNs, supporting a variety of link layers, sharing the common characteristics of
being low bandwidth, lossy and low power. The result of this Working (4) Group was the “Ripple” routing protocol (RPL)
specification, along with supporting specifications on routing metrics, objective functions and security.

which 1s considered as a high path selection process that impacts on routing behavior. More recently, the IETF RolL.L
working group developed the RPL standard, which 1s a routing protocol targeting IPv6-based LLLLNs. The RPL 1s a distance
vector routing protocol for LLN that makes use IPv6 a standard for WSN. One of the key 1ssue within RPL is selecting
the Objective Function which is used to find the suitable path. Also (5), Tao and Xianfeng have defined the OF value
using available metrics, which can be used to select a parent set and a preferred parent from a node’s neighbors, and how
this value 1s used to determine a node’s rank. At present, only two different OFs have been selected namely Minimum
Rank with Hysteresis Objective Function (MRHOF) and Objective Function zero (OF0). The OFO0 is known as a basic
OF that does not require any metric to be measured but will use default configurations. On the other hand, MRHOF 1s
slightly more complicated and can compute a node’s rank based on the additive metrics

The goal of our final year project is to do:

e Implementation of RPL protocol performance.

o  Compare the performance of RPL engaged with OF0 and MRHOF in random and linear topologies for light
density networks.

Our work 1s organized as follows

chapter 1: introduction to internet of things, chapter 2: routing in IOT network, chapter 3: presentation of the protocol
RPL, chapter 4 implementation and analysis of RPL performance and finally conclusion of this contribution and future
work.
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1.1.Introduction

Today, internet application development demand is very high. So IOT is a major technology by which we can produce
various useful internet applications.

Basically, 10T is a network in which all physical objects are connected to the internet through network devices or routers
and exchange data. 10T allows objects to be controlled remotely across existing network infrastructure.

lot is a very good and intelligent technique that reduces human effort as well as easy access to physical devices. This

technique also has autonomous control feature so that any device can control without any human interaction.

in this chapter we present an introduction to 10T, it covers a definition of this concept, its architecture, fundamental

technologies and fields of application.
1.2.Internet of things

The internet of things (10OT) is a recent communication paradigm that envisions a near future, in which the objects of
everyday life will be equipped with microcontrollers, trans-ceivers for digital communication, and suitable protocol
stacks that will make them able to communicate with one another and with the users, becoming an integral part of the
internet. The 10T concept, hence, aims at making the internet even more immersive and pervasive. Furthermore, by
enabling easy access and interaction with a wide variety of devices such as, for instance, home application, surveillance
cameras, monitoring sensors, actuators, displays, vehicles, and so on (6). As the Internet of things ecosystem evolves
through an increasing number of users, there is a wide range of requirements that needs to be met. The 5G network is
expected to massively improve or expand loT security, trustworthiness, wireless coverage, ultra-low latency, mass
connectivity. To match up with these requirements, the Long-Term Evolution (LTE) and 5G technologies would
provide/ introduce new connectivity interfaces for future loT applications. The next generation of networks, 5G which
is still at its early stage, would introduce new Radio Access technologies(RAT), well improved antenna (Smart antennas)
and also make use of higher frequencies while also altering or re-architecting networks. greatly increase speed, boost
cellular operation with increased bandwidth while also resolving several network challenges faced in the previous
generations of mobile networks. the advent of 5G which is proposed to be fully operational in the near futur extensively
and its interconnection with Internet of things would be explained as it would be the technology on which loT would

run.
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Figure 1 Definition of internet of thing

1.3.0bjectives of the internet of things

by connecting all kinds of objects and systems, internet stuff can offer new ways to research and learn. The internet can
also integrate university infrastructure linking physical buildings and their contents, such as classrooms, learning spaces,
and administrative areas with communications systems and service systems that support them for example, through
continuous regulation of heat and lighting (7).

Internet objects (10T) also facilitates new types of tasks that explore the types of knowledge available from data when
many are associated with each other. Students can build inexpensive IOT devices that allow them to conduct research

that may have been possible only in large laboratories in the past.

1.4.10T Element

10T provides many benefits and facilities to users. Thus, in order to use them properly, there is a need for some elements.
In this section, elements of 10T are discussed. Figure shows the elements needed to deliver the functionality of 10T. The

names and details of these elements are as follows (8).
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1. Identify

2. Sense

4. Compute

3. Communication

Figure 2 lot element

1.4.1. Identification
Identification offer explicit identity for each object within network. There are two processes in identification; naming

and addressing. Naming refers as name of the object while addressing is the unique address of specific object. These
both terms are very different from each other because two or more objects may have same name but always different
and unique address. There are many methods available that provide the naming facility to the objects in the network
such as electron products codes (EPC) and ubiquitous codes. To assign the unique address to each object, IPv6 is used.
Firstly, IPv4 was used to assign the address but it could not fulfill the need of addressing due to large amount of loT
devices. Therefore, IPv6 is used because it uses 128 bit number addressing scheme.

1.4.2. Sensing
The process of collecting information from objects is known as sensing. The collected information is sent to the storage

media. There are many sensing devices to collect the information from objects such as actuators, RFID tags, smart
sensors, wearable sensing devices, etc.

1.4.3. Communication
Communication is one of the main purposes of 10T in which different devices are connected to each other and

communicate. In communication, devices may send and receive messages, files and other information. There are many
technologies that provide facility of communication like Radio Frequency ldentification (RFID), Near Field
Communication (NFC), Bluetooth, Wi-Fi and Cellular (3G/4G/5G) and ZigBee.

> Radio Frequency Identification (RFID)

Radio-frequency identification (RFID) uses electromagnetic fields to automatically identify and track tags attached to
objects. An RFID system consists of a tiny radio transponder, a radio receiver and transmitter. When triggered by an
electromagnetic interrogation pulse from a nearby RFID reader device, the tag transmits digital data, usually an identifying

inventory number, back to the reader. This number can be used to track inventory goods.
There are two types of RFID tags:
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e Passive tags are powered by energy from the RFID reader's interrogating radio waves.
e Active tags are powered by a battery and thus can be read at a greater range from the RFID reader, up to hundreds of

meters.

Unlike a barcode, the tag does not need to be within the line of sight of the reader, so it may be embedded in the tracked

object. RFID is one method of automatic identification and data capture (AIDC).

> Near Field Communication (NFC)
Near-field communication (NFC) is a short-range wireless technology that makes your smartphone, tablet, wearables,
payment cards, and other devices even smarter. Near-field communication is the ultimate in connectivity. With NFC,
you can transfer information between devices quickly and easily with a single touch—whether paying bills, exchanging
business cards, downloading coupons, or sharing a research paper.

e Near-field communication (NFC) is a short-range wireless connectivity technology that lets NFC-enabled

devices communicate with each other.
e NFC began in the payment-card industry and is evolving to include applications in numerous industries

worldwide.

» Bluetooth

Defined in the category of Wireless Personal Area Networks, Bluetooth is a short-range communication technology
well-positioned in the consumer marketplace. Bluetooth Classic was originally intended for point-to-point or point-to-
multipoint (up to seven slave nodes) data exchange among consumer devices. Optimized for power consumption,
Bluetooth Low-Energy was later introduced to address small-scale Consumer loT applications.

>  Wi-Fi

Wi-Fi is a wireless networking technology that allows devices such as computers (laptops and desktops), mobile
devices (smart phones and wearables), and other equipment (printers and video cameras) to interface with the
Internet. It allows these devices--and many more--to exchange information with one another, creating a network.
Internet connectivity occurs through a wireless router. When you access Wi-Fi, you are connecting to a wireless router
that allows your Wi-Fi-compatible devices to interface with the Internet.

> Zigbee and Other Mesh Protocols

Zigbee is a short-range, low-power, wireless standard (IEEE 802.15.4), commonly deployed in mesh topology to
extend coverage by relaying sensor data over multiple sensor nodes. Compared to LPWAN, Zigbee provides

higher data rates, but at the same time, much less power-efficiency due to mesh configuration.

Because of their physical short-range (< 100m), Zigbee and similar mesh protocols (e.g. Z-Wave, Thread etc.) are
best-suited for medium-range loT applications with an even distribution of nodes in close proximity. Typically,
Zigbee is a perfect complement to Wi-Fi for various home automation use cases like smart lighting, HVAC

controls, security and energy management, etc. — leveraging home sensor networks.
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Until the emergence of LPWAN, mesh networks have also been implemented in industrial contexts, supporting
several remote monitoring solutions. Nevertheless, they are far from ideal for many industrial facilities that are
geographically dispersed, and their theoretical scalability is often inhibited by increasingly complex network

setup and management.

» Cellular (3G/4G/5G)

Well-established in the consumer mobile market, cellular networks offer reliable broadband communication
supporting various voice calls and video streaming applications. On the downside, they impose very high

operational costs and power requirements.

While cellular networks are not viable for the majority of loT applications powered by battery-operated sensor
networks, they fit well in specific use cases such as connected cars or fleet management in transportation and
logistics. For example, in-car infotainment, traffic routing, advanced driver assistance systems (ADAS) alongside

fleet telematics and tracking services can all rely on the ubiquitous and high bandwidth cellular connectivity.

Cellular next-gen 5G with high-speed mobility support and ultra-low latency is positioned to be the future of
autonomous vehicles and augmented reality. 5G is also expected to enable real-time video surveillance for
public safety, real-time mobile delivery of medical data sets for connected health, and several time-sensitive

industrial automation applications in the future.

1.4.4. Services

There are four types of services that are provided by the loT applications. The first one is an identity-related service.
It is used to get the identity of objects that have sent the request. Information aggregation is another service whose
purpose is to collect all the information from objects. Processing is also performed by the aggregation service. The
third service is a collaborative service that makes decisions according to the collected information and sends
appropriate responses to the devices. The last service is ubiquitous service, which is used to respond the devices
immediately without rigidity about time and place (9).

1.4.5. Semantics

It is the responsibility of loT to facilitate users by performing their tasks. It is the most important element of IoT to
fulfill its responsibilities. It acts like the brain of IoT. It gets all information and makes appropriate decisions to send

responses to the devices.

1.5.Architecture of IOT

There is no single consensus on architecture for 10T, which is agreed universally. Different architectures have been

proposed by different researchers. (10)
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1.5.1. Three- and Five-layer architectures

The mostbasic architecture is a three-layer architecture [3-5] as shown in Figure 3. It was introduced in the early
stages of research in this area. It has three layers, namely, the perception, network, and application layers.
i.The perception layer is the physical layer, which has sensors for sensing and gathering information about the
environment. It senses some physical parameters or identifies other smart objects in the environment.
ii.The network layer is responsible for connecting to other smart things, network devices, and servers. Its features
are also used for transmitting and processing sensor data.
iii.The application layer is responsible for delivering application specific services to the user. It defines various

applications in which the Internet of Things can be deployed, for example, smart homes, smart cities, and

smart health.

Application Business layer
layer
Application layer
Network p ing 1
layer rocessing layer

Transport layer
Perception

layer Perception layer

@

Figure 3 Architecture of loT (A: three layers) (B: five layers).

The three-layer architecture defines the main idea of the Internet of Things, but it is not sufficient for research
on [oT because research often focuses on finer aspects of the Internet of Things. That is why, we have many more
layered architectures proposed in the literature. One is the five-layer architecture, which additionally includes
the processing and business layers [3-6]. The five layers are perception, transport, processing, application, and
business layers (see Figure 3). The role of the perception and application layers is the same as the architecture

with three layers. We outline the function of the remaining three layers (11).

i.The transport layer transfers the sensor data from the perception layer to the processing layer and vice
versa through networks such as wireless, 3G, LAN, Bluetooth, RFID, and NFC.
ii.The processing layer is also known as the middleware layer. It stores, analyzes, and processes huge amounts
of data that comes from the transport layer. It can manage and provide a diverse set of services to the lower
layers. It employs many technologies such as databases, cloud computing, and big data processing modules.
iii. The business layer manages the whole loT system, including applications, business and profit models, and

users’ privacy. The business layer is out of the scope of this paper. Hence, we do not discuss it further.
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Another architecture proposed by Ning and Wang is inspired by the layers of processing in the human brain. It
is inspired by the intelligence and ability of human beings to think, feel, remember, make decisions, and react to
the physical environment. It is constituted of three parts. First is the human brain, which is analogous to the
processing and data management unit or the data center. Second is the spinal cord, which is analogous to the
distributed network of data processing nodes and smart gateways. Third is the network of nerves, which

corresponds to the networking components and sensors.
1.6.10T network

the internet of things compose of several types of networks including LLN (low power and lossy network) WSN

(Wireless sensor networks) WMN (Wireless mesh network) which are discussed below
1.6.1. Low-power and lossy network (LLN)

low-Power and Lossy Network (LLN) the ROLL (Routing Over Low-Power and lossy) terminology document RFC 7102

defines LLNs as follows:

Low-Power and Lossy Network. Typically composed of many embedded devices with limited power, memory, and
processing resources interconnected by a variety of links, such as IEEE 802.15.4 or low-power Wi-Fi. There is a wide
scope of application areas for LLNs, including industrial monitoring, building automation (heating, ventilation, and air
conditioning (HVAC), lighting, access control, fire), connected home, health care, environmental monitoring, urban

sensor networks, energy management, assets tracking, and refrigeration.

RFC 7228 further says, Low-Power and Lossy Network often exhibit considerable loss at the Physical Layer, with
significant variability of the delivery rate, and some short-term unreliability, coupled with some medium-term stability
that makes it worthwhile to both construct directed acyclic graphs that are medium-term stable for routing and do
measurements on the edges such as Expected Transmission Count (ETX) RFC 6551. Not all LLNs comprise low-power

nodes RPL-DEPLOYMENT.

Low-Power and Lossy Networks typically are composed of Constrained Nodes; this leads to the design of operation
modes such as the "non-storing mode" defined by RPL (the IPv6 Routing Protocol for Low-Power and Lossy Networks
RFC 6550). So, in the terminology of the present document, an LLN is a Constrained Node Constrained Network with

certain network characteristics, which include constraints on the network as well.

1.6.2. Wireless sensor networks (WSN)

Many times, data from a single sensor is not useful in monitoring large areas and complex activities. Different
sensor nodes need to interact with each other wirelessly. The disadvantage of non-IP technologies such as RFID,
NFC, and Bluetooth is that their range is very small. So, they cannot be used in many applications, where a large
area needs to be monitored through many sensor nodes deployed in diverse locations. A wireless sensor network
(WSN) consists of tens to thousands of sensor nodes connected using wireless technologies. They collect data

about the environment and communicate it to gateway devices that relay the information to the cloud over the
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Internet. The communication between nodes in a WSN may be direct or multihop. The sensor nodes are of a
constrained nature, but gateway nodes have sufficient power and processing resources. The popular network
topologies used in a WSN are a star, a mesh, and a hybrid network. Most of the communication in WSN is based
on the IEEE 802.15.4 standard. There are clearly a lot of protocols that can be used in IoT scenarios. Let us discuss

the design of a typical IoT network protocol stack with the most popular alternatives (12).

1.6.3. Wireless mesh networks (wmn)

is a communications network made up of radio nodes organized in a mesh topology. It can also be a form of wireless
ad hoc network.

A mesh refers to rich interconnection among devices or nodes. Wireless mesh networks often consist of mesh clients,
mesh routers and gateways. Mobility of nodes is less frequent. If nodes constantly or frequently move, the mesh
spends more time updating routes than delivering data. In a wireless mesh network, topology tends to be more static,
so that routes computation can converge and delivery of data to their destinations can occur. Hence, this is a low-
mobility centralized form of wireless ad hoc network. Also, because it sometimes relies on static nodes to act as
gateways, it is not a truly all-wireless ad hoc network.

Mesh clients are often laptops, cell phones, and other wireless devices. Mesh routers forward traffic to and from the
gateways, which may, but need not, be connected to the Internet. The coverage area of all radio nodes working as a
single network is sometimes called a mesh cloud. Access to this mesh cloud depends on the radio nodes working
together to create a radio network. A mesh network is reliable and offers redundancy. When one node can no longer
operate, the rest of the nodes can still communicate with each other, directly or through one or more intermediate
nodes. Wireless mesh networks can self form and self heal. Wireless mesh networks work with different wireless
technologies including 802.11, 802.15, 802.16, cellular technologies and need not be restricted to any one technology

or protocol. (13)
1.7.Applications of I0OT

There are a diverse set of areas in which intelligent applications have been developed. All of these applications
are not yet readily available; however, preliminary research indicates the potential of 10T in improving the
quality of life in our society. Some uses of IoT applications are in home automation, fitness tracking, health

monitoring, environment protection, smart cities, and industrial settings (14).
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Figure 4 Examples of IOT applications

1.8.Conclusion
the internet of things is of considerable interest. In fact, the more new technologies increase, the more the iot evolves

and takes up space in our lives.

in this first chapter, we have described the elements of iot, as well as their main fields of application, the iot
architecture and the different types of networks such as LLN, WSN, WMN ... etc. however, we have noticed that several
factors complicate the management of this type of networks insufficient power, very limited computing power and
memory capacity. the following chapter is dedicated to a study on routing in 10T networks, more precisely in LLNs

networks.

21






2.1.Introduction

routing in LLNs presents many challenges for the scientific community because of their unique characteristics such as
insufficient power, very limited computing power and memory capacity, highly asymmetric link characteristics,
significant data loss and short communication distances .... etc. therefore, several routing protocols were proposed to

meet the requirements of LLNs networks.

this chapter is devoted to routing in a general way and more specifically to rpl routing protocol which interested
researchersin order to improve routing performance in networks. with this in mind, we will introduce the main routing
protocols, according to the different classifications, in particular detailing the RPL, CORPL, CARP, AODV, LOADng, and
ADODVV2 protocols.

2.2.Routing

Routing is the process of selecting a path for traffic in a network or between or across multiple networks. Broadly,

routing is performed in many types of networks, including circuit-switched networks, such as the public switched

telephone network (PSTN), and computer networks, such as the Internet (15).

o A Router is a process of selecting path along which the data can be transferred from source to the destination.
Routing is performed by a special device known as a router.

o A Router works at the network layer in the OSI model and internet layer in TCP/IP model

o Arouter is a networking device that forwards the packet based on the information available in the packet header
and forwarding table.

o The routing algorithms are used for routing the packets. The routing algorithm is nothing but a software
responsible for deciding the optimal path through which packet can be transmitted.

o The routing protocols use the metric to determine the best path for the packet delivery. The metric is the standard
of measurement such as hop count, bandwidth, delay, current load on the path, etc. used by the routing algorithm
to determine the optimal path to the destination.

o The routing algorithm initializes and maintains the routing table for the process of path determination.

2.2.1. Routing Protocol Metrics

There are cases when a routing protocol learns of more than one route to the same destination. To select the best
path, the routing protocol must be able to evaluate and differentiate between the available paths. This is accomplished

through the use of routing metrics (16).

A metric is a measurable value that is assigned by the routing protocol to different routes based on the usefulness of
that route. In situations where there are multiple paths to the same remote network, the routing metrics are used to
determine the overall “cost” of a path from source to destination. Routing protocols determine the best path based

on the route with the lowest cost.
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Different routing protocols use different metrics. The metric used by one routing protocol is not comparable to the
metric used by another routing protocol. Two different routing protocols might choose different paths to the same

destination.

The most common metric values are hop, bandwidth, delay, reliability, load, and cost.

2.3.Proactive and Reactive Routing Protocols

2.3.1. Proactive Routing protocols

Proactive or Table-driven protocols maintain routing information even before this information is required. Each node
maintains routing information to every other node in the network. Route information is generally stored in routing
tables and is periodically updated with any change in the network topology. the protocols that fall under this category
maintain different numbers of tables. Also, they are not suitable for large scale networks, because they need to

maintain entries for each node in the routing table (17).

2.3.2. Reactive Routing Protocol

In reactive or demand protocols, n odes initiate route discovery throughout the network, only when they want to send
packets to the destination. For this purpose, the route discovery process is completed once a route is established or
all possible variations have been examined. Once a route has been established, it is maintained by a route maintenance
process until either the destination becomes inaccessible along every path from the source or until the route is no

longer desired through the use of timers

2.4.Routing protocols

In order to cope with the limitations of the IoT systems, a routing protocol should meet specific requirements and
employ different strategies. Such a protocol needs to match the traffic pattern of its deployment area and be
resourceful in terms of power consumption. Also, it has to scale in terms of memory and performance, while being
able to cope with sparse location changes. Moreover, an loT routing protocol is required to recognize and avoid one-
way links and be conservative on the transmitter energy usage. Last but not least, supporting IPv6 and mobility are
considered as essential qualities. The strategies used include proactive routing, by trying to have an global view of the
whole network topology at all times, and reactive routing, by searching the routes on demand. provides a taxonomy

of the most important routing protocols in loT domain (18).

2.4.1. RPL

In 2012, IETF released a Distance Vector Routing Protocol for Low Power and Lossy Networks (RPL). RPL creates a
Destination Oriented Directed Acyclic Graph (DODAG) which contains just a single path from every leaf node to the
root. The whole traffic from the node will be forwarded to the root. The root decides the forwarding of a Destination
Advertisement Object (DAO) from a node that needs to communicate. Also, it handles the DODAG Information
Solicitation (DIS) requests of nodes that want to join the network. RPL nodes can be either stateless, by keeping tracks

of its parents only, or stateful by keeping track of its children and parents (19).
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2.4.2. RPL Enhancements

Various enhancements have been proposed to improve the performance of basic RPL protocol. P2P RPL is a
standardized, point-to-point reactive RPL (P2P-RPL) that enables an IPv6 router in a LLN to discover paths to one or
more IPv6 routers in the LLN on demand. Enhanced-RPL is an enhancement for RPL protocol aiming at enhancing its
reliability. Dynamic RPL (D-RPL) is used for the dynamic applications of loT. D-RPL improves the energy efficiency of
the network and the end-to-end delay and more importantly it adapts to mobility changes better than relevant RPL-
based protocols. mRPL is the mobile version of RPL, focusing on the mobility management in loT environments.
However, it neglects other metrics resulting in unneeded handovers and sometimes the establishment of unreliable
connections. Furthermore, a “Smarter-HOP” version of mRPL for mobility optimization in RPL was proposed, denoted

as mRPL++ (20).

2.4.3. CORPL

CORPLis a nonstandard extension of RPL that is built for cognitive networks and employs DODAG topology generation.
CORPL uses opportunistic data transmission to forward the packet by choosing multiple forwarders (forwarder set). It
coordinates them so as to choose the optimal next hop to relay packets to. DODAG is designed similarly to RPL. Every
node keeps a forwarding set instead of its parent only and informs its neighbor with its changes using DAG Information
Object (DIO) messages. According to the up-to-date information, every node dynamically updates its neighbor

priorities so as to build the forwarder set (21).

2.4.4. CARP

Channel-Aware Routing Protocol is a nonstandard distributed routing protocol used in Underwater Wireless Sensor
Networks (UWSNSs). Its assets include delivering packets in reasonable time with low energy demands. In addition, it
is able to support link quality information that is calculated from historical successful data transfers. The history is
collected from adjacent sensors in order to choose the forwarding nodes. The main weakness of CARP is that it does
not allow reusing previously gathered data. An enhancement of CARP is denoted as E-CARP. E-CARP allows the sink

node to save previously received sensor data. Hence, E-CARP drastically decreases the communication overhead (22).

2.4.5. AODV, LOADNg, and AODVv2

Ad Hoc On-Demand Distance Vector Routing (AODV) is classified as hop-by-hop reactive routing protocol, defined in
2003 by IETF. It employs a Route Request- (RREQ-) Route Reply- (RREP-) cycle that is initiated each time a packet needs
to be transferred to an unknown destination. Two successors of AODV are (a) the Lightweight On-Demand Ad Hoc
Distance Vector Routing Protocol-Next Generation (LOADng) and (b) the AODVv2. Contrary to AODV which just uses
hop-count as a routing metric, its two successors accept various metrics, possibly enabling the use of an energy-aware
metric. There are also some other routing protocols that make simplifications on AODV in order to reduce footprint
and be well-suited for the dynamic and resource-limited network environment. These are AODVbis, AODVjr, LOAD(ng),

LoWPAN-AODV, NST-AODV, and TinyAODV (23).

2.5. Routing protocols in IoT domain: features and characteristics.
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Table 1 Routing protocols in IoT domain: features and characteristics.

Routing
protocol name

Strategy

Traffic type

Mechanism

Algorithm

IPv6 support

loT Routing
challenges
met

Main features

RPL

Proactive

MP2P, P2P &
P2MP

Energy-aware
metrics &
multipath
routing

(i) Distance
vector

(i) Source
routing

Yes

(i) Local and
global repairs
(i) Energy
usage low
(iii) Mobility
(iv) High
scalability

(v) Low
memory
usage

(i) Loop
detection and
avoidance

(i) Self-
configuration
(iii) Timer
management

P2P-RPL

Reactive

P2P

Energy-
aware
metrics

(i) Distance
vector

(ii) Source
routing

Yes

(i) Local and
global
repairs

(i) Energy
usage low
(iii) Mobility
(iv) High
scalability

Discovers
the best-
quality route
for any
source-
destination
pair

CORPL

Proactive

MP2P, P2P &
P2MP

Energy-aware
metrics &
multipath
routing

Distance
vector

Yes

(i) Data
management
(ii) Server
technologies

Opportunistic
forwarding
approach
based on RPL

CARP

Reactive

MP2P, P2P &
P2MP

Energy-aware
metrics &
multipath
routing

Link state

Yes

(i) Data
management
(i) Storage
management

(i) Link quality
selection for
packet
forwarding
(ii) High
packet
delivery ratio
for increasing
traffic

LOADNg

Reactive

P2P

Energy-
aware
metrics

Distance
Vector

Yes

(i) Energy
usage low
(i) Mobility
(iii) High
scalability
(iv) Low
memory
usage

(i) A
lightweight
variation of
AODV

(ii) Suitable
for a more
general
traffic
pattern



(i) No

security (i) No security
Disadvantages No security (i) High (ii) No storage

memory management

usage

2.6.Conclusion

in this chapter, we talked about routing in a general way and then we gave a little overview on the routing protocols

in internet of things.

There exists routing protocols developed for sensor networks and further gradually adapted to the 10Ts due to the
limitations in power and bandwidth. One of the routing protocols, RPL facilitates bi-directional communication

between source and sink nodes. Further, multiple modes of operation such as Multipoint to point, Multipoint to point

(i) No security
(i) No server
technologies

(iii) No
reusability of
previously

collected data

and point to multipoint communication which we are going to see in the next chapter.
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3.1.Introduction

Low-power and Lossy Networks (LLNs) consist largely of constrained nodes (with limited processing power, memory,
and sometimes energy when they are battery operated or energy scavenging). These routers are interconnected by
lossy links, typically supporting only low data rates, that are usually unstable with relatively low packet delivery rates.
Another characteristic of such networks is that the traffic patterns are not simply point-to-point, but in many cases
point-to- multipoint or multipoint-to-point. Furthermore, such networks may potentially comprise up to thousands

of nodes. These characteristics offer unique challenges to a routing solution

3.2.RPL protocol

RPL (Routing Protocol for low power and Lossy networks with low power consumption and generally susceptible to
packet loss. It is a proactive protocol based on distance vectors and operates on IEEE 802.15.4, optimized for multi-hop

and many-to-one messages.

RPL can support a wide variety of link layers, including those with limitations, with potential losses or that are used in
devices with limited resources, this protocol can quickly create network routes, share routing knowledge and adapt the

topology in an efficient way (24).

3.3.Implementation of the RPL protocol

The implementation of the RPL protocol occurs in wireless sensors and networks, the most used operating system for
its implementation is Contiki which is a small systems ranging from 8-bit computers to integrated systems on

microcontrollers, including sensor network nodes (25).

3.4.Control messages
New types of ICMPV6 control messages have been proposed in RPL to build a network topology (DODAG) .

RPL uses following four main types of messages for the topology formation and its maintenance (26):

3.4.1. DIS (information request DODAG)

Used to request information from nearby DODAG, analogous to router request messages used to discover existing

networks.
3.4.2. DIO(object of information of the DAG)

Message that shares information from the DAG, sent in response to DIS messages, as well as used periodically to

refresh the information of the nodes on the topology of the network.
3.4.3. DAO(object of update to the destination)

Sent in the direction of the DODAG, it is a message sent by the teams to update the information of their "parent"

nodes throughout the DAG.
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3.4.4. DAO-ACK(Destination advertisement object acknowledgement)

The DAO-ACK message is sent as a unicast packet by a DAO recipient (a DAO parent or DODAG root) in response to a
unicast DAO message.

3.5.Routing metrics

A routing metric is a quantitative value used to find the cost of a path and helps in making the routing decision in case
there are different routes available. In LLN a metric is a scalar used to find the best path according to the objective
function (27).

Unlike traditional networks LLN also use node metric apart from link metrics. Therefore the metrics can be categorized
as node metric and link metrics as stated below

Node metrics: Node State Attribute (NSA), Node Energy, Hop count

Link metrics: Throughput, Latency, Link Quality Level, ETX, Link Color

Hop Count: This metric counts the number of hops from the source to the destination. A hop count of 3 means there
are 3 intermediate links between the source and destination.

Expected Transmission Count (ETX): ETX of a link is the expected number of transmissions required to send a packet
over that link. The path ETX is the sum of the ETX of all the links along the path. The ETX of a path with 3 links of 100%
delivery ratio is 3, whereas the ETX of a path with 2 links of 50% delivery ratio is 4.

Since low power networks have vastly varying requirements and characteristics like lossy links, resources constraints,
mobility, a vast variety of applications, therefore RPL does not define any specific metrics or forwarding polices and
these are described in other IETF Drafts.

Routing metrics are a critical component to the routing strategy. LLN has a wide variety applications and constraints
which strongly appeal for dynamic metrics.

To better understand the need of dynamic metrics and difference between a metric and constraint for LLN, let's

consider the following examples.
3.6.Routing constraint

A constraint is used to either include or exclude links from the routing path that do not meet the criteria specified in

the objective function (28).

3.7.Topology construction

RPL has to discover links and then select peers in such a way that no cycles are present. To this end, a Directed Acyclic
Graph (DAG) built according to one or more Destination Oriented DAGs (DODAGSs), one DODAG per root using an
Objective Function (OF) to reach specific objectives. RPL use ICMPv6 control messages to form and manage the nodes
that constitute the WSN. Tree messages are present : DODAG Information Object (DIO), DODAG Information
Solicitation (DIS) and the DODAG Destination Advertisement Object (DAO). In order to build a DODAG, the root sends
periodically DIO to its neighbors containing several parameters such as rank, metric, routing cost and DODAGID. Then
neighbours nodes decide to join DODAG according to the OF. The Algorithm of rank calculation is illustrated in fig5
(29).
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Figure 5 Process of calculation rank node

The process of building DODAG continue with nodes that decide to join the DODAG. Once this process is completed,
each node has a routing table to its parent, hop-by-hop take to the root node. Also, the node may sends a DIS used
to request information from its neighbors when waiting for DIO message. In order to maintain the network more
stable, RPL uses the Trickle algorithm, to periodically refresh the DODAG. The DAO are transmitted according to two
modes of operation (MOP); storing mode and non-storing mode. In the first one, once the neighbors nodes recept
the DAO from the sensors, RPL maintain a routing table containing all reachable destinations. In second mode, the

DAO messages are directly unicast to the root. The structure of RPL and its creation has been illustrated in fig.6.
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Figure 6 Process of DODAG construction with RPL
3.8.Path selection mecanism by objective function

The Objective Function is used to define one or more metrics to help nodes to translate these metrics into ranks. It is
responsible for selecting the routes in a DODAG. Rank computation is fulfill using the OF depending on routing metrics
as a reference like link quality and delay, and the other side to express the distance between a node in the network
and the DODAG root. RPL can separate the OFs from the core of the protocol which allows it to meet the different
optmization criteria required. Each DODAG instance in RPL’s DAG is associated with a particular OF. Otherwise, two
objective functions are defined in RPL : Objective Function Zero (OF0) and Minimum Rank Hysteresis Objective
Function (MRHOF). MRHOF is an objective function that use minimum value of Expected Transmission Count (ETX) on
parent node selection. ETX is an expected number of transmission that required for it to be received without error at
its destination. OF0 is an objective function that use minimum value of hop to reach root node. Each node will calculate
rank based on the hop value to the root node. The fewer number of jumps will get higher priority link to be selected

by OF0. Rank value on child node is always higher than the parent node (30)

3.9.Repair mechanisms of dodag

RPL has two mechanisms to repair the topology of DODAG, which are complementary, the global and local
repair. The global repair is triggered only from the root, it's a graphic reconstruction mechanism from
scratch. Which the root begins incrementing the version number of the DODAG when sending DIO for a new
DODAGVersion. When nodes receive DIO, they accept only the whose version number is greater than or
equal to the current number. This version number ensures that information circulating in the network is up
to date, to the extent that the former DIO are "crush" with the most recent. The global repair is an
optimization technique, but it has a cost of additional control traffic in the network and delay to repair
depends on sequence number refresh rate. The local repair is complementary to the global, subsequently

the global repair. Which allow the DODAG repaired within the DODAG Version. In which Each node can
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detach from the DODAG, moves its parent to its routing table, local poison the sub-DODAG by advertising
the rank of infinity, and the end, it re-attach to the original or a newbranch DODAG. This technique presents
the risk of creating a loop and count infinity, it Used DAG Hop Timer to wait for poisoning to occur. The local
repair is not implemented in the RPL module with ContikiRPL (31)

Link between G and C fails:

e Choose another parent with a lower rank

-
edge in DODAG

unused link

Figure 7

» Global repair- makes use of DODAG Sequence Numbers

» Local repair - poison the sub-DODAG by advertising the rank of INFINITY
SEQ=N+1

SEQ :{E%' S\SEQ}:NHH
' __J_ SEQEN+1 q . edge in DODAG

SEQ=N
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~5 _
P 2% 1A SEQ=N+
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3.10. Conclusion

e LLNs and WSNs are rapidly emerging as a new type of distributed systems.

e RPL was specified and developed in order to overcome these requirements about high delivery ratio and
energy efficient at same time.

e RPL also allows optimization of the network for different application scenarios and deployments.

The next chapter is about rpl objective function implementation and study of the RPL performance in different

scenarios.
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4.1.Introduction

It is necessary to evaluate OFs first, and then evaluate RPL performance in terms of performance metrics for one
preferred OF. As a result we need to implement a Cooja simulation experiment in order to fill the lack of the work

statement:

We have used a Cooja simulator in our implementation. Cooja is a flexible java-based simulator which supports C
program language as the software design language by using Java Native Interface. We have chosen a Cooja simulator
as it is a very useful tool for software development in wireless sensor networks, and will provide a suitable method in

which to set the environment needs. In this study we

4.2.Contiki Operating System

Contiki is a wireless sensor network operating system and consists of the kernel, libraries, the program loader, and a
set of processes. It is used in networked embedded systems and smart objects.

Contiki provides mechanisms that assist in programming the smart object applications. It provides libraries for memory
allocation, linked list manipulation and communication abstractions. It is the first operating system that provided IP
communication. It is developed in C, all its applications are also developed in C programming language, and therefore
it is highly portable to different architectures like Texas Instruments MSP430, and currently Contiki 2.7 to ST
microelectronics STM32 families.

Contiki is an event-driven system in which processes are implemented as event handlers that run to completion. A
Contiki system is partitioned into two parts: the core and the loaded programs. The core consists of the Contiki kernel,
the program loader, the language run-time, and a communication stack with device drivers for the communication

hardware. (32)

4.3.Cooja simulator

Coojais a Java-based simulator designed for simulating sensor networks running the Contiki sensor network operating
system. The simulator is implemented in Java but allows sensor node software to be written in C.

One of the differentiating features is that Cooja allows for simultaneous simulations at three different levels: Network
Level, Operating System Level and Machine code instruction level. Cooja can also run Contiki programs either compiled
natively on the host CPU or compiled for device emulator.

In Cooja all the interactions with the simulated nodes are performed via plugins like Simulation Visualizer, Timeline,
and Radio logger. It stores the simulation in an xml file with extension 'csc' (Cooja simulation Configuration). This file
contains information about the simulation environment, plugins, the nodes and its positions, random seed and radio

medium etc (33).

4.4.RPL implementation

In this study we have simulated a network with a single server node, and we have used Random and linear topology

in order to distribute nodes in a squared area with a side L= 1000 meters, with the server placed at the center. We
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have designed RPL network using OF0O and MRHOF by setting the experiments under different light densities: RPL
network containing (20, 30, 40, and 50 nodes) including the server node. Also, we varied the RX values (20, 40, 60, 80,
and 100%) and investigated the RPL behavior in terms of packet delivery ratio and power consumption. The main

default RPL parameters used in the simulations are listed in Tab. 2

Table 2 simulation parameters

Parameters Value

OF OF0, MRHOF

TX Ratio 100%

TX Range 100m

RX Ratio 20-40-60-80-100%
Topologies Random, linear
Simulation Time 1800 second
squared area 1000 meters

4.5.0BJECTIVE FUNCTION

RPL uses OF to construct the DODAG. OF is also used to define the rank of a node, which is a node’s distance from a
DODAG root node. RPL determines the whole topology by building the DODAGs within instances, where each instance
is associated with a specific OF. OF combines the metrics and constraints to find the best path. However, RPL’s main
specification has no default OF. Therefore, OF0 is designed as a default function that is common to all implementations

and provides interoperability between different implementations.

4.6.PERFORMANCE METRICS

We have used two standard performance metrics: Packet Delivery Ratio (PDR) and power consumption, to evaluate
the performance of RPL. The first metric performance is packet delivery ratio (PDR). which is defined as the Rtio of
number of packets delivered in total to the total number of packets sent from source node to destination node in the
network . We have averaged PDR of all the packets received successfully at the node. In order to compute the average
PDR, we have measured the number of successfully received packets at the server and divide it by the number of
sent packets from all the nodes to the sink. The second metric is Energy Consumption: To compute the power
consumption, we use the mechanism of Power-trace system available in Contiki. Using power state tracking, Power-
trace provides an estimation for a system’s power usage. Structures known as energy capsule. the power consumption
indicates the energy measured from nodes in the network over the network lifetime. it's the sum of power used in
each node on the network. There are four types in power measurement: low power mode (LPM), CPU power, radio
listen, and radio transmit. Power consumption is a total of all calculation off all type above. LPM is a power

consumption parameter that indicates the power used when in sleep condition CPU power is a power parameter that
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indicates the level of node processing. While radio listen and transmit is parameter related with node communication

(transmit and receive). The formula used to calculate the energy of nodes according to the following equation

4.7.NETWORK TOPOLOGIES
4.7.1. RANDOM TOPOLOGY

We have used Random topology in our experiments, as show in Fig.9, it is a distribution node in randomly forms that
allow nodes to reach the server directly or contact each other in order to reach the server, especial nodes in the edges.
However, many ‘real world’ applications use this type of topology. Such applications use wireless sensors that are
dispersed or scattered in a specific areas of interest with the purpose of gathering data from that environment. This
topology consists of two types of node, the node number 1 with the blue colour is representative of the server node.
The non-sink (client) nodes have been placed randomly in the limited area consists 1000 meter. These nodes are yellow

coloured and are representative of client nodes in our experiments.

Figure 9 RANDOM TOPOLOGY

4.7.2. LINEAR TOPOLOGY

We have used the linear topologies show in Fig. 10, it is a distribution nodes in forms that allow nodes to contact each
other in order to reach the server, especial nodes in the edges. This topology consists of two types of node, node
number one is colored green and represents the server node.. The non-sink (client) nodes are yellow colored and have
ordered methodically around the server. However the topologies differ based on the number of nodes. We can see
from Fig. 10a: that the distance between any two nodes is 20m, in this case we have distributed 20 nodes. The distance

changed if we distributed a different quantity of nodes
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Figure 10 LINEAR TOPOLOGY

4.8.. RPL performance implementation relay on mrhof
We have set the experiments under different network densities (20, 30, 40, and 50 nodes) using Random and linear
topologies so to observe the performance of MRHOF for different values of RX. We vary the RX values (20, 40, 60,
80, and 100%) and investigate the RPL behaviour in terms of packet delivery ratio and power consumption.

e Values of PDR under different values of RX using random topology:

values of pdr under different values of RX valuse of pdr under different valuse of RX
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Fig.1: PDR under different values of RX Using Random topology When N=20  Fig.2: PDR under different values of RX Using Random topology when N=30
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Fig.3: PDR under different values of RX Using Random topology When N=40  Fig.4: PDR under different values of RX Using Random topology when N=

Figure 11 Values of PDR under different values of RX using random topology
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e Values of PDR under different values of RX using linear topology:

values of pdr under different values of values of pdr under different values of RX
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Fig.7: pdr under different values of RX using Linear topology when N=40 fig.8: pdr under different values of RX using linear topology when N=50

Figure 12 Values of PDR under different values of RX using linear topology

e Performance analysis of packet delivery ratio.
Fig. 1-4 show the performance of the PDR based on varied RX values when using Random topology. The PDR values

increased as the RX values increased. besaid, we noticed that the PDR value reached 100% when RX is greater than or
equal to 60%, meaning that we can use the value of RX= 60% instead of 100%. RPL provides a Poor Packet Delivery
ratio of around 93% when RX is lower than 60% from the nodes installed MRHOF. We also observed that PDR increased
from (60-100). A similar result of PDR was achieved when using linear topology in Fig.5-8.

e Values of power consumption under different values of RX using random topology:

average power consumption vs rx when n=20 average power consumption vs rx when n=30
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Fig.9 : Power under different RX when N=20 Fig.10 : Power under different RX when N=30
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average power consumption vs rx when n=40 average power consumption vs rx when n=50
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Figure 13 Values of power consumption under different values of RX using random topology

e Values of power consumption under different values of RX using linear topology:

average power consumption vs rx when n=20 average power consumption vs rx when n=30
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Figure 14 Values of power consumption under different values of RX using linear topology

e Performance analysis of power consumption
Fig9 12.show the behavior of the power consumption based on varied RX values first for random topology, we noticed
that The power consumption values decreased as the RX values increased. Moreover, we observed that the average
power consumption value is fair when RX is greater than or equal to 60%. So that its ranging from 1.12mW to 2.7mW.
However, in Fig.13_16, RPL provides a similar average power consumption ratio for linear topology. The reason for
this is that the value of RX is not sensed after 60% which is sufficient to reduce the power consumption while deliver

the required frequent messages of the LLN.
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4.9. RPL PERFORMANCE IMPLEMENTATION RELY ON OFO.

e Values of PDR under different values of RX using random topology:
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Figure 15 pdr under different values of RX using Random topology
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e Values of PDR under different values of RX using linear topology:
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Figure 16 pdr under different values of RX using linear topology
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o Performance analysis of packet delivery ratio.

Fig.17_20 show the performance of the PDR based on varied RX values when using Random topology. The PDR values
increased as the RX values increased. also, we have noticed that the PDR value approaching 100% when RX values was
greater than or equal to 60%. that means we can use the value of RX= 60% instead of 100% because RPL provides a
good Packet Delivery ratio of more than 99% when RX is equal or higher than 60. The main reason for that is the value
of RX is not sensed after 60 which is enough to deliver the frequent messages of the LLN. RPL provides a Poor Packet
Delivery ratio of around 94% when RX lower than 60% from the nodes installed OFO0. Fig.21_24, show similar behavior

of the PDR based on varies RX levels when using linear topology.

e Values of power consumption under different values of RX using random topology:

average power consumption vs rx when n=20 average power consumption vs rx when n=30
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Figure 17 Values of power consumption under different values of RX using random topology

42



e Values of power consumption under different values of RX using linear topology:

average power consumption vs rx when n=20 average power consumption vs rx
when n=30
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Figure 18 Values of power consumption under different values of RX using linear topology

e Performance analysis of power consumption

Fig.25_28 show the behavior of the power consumption based on varied RX values first for random topology, we
noticed that The power consumption values decreased as the RX values increased. Moreover, we observed that the
average power consumption value is fair when RX is greater than or equal to 60%. So that its ranging from 1.2mW to
2.7mW. However, in Fig.29 32, RPL provides a similar average power consumption ratio for linear topology. The
reason for this is that the value of RX is not sensed after 60% which is sufficient to reduce the power consumption

while deliver the required frequent messages of the LLN

4.10. IMPACT OF RX ON RPL PERFORMANCE RELIANCE ON OF0 AND MRHOF.

By keeping the node packet reception ratio constant under RX=60, we have come out with a useful result of this
simulation which is achieved from the nodes that have installed OFO or MRHOF by using a different number of nodes,
we can obtain deferent topologies that have given us the chance to observe the OFs under multiple network densities.
Therefore, we have thoroughly compared the main effects of using OF0 and MRHOF to evaluate the performance of

RPL through computing the PDR and Power consumption for each of those topologies and different scenarios.
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Figure 19 pdr of0 and mrhof using random topology

e Performance analysis of packet deliver ratio reliance on OF0 and MRHOF.

In Fig.33a random topology was used and found that the average packet deliver ratio of OF0 is almost 0.98%, and that
the average packet deliver ratio of MRHOF is almost 0.97%. In Fig.34 we have used linear topology to represent the
average packet deliver ratio, and the results show similar behaviour, where average packet deliver ratio of OF0 is close
to 0.98% and the average packet deliver ratio of MRHOF is close to 0.97%. the PDR simulation results observed that
both oh the OFs ( OF0 and MRHOF) have given a good PDR where OF0 outperforms MRHOF. This is due to a simple
difference in the light density network that we used. In these results, we observed in the network configured by 20-
50 nodes that the average PDR is best when the network density is between 30- 40 nodes for RX= 60 using Random or

linear topology. and we found that the RPL produces similar behaviour of PDR for both OFs in this network density.

average power consumption of OF0 and MRHOF average power consumption of OFO and MRHOF
when RX=60 using linear topology when RX=60 using random topology
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Fig.35:Power of OF0 and MRHOF using linear topology Fig.36:Power of OF0 and MRHOF using random topology

Figure 20 21 pdr of0 and mrhof using linear topology

e Performance analysis of power consumption reliance on OF0 and MRHOF.

according to Fig.35_ 36, we can observe that both topologies, OF0 perform better than MRHOF in term of power
consumption and the reason for that the MRHOF prefer long paths with more stable link qualities than short paths
with poor link qualities which leads more nodes in the routing of a packet and results of higher power consumption
for transmission radio. in addition to that OFO0 is based on minimizing the number of hops to the root which leads to

less retransmition of packets hop by hop and less usage of radio.
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and we notice that when the power consumption increases, Because of the increase in the transmission and reception
of packets, that is, the increase in traffic, and therefore, a large number of nodes will run out of energy and the
remaining energy for them will become less than the threshold, and this requires For the network to perform a repair
mechanism in order to re-select the appropriate father and broadcast control messages again to build the network,

which increases power consumption.
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GENERAL CONCLUSION

Wireless sensor Networks have crucial constraints like low computing performance, memory and energy in these devices
which make the routing in these kinds of networks more rigid, that’s why the routing protocol must have the best

performances.

In our work, we evaluated the two objectives functions MRHOF and OF0 of RPL in two topologies under different
parameters and constraints which allowed us to see that OF0 perform better than MRHOF in term of packet deliver ratio
and power consumption. Also, we have shown that the RPL performance for both OFs 1s best in relation to PDR and
power consumption when the values of RX range between 60% and 1009% for the majority of circumstances. Where the
PDR average when using RX 60% 1s quite similar to that when using RX 1009%. We have also observed that the RPL
performance 1s best for both OFs when the network density 1s between 30-40 nodes for RX 609 using random or linear

topology.

Finally, we can conclude that for applications that monitor a small area, we must choose OFO0 as an objective function for

RPL.

So as a future work, we prospect to design a new objective function to minimize more the power consumption of the

network thus extend the lifetime of the network.
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