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Abstract:
The Internet of things is defined as connecting various things to the Internet, such as a phone,

refrigerator, traffic lights, smart home, street lights, and even the person himself, so that these things
can communicate with each other and complete various tasks without the need for human intervention.
The purpose of this technology is to make people's lives safer and more luxurious, while also saving
them time and effort. loT technologies are being used in a variety of fields, including health care,
agriculture, manufacturing, self-driving cars, smart homes and cities, in other side we can talk about the
movement of loT devices which is considered as a mobility devices that has on loT fields. And because
Internet of Things devices are small and limited in terms of energy, processing power, and battery life,
and rely on wireless sensor networks (WSN) that are characterized by low-bandwidth and unreliable
communication, many of these devices cannot provide efficient and acceptable communication. To
facilitate loT connectivity, numerous protocols were proposed on the application layer (MQTT, AQMP,
CoAP...., with CoAP being the most widely used), and because of the variety of protocols (no
standardization), selecting a protocol for an application is difficult. This work will provide a performance
study of one of the most commonly used protocols: CoAP, to assist users in their choice of
communication protocol. In this work we have evaluated the mobility in CoAP protocol comparing it
with origin CoAP protocol, by evaluating the parameters: energy consumption, packet loss and delays,
by simulating the protocol using the COOJA simulator, and studying the results obtained from the
simulation then analyzing them to find its weakness and advantages in both sides with and without
mobility.
In our study we focused on mobility in CoAP, by try different topologies and different numbers of

motes, and by analyzing results between both experiments we will judge the CoAP protocol after that.

Keywords: Internet of Things, CoAP, Performances Evaluation, Simulation, COOJA, WSN.



Résume:

L'internet des objets se définit comme la connexion de divers objets a l'internet, tels qu'un téléphone, un
réfrigérateur, des feux de circulation, une maison intelligente, des lampadaires et méme la personne elle-
méme, afin que ces objets puissent communiquer entre eux et accomplir diverses taches sans nécessiter
d'intervention humaine. L'objectif de cette technologie est de rendre la vie des gens plus slre et plus
luxueuse, tout en leur faisant gagner du temps et des efforts. Les technologies de I'ldO sont utilisées dans
divers secteurs, notamment les soins de santé, l'agriculture, la fabrication, les voitures a conduite
autonome, les maisons et les villes intelligentes, etc. Et comme les appareils de I'Internet des objets sont
petits et limités en termes d'énergie, de puissance de traitement et d'autonomie, et qu'ils s'appuient sur
des réseaux de capteurs sans fil (WSN) caractérisés par une faible bande passante et une communication
peu fiable, beaucoup de ces appareils ne peuvent pas assurer une communication efficace et acceptable.
Pour faciliter la connectivité de I''ldO, de nombreux protocoles ont été proposés sur la couche application
(MQTT, AQMP, CoAP...., CoAP étant le plus utilisé), et en raison de la variété des protocoles (pas de
normalisation), la sélection d'un protocole pour une application est difficile. Ce travail fournira une étude
de performance de I'un des protocoles les plus couramment utilisés : CoAP, afin d'aider les utilisateurs
dans leur choix de protocole de communication. Dans ce travail, nous avons évalué la mobilité dans le
protocole CoAP, en évaluant les paramétres : consommation d'énergie, débit, perte de paquets et délais,
en simulant le protocole en utilisant le simulateur COOJA, et en étudiant les résultats obtenus a partir de
la simulation puis en les analysant pour trouver ses faiblesses et ses avantages. Nous avons conclu, a la fin
de notre travail, que le protocole CoAP possede des qualités d'interopérabilité, de fiabilité et d'évolutivité.
Une de ses faiblesses est la consommation d'énergie en abondance.

Mots-clés : Internet des objets, COAP, Evaluation des performances, Simulation, COOJA, WSN.
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General Introduction:

From the computer to the Internet to the laptop to the smartphone, the development of
informatics and technology has gone through many stages that have changed the world for the
better, where our connection is no longer limited to the click of a button and is now possible for
a variety of purposes, like (refrigerators, TVs, traffic light ... etc.). These objects can
communicate with one another to accomplish certain jobs and functions without the need for
human intervention, and we now refer to this as the Internet of Things (loT).In most industries,
including health, industry, agriculture, smart homes, smart cities, self-driving cars, and others,
the utilization of loT technology has proven to be dependable, as we could mansion the
mobility in our study that it considered as a useful side out of 10T domain. The Internet of
Things apps must adhere to all of the technology's properties, including reliability,
interoperability, scalability, and security, in order to use it. However, due to the nature of
connected devices and the emergence of complex networks in the Internet of Things,
maintaining these features is difficulty. We may classify every device linked to the Internet as a
smart thing, or anything that can get an IPv6 or IPv4 address. The sensing devices, such as
motion sensors, humidity sensors, and gas sensors, are among the most critical components of
a smart object. According to the task that the smart object must perform and the nature of
these devices, (constrained and limited Resources in terms of energy, processing power,
memory capacity, and battery) it works on the wireless sensor networks (WSN), Low-power and
unreliable communication, as well as intermittent connections, define these systems. From
here, one of the most significant difficulties in the Internet of Things emerges: how to support
high-efficiency and reliable machine-to-machine communication. Several protocols (CoAP,
MQTT, AMQP ...etc.) have been proposed in order to obtain the best connection, but their
implementation must adhere to the Internet of Things' standards and meet all of the required
qualities. There hasn't been a fundamental protocol that incorporates all standards and
characteristics until now. The variety and difficulty of selecting the optimal communication
protocol for loT applications appears here for users. In recent years, it is widely expected that
CoAP will become the standard protocol in the Internet of Things.

In this study, we will use simulation and a COOJA network simulator to assess the
performance of the CoAP protocol. allows us to run simulations with low bandwidth and high
latency, as well as network loss packets, to ensure that the system is functioning efficiently and
meeting the essential specifications (characteristics internet of things). Through the results of
the experiments, we can gain insight into the protocol's effectiveness within a limited wireless
network using metrics acquired from the simulation.



This paper research will be organized as follows:

In Chapter 1, We will demonstrate various Internet of Things principles. Introduces its definition,
as well as some of the industries that use loT applications, architecture, and the most often used
protocols. Finally, we discuss some of the Internet of Things problems (aspects).

In Chapter 2, the CoAP protocol will be investigated theoretically. We will look at the definition,
features, structure, and characteristics of the protocol, as well as the applications that use it, and we
examine the opposite of the Internet of Things characteristics.

Chapter 3: In this part, we will examine the effectiveness of mobility on the CoAP
protocol in a COOJA simulator through some experiments based on smart prison management,
using various criteria and standards.

Chapter 4: This section contains the simulation results, which will be used to evaluate the
performance of the CoAP protocol either with or without mobility in connection to Internet of
Things features.
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Chapter 01: INTERNET OF THING
01.Introduction:

The phrase "Internet of Things" is defined by a variety of professional and
scientific research sources. Kevin Ashton, co-owner and CEO of Auto-ID Center, coined
the term "internet of things" in 1999. Various professional standards agencies,
organizations and associations in the field of IK technologies, as well as numerous
scholars, have defined the notion of IoT as it has evolved and expanded in application.

The Internet of Things (loT) concept can be thought of as a way to augment
existing human-application interaction by adding a new level of integration and
communication represented by objects. The potential of the Internet of Things concept
allows for its adoption and application in a variety of domains in application, including
society, the environment, and industry.

02.Definition:

The Internet of Things (loT) radically alters how technology is integrated into our
physical environments. To this purpose, the Internet of Things promotes a vision in which
everything produces/consumes, processes, and exchanges of data. Through variety of
application fields, individuals engage with and benefit from such immersive and pervasive
technologies. In a wide range of fields, loT solutions have yet to be commercialized.[2]

Therefore, the number of data transmissions in loT systems is smaller than it could be
comparing with the potential.As a result, systems send messages at a low-frequency. The use of
a reduced frequency of message transfer between endpoint devices is associated with a lower
risk of data traffic.[3]

03.Domaines of 10T:

3.1 Waste management:

One of the most difficult challenges that modern cities face is waste management. Collection,
transport, processing, disposal, management, and monitoring of waste materials are all part of waste
management. These procedures are expensive in terms of money, time, and labor. Streamlining
it operations allows to save money that may be used toward other pressing issues. In the waste
management area, we demonstrate how the sensing as a service approach works. Instead of building
sensors and collecting data on their own, the sensing as a service model allows all interested parties to
share the infrastructure and share the expenses. The most crucial component of such a partnership is
the cost savings that would otherwise be necessary for separate parties. To achieve their own goal, all
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interested parties can obtain and process sensor data in real time. The price is determined by the
interest group's data requirements.[4]

Infrastructure with access to Cloud platform that supports City
energy sources and long range sensing as a service ,, Council
data communication

ecycling
Plant

ufaclunng
=i§i Plant

"nl 1

* Health and Safety
S Authorities

Garbage Cans S 'y Garbage Cans Garbage Trucks (as data collectors)
(with low cost passive Sensors) & (with active sensors)

Figure 01: Efficient waste management in Smart Cities
3.2 Agricultural system:

The searchers are working on two projects: Phenonet [5] and OpenloT [6], in which they are building and
implementing open platforms for sensor data collection, processing, and sharing in the agricultural sector. In this
situation the general public is not directly involved. And inside the smart agricultural area, they demonstrate how the
sensing as a service paradigm works. It is an essential component of smart city because it contributes the food supply
chain that enables a large number of communities clustered in cities to grow. Examine the Phenonet project to see how
the sensing as a service concept could be applied. A sensor network called Phenonet collects data from an
experimental area. The High-Resolution Plant Phenomics Centre is putting a network of smart sensor nodes to a test,
which can monitor plant development as well as weather conditions. Despite the fact that the major goal of using
sensors and collecting data is to better understand plant development in different climates.
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Figure 02. Efficient and effective collaborative research supported by sensing as a service model.

3.3 Smart water management:

One of the most significant parts of future smart cities is the city's water infrastructure. In smart water
management at city sizes, effective and energy-efficient transportation and use of water, along with cost-effective
and environmentally friendly wastewater treatment, are crucial.

A smart water system is supposed to assist the monitoring of city-wide water usage, transportation, and
future water use forecasting, among other things. specifies the requirements for water harvesting and groundwater
monitoring, which will rely on Fog/Cloud computing infrastructure such as wireless sensors, smart meters, GPS
devices, Fog gateways, Cloud platforms, and so on.[7]
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04 10T tools:

4.1 The hardware side of loT:

The hardware utilized in Internet of Things systems includes anything from control devices
to dashboards, routers, and bridges, as well as servers and sensors. All are handled by these
devices on a regular basis. The following are the components of loT hardware:

1.Chips:
This is a considerably bigger category that includes all electrical and electronic devices
such as microcontrollers, chips, integrated circuits, radio frequency systems, and so
on.
2.Sensors:
Sensors, which are one of the most basic components of an loT system, are divided
into three categories: Power Management, Sensing, and Energy.
3.Actuators:
These devices send motion to a data gathering system, such as solenoids or comb
drives, which then retrieve information based on the movements.
4.Standard devices:
Tablets, Smartphones, Switches, Routers, and other commonly used devices are
considered standard devices.

4.2 The software side of loT: The software usage in Internet of Things system includes things
like threat detection, system activation, security checks, and support-specific activities, and it all
helps to complete tasks like data collection, processing, storage, and evaluating instructions
based on the processed data from the loT Software. Operating systems, firmware, applications,
and middleware are some of the examples of loT software. The components of loT software are
as follows:
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1.Data collection:
This step covers the fundamentals of data gathering, such as sensing, filtering,
measuring, aggregating, and controlling the collected data's security. It can be done
from a variety of places and then spread across devices and to a central data
repository once completed.

2. Device integration:

This ensures that the loT system's components are all well-integrated. It keeps track
of all the restrictions, protocols, and applications that must be followed in order for
the devices to communicate successfully.

3. Application and Process Extension:

This ensures that the loT system's components are all well-integrated. It keeps track
of all the restrictions, protocols, and applications that must be followed in order for
the devices to communicate successfully.

4. Real-time analytics:

There can be automated processes that run and examine the acquired data and the
processing that is done on this data for specific patterns.

05 10T Architecture:

There is not a broadly Agreed-upon loT architecture, Researchers have offered a
variety of architectural solutions.

Three-layer and Five-layer Architectures:

A three-layer architecture [4][6] is the most basic. It was first used in the early
phases of a project’s research. It was made up of three layers: perception, network and
application.

1. The perception layer is the physical layer, it is equipped with sensors for
sensing and obtaining data about the environment, It detects certain
physical factors or recognizes other smart items in the vicinity.

2. The network layer, Connecting other smart gadgets, Network devices, and
servers is it responsibility of this department, sensor data is also transmitted
and processed using its features.

3. the application layer, The user’s application-specific are delivered by this
layer, It outlines a number of application for the /oT, including smart homes,
smart cities, and smart water management.
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Figure04: Deferent loT Architecture.

The three-layer design encapsulates the core concept of the Internet of Things,
however it is insufficient for loT research, because it typically concentrates on smaller
details. As a result, the literature proposes many more layered architectures. The
processing and business layers are included in the five-layer architecture. Perception,
transport, processing, application, and business layers are the five levels that make up
the system. Perception and application layers provide the same purpose as the three-
layered architecture. The remaining three levels' functions are described.

1. The transport layer, Wireless, 3G, LAN, Bluetooth, RFID and NFC networks are
used to send sensor data from perception layer to processing layer and the
other way around.

2. The processing layer, huge volumes of data from the transport layer are stored,
analyzed and processed by it, it has the ability to manage and provide a variety
of services to the lower layers. Databases, cloud computing and big data
processing modules are among the technologies used.

3. The business layer is in charge of the entire loT system, including apps, business
and profit models, and the privacy of users. The scope of this study does not
include the business layer. As a result, we will not continue to debate it.
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06 Massaging Protocols for IOT System:

6.1. COAP (Constrained Application Protocol):

The IETF CoRE (Constrained RESTful Environments) Working Group has developed a
lightweight M2M protocol called CoAP, Request/response and resource/observe (a variation of
publish/subscribe) architectures are both supported by CoAP [8]. It was created primarily to use
simple proxies to communicate with HTTP and the RESTful Web, and it is unlike MQTT, does not use
topics and instead uses Universal Resource ldentifiers (URIs) [9].

The publisher distributes material to the URI, whereas the subscriber subscribes to the URI's
specific resource. When a publisher adds new data to a URI, the URI notifies all subscribers of the
new value. CoAP is a binary protocol that requires a 4-byte fixed header and short message
payloads up to a maximum size that is determined by web server or programming technology [8].

CoAP

Client @
/I\

/ Client Client
@ &—— Client Client

Figure 05: CoAP protocol

6.2. MQTT (Message Queue Telemetry Transport):

MQTT one of the oldest M2M communication protocols. It was created by Arlen Nipper of
Arcom Control Systems Ltd and Andy Stanford-Clark of IBM (Eurotech). It's a lightweight M2M
communication protocol developed for restricted networks [8]. MQTT clients send messages to a
MQTT broker, which are then subscribed to by other MQTT clients or saved for future subscription.
Every message is sent to a subject [10], which is an address. MQTT is a binary protocol that requires
a two-byte fixed header and tiny message payloads up to 256 MB in capacity [9].With in a transport
protocol TCP and secured with TLS/SSL.

MQTT's three levels of Quality of Service (QoS) for dependable message delivery are
another outstanding feature [7]. MQTT suited for vast networks of small devices that need to be
monitored or controlled over the Internet by a back-end server. It is not intended for device-to-
device communication or multicast data distribution to a large number of recipients [9]. It's a simple
message protocol with minimal control options.

17



MQTT Architecture

message _¥

Q message - Subscriber
8 MaTT

Publisher message - (<

= .'
-

Subscriber

Visual channel

Figure 06: MQTT protocol
6.3. HTTP (Hyper Text Transport Protocol):

HTTP is primarily a web message technology created by Tim Berners-Lee. It was later
developed by the IETF and the W3C and initially published as a standard protocol [11]. RESTful Web
architecture is supported by HTTP request/response. HTTP, like CoAP, utilizes URIs, The URI is used
by the server to deliver data and the URI is used by the client to receive data.

HTTP is a text-based protocol that leaves the size of headers and message payloads to the
web server or programming language. TCP is the default transport protocol for HTTP, and TLS/SSL is
used for security. As a result, client-server communication is connection-oriented. Because http
does not define QoS clearly, HTTP is a widely used web messaging protocol that includes capabilities
such as permanent connections, request pipelining, and chunked transfer encoding [5], [6], [13].
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Figure 07: HTTP protocol
6.4. AMQP (Advanced Message Queuing Protocol):

AMQP is a lightweight M2M protocol created in 2003 by John O'Hara of JPMorgan Chase in
London (UK), It is a reliable, secure, provisioning, and interoperability-focused messaging protocol
[14]. Both request/response and publish/subscribe architectures are supported by AMQP [11]. It
includes a variety of messaging features, including dependable queuing, topic-based publishand-
subscribe messaging, flexible routing, and transactions. AMQP's communication system requires
either the publisher or the consumer to generate a "exchange" with a specific name, which is
subsequently broadcasted, This exchange's name is how publishers and consumers find one other.

Upon that, a client creates a "queue" and links it to the exchange. Messages received by the
exchange must be "bound" to the queue. AMQP sends and receives messages in a variety of ways,
including directly, in fanout form, by subject, and based on headers. AMQP is a binary protocol that
typically requires an 8-byte fixed header and short message payloads up to a maximum size that is
determined by the broker/server or programming technology, With in a transport protocol TCP and
security provided by TLS/SSL& SASL [11]. It has two preliminary levels of Quality of Service (QoS) for
reliability. As a result, Client-Broker communication is connection-oriented. AMQP’s reliability is
one of the most important aspects, and it provide two preliminary levels of Quality of service (QoS)
for massage delivery: Unsettle Format (unreliable) and Settle Format (reliable)[13].
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07 Comparative Analysis of IOT Protocols:

This section compares and contrasts the four widely used and emerging massaging
protocols for 10T system, COAP, MQTT, HTTP and AMQP, using numerous criteria to introduce their

properties. Table 01 shows the results of the entire comparison.

TABLE 01: Comparative Analysis of Messaging Protocols for loT Systems: MQTT, CoAP, AMQP and HTTP

Criteria
Year
Architecture

Abstraction

Header Size
Massage Size

Cache and Proxy Support
Semantic/Methods

Quality of service (QoS)/
Reliability

Transport protocol
Security

Default Port
Encoding Format

Standards

Licensing Model
Organisational Support

COAP
2010
Client/Server
Client/Broker
Request/Response(or)
Public/Subscribe
4 Byte
Small and Undefined
(normally small to fit in single
IP datagram)

Yes
Get, Post, Put, Delete

Confirmable massage
(similar to At once)/
Non-confirmable massage
(similar to At least once)
UDP, SCTP

DTLS, IPsec

5683 (UDP Port)/ 5684 (DLTS)
Binary
IETF, Eclipse Foundations
Open Source
Large Web Community

Support, Cisco, Contiki, Erika,
loTivity

MQTT
1999
Client/Broker

Public/Subscribe

2 Byte
Small and Undefined (up to
256 MB maximum size)

Partial
Connect, Disconnect, Publish,
Subscribe, Unsubscribe, Close

QoS 0 - At most once
(Fire-and -Forget)
QoS 1 - At least once
QoS 2 - Exactly once
TCP (MQTT-SN can use UDP)
TLS/SSH
1883/ 8883 (TLS/SSL)
Binary
OASIS, Eclipse
foundations
Open Source
IBM, Facebook, Eurotech,
Cisco, Red Hat, Software AG,
Tibco, ITSO, M2Mi, Amazon

Web Services (AWS),
InduSoft, Fiorano
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HTTP
1997
Client/Server

Request/Response

Undefined
Large and Undefined
(depends on the web server
or the programming
technology)

Yes

Get, Post, Head, Put, Patch,
Options, Connect, Delete

Limited (via transport
Protocol - TCP)

TCP
TLS/SSL

80/ 443 (TLS/SSL)
Text
IETF and W3C
Free

Global Web Protocol
Standard

AMQP

2003
Client/Server
Client/Broker

Request/Response(or)
Public/Subscribe
8 byte
Negotiable and undefined

Yes
Consume, Deliver, Publish,
Get, Select, Ack, Delete,
Nack, Recover, Reject, Open,
Close
Settle Format (similar to At
most once) /
Unsettle Format (similar to At
least once)
TCP, SCTP
TLS/SSL, IPsec, SASL

5671 (TLS/SSL), 5672
Binary
OASIS, ISO/IEC
Open Source
Microsoft, JP Morgan, Bank

of America, Barclays,
Goldman Sachs, Credit Suisse



08 Standards And Standardization:

As |oT devices continue to saturate society, standardization is essential to
achieve universally accepted specifications and protocols for true
interoperability between loT devices and applications.Today's standards mark a
major milestone for the Internet of Things by offering the unique value
proposition of a single interoperability platform for all activated devices, [30]

Nearly 140 organizations around the world are now directly or indirectly affected
by the standardization of M2M communication. This phase of standardization is indeed
one of the crucial factors in the evolution of the mobile Internet towards the Internet
of Things. There are thousandsof standards "specific" to particular loT contexts, among
them and in particular those already used by industry finding those offered by the
Internet Engineering Task Force (IETF), Institute of Electrical and Electronic Engineers
(IEEE), International Telecommunications Union (ITU) and Global Standardl (GS1),
Organization for the Advancement of Structured Information Standards (OASIS) , as
illustrated in the following table 02.

Emitter standard Definition
UIT-T Y.2060 Concept loT
UIT-T Y.2061 Interface machine-application
IEEE IEEE 802.15.4 Data link layer
IETF 6LOWPAN IPv6 over Low Power Wireless Personal Area
Network
CoAP Constrained Application Protocol
RPL IPv6 Routing Protocol For Low-power and
lossy networks
ONS Object Naming Service
EPC Electronic Product code
OSIS MQTT Message Queue Telemetry Transport
AMPQ Advanced Message Queuing Protocol
DDS Data Diffusion Service

Table 02 : Organizations Standards de protocole loT
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¢ |TU: the two recommendations, itU-T Y.2060 which provides a general
view of the loT concept and the ITU-T Y.2061 that describes the conditions for the

machine interfaceoriented to communications applications in the NGN environment

¢ |[EEE and IETF in the field of IP protocol sensor networks. These efforts were first
realized by the proposal of a layer model on the OSI model as well as protocols more

suited to industrial networks than the TCP/IP model on Ethernet.

© GS1: has proposed the EPC (Electronic Product Code) system, which is a unique
individual identifier for identifying an electronic product, as well as the EPC global
Network architecture that defines the organization of information systems to ensure
the exchange of EPC information at the global level. One of its main components, the

ONS (Object Naming Service), is directly based on the DNS (Domain Name System).

® OASIS [34]: a not-for-profit consortium that guides development and adoption
of "open" standards for the information society. The consortium's work on the Internet
of Things focuses on standardized network and messaging technologies such as
Message Queue Telemetry Transport (MQTT), Advanced Message Queuing Protocol
(AMQP), and the Data Distribution Service (DDS).These protocols are at the application

layer
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09 CONCLUSION:

In the purpose of introducing and explaining our research field, we have given in this chapter a brief
presentation of the Internet of Things, we have first begun by some loT definitions, and some fields
which use loT applications, then we passed to present some technical issues as the essential loT
elements, the IoT architecture and some most famous used protocols where we focus in the application
protocols. We finish by giving challenges (aspects) of loT.

In the next chapter, we will present in detail the loT application Protocol CoAP.
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Chapter 02: CoAP Protocol theoretically

01 INTRODUCTION:

With their limited resources, small gadgets are unable to communicate. We must attach
importance to contrast in addition to the Internet of Things (loT).mostly because billions of
sensors, computers, and other communication devices must communicate with one another,
some of which may use different protocols. As a logical result, the Internet Engineering Task
Force (IETF) developed the constrained Application Protocol (CoAP) to address this problem.

In this chapter, We will obtain a theoretical understanding of the CoAP protocol by
looking at it is definition, features, structure, and characteristics, as well as the applications that
use it, and we will compare it to loT characteristics.

02 DEFFINITION OF CoAP:

CoAP (CONSTRAINED APPLICATION PROTOCOL) is an application layer protocol developed
by the IETF CoRE Working Group, It is constructed and engineered for a constrained
environments, The protocol treats the various items in the network as resources, based
on a REST type design. Each resource is given a unique Universal Resource ldentifier
(URI). The protocol uses the corresponding URI to operate the different resources.[15]

In 2010, the IETF CoRE working group start on the development of CoAP that focus on
environments of low power IP network enabling interoperability between constrained devices
and the general device communication over the Internet.[16]

The Constrained Application Protocol (CoAP) is a relatively recent web transfer protocol
that was created for constrained devices and networks (e.g., modest electronic devices with
limited capabilities / ,e.g. LLNs, 6LoWPAN). [2]

03 FEATURES CoAP (CONSTRAINED APPLICATION PROTOCOL):[17]

CoAP has the following main features:

» Web protocol fulfilling M2M requirements in constrained environments.

» User Datagram Protocol (UDP) binding with the optional reliability, supporting unicast
and multicast requests.

» Security binding to Datagram Transport Layer Security (DTLS).
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» A stateless HTTP mapping, allowing proxies to be built providing access to CoAP
resources via HTTP in a uniform way or for HTTP simple interface to be realized
alternatively over CoAP.

Simple proxy and caching capabilities.

URI and Content-type support.

Low header overhead and parsing complexity.

Asynchronous message exchanges.

YV VY

04 CoAP ARCHITECTURE:

The most important aspect of the CoAP protocol structure is that it avoids
message fragmentation, allowing CoAP packets to fit into a single Ethernet or IEEE
802.15.4 frame. The CoAP Message Layer is designed to handle UDP and asynchronous
switching, as seen in "Figure", while the request/response layer controls the
communication mechanism.

CoAP

UDP

Figure 09: CoAP architecture.

4.1 Message Layer:

This is the lowest layer of CoAP. This layer deals with UDP exchanging messages
between endpoints. Each CoAP message has a unique ID, this is useful to detect message
duplicates. A CoAP message is built by these parts: A binary header, A compact options,
Payload. [18]

Message Layer supports 4 types message: CON (confirmable), NON (non-confirmable),
ACK (Acknowledgement), RST (Reset).
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A communication that can be confirmed is a message that can be trusted. When
messages are exchanged between two endpoints, they can be trusted. A Confirmable message
is used in CoAP to obtain a dependable message (CON). The client can be confident that the
message will reach the server when using this type of communication. Until the other party
sends an acknowledge message, a Confirmable message is delivered repeatedly (ACK). The
confirmable message's ID is repeated in the ACK message (CON). [3].

The picture below shows the message exchange process:

CON (ID: 0xAA51)

-
-

ACK (ID: OXAA51)

A

Figure 10: Reliable message transmission (CON)

If the server has troubles managing the incoming request, it can send back a Rest
message (RST) instead of the Acknowledge message (ACK):

CON (ID: OXAA51)

»
B

RST

Figure 11: Reliable message transmission (RST)
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4.2 Request/Response layer:

The CoAP Request/Response is the second layer in the CoAP abstraction layer. The
request is sent using a Confirmable (CON) or Non-Confirmable (NON) message. There are
several scenarios depending on if the server can answer immediately to the client request or
the answer if not available.

4.2.1 First scenario: Piggybacked response

If the server can answer immediately to the client request, then if the request is carried
using a Confirmable message (CON), the server sends back to the client an Acknowledge
message containing the response or the error code:[3]

CON (ID: OXAA51)

GET /Pressure

Token 0x14

ACK (ID: OXAA51)
1000 hPa

A

Token 0x14

Figure 12: Piggy-backed request/response transmission

There is a Token in the COAP message, as you can see. The Token is not the same as
the Message-ID and is used to match the request and response.

4.2.2 Second scenario: Separate response

If the server is unable to respond to the client's request right away, it sends an
Acknowledge message with an empty response. The server sends a new Confirmable message
to the client containing the response as soon as it is available. The client now responds with an
Acknowledge message:[4]
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Client

CON (ID: OXAA51)

GET /Pressure

Token 0x14
ACK (ID: OxAA51)

CON (ID: OXAA52)
1000 hPa
Token 0x14

ACK (ID: 0XAA52)

Figure 13: Separate request/response transmission
4.2.3 Thired scenario:

The other message category is the Non-confirmable (NON) messages. These are
messages that don’t require an Acknowledge by the server. They are unreliable messages or in
other words messages that do not contain critical information that must be delivered to the
server. To this category belongs messages that contain values read from sensors. Even if these
messages are unreliable, they have a unique ID.

NON (ID: 0xAA51)

Figure 14: Reliable message transmission
4.2.4 CoAP request methods:

CoAP supports the basic methods of GET, POST, PUT, DELETE, which is easily mapped
to HTTP.

CoAP operations are safe (only retrieval) and idempotent (may be invoked numerous
times with the same consequences) since they manipulate resources. Because the GET
method is safe, it must not perform any additional actions on a resource beyond retrieval.
The GET, PUT, and DELETE procedures MUST all be done in an idempotent manner. Because
the URI in the request indicates the resource that will handle the contained body, POST is
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not idempotent like PUT. As a result of the POST, this resource identified by the POST may
be utilized for data processing, as a gateway to other protocols, or to build a new resource.

Delete: The DELETE method requests that the resource identified by the request URI be
deleted. The response 200 (OK) SHOULD be sent on success. Responses to this method are not
cacheable.

Put: The PUT method requests that the resource identified by the request URI be updated or
created with the enclosed message body. If a resource exists at that URI the message-body
SHOULD be considered a modified version of that resource and a 200 (OK) response SHOULD be
returned. If no resource exists then the server MAY creates a new resource with that URI, resulting
in a 201 (Created) response. If the resource could not be created or modified, then an appropriate
error response code SHOULD be sent. Responses to this method are not cacheable.

Post: The POST method is used to request the server to create a new subordinate resource
under the requested parent URI. If a resource has been created on the server, the response
SHOULD be 201 (Created) including the URI of the new resource in a Location Option with any
possible status in the message body. If the POST succeeds but does not result in a new resource
being created on the server, a 200 (OK) response code SHOULD be returned. Responses to this
method are not cacheable.

Get: The GET method retrieves the information of the resource identified by the request URI.
Upon success a 200 (OK) response SHOULD be sent. The response to a GET is cacheable if it meets

the requirements in caching.
Code Range Type Code | Hame / Description
0.01 ET
0.02 POST
0.01=0 1 o ot
0.01-0.31 Request Methods 0.0 T
0.04 DELETE

Table 02: CoAP request codes

4.2.4 CoAP request methods:

Response codes are similar to HTTP. For instance, 2.xx indicates success, 4.xx
indicates client error and 5.xx indicates a server error. Although some response codes
match the HTTP status codes (e.g., 4.04 and 404 [Not Found]), others have different
codes (2.05 [Content] is equivalent to 200 (OK), but 2.05 is only used in response to GET)
or are not represented at all.
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Code Range Type Code ]Na.me / Description
2.01 Createa
2.02 Deleted
Success Respcnse 2.03 Valid
2.04 Changed
2.05 Content
Reserved 3.0-3.31 | Reserved
4.00 Bad Regquest
4.01 Unautheorized
4.02 Bad Option
4.03 Forbidden
2.00-5. 31 Client Error | 4.04 Not Found
- Response 4.05 Method Not Allowed
4.06 Not Acceptable
4.12 Preconditicn Failed
4.13 Request Entity Tco Large
4.15 Unsupported Content-Format
5.00 Internal Server Error
5.01 Not Implemented
Server Error | 5.02 Bad Gateway
Response 5.03 Service Unavailable
5.04 Gateway Timeout
5.05 Proxvina Not Supported
6.00-7.31 Reserved

Table 03: CoAP respond codes.
05 CoAP MESSAGES FORMAT :

In this paragraph, we present the COAP message format. The constrained application
protocol is fundamental for restricted environments, and for this reason, it uses built-in
messaging. To shun fragmentation, the message occupies the data section in the UDP

datagram.
Bitt 01234567/ 0123456701234567|012345¢67
Ver| T TKL Code Message ID
Token (if any)
Options (if any)
Payload Marker Payload (if any)

Figure 15: CoAP message format

The CoAP header has been designed to be easy to analyze by programs running on small
devices such as sensors (Figure 00 up), The CoAP header begins with a fixed four-byte portion,
which includes:

Protocol version (Ver): this is the version of the CoAP protocol, namely 1 (2 bits)

The type of message (T): Indicates that the message is of type Confirmable (0), Non-
confirmable (1), Acknowledgment (2), or Reset (3). (2bits)
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Token length (TKL): Indicates the length (variable) of the Token field (0-8 bytes).

Req/Resp Code: 8-bit, 3-bits class (the most important bits) and 5-bits detail (the least
significant bits) are separated. "C" is a digit between 0 and 7 (3 bits) and "DD" is two digits
between 00 and 31 (5 bits), it described in the form C.DD. The class can indicate a request (0), a
success response (2), a client error response (4), or a server error response (5). All other class
values are reserved. A special case is that of an empty message whose code is 0.00. In the case of
a request, the Code field indicates the method.

Methods | Codes
GET 0.01
POST 0.02
PUT 0.03
DELETE 0.04

Figure 16: methods and codes

Message ID: a 16-bit used for authoritative transmission, A maximum of 250 messages per
second are allowed. This isn't a significant limitation: CoAP machines' resources don not allow
them to be overly communicative in the first place.

Token: Unauthenticated integer of 4 bytes. The length of the variable-length Token value,

which can be between 0 and 8 bytes long [4]. A request and its response are linked using the
token value.

Option (TLV frame): The option number, option value length, and the value itself must all be
included in the options field, if one exists. The option number is not declared specifically. Rather,
the equation "option number = option delta + prior option number" is used to calculate it.

00 1 2 3 4 5 6 7

Option delta Option length | 1 Byte

Option delta (extended) 0-2 Byte
Option length (extended) 0-2 Byte
Option Value

0 or more Byte

Figure 17: Option Format
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Option delta: is used to determine the difference between the current option number and the one
before it.

Option length: Simply specify the option value's size.

Option value: A sequence of exactly Option Length bytes. The length and format of the
Option Value depend on the respective option, which MAY define variable-length values. for
the formats used in this document; options defined in other document MAY make use of other
option value formats.

CoAP defines several options used on both request and responses:

To specify the target resource of a request to a CoAP source server, utilize the Uri-
Host, Uri-Port, Uri-Path, and Uri-Query options. The options encode the various
components of a request URI in such a way that the option values show no percent-
encoding and the whole URI may be rebuilt at any associated endpoint. Each option
holds the following values:

Uri-Host: the Uri-Host Option specifies the Internet host of the resource being requested
Uri-Port: the Uri-Port Option specifies the transport-layer port number of the resource

Uri-Path and Uri-Query: each Uri-Path Option specifies one segment of the absolute path to
the resource, and each Uri-Query Option specifies one argument parameterizing the resource.

Proxy-Uri: The forward-proxy is asked to transmit the request or service it from a legitimate
cache and reply, A request is forwarded to a forward proxy.

Proxy-Scheme: In a proxy request, it's utilized to pull together an absolute-URI. The absolute-
URI is made up of the choices Uri-Host, Uri-Port, Uri-Path, and Uri-Query.

Content-Format: The Content-Format Option specifies the message payload's representation
format. The representation format is specified using a numeric Content-Format identifier from
the "CoAP Content-Formats" registry.

Accept: The CoAP Accept option can be used to provide the client's preferred Content-
Format. The representation format is specified using a numeric Content-Format identifier from
the "CoAP Content-Formats" registry.

Max-Age: indicates a maximum time in which the response cached can be considered fresh.

ETag: An entity-tag is intended for use as a resource-local identifier for differentiating
between representations of the same resource that vary over time.

Location-Path and Location-Query: defines an absolute path, a query string or both that
specifies the new location and/or query argument of a resource created with a POST request.

Conditional Request Options: Conditional request options allow a client to request that the
server only execute the request if certain circumstances indicated by the option are fulfilled.
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Sizel Option: The Sizel option provides size information about the resource representation
in a request. The option value is an integer number of bytes. Its main use is with block-wise
transfers

if-match: The If-Match Option MAY be used to make a request conditional on the current
existence or value of an ETag for one or more representations of the target resource.

if-non-match: The If-None-Match Option MAY be used to make a request conditional on the
nonexistence of the target resource. If-None-Match is useful for resource creation requests,
such as PUT requests.

The payload: The Payload Maker is a set of one byte in the payload that signals the beginning
of the payload data. There is data present if the Payload Maker has a value of all ones
(OxFF16), otherwise, the payload is empty.

06 COAP PROTOCOL CHARACTERISTICS:
6.1 Caching:

Endpoints that support CoAP MAY store results in order to minimize response
time and network bandwidth consumption for similar requests in the future.

In CoAP, the purpose of caching is to reuse a previous response message to fulfill
a current request. A "freshness" method is utilized in some circumstances to reuse a
stored response without the requirement for a network request, decreasing latency and
network round-trips. Even when a fresh request is necessary, it is frequently possible to
reuse the payload of a previous answer to satisfy the request, minimizing network
bandwidth utilization. This is accomplished through the use of a "validation" method.[4]

Unlike HTTP, the cacheability of CoAP response is determined by the Response
Code rather than the request method. Each Response Code's cacheability is determined
by the Response Code specifications. Caching of response codes that signal success but
are not acknowledged by the endpoint is not recommended.[4]
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HTTP GET/Light
/Lig —

CON GET/Light

-

ACK max-age=30s 2.05 Content|<light> ...

200 OK <light>
—

HTTP GET/light

|
-

200 OK <light>

Figure 18: Caching in CoAP.

6.2 Proxying:[26]

The COAP proxy is intended to support applications that must communicate with
WSN nodes, such as smart house development.

The network architecture, protocol stack, and proxy role are depicted in figures 19
and 20.

A

REST

v

<

A)m/'v

Client
he

L e
s Sensor
Proxy M

Server g %

8

Sensor Sensor

Sensor

The Internet Constrained Environments

Figure 19: Network Architecture Using Proxy

35
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Devica Sensor Area Internet-SAN Cloud
Network (SAN) Gateway intemet Application
(B)

Figure 20: Protocol Stack

A proxy is a CoAP endpoint that CoAP clients can use to make requests on their
behalf. This might be advantageous if the request could not be made otherwise, or if the
response is served from a cache to decrease response time, network bandwidth, or
energy usage. To link disconnected CoAP networks, the CoAP proxy additionally offers
IPv6 over Low Power Wireless Personal Area Networks (6LoWPAN) edge router and
gateway features.[3]

The similarities between CoAP and HTTP protocol enable a straightforward
mechanism to construct proxy between these two protocols. There are two sorts of
proxies on a CoRE structure: forward-proxy, selected by a client, and reverse-proxy,
picked by the origin server. As a result, two devices that implement the two protocols
may be readily linked via the Proxy. Cross-protocol proxying can be divided into two
categories:

ProxyingCoAP-HTTP:
resources on HTTP servers. This is started by providing the Proxy-Uri or Proxy-Scheme Option in
a CoAP request to a CoAP-HTTP proxy with a "http" or "https" URI.

Since CoAP clients Allowed to use an intermediary to access

ProxyingHTTP-CoAP: It Allows HTTP clients to use an intermediary to access resources on
CoAP servers. An HTTP request to an HTTP-CoAP proxy is started by supplying a "coap" or
"coaps" URI in the Request-Line.

6.3 Resource Director:[19]
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The "well-known/core" URI is appropriate for resource discovery only when the
discovery is internal to the WSN. When a device or program outside the WSN needs to
learn about the resources housed in its nodes, it becomes inefficient. This process is
made easier by using an RD object. The description of the resources given by WSN
nodes is stored in the RD. The resource description in CoAP is done using the Core link
format, which is similar to HTTP's Web linking. WSN nodes are responsible for
registering and maintaining their RD entries. The RD has APIs for registering, updating,
and removing items, as well as resource discovery. The "well-known/core"-URI is the
RD's entry point.

The client in the example below is requesting a list of the server's available
resources (GET /.well-known/core). The returned list (in CoRE Link Format) reveals that
the server has a resource named /s/t that provides the temperature in degrees Celsius
when asked. The client then requests the value of this resource (GET /s/t), and the
server responds with a plain text message with the value of the actual temperature as

payload.
CoAP CoAP
Client Internet | Server
GET /.well-known/core >
L 2.05 "Content” (application/link-format)

Body: </s/t>;rt="TemperatureC";if="sensor",</s/|>;rt="LightLux";if="sensor"

GET /s/t

< 2.05 "Content" (text/plain)
Body: 23.5

A4

Figure 21: An example of Constrained RESTful Environments (CoRE) direct resource
discovery and (CoAP) request.

Direct resource discovery, on the other hand, is difficult in many M2M
environments because nodes may slumber for long periods of time. CoRE Resource
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Directories (RD), which host descriptions for resources on other servers, can be used to
overcome this problem. The CoAP server can then register its resources with one or
more RDs in this manner. Clients can find these resources by conducting searches
against RD.

For example, the same resource discovery that was done in upper Figure utilizing
direct communication between the client and the server can now be done in lower
Figure using an RD.

CoAP Internet node1
Client | CoAP Server
—_— Resource | e
Directory

POST /.well-known/core
Body: </s/t=;rt="TemperatureC"...

2.01 Created —>
GET

Ird-lookup/res?rt=TemperatureC

\

2.05 "Content"
Body: <coap://node1/s/t>;rt="TemperatureC*

A 4

GET /sit

2.05 "Content” (text/plain)
Body: 23.5

H

Figure 22: An example resource discovery by using a Resource Directory.
07 EXAMPLE OF EXCHANGES IN CoAP:

Fist process: The client sends a Confirmable (CON) GET request for the resource
CoAP://server/pressure to the server with a Message ID of 0xAA51. The request includes one Uri-Path
Option (Delta 0 + 8 = 8, Length 8, Value " Pressure ").

Second process: A 2.05 (Content) response is returned in the Acknowledgement (ACK) message
that acknowledges the Confirmable request, repeated both the Message ID 0xAA51. The response
includes a Payload of "1000 hPa" and is 11 bytes long.

Third process: The client sends a GET request with a message ID 0x7d35, of confirmable type CON,
and with a Uri-query = / humidity.

Fourth process: The Confirmable GET request is no longer reachable. The client retransmits the
request after ACK TIMEOUT seconds.
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Fifth process: The server acknowledges the Confirmable request by sending a 2.05 (Content) response
to the request as payload=60.0 and a type ACK acknowledgment.

Client Server

CON[ MID=0xAA51]-GET token: 0x72
Uri-Path: pressure

ACK[token=0xAA51]- 2.05 content

Payload=1000 hPa

CON[MID=0x7d35]- GET token: 0x72

Uri-Path:humidity x

Timepassing

CON[MID=0x7d35]- GET token: 0x72

Uri-Path:humidity

ACK[token=0x7d35]- 2.05 content

Payload=60.0

Figure 23: CoAP example communication
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08 FUNCTIONAL APPLICATIONS OF CoAP PROTOCOL:

Many locations have successfully incorporated CoAP, including:

help for the elderly /

Health Domain and Aliveness help for the disabled
Comfort In
autonomous
people at home mobility
assistance
monitoring of industrial
installations
- Industrial
IndUStry Domain processing baggage handling - boarding
operation
real-time vehicle diagnostics
- assembly process
Agriculture farm registration manager
And P —
Livestock monitoring irrigation,
IVes production Agricole
load management - storage
Smart City Domain service - entertainment
Smart Energy SETVICES -
sustainable mobility
energy: production -
distribution - storage -
management
smart travel road condition monitoring
and traffic management
tourism

Table 04: FUNCTIONAL APPLICATIONS OF CoAP PROTOCOL
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09 SECURING CoAP:

The security of CoAP is an important aspect due to not having the reliable standards to
secure CoAP architecture. For this purpose, DTLS is introduced. Integrity, authentication,
confidentiality, and non-repudiation services, are all aspects of security. All of them are
managed to meet by DTLS.

End-to-end communication is protected by the it in the application layer protocol. As a
result, end-to-end communication makes it more difficult for the attackers to gain access to
the data. Also, It solves issues like packet loss and reordering.

Application(CoAP)

Security(DTLS)

Transport(UDP)

Network(IPv6)

Figure 24: Abstract Layering of DTLS-Secured CoAP

DTLS controls critical security features such as message authentication, secrecy, key
management, and data integrity. It has four security modes that CoAP uses with a variety of
applications, as mentioned below:

NoSec Mode: This mode expects that the security mechanism will be
implemented by another protocol layer, hence messages are sent with no security.

Pre-Shared-Key Mode: Devices that are permitted to utilize the same system are
pre-programmed with a single symmetric key that helps communication with other
devices.

Raw-Public-Key Mode: it is regarded to be critical in the implementation of CoAP
and is commonly used by devices that require authentication. It includes an
asymmetric key for each device to assist in identifying and interacting with it.

Certificates Mode: This is an authentication approach for devices that use an X.509
certificate to implement CoAP.
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10 CoAP AND IOTASPACT:
10.1 Energy Consumption:

Because many of the devices that consist IoT environments lack constant sources
of energy and tend to depend on batteries or some form of energy harvesting, one of
the many challenges that loT devices face is providing an efficient system of protocols
that minimizes power consumption while maintaining the same level of performance
and capabilities as any other Internet node.

The availability of useful power in a constrained node network varies. On
constrained environments, at least one of the following energy limitation types will
exist:

e Occasions and Events: define limits of the power amountused for a
every single event, such as pressing a button.

e Duration: have access to maintenance, such as having their main battery
replaced, or have the capabilities to collect power.

e Continuance: Because there is no other way to recharge or replace its main
battery, it must have a certain amount of power available throughout its
lifetime.

The Physical and MAC layers are more concerned with power management than
the Network, Transport, and Application layers. With the rise of Internet-connected
smart objects, some changes were required to better reduce energy consumption. The
dearth of an unlimited source of energy supply by constrained devices is taken into
account by CoAP, for example. It also includes a few implementations that can help
reduce the amount of energy used in data transmission and processing. Proxy servers
and caching can be used to reduce response times and energy consumption.
Furthermore, the simplicity of UDP and the descriptive but short URIs reduce processing
time, lowering energy consumption.

10.2 Infrastructure communication

A protocol's appropriateness is heavily dependent on the network environment
and nodes existing in that it. Analyzing the type of network, its circumstances,
limitations, and requirements to be satisfied might logically impact the protocol's overall
performance, especially if all or most demands are treated correctly. As previously
indicated, CoAP thrives in low-power, lossy networks, where devices are 8-bit
microcontrollers with limited ROM and RAM, substantial packet rate loss, and

42



bandwidth of 10 Kbit/s. CoAP appears to be acceptable for use on short distance (less
than a mile) networks and is suitable for both 6LoOWPAN and LLN networks.

Integration with existing Web infrastructure is considerably easier with CoAP
because it is built on REST architecture and shares method and response codes. Because
both HTTP and CoAP are REST-based, loT and Internet devices can simply use cross-
proxy to transfer the request/response model from one standard to another, avoiding
the complexity of application gateway implementations.

CoAP is a modern protocol that optimizes RESTful architecture for M2M apps and
supports and adapts various HTTP capabilities for restricted devices. Because CoAP is
not yet fully mature as a standard and is still relatively new, other protocols that are
more well-known and frequently used on the Internet may take precedence over it.
However, for a relatively new protocol, CoAP is rapidly growing rapidly with businesses,
CoAP seems to have a future as a key protocol in the development of loT.

10.3 Reliability:

With the adoption of UDP as the primary transfer protocol, CoAP achieves
reliability through Confirmable messages that expect an Acknowledge in return. Even so,
while this mechanism ensures that a message reaches the intended recipient, it
provides no indication that the message was delivered successfully and without errors.
As a result, its dependability is minimal and optional. Because reliability is optional,
some messages may be marked as Non-confirmable and do not require
acknowledgment, However, both types of messages use Message ID to avoid duplicates.

10.4 Scalability:

CoAP has a number of characteristics that set it apart from other protocols in
terms of processing power, probably that making it a better suit for loT. Device, service,
and resource discovery are all supported. The discovery mechanism used by the CoRE
connection format is versatile, allowing for device mobility and scalability. Nodes can
perform an automatic activity that allows them to locate other devices and resources,
making it easier to replace or add nodes to the network. This capability is especially
useful in vast areas with a large number of endpoints.
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10.5 Compatibility:

Internet protocol standards is still under progress, particularly for loT devices.
The IETF CoRE working group has made and continues to make significant efforts to
standardize CoAP. In IoT ecosystems, the standardizing of Internet protocols is crucial
for compatibility between numerous diverse IoT devices, applications, and networks. It
is a critical feature for a protocol's long-term survival on the WoT.

Because CoAP is an free open-source web protocol, its source code is freely
available for anybody to access, change, and redistribute. The key benefit of having this
protocol open-source is that it can address its maturing issue by encouraging loT
developers and industry to experiment with it, resulting in its acceptance. However, one
disadvantage of open-source is that it might lead to numerous different
implementations of the protocol, making interoperability impossible. In a similar way,
an open-source protocol advantage through code transparency, which allows for
changes in the code to support compatibility.

10.6 Performances:

Traditional request/response models, such as those used by CoAP and HTTP, are
based on regular resource polling, in which clients request resources and the server
answers. Polling, on the other hand, might be harmful on a restricted network if a client
requires current resource representation on a regular basis. Clients send frequent
request messages to the server in order to get an updated resource in HTTP, which is
solved by repeated polling, or lengthy polling. In turn, the server responds only when
the new version is available. For long-lived devices, this mechanism reduces latencies
and optimizes processing and network resources. However, because limited devices
have limited build, that's not the preferred technique. This is particularly problematic
for a CoAP proxy that talks with both CoAP devices and Web applications. Although
numerous Web applications trying to receive data from the restricted network might
create an increase in overhead, latency, and network traffic, the CoAP proxy may allow
HTTP long polling. Overall, the increased complexity and overhead might reduce
performance marginally.

As a result, non-confirmable message transmission might cause the network to
overload. CoAP, as any web protocol, uses congestion management to keep the network
stable and restrict the volume of messages passing through the network and nodes.
Despite this, the CoAP congestion management concept is straightforwar, taking just
confirmable messages into account. This protocol flaw will be addressed in the future,

44



as evidenced by proposals for advanced congestion control, which attempt to optimize
techniques for improved performance.

10.7 Effectiveness charge:

The key benefits of deploying standardized protocol solutions, such as CoAP, to
minimize network costs are that non-standardized solutions would violate the end-to-
end Internet principle. Using the end-to-end approach, the last few meters would
require translation from a standardized Internet protocol to a customized protocol.
Thus, application gateways are introduced, which not only adds to the network's
complexity but also takes time and money to manage, install, and run.

Another advantage is that CoAP uses the CoRE link service/resource discovery. This is
beneficial because it makes it easier to add new devices, replace old ones, and expand at a low
cost since devices can use resource and troubleshooting to gather all the data they need to
connect to the network, which means device maintenance is less costly because no
installation or manual configuration is required.
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11 CONCLUSION:

The goal of this chapter is to give a theoretical analysis of the CoAP protocol,
including its features, structure, and characteristics, as well as a theoretical comparison of
the protocol to the characteristics of the Internet of Things.

The simulation of the CoAP Protocol will be shown in the following chapter.
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Chapter 03: CoAP Protocol Simulation

01 INTRODUCTION:

The simulation includes modeling the entire researched system and numerically
simulating it with surroundings derived from real-world observations or probabilistic
models. The ability to work on systems that aren't available is one of the benefits of
simulation. It is much less expensive to run a preliminary simulation of the alternatives
under consideration during the design stage, for example. Furthermore, simulation is a
very adaptable method of researching an issue. This technique enables program repeats
with parameter modifications and execution trace capture without the unpredictability
of a real-world context.

In this chapter, we will go over some of the assessment methodologies, then go
over how to simulate the CoAP protocol using the proposed scenario (movement of
prisoners inside the prison), as well as the tools that were used. Using the mobility tool
to added a movement experience and modifying and increasing the number of servers,
we will run several CoAP experiment simulations.

RELATED WORK:

Due to its efficacity and less degree of use in the thies years, many works have studied the
performance of application CoAP protocol with mobility in the loT environment. We now review some
relevant of these works in chronological order.

¢ In this article [1], we propose a mobility management protocol, named CoMP, which can
effectively retrieve the sensing data of sensor nodes while they are moving. The salient feature of CoMP
is that it makes use of the IETF CoAP protocol for mobility management, instead of using Mobile IP. Thus
CoMP can eliminates the additional signaling overhead of Mobile IP, provides reliable mobility
management

02 VALIDATION METHODS:

There are several methods for assessing a system's performance on a WSN. Analytical
modeling, measurements based on real-life experiences, and simulation are only a few
examples.

2.1 Analytical methods:

It presents analytical methods for studying a system's behavior by solving the
mathematical equations that support its mathematical model. Analytical approaches are most
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useful for solving equations that are relatively inexpensive to compute. Furthermore, analytical
methods allow for a better knowledge of how a system works because they allow one to
evaluate some of the system's imbalances by solving his model and thereby providing solutions,
such as Formal approaches. In scientific writing, the analytical technique necessitates a proof,
exemplary inspection, and quantitative measures.

2.2 Real Experience:

Validation of protocols and applications based on real-world testing is difficult to
implement. In fact, studying an issue from real-life experiences is challenging for various
reasons: Experiments can be difficult to duplicate. The study of increase, decrease, and
fluctuation in speed and pattern of movement is a complex process that can be disrupted by
external circumstances over which the experimenter has no control. Real experience
approaches have the problem of requiring restricted hypotheses about the practical system in
order to obtain effective models, and as our subjects do not require real application because
this is performance research, this method was not chosen.

2.3 Simulation:

A discrete event simulation involves examining a specific impression of a system's model
and duplicating its behavior. The benefit of simulation is that it provides a highly broad method
that allows any model to be studied as long as the simulation tool adapts to the model being
studied. On the other hand, it has the drawback of necessitating a significant amount of
machine calculation time.

There are various different event simulators available. Let us mention the NS-2 and NS-3
network simulators, as well as OMNeT, which allow simulation of various types of networks,
including wait networks, OPNET, and COOIJA, a performance analysis tool.

The default network simulator for Contiki, COOJA, was pre-installed with Contiki 3.0.
COOIJA provides a user-friendly interface that enables quick simulation setup and analysis.
Because our topic needs a performance analysis, COOJA was identified as one of the finest tools
for simulating the protocol due to its flexibility, extensibility, and speed of prototyping.

03 METHODOLOGY:

To evaluate the effectiveness of the CoAP protocol, we will use a scenario in which
inmates are moving around inside the prison. Using the COOJA simulator and the Libcoap
library, we simulate various scenarios by adjusting variables. We updated several files in the
Contiki system (power trace, er-coap-engine, etc...), and we constructed a coap-client, and we
will retrieve the findings and turn them into curves using Python to make evaluation and
analysis easier.
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04 TOOLS USED IN THIS SIMULATION:
To simulate the COAP protocol, we must first understand the tools that are utilized.
4.1 Software:

v' VMware Workstation:
VMware Infrastructure is a comprehensive infrastructure virtualization package that combines
virtualization, management, resource optimization, application availability, and operational
automation. VMware Infrastructure virtualizes and combines the underlying physical hardware
resources across several systems, delivering virtual resource pools to the datacenter in a virtual
environment.

v Contiki-OS: [20]

Contiki is an open-source operating system for tiny low-power microcontrollers that allows
developers to create programs that make efficient use of the hardware while also providing
standardized low-power wireless connectivity for a variety of hardware platforms.

It is utilized in a wide range of commercial and non-commercial systems, including city
sound monitoring, street lights, networked electrical power meters, industrial monitoring,
radiation monitoring, building site monitoring, alarm systems, and remote house monitoring.

v' COOIJA:

It's a versatile Java-based simulator that lets you write application software in C
language utilizing the Java Native Interface. One of the major benefits of our COOJA
simulator is that it can simulate application software in both high-level algorithm
development and low-level hard driver development at the same time. The COOJA
simulator is extremely adaptable., or current parts can be modified. We may run a
variation simulation with varied conditions and system parameters, such as different
packet creation rates, different MAC protocols, and different network topologies, using
COOIJA's advantages. [20]

Network Simulation Simulation Control Output Motes
Window Window Note Window Window

—— -

Time-line Window

Figure 25: COOJA simulator Interface
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Simulation window:
We have numerous windows in a simulation:

e The Network window: at the top left of the screen, shows us all the nodes in the simulated
network.

e The Simulation control window: is where we can start, pause and load our simulation.

e The Mote Output window: on the right side of the screen, shows us all the serial port prints
from all nodes and all exchanges massages enter the motes.

e The Notes window: at the top right is where we can put notes for our simulation

e The Timeline window: at the bottom of the screen, displays all the events of communication
in the simulation over time, very convenient to understand what is happening in the
network.

v’ LibCoAP library:[21]
libcoap libraryis a C implementation of a lightweight application-protocol for
devices with limited resources such as computational power, radio frequency range,
memory, bandwidth, or network packet sizes. The IETF has standardized this protocol as
RFC 7252.

4.2 Programming Languages Usage:

v’ C Language:[22]

Is a compiled language (as opposed to interpreted languages). A C program
language is written as a text file, referred to as a source file. Because this file
cannot be executed by the microprocessor, it must be converted into
machine language. A program called a compiler [new2] performs this
operation. It was utilized in this project to customize the COOJA emulator's
files to meet the study's criteria.

Python language:[27] Python is a programming language that was
created in 1989 and is similar to C, C++, FORTRAN, Java, and others. It has
the following main characteristics: open source is free to use, source files
are available and editable; it comes with a large base library and a large
number of libraries for scientific computing, statistics,and visualization...,
and dynamic writing is done automatically during program execution, p[:lthon
allowing for greater programing flexibility and speed, but it is motivated by
excessive memory consumption and performance loss, allowing for [23]. It
was used in this project to create curves based on the findings.
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v'JAVA language: Java is a programming language and
computing platform first released by Sun Microsystems in (
1995. There are lots of applications and websites that will not (_'()Java
work unless you have Java installed, and more are created‘z
every day. Java is fast, secure, and reliable. From laptops to
datacenters, game consoles to scientific supercomputers, cell
phones to the Internet, Java is everywhere. [29]

4.3 Hardware:
The computer used to simulate the study has the following characteristics:
v' Computer: Asus FX503VM
v Processor: Core i5-7300HQ
v RAM: 8GB

05 SIMULATION ENVIRONMENT:

The major parameters of the simulation environment are summarized in table
05. We shall investigate the protocol simulation.

Initially, a network of 20 clients adopts the simulation. The nodes are
arranged in distinct topologies for mobility and non-mobility, once in a straight line
and once at random on a 350x350 m grid. The speed of node movement varies by
1m/s. The model's movement is determined by its maximum travel speed and halt
time. To generate a modest simulation, set the pause time to 1 second. We will
simulate many scenarios. Each simulation will take one hour to complete.

The default values for some environment parameters are expressed below:

PARAMETERS VALUE
Surface 350x350 (m)
Mote startup delay 1.000 (ms)
Time simulation 1 hour
Random-seed(random speed) 123,456
Speed of nodes 1s
Break time 4s
Number of servers [5-6]
Number of client [20,50]

Table 05: simulation environment.
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In other hand, we must state the mote properties we utilized in each
environment simulated in all-cases. T-mote s Sky, the following characteristics
were highlighted in the table06:

Platform Tmote Sky
MCU 8MHz Tl MSP430F1611
Wireless transceiver CC 2420 2.4 GHz, IEEE 802.15.4 radio
RAM 10K
ROM 48K flash ROM
Communication range 50m(in-doors)/200m(out-doors)
Operating system Contiki-OS

Table 06: Characteristics of the Tmote Sky sensor node platform.

06 SIMULATION SCENARIO:

We built a simple subject to evaluate protocol, which is the movement of inmates
inside the prison using CoAP to interact with captive devices and mobility to move
mote across the area. The organization of prisoners in all prisons around the world is
currently losing control of moving inmates around within it, so we attempted to study
the most common movements in order to create a common simulation while keeping
track of them by automating the doors in hallways to be opened and closed. Keeping
track uses a distributed optical system in which the prisoner stands by the hallway's
doors and after a set amount of time has passed, the doors automatically open for the
next hallway, providing safety for guards and saving time and forces.

The smart prison includes a communications device, a controller, surveillance
cameras, and a network of nodes, some of which are clients and others are servers.
Mounted on clothing, servers are installed in gates, and connection between the two
creates our system.

When the client-node moves, the prisoner will stand near a door in the range of the
server-node, and the server-node received a request to open a specific door using
CoAP, so that each client-node of converging columns sends data to its nearest server-
node, and the server-node, in turn, communicates with GETAWAY. In this situation,
COAP performance is evaluated using criteria (power consumption, throughput, and
delay).
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07 CoAP SIMULATION USING COOJA:
In this section, we will run the protocol CoAP in COOJA and connect the Border
router to the server. The steps to follow are as follows:

v’ First: We open a new simulation, Open motes menu >> add motes >> create new
motes type>>sky files are necessary to run CoAP applications. In order to create the
motes: border-router.c, er-example-server.c, er-example-client.c.

@ Applications Places 1y 4= z27PM i
@ © - Cooja The Contiki Network Simulator
Flle Simulation Motes Toals Settings Help
=] Network [EE0]o] Simulation contral [—)[0)(x] | @ Hotes 28
view Z Fun_Spesd It Encar notes hers
Start ause  Step | Reload |
Time: 00.00.000
Speed: —
Mot e outpul =oix

Fila Edit view

Time |Mota | Messaga |

[E2) Timeline =o)X
Flle Edit View Zoom Everts Motes
4
av v
B @ [user@instantcontik... |2 SCOBITHECORUKINNY = simulations =0

Figure26: COOJA window

v' Second: To create border router motes: home/user/contiki/examples/ipv6/rpl-
border-router/border-router.c, Choose the file in location >> compile >> create >>
Add motes.
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® Applications Places

< B - t06aM {3
* my simulation - ntiki Network Simulator
File Simulation Motes Jools Settings ielp
(O] Network (m=0)[a] Simulation control (JJT)ix]| @

Notes ==X

View Zaam Fun Spasd kit

Enter notes here
tant | Pause Reload

Time: 64:00,000
5

@ Create Mote Type: Compile Cantiki For sky

ol
I

&
=

Daserption: Siy tasta Typa @iyl

Contiki process / Fimware: | homeiusar/contila

border roterfbs outer.c

| Browse |

Clean | |_Compis | [LCreate

Compile commsnds | Mote mterfaces | Tips [ Complation sutput |
T T ceTemeRCate ¢ i
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oremetetstack.c
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3t /contkIMAc/Contikmas framer, ¢
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Edit View Zoom Events Motes

.. |

I
B W user@instant<ontiki... = [CoaAPstuff] a tant-contik Y =

B erpiesanconit: 5 ferreeonsel . RN (&= | |

Figure27: Border Router Mote

v" Third: To create server motes : /home/user/contiki/examples/er-rest-example/er-

example-server.c, choose a file in location >> compile >> create >> choose server >> Add
motes.

@ Applications Places

x My simulation - Cooja: The Contlki Network Simulator

e Smulstion Motes Jooks Settngs Help

Q] Netwark mE0|[0) Simulation control O | @) Hotes =[5x]
view Zoom Run_Spasd Ime

Erter notes here

Relaad
Time; 00:00,000
Speed; -

@ Create Mote Type: Complle Contiki for sky

Deseription Sky Mote Type @skyl

Cantii process | Firmware: homeluser/contikifexam ples/er-est example/er-example-serwr.c

[ compie commands | Mote intertaces | Tips [Compiation eutput]

€ resourcesies-shll.c
€ resourcesires-push.c

CC esourcasiresoggle.c
Kesourcesires-dght.c
hesourcesires-chunks.c

ourcesr
reesir
hesourcesiras-vert.
hesourcesires eds.c
hesourcesires-hello.c

Iesourcesires-mirror.c

hesourcesires-battery.c

hesourcesires bl sep b.c
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2 warning: format ' axpacts 3 oty
S platformsky feontik-sky-main.c
er-anample-server,sky

m b skyires-battery.o ob|_skyres-eds.o obi_skyires-togqle.o obskyires-rado.o ob|_sk 2.0 obl_sky
e

unsigned int’, but argument 2 has type ‘uint32 t' [Wormat|

0 ob| skyresshtl1.o le-server.co obj_skyirelv

0] Timeline
File Edit View Zoom Events Motes

e
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- fer-s le] " & Mysimulation-Cool... ma = | |
Figure28: CoAP server mote
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v' Fourth: To create client motes : /home/user/contiki/examples/er-rest-example/er-

example-client.c, choose a file in location >> compile >> create >> choose server >> Add
motes.

® Applications Places

< 34AM 4}
Ele Smulation botes Tools Setlings Lilp
6] Wetwark O ™ =] [ Hotes s=]
View Zo fun Speed it

Sriter notes here
tep | Relasd |

Time: 02:00.000
Spasd: —

® Create Mote Type: Compile Contiki For sky

Daserpeion, Sty Mota Typa w3l

Contlk pracss fFlrmwars: homsis

fconthipexamples/ar-rescsxamplafar-sxamols <iant.c | Browse |

[ ciezn | | compile | [ create

Compla commands | eta e

“o: [ Eomptamen sl

o taggle.n o6 skyires radio.o oy skylres b sop-b2.0 obj slyfres soparsto.a obi skyjres <hil 1.0 o
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Figure29: CoAP client mote
v’ Fifth: And in order to make a connection between the border router and other nodes, we
must enable a bridge by Right Click Border Router Node -> Mote tools for Sky 1 -> Serial
Socket (SERVER) -> start.
On the other hand, we open a new terminal, and in the following path /home/contiki/
examples/ipv6/rpl-border-router/ we do the command: make connect-router-COOJA.

@ Applications Places

DG @ - o My simulation - Cooja: The Contiki Network Simulator
File Simulation Motes Tools Settings Help

ined, using target 'native’ O] Netwark Simulation control
sudo ../../../tools/tunslip6 -a 127.0.0.1 aaaa::1/64 View. Zoom ﬁR e 88
s1ip connected to " '127.6.6.1:66001'' UL _Speec iml
opened tun device °'/dev/tune''
{fconfig tun® inet 'hostname’ up (Bl w0z e < o ]
ifconfig tune add aaaa::1/64 Time: 031,817
ifconfig tune add fese::0:0:0:1/64 \me
ifconfig tune Speed: 934.85%

File Edit Vi Search Terminal Help

Link encap:UNSPEC HWaddr 00-00-06-06-00-00-060-00-00-00-00-00-00-00-00 e T A TR
inet addr:127.0.1.1 .1.1 Mask:255.255.255.255 Listen port: 50001

i 6 addr: e:Link

inet6 addr: aaa Bk R AT e

UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:i e e T
RX packets:0 errors:® dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:® overruns:0 carrier:0

)
collisions:@ txqueuelen:500 T
RX bytes:e (0.0 B) TX bytes:® (0.0 B)

Time | Mote | Message
zRime started with address 0. 116.1.0.1.1.1 03:29.167 ID:9 ## cpu:99350 lpm:6719739 1x:1468 rx:
:00:01:01:01 Con’ .6-2450-geaa8760 started. Node id is set to 03:29.168 1ID:9

03:29.174 10:9 Send msg to: [fe80:0000:0000:0000:02]
IAC, channel check rate 8 Hz, radio channel 26, CCA thresho 03:30.552 ID:2  ## cpu:127548 lpn:6752251 tx:1747 rx

03:31.215 10:3 ## cpu:126912 lpn:6752888 tx:1586 rx:
T TG 6 e O RD D TSR SRR AT 02,35,553 10:2 ## cpu:120928 lpn:6O13666 tx:1747 r;
I_:::&Vt‘é;?s;":i}‘tgw’rzgg;:ﬁs‘E::Q;z%z;qﬂm'9000'9212'7491'0091'0191 02136.216 I0:3  #¢ cpu:129291 lpn:6914304 tx:1586 rc
g P 6600:0060: 0000 03:40.552 10:2 ## cpu:132253 lpm:7075104 tx:1747 rc
ress:aaaa::1 => aaaa: :

Got configuration message of type P
setting prefix aaaa

server IPv6 addresses:

Filter:

Figure30: border router and CoAP server

v’ Sixth: sensors cab be reading by using IPV6 addresses, we used Libcoap library to
test the communication by dropping the Intend server address with the Uri-CoAP,
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To test it out u have to access to the file: libcoap/examples/, then by using this
command: coap-client -m post coap://[aaaa::212:7402:2:202]/actuators/toggle 1

® - = libcoap

< fxHome  libcoap Qllsls v | &%
Places

© Recent -] il il il il il il

A Home autom4te.cache build-env cmake doc examples ext include

[ Desktop

e [~ | el e | el wl |

~ Downloads m4 man scripts src tests win32 aclocal.m4

dd Music

For i 2021

ca 2 pig

B Pictures }

Chang . H
E Jean 5 ‘to # hit
H videos ar-lib AUTHORS autogen.sh BUILDING ChangeLog cmake_coap_ cmake-format.yaml
@ Trash config.h.in
Devices H P i e
# cop /e
fa] Floppy Disk & con b #incl Hunde ‘e ‘e e
CMakeLists.txt coap_config.h coap_config.h. coap_config.h.in coap_confighlwip  coap_confighlwip.  coap_config.h.riot
[ computer i :
contiki in
Network ifnd #ifng This
#deti #deti Funni
7 Browse Network la 55 o = E = Itw S
B connect to Server coap_config.h.riot. coap_config.h. coap_config.h. compile config.guess config.log config.status
in windows windows.in
# cor PR
H
& cop e 1
E s cob = w00
configure configure.ac CONTRIBUTE COPYING depcomp Dockerfile
2z ey [ . VER 3
1 £ 0pe # sof i
H H H e Convr E
HOWTO.dual.gnutls HOWTO.dual. HOWTO.dual. HOWTO.pkes11 INSTALL install-sh libcoap-3.map
openssl softhsm2
Copyr
ALY
® - o user@instant-contiki: ~/libcoapfexamples T & -0 coap1-Cooja: The Contiki Network Simulator

t View Search Ter Eil

imulation Motes Tools Settings Help
~/1ibcoap/examples$ coap-client -m post coap://[aa Network [=[5]x] (&3] —_Jox
aa::212:7402: 2:20! ctuators/toggle 1
Run Speed limit
user@instant-contiki:~/1ibcoap/exampless [l 2

Pause Reload

Time: 35:16,668
Speed: 793,56%

2

File Edit View

Time | Mote | Message
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Figure32: Communication CoAP Server.

The above images show the libcoap plugin to open the ipv6 address and read the sensor
values. In the first picture, the toggle value for Red LED is sent from the client-coap.c file
by selecting the POST request, Upon receiving the Red LED is glowing in the mote that
indicate that the server-node in accepting the inputs remotely.
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08 MOBILITY OF NODE IN COOJA:[24][25]

This section lead us to enabling the mobility in Cooja Simulator. This feature can be used
to simulate and test mobile ad-hoc network protocols in the Cooja Simulator. After following all

the steps mentioned we will be able to successfully simulate mobile nodes in our Cooja
simulator.

8.1 Downloading and Displacing Mobility file:

After loading file of mobility, we added the file to certain extension:
Contiki/tools/cooja/apps/.

@ Applications Places

< 530PM %
® mobilicy
< > ||mtiome contiki tools cooja apps mability all= v| &
Places. )

5

O recent il il Lt =
 Home build java lib build.xml CONTRIBUTORS txt cooja.config positions.dat positions.dat.zip  PROJECTINFO.txt README.Lxt
[ Desktop

D Bocuments
4 Downloads
o Mus
B pictures

Hyvideos

@ rash
Devices

@) Floppy Disk
@ computer

Natwnek

Figure33: displacement of mobility file
8.2 Modifications and Changes on Mobility file:

Since the version of Contiki we are using contiki3.0 explained why the mobility
doesn’t support this one version, so it should be there so updates in this file.

Starting  with the extension that included in build.xml file:

@ Applications Places

< 521PM {3
® build.xml (~jcontikiftools/cooja/apps/mability) - gedit
Eile Edit View Search Tools Documents Help
o | Oven + Dlsave QQ

buildxml x
1 <?xml version="1.8"7>

a
3 <project name="CODJA: Mobility" default="jar" basedir=".">
<property n. 3 e

5 <property n
6 <property n

7 <property name=
8

9 <condition property="cooja_jar_exists"s|

10 <available file="S{cooja_jar}"f>

11 </conditions

13 <target name="check_jar" unless="cooja_jar_exists's

14 <echo message="Contiki's cooja.jar nat found! Edit build.xml, and update the cooja_jar property"fs

15 <fall/>
16 </target>

Figure34: Change extension in build.xml file
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The next step is to change the path of cooja inside cooja.config file:

@ Applications Places
4cooja.conflg (~/contikiftoolsjcoojajapps/mobility) - gedit

File Edit View Search Tools Documents Help

& | Cpen - s &

Qa

& undo
*cooja.config %

1/6rg.contiklos.conja.ConJa.PLUGINS = + Mobility

2/org.contiklos.conja.Cooja. JARFILES] = + mobility. jar

Figure35: changing cooja path in cooja.config

After doing all this changes we need to change cooja path inside Mobility.java file:

@ Applications Places

(~fcont|
File Edit View Search Tools Documents Help

- gedit

™ ility. i

Tl s
o goren + Tisave &

cooja.config X
31

32 inport java.io.File;

33 tmport java.util.Arraylist;

34 inport java.util.Collection;

3s

36 tnport javax.swing.JFilechooser;
37 inport javax.swing.JScrollPane;

38

39 inport org.apache.logaj.Logger

48 inport org. jdon.Elenent;

5 Mobilityjava x

41

42 import -contikios.coojalClassDescription;

43 import contikios.coojalconja;

44 import 0s.co0]a JMote;

45 import f10s.cooa |PluginType;

46 import 3. coojalsimulation;

47 inport [org _cont(kios.cooja |TimeEvent;

48 import 5 {VisPluging

49 import _dlalogs.MessageLtst;
58 inport 5 {inter faces. Posttions
51 import util.stringutils;

52

53 @ClassDescription(“Mobility")
54 @PluginType(PluginType
Hobiltt

Figure36: changing cooja path in Mobility.java file.

Then we opened a terminal and access to the next extension:

Contiki/tools/cooja/apps/mobility/, and we run the next command

@ Applications Places

o - |

5:52PM I

@ - O user@instant-contiki: ~fcontiki/tools/coojafapps/mobility
File Edit View Search Terminal Help

user@instant-contiki:~S cd contiki/tools/coojafapps/mobility/

user@instant-contiki:~/contiki/tools/cooja/apps/mobility$ sudo ant jar
[sudo] password for user:
Buildfile: /home/user/contiki/tools/cooja/apps/mobility/build.xml

check_jar:
init:
compile:
[javac] [home/user/cont

warning: 'includeantruntim
spath=1last; set to false for repeatable builds

copy:

jar:

BUILD SUCCESSFUL

Total time: @ seconds
user@instant-contiki:~/contiki/tools/cooja/apps/mobility$
m = = ... & - - B - # .

a. @

Figure37: activating mobility file in cooja.
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8.3 Enabling the Mobility Plugin in Cooja:
While we are done with all past steps, we can finally enable mobility tool in cooja:
Starting with running cooja: cd contiki/tools/cooja. sudo ant run.

In Cooja, Settings > External Tools Path...

® - 0 Cooja: The Contiki Network Simulator

Eile Simulation Motes Tools BEESIEEN Help

1al tools paths Getting started
Cooja extensions...
Cooja mote configuration wizard...

F1: Toggle quick hel
Buffer sizes... gelea P

Figure38: Adding mobility to cooja extensions.

Edit Settings Screen will pop-up:

- 8
& Edit Settings
Special variables used in COMPILER_ARGS, LINK_COMMAND_[12] and AR_COMMAND_[12]:
$()AvA_HOME] maps to the environment Java home: [null]
$(LIBFILE) maps to the current library file being created ("mtypel.library")
${(MAPFILE) maps to the current map file being created ("mtypel. map")
$(ARFILE) maps to the current archive file being created ("mtypel.a”)
= TP ]
3
PATH_JAVAC javac
CONTIKI_STANDARD _PROCESSES sensors_process;etimer_process
CMD_GREP_PROCESSES grep “~PROCESS_THREAD[ K[~ 1% [~ 1% [~)]1%)" -o H
REGEXP_PARSE_PROCESSES ([~N1*.c):PROCESS_THREAD[ 1M{([ ™. J%) [ 05 [)1M)
CMD_GREP_INTERFACES grep "~SIM_INTERFACE([™,]%" -0 -d skip -D skip -H -+
REGEXP_PARSE_INTERFACES (™% SIM_INTERFACEM ([, ]*],
CMD_GREP_SENSORS grep "~SENSORS_SENSOR([~.]*" -0 -d skip -D skip -H -+
REGEXP_PARSE SENSORS ([™]*.cl:SENSORS_SENSORMI([~.]%),
DEFAULT_PROJECTDIRS Isicoojalfapps/powertrack: ONTI IR]/tools/coojafapps/mability
CORECOMM_TEMPLATE FILENAME corecomm_template.java
PARSE_WITH_COMMAND false
MAPFILE_DATA_START [ 1#0x([0-9A-Faf]#)[ 1HOx[0-9A-F af]+[ 1%%
MAPFILE_DATA_SIZE [ [#0x[0-9A-Faf]¥] 1¥0x([0-9AFa-f+)[ 1*%
MAPFILE_BSS_START bss[ 1#0%( [0-9A-Fa-f]*)[ [#0x[0-94-Faf]¥]
MAPFILE_BSS_SIZE “.bss[ 1#0x[0-9A-Fa-f]¥[ [#0x([0-98FaFf]#)[ v
| cancel | | Reset | | save |
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Figure39: Adding mobility path to cooja simulator.
To activate the mobility in cooja, after running it go to:

Settings>Cooja Extensions Cooja Extensions Window will pop-up. Scroll down to
mobility select it and click on “Apply for the session”

® Applications Places < 4x 558PM {%
& Cooja extensions
> [ﬁ ch4 A 1 Jhomejuserjcontikift... Move up
>[5 cc2538-bsl ™ 2 !Eome!user!contill:ift...
32 /homefuser/contikift...
> -
(& code style 4 jhomefuserfcontikift...
~ & coﬁee-manager 5  /homejuserfcontikift...
* [ collect-view 6  /homejuserfcontikift...
= cooja 7 Jhomejuserfcontikift...
v (& apps
* || avrora ~
= | | collect-view
1
= || mobility
0 L Remove
g mspsim —_—
- p [ Move down J
» [ native_gateway

> || powertracker

) Extension information:
» | serial_socket

» [ build
P[ﬁconfig
> (5 dist I
| view config | | Cancel | [ Apply for session ]. [ Save ]
. B B B B [F e B | | ]

Figure40: Enabling mobility tool.

Now we can see that the mobility to enabled to use:

& - o My simulation - Cooja: The Contiki Network Simulator

File Simulation Motes BGEEY Settings Help

= Network... =) Network

Mote output...

View Zoom Timeline. B [ RISt The network window shows

| the positions of simulated
Breakpoints... Start | motes. It is possible to zoom
Radio messages... (CRTL+Mouse drag) and pan
simulation script editar... Time: 0g;| (Shift+Mouse drag) the
Not - current view. Motes can be
otes... Speed: — moved by dragging them.

Buffer view... Mouse right-click motes for

options,
x| *

FiEcwi || The network window
supports different views.
Time | Each view provides some
specific information, such as
the IP addresses of motes,
Multiple views can be active
at the same time. Use the

@@@ View menu to select views,

Mote Information

Mote Interface Viewer
Wariable Watcher

Msp CLI

Msp Code Watcher
Msp Stack Watcher
Msp Cycle Watcher
Serial Socket [CLIENT)
Serial Socket (SERVER)
Collect View

J_& M
L ¥
- 7 O

Figure41: mobility tool
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09 PERFORMANCES EVALUATION EXPERIMENTS:

In order to evaluate the mobility with CoAP protocol performances, we use in our study
two parameters (nodes number, mobility of nodes) where we study each parameter with
power consumption, delay, and throughput. We did this by simulating the protocol and
modifying the files provided in the system by adding some codes.

In each time we will change the number of nodes, or the way of nodes movements, after
it we take the results and transform them in curves in order to analyze the protocol.

9.1 Experiment 1: Fixed nodes.

In this experiment we will study the throughput, delay, energy consumed and packet loss
to the number of servers and clients, The first is simulated by 20, 50 clients, we have tried
these conditions in different topologies (square, linear).
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Figure42: Simulation For 20, 50 clients (linear, square).

9.2 Experiment 2: Mobility of nodes

In otherwise this experiment will be focusing on study the throughput, delay, energy
consumed and packet loss to the number of servers and clients, The first is simulated by 20, 50

clients, we have tried these conditions in different topologies (square, liner).

In order to obtain the necessary measurements (delay, throughput, power

consumption, packet loss). Here are some adjustments we've made to the Contiki OS
files. We were also able to configure the COOJA simulator thanks to these modifications

62



in the Contiki system, allowing us to accomplish our work efficiently. We'll take a look at
a few of these files:

v' The er-core-engine.c: this file is responsible on the treatment of packages in coap
protocol with form of protocol engineered.

@ Applications Places

< | > frHome contiki apps er-coap

Plai @ - o er-coap-engine.c (~fcontikifapps/er-coap) - gedit ™,
© File Edit view Search Tools Documents Help o’
& L open - & save g ) E Q q Lh er-coap-engine.c. er-coap-engine.h
_— E
er-coap-engine.c X erco
B L o L e S S LS S JLEIs LLSSHSO_C S oy ye ey, JoSST LT &

(Cuints t *}addr)[5], ((uinte t *)addr)[6], ((uints t *yaddri[7], ((uints t *}addri[8], ((uinte t *yaddr)[s],
((uint8_t *)addr)[16], ((uint8_t *)addr)[11], ((uint8_t *)addr)[12], ((uint8_t *)addr)[13], ((uint8_t *)addr) Makefile.er-coap
[14], ((uint8_t *)addr)[15])

BIBG<ON2
«n

60
61 PROCESS(coap_engine, "CoAP Engine"); |
62

Dev

fal

Net

o

8| 71 static int
72 coap_receive(void)
73 {
74 erblum_status_code = NO_ERROR;
=
76 PRINTF("handle_incoming_data(): received uip_datalen=%u \n",
77 (uinti16_t)uip_datalen());
78

79 /* static declaration reduces stack peaks and program code size */
80 static coap_packet_t message[1]; /* this way the packet can be treated as pointer as usual */
81 static coap_packet_t response[1];

82 static coap_transaction_t *transaction = NULL;

83

84 if(uip_newdata()) {

85

86 printf("receiving UDP datagram from: ");

87 PRINT6ADDR(&UIP_IP_BUF->srcipaddr);

88 J/PRINTF(":%u Length: %u|n", uip_ntohs(UIP_UDP_BUF->srcport), uip_datalen());
89

20

91 erbium_status_code =

92 coap_parse_message(message, uip_appdata, uip_datalen());
93

an 28l mrhiim ctatie cada __ mA CRRARY T

C~+ Tabwidth:8 ~ Ln76, Col63 INS

Figure43: Add Modifications To er-coap-engine.c file

v" The powertrace.c: this one file is responsible on tracking the energy parameters in
our simulation by printing out the values.
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@ ApplicationsPlaces

x - = powertrace

< > frHome contiki apps powertrace

Makefile. [powertrace.c} powertrace.h

powertrace

Places
O Recent
A Home
[ Desktop
D Documents
<& Downloads
&3 Music
@ pictures
Hvideos
@ rash
Devices

) Floppy Disk

Computer
Network

S Browse Network

Q connect to Server

L - |

®-- o ged
Eile Edit view Search Tools Documents Help
L&l Open -

powertrace.c X

Qa

62 zdefine INPUT 1
63 adefine OUTPUT €

64
65 sdefine MAX_NUM_STATS 16
66

67 MENB(stats_memb, struct powertrace_sniff_stats, MAX_NUM_STATS);
68 LIsT(stats_list);

69
78 PROCESS (powertrace_process, "Perlodic power output®);

72 voi.
7: pwer(race print(char *str)
H{

[

tdte_transntt,

78 //uint32_t cpu, lpn, transmit, listen;
78 utntaz_t allcpu, all_tpn, all zransnu all_listen;

83 static uint32_t seqno;

tine, radto, all_radto;
87 struct powertrace_sniff_stats *s;

89 energest_flush();

91 all_cpu = energest_type_tine(ENERGEST_TYPE_CPU);
92 all_lpm = energest_type_tine(ENERGEST_TYPE_LPM);

93 all_transmit = energest_type_time(ENERGEST_TYPE_TRANSMIT);
94 all_listen = energest_type_tine(ENERGEST_TYPE_LISTEN);

95

[ princrCar county ypeonw xesto o

97 all_cpu, all_lpm, all_transmit, all, llsten).
98

e for(s = 1ist_head(stats_List); s 1= NULL; s = list_item_next(s)) {
:a: #Lf | NETSTACK_CONF_WITH_IPVG
/eprintf(" xd. xd u 1y ¥lu ¥lu S X0 ¥lu ¥lu ¥l Klu

print radto xd.x
ve(), linkaddr_pode_addr.u8[0], linkaddr_node_addr

channel xd
. seqno,

€+ Tabwidth:s -

02d%% / ¥d.x02dw

:as

n77,Col1

Figured4: Add Modifications To powertrace.c file

v' The er-example-server: we use to create the server node in the COOJA simulator.

v' The er-example-client: : we use to create the client node in the COOJA simulator.

* er ple ¢ (~/contikifexamples/er-res ple
File Edit View Search Tools Documents Help

g‘s“g = » Undo

- gedit

Qg

& i Open =
er-example-client.c x
68 /* FIXME: This

address is hard-coded for Cooja and link

router

69 #define SERVER _NODE2(1paddr)  ulp_ipsaddr(ipaddr, exfeso, o, o, 6, Ox0212,
9x0202) /* mot,

78 #define ssnvm,ucoss(\padar) uip_ip6addr(ipaddr, Oxfese, 0, 0, 6, 0x6212,

71 #define SERVER_NODE4(ipaddr) uip_ip6addr(ipaddr, 6xfeso, o, 0, 0, 0x0212,

72 #define SERVER_NODES(ipaddr) utp_ip6addr(ipaddr, oxfese, o, 0, 0, 6x0212,

73 #define SERVER_NODE6(ipaddr) uip_ip6addr(ipaddr, e, 0, 6x6212,

oxfeso, o,
{paddr, 6xbbbb, 6

RV

74 /* #define
75

76 #define LOCAL_PORT
77 #define REMOTE_PORT

NODE(tpaddr)  ulp_ip6addr

UIP_HTONS(COAP_DEFAULT_PORT + 1)
UIP_HTONS(COAP_DEFAULT_PORT)

78
79 #define TOGGLE_INTERVAL 18

80
81 PROCESS(er_example_client, "Erbium Example Client");
azAumsm" _PROCESSES(Rer_example_client);

o uip_ipaddr_t server_ipaddr;
85 static struct etimer et;
86

tocal for unconnected border

= pl ¢ le) - gedit
File Edit View Search Tools Documents Help

Jndo

Disove & &

-

o | Open + @

erexampleserver.c X
86 extern resource_t res_light
87 #endif

0x7402, 0x0062,

ATFORM_#
0x7403, 6x0003, 6x0303) dev/battery

0x7404, 0x0004, 0x0404) 1 resource_t res_battery;
0x7405, 6x0005, Bx0505) o

0x7406, 0x0006, OX0606) || 93 #if PLATFORM_HAS_RADIO

o, ox1) */

AS_SHT11
/sht11/sht1

rce_t res_sht

163 PROCESS (er_example_server, "Server”);
164 AUTOSTART_PROCESSES(8er_example_server);

105
106 PROCESS_THREAD(er_exanple_server,

ev, data)
87 /* Exanple URIs that can be queried. */ 107 {
88 #define NUMBER_OF_URLS 4 168  PROCESS_BEGIN();
89 /+ leading and ending slashes only for demo purposes, get cropped automatically when setting the 109
urt-path * 118 PROCESS_PAUSE();
96 char *service_urls[NUMBER_OF_URLS] = 1m
91 { ".well-known/core”,"/actuators/toggle”, “battery/", “error/in//path” }; 112 arting Erblun Example Server|n");
92 #if PLATFORM_HAS_BUTTON 113
93 static int uri_switch = o; 14

1
115 #ifdef RF_CHANNEL

94 #endif
95 116 RF channel: ¥
96 /* This function ts will be passed to COAP_BLOCKING_REQUEST() to handle responses. */ 117 #endif
97 void llln(fdef IEEE802154_PANID
98 client_chunk_handler(void *response) TF("PAN ID: ©.
99 ne #endif
160 const uint8_t *chunk; 121
101 122 uIP buffer: )i
102 int len = coap_get_payload(response, &chunk); 123 LL header
103 124 IP+UDP header: %u\n", UIP. ,/mm LEN);
104 //printf("/%.*s", len, (char *)chunk); 125 REST max chunk: %u\n”, Ri CHUNK
105 } 126
166 PROCESS_THREAD(er_example_client, ev, data) 127 /* Initialize the REST engine. */
o 128 rest_init_engine();
168  PROCESS_BEGIN(); 129
109 130 /*
C~ Tabwidth:s » Ln73,Col100  INS C> Tabwidth:s v

Figured5: Add Modifications To er-example-server and er-client-example.
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10 CONCLUSION:

We have given a brief presentation of the steps of simulation in this chapter for the
purpose of simulation of the CoAP protocol. We started by defining the validation
methods and some fields areas in which they are used, and then we moved on to
present the programs used, as well as the simulation environment. Finally, we provide
various simulations by increasing the time in each one (number of nodes, mobility of
nodes).
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EVALUATION OF PERFORMANCES




Chapter 04: PERFORMANCES EVALUATION.
01 INTRODUCTION:

The selection of a model, the evaluation using a simulation approach, and the
interpretation of the measurements acquired are all part of the simulation
evaluation of a system's performance. For the study of architectures and
protocols in diverse network contexts, a significant variety of simulation models
have been built (humber of nodes, mobility, etc.). They've been commonly
employed in routing protocol evaluations.

In this chapter, we will review the results acquired from the simulations in the
previous section, and we will conclude the effectiveness of the CoAP protocol in
terms of the Internet of Things, both with and without the use of mobility.

02 CRETERIAS OF EVALUATION:

2.1 Energy Consumption:

The energy consumption of a network is the sum of all node's used energy, where a
node's used energy is the sum of all energy needed for communication, include
the transmitting (pt), receiving (pr), and idling (pi). The overall energy consumption is
equal to the total number of packets sent in the network, assuming each transmission
consumes an energy unit.

Power consumption= (Transmit/19.5 mA + Listen /21.8 mA +CPU power/1.8 mA +LPM/0.0545 mA)/ (32768).
2.2 Packet loss:

The total number of packets sented from the source versus The total number of packets
losted while delivering them.

Packet loss= ((N_send-N_receive)*100)/N_send
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03 EVALUATION PERFORMANCE METHODE:

With the modifications we added in the Contiki OS, each client and each server is ready to give the
values we use to get the final results and appear through a "Mote output " window in COOJA.

@ Applications Places

o)
@ e @ @ | @ @ @ @

[+] Mote ontput
Fle Edic view
Time Mote | Message

ID:28 receiving LCP dataqras fron: [1eBD:0000:0000:0000:0212:7404:0004:0404] Payload: Photasynthetic and solar Light [
1D:4  receiving UOF datagras from: [feBO:0000:0000:0000:0212:741c:001c:1c1c] Payload

ID:20 receiving UCP dataqras fron: [fe00:0000:0000:0000:0212:7404:0004: 04041 Payload: supparts JSON)*: rt="LightSensor®
ID:28 ## cpui1L79857 \pa: 22565133 tx: 29279 1x:Z37ATTE

ID:28 Send wsg to: [fe80:0000:0000:0000:0212: 7404: 0004:0404]

1D:4  receiving UOF datagras from: [feBO:0D00:0000:0000:0212:741c:001c:1c1c] Payload: T28

ID:20 receiving LGP dataqras from: [fe00:0000:0000:0000:0212: 7404:0004: (4041 Payload: </.well-known/core>;ct=10, </test
ID:4  receiving WGP datagras fron: |fed0:0000:0000:0000:6212: 74Lc:G6lc-1clc]  Payload:

I0:5 e cpui937432 lpn: 22005405 te:22022 rx:23735100

10:28 receiving UCP datagras fron: |7£80:0000:0000:0000:0212:7404:0004:0404] Paylead: /hellos:title="Hella world: 7len
ID:4  receiving LD datagras from: [feBO:0D00:0000:0000:0212:741c:001c:1c1c] Payload

ID:20 receiving UCP datagras from: [fe00:0000:0000:0000:0212: 7404:0004: 04041 Payload: =0..*:rt="Text",</test/push> tit
ID:4  receiving WGP datagras from: |fed0:0000:0000:0000:06212: 74lc:60lc - 1clc]  Payload:

I0:28 raceiving WP datagras fron: [faB0:0000;0000:0000: 0212: 7404:0004: 0404 ad: le-"Periodic deno”:obs, </actuato
ID:4  receiving LCP dataqras fron: [fe80:0000,0000:0000:0212:741c 06le:1c1c]  Payload

ID:28 receiving LUOP datagras from: |feBO:0D00:0000:0000:0212:7404:0004:0404] Payload: rs/toggles;titles"Red LED";rts"C
ID:4  receiving LCP datagras from: [fe80:0000:0000:0000:0212: 7ale:00lc:lelc]  Payload:

: ID:3  #8 cpui928265 Lpm: 22B1S576 tx:20580 rx: 23736540

12:06.214 1D:20 _receiving UCP dataqras fron: |f40:0000:0000:0000:0212: 7404:0004:0404] _Payload: antrol”. </sansors/Light> title-"

=]

[y
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T
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17
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19 ng UNTIL(id == 1 && lsi*Hello. worldidls

first mote output: Fime started with address 0.18,116.39,0,35,30, 35"
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Figure46: The final results are in Mote output.

The purpose of using “Mote output” is to get the values of packet loss, and energy consumption, we will

get values after time ended which is 59 minutes.

And every time we change the paraments to obtain different results in order to compare them. each
time, we change the number of clients, servers and topology, and also by using mobility over motes.

3.1 Results simulation experiment 1: Fixed Nodes.

The following table presents the results extracted from the simulation of the first

experiment which is based on the parameter: the number of clients and servers. We

calculated the measures of the characteristics (packet loss, energy consumption) in

each time (20,50 clients /6,7 servers), By keeping the same simulation surface:
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Number Of Clients Number Of Servers Packet Loss Energy consumption
(Topology)

20 4 11% 851550 J
(Linear)

20 4 14% 830000
(Square)

50 6 7.78% 757000
(Linear)

50 6 16% 737855 ]
(Square)

Table 07: Critecia values depended on Clients and Servers number
From the results of the above table, the following Graphic shapes were constructed:

Figure 47 shows the percentage of packet loss related to number of Clients and Topology

Packet Loss

20% o
0,

X 15% o
2 2 250
— 10%
(V]
V4
(8]
£ 5%

0%

20 Clients 50 Clients
Fixed Motes.

M Linear MWSquare

Figure 47: Curves of Packet loss against the Number of COAP Clients and Topology.

We notice in figure (47) when 20 Clients took the percentage of packet loss in
either topology is acceptable, then when increasing the number of Clients to 50
we notice that is small different in either topology in the packet loss.

Figure 48 shows the energy consumption values in relation to the number of Clients and
topologies:
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Energy consuption
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Figure 48: energy consumption values in relation to the number of Clients and topologies

In figure 48, we notice that the values of energy consumption when we used 20 Clients
with a linear topology less consuming then using the square topology and we can say
the same about the 50 Clients.

Analyze

While studying packet loss, and energy consumption note with a gradual increase in the
number of clients and with changing topology’s type:

e A number of Clients increases, the radio traffic increases due the difficulty of
accessing the Border Router explained by the presence of percentage of packet loss.

o The effectiveness of the topology’s type on the percentage of packet loss explained
the results.

e Since the number of motes depended on consuming energy, that’s explain the
values of energy consumption.

3.2 Results Simulation Experiment 2: Mobility nodes.

The following table present the results extracted from the simulation of the second
experiment in which we relied on mobility nodes calculated the characteristic (packet
loss, energy consumption) each time, by keeping same number of Clients node and
changing in number of servers.
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Number Of Clients Number Of Servers Packet Loss Energy consumption
(Topology)
20 5 12% 840000J
(Linear)
20 5 21% 836500 J
(Square)
50 7 18% 831550 J
(Linear)
50 7 22% 810000J
(Square)

Table 08: Critecia values depended on mobility of Clients and Servers number
From the results of the above table, the following curves were constructed:

Figure 49: shows the packet loss related the nodes mobility:
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Figure 49: curves of packet loss against the number and mobility of motes.

We notice in figure 49 when we added the mobility to nodes that effected more on the
increasing results of packet loss upper to the value: 22%.

Figure 50: shows the energy consumption values in relation with mobility nodes:
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Figure 50: energy consumption values in relation with mobility nodes.

In figure 50s, we notice that the values of energy consumption when we used 20 Clients
with a linear topology less consuming then using the square topology and we can say
the same about the 50 Clients.

Analyze

While studying packet loss, and energy consumption note with gradual increase in the
number of clients and with changing topology’s type all that after adding the mobility to
nodes:

e A number of Clients increases, and the movability of nodes, the radio traffic
increases due the difficulty of accessing to the Border Router explained by the
presence of percentage of packet loss.

e The effectiveness of the topology’s type on the percentage of packet loss explained
the results in the increasing the it values.

e Since the number of motes depended on consuming energy, that’s explain the
values of energy consumption.

e Adding the mobility to motes kept the values of energy consumption almost the
same because the mobility is not related to be consuming energy.
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04 EVALUATION RESULTS:

After simulations performed with COOJA and analyzing the results shown in the form of agraphical
curve, the results were arrived at for performance evaluations

O O

Not affected Affected
Number of Number of Topologies Mobility
Clients servers

Energy
consumption O O O ‘

Table 09: compare standards by ratio for different transmissions
Through the table 09: we have reached:

The packet loss gets effected when the number Clients is huge.
The packet loss gets effected with type of topology.
The packet loss gets effected with odes mobility

o O O O

The energy consumption gets effected with both number of clients, servers and
topology, but it doesn’t get effected by the mobility.
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@ O

Not affecte Affected Packet Loss Mobility

Scalability

Reliability

Energy
consumption

Network
Topology

© e 00
©® 00

Table 10: CoAP and loT Aspect Results.

Through table 10, we have reached:

» Reliability is a burden on the application layer protocol, CoAP in this case, since it
bypasses unreliable UDP at the transport layer. The results demonstrate the
reliability of the protocol in terms of successful packet reception. Since the
retransmission factor allows for increased reliability, the incorporation of the
retransmission process of the CoAP protocol guaranteesa significant increase in its
reliability.

» The CoAP design over UDP has a great impact on power consumption, this is
measured through different simulation scenarios which prove the continuous
increase in power consumption.

» The CoAP protocol is not particularly sensitive to increasing the number of Clients

and servers, despite the low rate of message delivery and without creating a
normal operating condition (suchas stopping the request delay). This ensures the

scalability of the bound devices.
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04 Conclusion:

In this chapter, we presented an illustrative study to evaluate the performance of the
CoAP protocol, we also focused on the results of every experiment by comparing
different condition.

What we had focused on:

e Studying and Evaluating CoAP protocol without the mobility.
e Studying and Evaluating CoAP protocol with using mobility (Mobile Motes).
e Extract the results from each study.

e Comparison of the performance in each experiment.

After all what we notice, that the effectiveness of the mobility on CoAP protocol
specially on the packet loss, as we can see in results of undelivered packets that it gets
increased in our environment network topologies, even thou the energy consumption
did Not get effected in our study by the movements of motes.

With all this results we can finally say that the CoAP protocol needed more then just
upgraded, in the way it works and try to fixed the critical conditions that it would be in
the future.
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General Conclusion:

The Internet of things is one of the biggest changes in innovation today,
and it is very important that its products must be reliable and efficient, and respect all
the required characteristics. In this work, we focused on the protocols part due to
the multiplicity and difficulty of choosing the optimal protocol for the user, and
specifically, we paid attention to the mobile nodes in the client’s side, otherwise we
also focused on evaluating the performance of the CoAP protocol by studying it
performance in the mobility motes side through simulations in the COOJA network

simulator, complex conditions to see how effective this protocol.

Among the programs and tools, we used in this research is the COOJA emulator
based on theContiki-os operating system and the Libcoap as a client side to improve the
communication between nodes in our simulator. In order to evaluate the protocol
through some criteria: energy consumption, delay, and packet loss in order to find out
how effective they are with characteristics Internet of Things This work was carried out
in four phases:

*phase 1: a general study on the field of the Internet of things, its
advantages, its use,characteristics, and protocols....so on

* phase 2: a theoretical understanding of CoAP and a theoretical study of it with
thecharacteristics of the Internet of things

* phase 3: How to work with the COOJA emulator and mobility tool with some
changes in Contiki-os file’s code.

* phase 4: Efficacy and outcome study and protocol evaluation

We encountered many hurdles in our work, but the previous theoretical
description of the protocol was rich for us.

Finally, regarding the scenario that we have relied on in our work, it was
concluded that CoAP achieves reliability and scalability, and one of its weaknesses is its

high energy consumption.
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CoAP achieves high loss of packets, and is a good protocol for connecting to loT
applications.
And through the end of our study, we have to think about some suggestions that
can be added in the future, including:
*Evaluate the performance of CoAP with the characteristics that we did not use
*Validation by mathematical analysis method formal
*Improvement in the CoAP protocol so that it becomes the basic protocol in
the Internet ofthings application layer(energy consumption) This is done by
reducing the size of CoAP protocol's algorithms for the reduce processing
time or adding a sleep feature to the node while the movement is up and
when it is not active. At the end of this note, we have added several skills in

evaluating the performance of the protocol by simulation method.
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