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Abstract

This study touched on the issue of the effectiveness of American security
systems in facing cyber threats, and this by addressing the strategies and laws
that President Barack Obama approved during his tenure, and to the strategies
pursued by his successor Donald Trump, as well as the government agencies
in charge of implementing these strategies to protect cyberspace. Within the
United States from any threats.

In the second chapter, a case study of the cyber attack that targeted the
American company, SolarWinds, specialized in developing programs for
managing networks, systems and information technology infrastructures,
which has clients in many countries of the world, in the public and private
sector, is covered. The attack, which targeted many federal agencies of the US
government, and major technology companies, which left a wave of responses
during the recent US election period about the effectiveness of the cyber
policies in place and adopted towards cybersecurity within the country. The
penetration affected a wide range of government agencies inside the country,
the most prominent of which were:

- US Department of the Treasury, National Communications and Information
Administration, State Department, National Institutes of Health (part of the US
Department of Health), Department of Homeland Security (DHS), Department
of Energy (DOE), US National Nuclear Security Administration (NNSA),
some US states (Certain undeclared states).

The hack also affected many American companies that are active in the
technology field, the most prominent of which were:

- FireEye, a company specialized in cybersecurity and cyber attack detection,
which was the first to discover the hack, Microsoft, and VMware, a company
that provides cloud computing software and simulating operating systems.

Key words: Cyber Security, Cyber Attacks, United States, Cyber Threats,
SolarWinds. Cyber Risk Management, Cyber Defense Strategies, Hacking.



Résumeé :

Cette étude a abordé la question de I'efficacite des systemes de sécurité américains
face aux cybermenaces, en examinant les stratégies et les lois approuvées par le
président Barack Obama pendant son mandat, et en poursuivant avec les stratégies
adoptées par son successeur, Donald Trump, mises en ceuvre par les agences
gouvernementales chargées de cette mission. La mise en ceuvre de ces stratégies
pour protéger le cyberespace aux Etats-Unis contre toute menace a également été
soulignée.

Dans le deuxiéme chapitre, une étude de cas sur la cyberattaque qui a visé la
société ameéricaine SolarWinds, specialisée dans le deéveloppement de
programmes de gestion de réseaux, de systemes et d'infrastructures informatiques,
et qui a des clients dans de nombreux pays du monde, notamment dans les secteurs
public et privé, a été discutée. L'attaque, qui a visé plusieurs agences fédérales du
gouvernement américain et de grandes entreprises technologiques, a suscité une
vague de réactions lors des récentes élections américaines, concernant I'efficacité
des cyberpolitiques en place et I'orientation de la cybersécurité dans le pays. Le
piratage a touché un large éventail d’agences gouvernementales du pays, dont les
plus importantes étaient :

« Le Département du Trésor des Etats-Unis, la National Telecommunications
and Information Administration, le Département d'Etat, les National
Institutes of Health (qui font partie du Département américain de la Santé),
le Département de la Sécurité intérieure (DHS), le Département de
I'Energie (DOE), I'Administration nationale de la sécurité nucléaire des
Etats-Unis (NNSA), et certains Etats américains (certains Etats ne sont pas
déclareés).

Le piratage a également touché de nombreuses entreprises americaines actives
dans le domaine technologique, parmi lesquelles les plus importantes étaient :

. FireEye, société spécialisée dans la sécurité électronique et la détection des
cyberattaques, qui a été la premiere a découvrir le hack, Microsoft, et
VMware, société qui fournit des logiciels de cloud computing et
d'émulation de systémes d'exploitation.

Mots clés : Cybersécurité, Cyberattaque, SolarWinds, Etats-Unis, Menaces
Cybernétiques, Piratage, Gestion Des Risques Cybersécurité, Cyberstratégie.
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26 Jeetendra Pande, Introduction to Cyber Security, Uttarakhand Open University, Haldwani, 2017, p20
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28 Chun Guo, , Zihua Song, Yuan Ping, Guowei Shen, Yuhei Cui, and Chaohui Jiang, Article: PRATD: A Phased
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Public Big Data, College of Computer Science and Technology, Guizhou University, College of Cybersecurity,
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17


https://www.csoonline.com/article/3295877/what-is-malware-viruses-worms-trojans-and-beyond.html
https://www.malwarebytes.com/backdoor/

Al (g lailly asalial) jUsY) J oY) Juadll

ped (335 agan iy ol (s3I RoOtKits <ussy off Bill Blunden Joa ¢ ey b lge y Lda ol
D0 G ela dg ¢ Asd Do yig Jgan asnay diasf oo Bl @il gi) (gl alad) Jlaall b aglS 15l
Laalpall diad culaal a8 aif ¢ aally Basial) LY s (e lg SLaBY L slaiall [ ja36S0 2008 alad
ol g JKE 8 AL e agiSar Lae Maa e Blla) reall dahyuad) llesd) 508 "
"ageall sda o 2SN Jia gl dgalee o 5l ye sasiall Vsl (o< 3B askanl) Baad Al )
130 5) Loivall Lo gSal) agma malen S 5 Sl (0 degane 250 Mon llia oIS @il ¢ oyl G
Do) S pens et ol

Hlall Claed) JIKE e Gud <5 0 :Ransomware Ladll malin o g agedl; -
85 Gk e a5 4 palad) Jignasl) Slea () 2dll Jsaay 2y pie Ao a3 Ay "Malware !
dilke "adall Claall o oy sl GasSiall S 1850 Lpaly Alany " adally ddlaally lilally agiily
Gllay « 1989 ale ) Lsil) zabal 3ise asna ol 355 ¢ 5 L) Jguasl) 5 lobas IS Cnlaial
Conyl gl Gl diag cpydinll 5 galadl (A e Jg¥) daell Gt s Lacd aili e 3u0dl) el
g5 et JBall s o ¢ Bl b Yol udle Slias Wlyal Cuysy agagll 2k 4udlialy all
PLhi 2015 Hle b Vs Osale 320 ks yilud 3" CryptoWall3 " auadl) zaly (e 2aly
Ly Bakae 3a phdd Lpa) s a9 ¢ lalall yuaial RSA 2048 juednl) dundged dosdl) mealyy padics
e sl Zis alil€ 6.4 sy RSA 2048 i 5ol a€d) figuaSll Jaae g 1 ¢
2, sl

Js> Clasteall pan st ji50aS 40 () Cuagl pellaiadll 138 a2iie :Spyware Guadl galy —
e il 5l el Sles o dpall aly i (e ¢ pgliilsn o) agale 050 duange sl (add
) el Al dai o ¢ Gugpd o (grinn malin e oS @l B L ¢ dpa il S22 DS
Spyware— cilallaas aladic] &b ¢ daadleSy ¢ Gagieadl jgnall o) SA Calgll e galn
g ¢ gl Alas @il of Blall duma ) ciladaill Luti o sl Stealware — Adware— Keylogger
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System, Jones & Bartlett Learning; 1st edition, United States of America, 2009, p10-11

30 Same ref, p14

31 Camelia Simoiu, Christopher Gates, Joseph Bonneau, Sharad Goel, a study: “l was told to buy a software or lose
my computer. | ignored it”: A study of ransomware, Stanford University, 2019, direct link:
https://web.stanford.edu/~csimoiu/doc/ransomware.pdf

32 RANSOMWARE Hostage Rescue Manual: What You Need to Know To Prepare and Recover from a Ransomware
Attack, KnowBe4, 2018, p2
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33 Michael Erbschloe, Trojans, Worms, and Spyware: A Computer Security Professional's Guide to Malicious
Code, Elsevier Butterworth—Heinemann, United States of America 2004, p25-26

34 Jun Gao, Li Li, Pingfan Kong, Tegawendé F. Bissyandé, Jacques Klein, Should You Consider Adware as
Malware in Your Study?, University of Luxembourg, Luxembourg and Monash University, Australia: Published
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36 Charles J . Brooks, Christopher Grow, Philip Craig, Donald Short, CYBERSECURITY ESSENTIALS, John Wiley &
Sons, Inc, 2018, p600
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Charles J . Brooks, Christopher Grow, Philip Craig, Donald Short, CYBERSECURITY : )i«
ESSENTIALS, John Wiley & Sons, Inc, 2018, p601
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37 Charles J . Brooks, Christopher Grow, Philip Craig, Donald Short, CYBERSECURITY ESSENTIALS, John Wiley &
Sons, Inc, 2018, p607
38 PUBLIC DATA AT RISK: CYBER THREATS TO THE NETWORKED GOVERNMENT, APRIL 2015,p17
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Charles J . Brooks, Christopher Grow, Philip Craig, Donald Short, CYBERSECURITY ESSENTIALS, John Wiley &
Sons, Inc, 2018, p608
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Attacker Control Server a Victim’s Server
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DDoS Attack deasdl ihei 2 g 3455 Lalan] siiiass s
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39 Avijit Mallik, MAN-IN-THE-MIDDLE-ATTACK: UNDERSTANDING IN SIMPLE WORDS, Cyberspace: Jurnal
Pendidikan Teknologi Informasi, Volume 2, Nomor 2, Oktober 2018, p109-110
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40 Justine Clarke, SQL Injection Attacks and Defense: 2nd Edition, Elsevier, United States, 2012, p1
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*1 Internal Attack, Seen on 4/24/2021, Website link: https://www.techopedia.com/definition/26218/internal-
attack
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New World, United States, 2015, p23
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42 Wwilliam Stallings, Effective Cybersecurity: A Guide to Using Best Practices and Standards, Addison-Wesley
Professional; 1st edition, 2018, p 4-5
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43 Cyber Security Goals, Article, Seen on 4/24/2021, Website link: https://www.javatpoint.com/cyber-security-
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4Murugiah Souppaya, Karen Scarfone, Guide to Malware Incident Prevention and Handling, Computer Security
Division (Information Technology Lab) NIST, 2015, p3
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45 Zhu Zhenfang, Study on Computer Trojan Horse Virus and Its Prevention, International Journal of Engineering
and Applied Sciences (IJEAS), Volume-2, Issue-8, August 2015, p95
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46 Tactics To Prevent DDoS Attacks & Keep Your Website Safe, Seen on 4/28/2021 at:
https://phoenixnap.com/blog/prevent-ddos-attacks
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47 Avijit Mallika, Abid Ahsanb, Mhia Md. Zaglul Shahadata, Jia-Chi Tsou, Man-in-the-middle-attack: Understanding
in simple words, International Journal of Data and Network Science 3, 2019, p85

48 How to prevent SQL injection attacks, Seen on 4/29/2021 at: https://www.ptsecurity.com/ww-
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111 styart Madnick, Simon Johnson, and Keman Huang, What Countries and Companies Can Do When Trade and
Cybersecurity Overlap, Harvard Business Review: Working Paper CISL# 2019-03. 2019. P3

112 Md Sajjad Hosain, Huawei ban in the US: Projected consequences for international trade, International Journal
of Commerce and Economics, Volume 1; Issue 2; April 2019, p22
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TikTok, Northwestern University, 2019. P1, Direct link: https://arxiv.org/pdf/2012.07716.pdf
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117 CrowdStire Services, Direct link: https://www.crowdstrike.com/services/
118 Company informations from Palo Alto Networks: Direct link: https://www.paloaltonetworks.com/
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Specificity
No | Type of incident Personal life changes | Professional environment changes

| | Ransomware To a small extent To a large extent

2 | Phishing To a large extent To a large extent

3 | RDP attacks No Yes

4 | Brute-force No Yes

5 | Supply chain attacks No Yes

6 | Web-skimming Yes Insignificant

7 | Data exfiltration To a small extent To a large extent

Source: Tiberiu-Marian GEORGESCU, Study on how the Pandemic Changed the Cybersecurity Landscape p46

119 Amanda N. Craig, Scott J. Shackelford, Janine S. Hiller, PROACTIVE CYBERSECURITY : A COMPARATIVE
INDUSTRY AND REGULATORY ANALYSIS, p33, direct link:
https://papers.ssrn.com/sol3/papers.cfm?abstract id=2573787
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120 Top Ransomware Attacks of 2020, Article, Direct link: https://usa.kaspersky.com/resource-center/threats/top-
ransomware-2020

121 Mary-Ann Russon, US fuel pipeline hackers 'didn't mean to create problems, Direct link:
https://www.bbc.com/news/business-57050690

122 Michael D. Shear, Nicole Perlroth and Clifford Krauss, Colonial Pipeline Paid Roughly $5 Million in Ransom to
Hackers, Direct link: https://www.nytimes.com/

123 Tiberiu-Marian GEORGESCU, Study on how the Pandemic Changed the Cybersecurity Landscape, Article:
Informatica Economica vol. 25, no. 1/2021. p47
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Cybersecurity companies' stock price evolution

Feb Feb
No. | Company name 2019- 2020- | Variation | Description
2020 2021
1 | Palo Alto Networks 2.26% | 39.09% > 4 Threat detection & prevention
2 | Fortinet 37.78% | 29.39% e Security solutions
3 | Splunk 23.55% | 0.83% e SN Big data security
4 | Check Point Software | -4.10% | 3.95% _ gl Unified threat management
5 | Proofpoint 4.04% 6.25% L Security-as-a-Service
6 | Cloudflare N/A 77.03% - Web performance and security
= - Endpoint, cloud & mobile secu-
V) ]
7 | NortonLifeLLock 14.24% 6.92% B ity
8 | CrowdStrike NA | 72.50% - Cloyd.delivaied snipeint pra-
tection
. = B 0 = g
9 | FireEye 10.68% 26.41% Y Advanced threat protection
10 | Zscaler -2.91% | 35.64% - Cloud security
11 | Cisco Systems -5.59% 0.83% P Netw.orkmg’ and cybersecutity
. solutions
~ ] o 4 o 3 : o b
12 | SecureWorks 30.03% 0.08% R Managed security services
13 | Vmware -7.51% | -6.43% > R s e
- ization software and services
14 | SolarWinds G | B | e | INGCSMEGEGRHRLLRGN
4 monitoring tools
15 | Okta 58 72% | 52.36% . fj:;l:lty and access manage-

Source: Tiberiu—Marian GEORGESCU, Study on how the Pandemic Changed the Cybersecurity Landscape p52

124 Same ref. 51
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126 paul Moceri, SNMP and Beyond: A Survey of Network Performance Monitoring Tools, p1, direct link:
https://www.cse.wustl.edu/~jain/cse567-06/ftp/net traffic monitors2.pdf
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127 SOLARWINDS COMPANY HISTORY TIMELINE, Seen on: https://www.zippia.com/solarwinds-careers-
38741/history/

128 Artcile: Thank you for growing with us. Direct link: https://www.solarwinds.com/20th-anniversary
129 Same prev ref.
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130 5plarWinds Product Overview Guide, Simple, powerful, and affordable monitoring software IT pros love, Direct

link: https://www.solarwinds.com/-/media/solarwinds/swresources/datasheet/swi-ov-brochure-
print.ashx?rev=04da25ab90ce4b08ae6e4e07d962f036
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5 gebally SlasliSill 5, degana Blaly dilad g ddhe dagedt (Ao daxi dig8 duaieS Orion ae
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NETWORK NETFLOW NETWORK SERVER & STORAGE DATABASE SERVER
PERFORMANCE TRAFFIC CONFIGURATION VIRTUALIZATION  APPLICATION RESOURCE PERFORMANCE LOG MANAGER CONFIGURATION
MONITOR ANALYZER MANAGER MANAGER MONITOR MONITOR ANALYZER FOR ORION MONITOR

S¢ @)
O
UNIFIED WEB-BASED DISCOVERY & CENTRALIZED SETTINGS ALERTING & CONSOLIDATED
DASHBOARD RESOURCE MAPPING & ACCESS CONTROL REPORTING METRICS & DATA
\ ORION® PLATFORM [

G5 She s B ClasSall 5 Il alga o dead ) s (e asall daial ol
o Abididly ClKudl) 8yla) 5 i)

NETWORK PERFORMANCE MONITOR NETFLOW TRAFFIC ANALYZER

Fault, availability, and performance monitoring Network traffic and bandwidth utilization in an

for networks of all sizes easy-to-view dashboard

+  Speeds troubleshooting, resolves network outages, +  Monitor interface-level network bandwidth and
and helps reduce downtime traffic patterns with up to one-minute granularity

+  Customizable network topology and dependency- +  Bandwidth use by user, application, protocol, and IP
aware intelligent alerts address group

+  Wireless heat maps, automated capacity +  Analyze traffic patterns over months, days, or
forecasting, alerting, and reports minutes by drilling down into any network element

solarwinds.com/NPM solarwinds.com/NTA

NETWORK CONFIGURATION MANAGER IP ADDRESS MANAGER
Centralized network device change and Easy-to-use IP address management software

configuration management software
. Automated IP address tracking, alerting, and
+  Automated configuration backups, comparisons, reporting

and rollback +  Integrated DHCP, DNS, and IP address management

+  Real-time configuration change detection and audits
for compliance management

»  Bulk deploy configuration changes

. IP detail and history tracking

solarwinds.com/NCM solarwinds.com/IPAM
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NETWORK OPERATIONS MANAGER NETWORK AUTOMATION MANAGER

Unified network management software for on- Unified network automation and operations
premises, cloud, and hybrid management software
»  Network performance monitoring and »  Advanced network monitoring and troubleshooting

troubleshooting
- Traffic, bandwidth, and WAN monitoring
»  User and device tracking

- Traffic, bandwidth, and WAN monitoring
+  Change and configuration management
+  High availability

solarwinds.com/NOM solarwinds.com/NAM
SERVER & APPLICATION MONITOR DATABASE PERFORMANCE ANALYZER
Manage, troubleshoot, and resolve app Solve complex database issues and optimize
performance and availability issues application response times
. Deep visibility into applications, database, host +  See exactly what is impacting performance inside
server, virtualization,land storage systems on- your database and get expert resolution advice
premises as well as in the cloud . Correlate response time with VM resources, host,
+  Support for over 200 applications out of the box, and storage I/0 with history and baselines
including Exchange™, SQL Server®, and more +  Agentless architecture ideal for test/dev and
+  Software asset inventory and capacity planning production, on-premises, or in the cloud
solarwinds.com/SAM solarwinds.com/DPA
VIRTUALIZATION MANAGER STORAGE RESOURCE MONITOR
Performance, troubleshooting, capacity, and Multi-vendor storage capacity and
sprawl management from VM to datastore performance monitoring
. Deep visibility into usage and performance of VMs, . Provides real-time performance visibility to SAN and
hosts, clusters, and datastores NAS array LUNs, RAID groups, volumes, disks, and
. Enhanced actionable intelligence allows for single- LHae
click multiple-steps remediation of active and +  Automated storage capacity planning to identify hot
predicted VM performance and resource allocation spots, peak hours, and potential outages
+  Power off idle VMs, adjust over- and under-allocated + ldentify LUN contention and other difficult storage
resources, help fix co-stop issues typically in minutes performance issues

solarwinds.com/SRM

SERVER CONFIGURATION MONITOR

solarwinds.com/VMAN

WEB PERFORMANCE MONITOR

Measure user experience and troubleshoot Easy to use Windows® system and application
latency issues for web applications change monitoring
+  Visibility into end-user experience for web and SaaS +  Asses Windows system and application changes
application transactions against custom baselines
. Monitor performance for applications behind the . Correlate performance incidents against
firewall from multiple geographic locations configuration changes
. Built-in integration with Orion Platform shows . Detect and track changes over time

infrastructure dependencies for fast troubleshooting
solarwinds.com/WPM solarwinds.com/SCM

Source: SolarWinds Product Overview Guide, Simple, powerful, and affordable monitoring software IT pros love, Link:
https://www.solarwinds.com/-/media/solarwinds /swresources /datasheet/swi—ov-brochure—

print.ashx?rev=04da25ab9(0ce4b(08ae6e4e(07d962f036
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132 Russell Brandom, SolarWinds hides list of high-profile customers after devastating hack, Article from THE
VERGE website: posted on: Dec 15, 2020, Direct link:
https://www.theverge.com/2020/12/15/22176053/solarwinds-hack-client-list-russia-orion-it-compromised
133 SolarWinds’ Customers, Original link: https://www.solarwinds.com/company/customers

Back link from Wayback Machine:
https://web.archive.org/web/20201214065921/https://www.solarwinds.com/company/customers
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134 Evan D. Wolff, Kate M. Growley, Maida O. Lerner, Matthew B. Welling, Michael G. Gruden, Jacob Canter,
Navigating the SolarWinds Supply Chain Attack, The Procurement Lawyer, Volume 56, Number 2, Spring 2021, p3
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135 CISA ISSUES EMERGENCY DIRECTIVE TO MITIGATE THE COMPROMISE OF SOLARWINDS ORION NETWORK
MANAGEMENT PRODUCTS, Original release date: December 13, 2020 | Last revised: December 14, 2020, Direct
link: https://www.cisa.gov/news/2020/12/13/cisa-issues-emergency-directive-mitigate-compromise-solarwinds-
orion-network

136 solarWinds Security Advisory, Information about SUNBURST, Direct link: https://www.solarwinds.com/sa-
overview/securityadvisory

137 CURRENT REPORT, SOLARWINDS CORPORATION: SEC FILING, PURSUANT TO SECTION 13 OR 15(d) OF THE
SECURITIES EXCHANGE ACT OF 1934. December 14, 2020, Direct link:
https://www.sec.gov/ix?doc=/Archives/edgar/data/1739942/000162828020017451/swi-20201214.htm
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138 Second report, Date: December 17, 2020, Direct link:
https://www.sec.gov/Archives/edgar/data/1739942/000162828020017620/swi-20201217.htm

139 Senators Request Information from FBI, CISA on Reports of Russian Cyberattack Against the U.S. Government,
Dec 15 2020, Direct link: https://www.moran.senate.gov/public/index.cfm/2020/12/senators-request-
information-from-fbi-cisa-on-reports-of-russian-cyberattack-against-the-u-s-government

82


https://www.sec.gov/Archives/edgar/data/1739942/000162828020017620/swi-20201217.htm
https://www.moran.senate.gov/public/index.cfm/2020/12/senators-request-information-from-fbi-cisa-on-reports-of-russian-cyberattack-against-the-u-s-government
https://www.moran.senate.gov/public/index.cfm/2020/12/senators-request-information-from-fbi-cisa-on-reports-of-russian-cyberattack-against-the-u-s-government

3,8 e (el psagll Alla A2
SolarWinds (Sunburst Attack) A Juadl)

LAY DA gy 5 Al bl ale @
Gl Le gl ¢ Cilasheall ol b daasSall Al Lgalil) pre Ao culS skl clgaall Ja o
lelals 0538 8 5 FISMA — Federal Information Security Modernization ., 4.le
saniall Gl casll aY )y dualai®Y) pllaall cilaslaal) (el duaals i
S bl e Lag ¢ 5kl @ISl CISA 5 FBI adiiw 13le Jon dliad 4iagi o5 Liady @
M0 25 a2 e Gslailly Al Lgine Ladd lSHAN po iSHlie £S5 Y1 Ao gSall (Ko
o) GLES) 5 gl G b A shae oa SolarWinds i, of ¢ S 3a LSy ¢ anns 16 b
Silver Lake 5 Thoma Bravo :.a 5 Private Equity agle (3l Loy aS,a 8 a@j)d Dl LSl
¢ e 9 ag NS B ool Bevia o ag dalal) agd (e i aun 1548 ag3l Partners
bl L das oy Jgn oS eyl g ¢ 37RY) L) e FireEye a$ya (e} an aals agn (4
ljau Ja3i lh (il dangll \ilfia) oo 4580 (Dol (ol J b 138y ' W53 (gile 315
cpsag)) ae ABle A S ol a ) ASHA b day s pmg Al pgle e il ¢ Lgiad B il
danhall 5 asagll Lladl clgall Joa ST @ilily Microsoft s CISA @i juews 17 )b
glbadll g dagSall 8 dulua B Gilgas donad g ¢ @laaY) 20 (A lglleaind 23 A cluaillg
tie P 40 cpslas Al palal)
sl Gusall Gl sidas Aaipa¥) Dugeill AalaYl o Algseall a5 dugsill A8l NS, o
Jlach el Al daallell coiall Sl ya¥1 g0l b alad K501 A3 835 al it sag
pedla] @ 38 ¢ ilgile posdia e e)aS Augeill Aalul) sl ana A
Department of Homeland " lalall Y Slea sl sasiall iVl & A1) a1 5))55 @
Agilia] & ¢ (Al duidd YISy CISA e dlgsudl) a5 'DHS- Security

140 | etter from senators, United States Senate, WASHIGTON, DC20510, December 15, 2020. Direct link:
https://www.moran.senate.gov/public/ cache/files/e/d/ed2078ad-8f58-460a-ab54-
5ffe570bfd23/9E2CFEA30538117FF470015EBAD88368.12.15.2020---letter-to-cisa-and-fbi-re-solarwinds---final-
signed.pdf

141 Drew Harwell, Douglas MacMillan, Investors in breached software firm SolarWinds traded $280 million in
stock days before hack was revealed, Seen on 5/23/2021. Direct link:
https://www.washingtonpost.com/technology/2020/12/15/solarwinds-russia-breach-stock-trades/

142 TTP Table for Detecting APT Activity Related to SolarWinds and Active Directory/M365 Compromise, https://us-
cert.cisa.gov/ncas/current-activity/2021/03/17/ttp-table-detecting-apt-activity-related-solarwinds-and-active
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Summary:

This study aims to evaluate and investigate the effectiveness of American security
systems and policies in the field of cybersecurity and their efficiency in
confronting cyber threats, through the case study of the SolarWinds breach. This
prominent cybersecurity incident revealed vulnerabilities in the networks of both
the public and private sectors. The study critically analyzes the security measures
implemented before, during, and after the breach to identify the shortcomings that
led to this incident, as well as to propose improvements that could help prevent
similar occurrences in the future.

The study also addresses the policies and strategies pursued by President Barack
Obama's administration during the period from 2009 to 2017 to protect and
enhance cybersecurity in both the civilian and military defense sectors of the
United States, as well as the subsequent measures taken by President Donald
Trump during his term from 2017 to 2021.

Cybersecurity has become a cornerstone of national security, with state-sponsored
cyberattacks posing substantial challenges even to the most advanced systems. The
SolarWinds breach is attributed to APT?29, a state-backed group from Russia, which
targeted critical infrastructure by exploiting vulnerabilities in the widely used Orion
software platform. This incident revealed the limitations of U.S. cybersecurity
frameworks, despite the policies implemented by U.S. Presidents Barack Obama and
Donald Trump during 2009-2021 in their cybersecurity defense strategies. It
highlighted the need to reassess national defense strategies against evolving cyber
threats.

Key words: Cyber Security, Cyber Attacks, United States, Cyber Threats,
SolarWinds. Cyber Risk Management, National Security, Cyber Defense
Strategies, Hacking.
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Résumeé:

Cette étude vise a évaluer et examiner l'efficacité des systéemes et politiques de
sécurité américains dans le domaine de la cybersécurité, ainsi que leur capacité a
faire face aux cybermenaces, a travers I'étude de cas de la violation SolarWinds. Cet
incident majeur de cybersécurité a révélé des vulnérabilités dans les réseaux des
secteurs public et privé. L'étude analyse de maniére critique les mesures de sécurite
mises en ceuvre avant, pendant et apres la violation, afin d'identifier les lacunes ayant
conduit a cet incident, ainsi que de proposer des améliorations susceptibles de
prévenir des occurrences similaires a I'avenir.

Elle aborde également les politiques et stratégies adoptees par I'administration du
président Barack Obama durant la période 2009-2017 pour protéger et renforcer la
cybersécurité dans les secteurs de la défense civile et militaire des Etats-Unis, ainsi
que les mesures ultérieures prises par le président Donald Trump pendant son
mandat de 2017 a 2021.

La cybersécurité est devenue une pierre angulaire de la sécurité nationale, les
cyberattaques parrainées par des Etats représentant des défis majeurs méme pour les
systemes les plus avances. La faille SolarWinds est attribuée a APT29, un groupe
soutenu par 1’Etat russe, qui a ciblé des infrastructures critiques en exploitant des
vulnérabilités dans la plateforme logicielle Orion, largement utilisée. Cet incident a
révélé les limites des cadres de cybersécurité des Etats-Unis, malgré les politiques
mises en ceuvre par les présidents Barack Obama et Donald Trump entre 2009 et
2021 dans leurs stratégies de défense en cybersécurite. Il a souligné la nécessité de
réévaluer les stratégies de défense nationale face a 1’évolution des menaces
informatiques.

Mots clés: Cybersécurité, Cyberattaque, SolarWinds, Etats-Unis, Menaces
Cybernétiques, Piratage, Gestion Des Risques Cybersécurité, Cyberstratégie.



