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Abstract

The Internet of Vehicles (IoV) is revolutionising transportation by enabling in-
telligent, connected, and autonomous vehicles. However, the massive amounts of
data generated by IoV applications place significant demands on network resources.
Mobile Edge Computing (MEC) architectures, which bring data processing and
storage closer to vehicles, are crucial for meeting the low-latency requirements of
[oV. Caching is a key enabler for IoV-MEC systems, allowing frequently accessed
data to be stored locally for faster retrieval. This thesis proposes advanced,
data-driven caching strategies tailored for IoV-MEC environments. The core
contribution is the development of a novel caching strategy that leverages machine
learning to predict future data demands based on historical access patterns and
vehicle mobility. Data is proactively cached at the optimal edge locations to
minimise access latency. Extensive simulations are conducted using real-world
datasets to evaluate the proposed approach against baselines. Results demonstrate
significant improvements in key metrics like cache hit ratio, latency, and network
load compared to existing methods. For example, the new strategy achieves a 25%
higher cache hit ratio and 30% lower latency than popularity-based caching. The
theoretical implications include a better understanding of the interplay between
caching, machine learning, and [oV performance. Practically, the findings enable
more efficient, responsive, and secure IoV systems, accelerating the adoption of

autonomous vehicles.
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Résumé

L’Internet des Véhicules (IoV) révolutionne le transport en permettant des
véhicules intelligents, connectés et autonomes. Cependant, les quantités massives
de données générées par les applications IoV imposent des exigences considérables
sur les ressources du réseau. Les architectures de calcul en périphérie mobile (MEC),
qui rapprochent le traitement et le stockage des données des véhicules, sont cruciales
pour répondre aux exigences de faible latence de I'ToV. La mise en cache est un
élément clé pour les systemes [oV-MEC, permettant de stocker localement les
données fréquemment consultées pour un acces plus rapide. Cette these propose
des stratégies de mise en cache avancées et basées sur les données, adaptées aux
environnements IoV-MEC. La contribution principale est le développement d’une
nouvelle stratégie de mise en cache qui utilise 'apprentissage automatique pour
prédire les demandes de données futures en fonction des schémas d’acces historiques
et de la mobilité des véhicules. Les données sont mises en cache de maniere proactive
aux emplacements optimaux en périphérie pour minimiser la latence d’acces. Des
simulations extensives sont menées en utilisant des ensembles de données réelles
pour évaluer 'approche proposée par rapport aux méthodes de référence. Les
résultats montrent des améliorations significatives dans des indicateurs clés tels
que le taux de réussite du cache, la latence et la charge du réseau par rapport aux
méthodes existantes. Par exemple, la nouvelle stratégie atteint un taux de réussite
du cache 25% plus élevé et une latence 30% plus faible que la mise en cache basée sur
la popularité. Les implications théoriques incluent une meilleure compréhension de
I'interaction entre la mise en cache, 'apprentissage automatique et les performances
de I'loV. Pratiquement, les résultats permettent de rendre les systemes oV plus
efficaces, réactifs et sécurisés, accélérant ainsi ’adoption des véhicules autonomes.

Mots clés

Internet des véhicules, informatique mobile en périphérie, stratégie de mise
en cache, apprentissage par renforcement, optimisation des réseaux, systemes de
transport.
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1.1 Towards the goals

In recent years, technological advancements have significantly transformed vari-
ous industries, notably the automotive sector. The emergence of the Internet
of Vehicles (IoV) and Mobile Edge Computing (MEC) represents a pivotal shift
towards more intelligent and interconnected transportation systems. The IoV
enables seamless communication between vehicles, infrastructure, and other road
users, thereby enhancing safety, efficiency, and the overall driving experience. Con-
currently, MEC brings computational resources closer to the data source, reducing
latency and facilitating real-time processing and decision-making. This conver-
gence of IoV and MEC is poised to revolutionise vehicular ecosystems, fostering
innovations in autonomous driving, traffic management, and smart city integration.
As these technologies continue to evolve, they present unparalleled opportunities
and challenges for industry stakeholders, demanding a closer examination of their

current applications and future potential. These technologies (MEC and IoV) are



pivotal in the digital transformation of urban transport systems, offering significant

improvements in the intelligence and automation of transportation infrastructure.

1.1.1 Internet of Vehicles

The IoV amalgamates advanced communication and sensor technologies within
vehicles, facilitating real-time data collection and communication. This integration
not only enables autonomous navigation but also supports vehicular communi-
cation with road infrastructures and other vehicles, enhancing traffic safety and
efficiency. The IoV underpins applications such as real-time traffic management,
early warning systems, and data-assisted navigation, thereby contributing to more

fluid and safer urban mobility.

1.1.2 Mobile Edge Computing

MEC processes data near its source, minimising latency and enhancing the re-
sponsiveness of applications. In the context of IoV, MEC efficiently processes
vast volumes of data generated by vehicles, which is crucial for applications like
autonomous driving and real-time road condition monitoring. The synergistic
interaction between IoV and MEC lays the groundwork for advancing intelligent
transport technologies, optimising communication and data management, and en-

hancing safety and energy efficiency in urban transport systems.

1.1.3 Importance of Caching in IoV

Data caching is crucial in the IoV to optimise system performance and efficiency,
particularly for real-time applications. Pre-emptive caching at strategic vehicular
network points, including vehicles, base stations, and roadside units, is instrumental
in minimising latency for accessing critical data such as traffic conditions and safety
alerts. The benefits of caching include reduced latency, bandwidth optimisation,
and enhanced system efficiency, collectively improving the performance and safety

of intelligent transport systems.



1.1.4 Research Gaps

This study identifies several critical gaps in the field of caching for vehicular and mo-
bile edge network systems. Addressing these gaps is essential for understanding the
limitations of current approaches and guiding future research aimed at enhancing

the efficiency and responsiveness of caching systems. The main gaps identified are:

1. Lack of Consideration of Combined Regional Preferences: Most
previous studies have focused on caching in either vehicles or peripheral
devices independently. However, these approaches overlook the importance
of combined caches and regional preferences. This limitation hinders the
effectiveness of the proposed caching strategies, as it does not allow for full
optimisation based on local specificities and user behaviours on a regional

scale.

2. Insufficient Study of Vehicle Mobility Impact: Existing research has
not sufficiently examined the impact of vehicle mobility on caching decisions
in autonomous driving scenarios. The absence of this consideration limits
the optimisation of caching systems in dynamic environments such as au-
tonomous vehicle networks, where fluctuating mobility and connectivity play

a critical role in system efficiency.

3. Content Popularity Prediction Based on Static Assumptions: Many
studies assume that content popularity is predefined or use only the frequency
of requests to assess popularity. However, this approach does not consider
the element of freshness and the temporal evolution of content requests. A
more dynamic, real-time prediction of content popularity is required for more

effective cache management.

4. Computational Resource Needs and Confidentiality Concerns: The
integration of artificial intelligence (AI) and machine learning (ML) into
caching systems offers significant benefits, particularly in terms of demand

prediction and dynamic adaptation of caching strategies. However, these



technologies also pose significant challenges. The computational resource
requirements for processing large amounts of data and executing complex
algorithms can be prohibitive. Additionally, data privacy concerns must be

addressed to ensure the safe and ethical adoption of these technologies.

These gaps highlight the need to develop more integrated, adaptive, and secure
caching approaches that can leverage advanced technologies while addressing the
specific challenges of vehicular network environments. Future research should focus
on creating more robust and scalable models that account for both local and global

network dynamics to improve overall performance and user experience.

1.1.5 Research Objective

The objective of this research is to develop optimised caching strategies for the
Internet of Vehicles within Mobile Edge Computing architectures. By integrating
advanced caching and artificial intelligence techniques, the goal is to enhance the
performance and efficiency of vehicular networks. This approach aims to optimise

caching decisions based on content popularity and vehicle mobility characteristics.

1.2 Research Questions

1.2.1 What is the Role of Caching in IoV within MEC
Architectures?

Caching plays a crucial role in the integration of the IoV with MEC architectures
by enhancing both performance and security. By storing data locally at network
edges, caching reduces latency, enabling vehicles to access essential information
such as real-time traffic conditions and navigation updates almost instantaneously.
This proximity of data storage also improves the efficiency of data processing, as
it distributes workloads across the network and reduces the reliance on central
data centres, thereby optimising bandwidth and minimising network congestion.
Furthermore, localised data storage enhances security by limiting the amount of

data transmitted over longer distances, reducing the risk of data breaches. Safety is



significantly bolstered through caching; vehicles can make real-time safety decisions
based on locally available data, such as rerouting to avoid sudden road closures
or adjusting speed according to traffic flow changes. Predictive safety measures
benefit as well, with systems able to analyse cached data to forecast potential risks
and proactively adjust vehicle behaviours. Overall, caching within IoV and MEC
architectures ensures a responsive, secure, and efficient operational environment,
vital for supporting the dynamic needs of modern autonomous and connected

vehicle technologies.

1.2.2 How Can a New Caching Strategy Improve IoV Per-
formance?

The adoption of new caching strategies in the IoV, particularly within MEC ar-
chitectures, is essential for improving the operational efficiency and responsiveness
of systems. These optimised strategies, including predictive caching based on ma-
chine learning, geographic caching, and collaborative caching, enable more efficient
management of the voluminous and dynamic data generated by vehicles. By antic-
ipating data demands and adapting storage to mobility patterns, these approaches
reduce network congestion and improve the response speed of IoV applications,
which are essential for real-time navigation and driver assistance systems. The
integration of these innovative strategies not only enhances the reliability and safety
of intelligent transport systems but also contributes to an improved user experience
and more sustainable management of network resources. These advances are crucial
to maintaining system fluidity and responsiveness in highly dynamic environments,

marking a significant step forward in the evolution of IoV.

1.2.3 What Are the Implications of Implementing This Strat-
egy”?

The implementation of innovative caching strategies in the Internet of Vehicles has
significant implications for the operational efficiency and reliability of intelligent
transport systems. These strategies facilitate the efficient management of data

traffic, particularly during periods of high demand, by distributing the data load



across multiple cache locations. This strategic distribution significantly reduces
network congestion, ensuring a constant flow of data and maintaining a high quality
of service across the network.

Adopting such strategies not only improves operational efficiency but also en-
hances security and overall user satisfaction within the IoV. The strategic integra-
tion of caching is crucial to realise the full potential of [oV technologies in modern

transport networks, enabling a seamless and efficient infrastructure.

1.3 Significance of the Study

1.3.1 Contribution to the Field

This study makes significant contributions to the field of caching for vehicular
networks and mobile edge systems, particularly in the contexts of the Internet
of Vehicles and mobile edge computing architectures. The main contributions of

this research are as follows:

1. Innovative Integration of AI and ML in Caching Strategies: This
study proposes a multi-hierarchical, mobility-sensitive caching model based
on Thompson sampling (TS-MMCM), integrating artificial intelligence and
machine learning. This model enables accurate prediction of content requests,
improving cache hit rates and reducing latency, which is crucial for real-time

applications and dynamic networks.

2. Vehicle Clustering for Optimised Communication: The research intro-
duces an advanced method for clustering vehicles based on their mobility char-
acteristics (speed and position), using the K-means algorithm and a selection
criterion based on connectivity duration (CL). This approach improves the
stability of communications between vehicles, optimising caching decisions

and increasing the reliability of vehicle networks.



3. Predictive Modelling of Content Popularity: Using Long Short-Term
Memory Neural Networks (LSTM), the study proposes a method for pre-
dicting content popularity based on the analysis of historical demand trends.
This predictive modelling enables future requests to be anticipated, ensuring
that the most popular content is proactively cached, thereby optimising the

use of cache resources and improving the user experience.

4. Multi-Agent Approach for Optimising Caching Decisions: The re-
search implements a multi-agent reinforcement learning (RL) based decision
approach, where each entity (edge server, base station, cluster head, local
user) acts as an agent optimising its caching decisions. This approach enables
real-time adaptation to changing network conditions, maximising cache hit

rates and reducing bandwidth costs.

5. Exhaustive Validation and Simulation: The theoretical contributions of
the study are validated through exhaustive simulations, showing significant
performance improvements over existing caching algorithms such as LRU,
LFU, Fuzzy Logic, and ICSAD. Simulation results demonstrate the superior-
ity of the TS-MMCM model in terms of cache hit rates and latency reduction,

proving the effectiveness of integrating Al and ML into caching strategies.

These contributions offer a new perspective on the optimisation of caching
strategies in the Internet of Vehicles (IoV) and mobile edge computing (MEC)
systems. The results of this study could inspire future research and development
in the field, fostering the emergence of more efficient and robust vehicular networks

and mobile edge systems.

1.3.2 Practical Implications

The findings of this research have direct implications for improving intelligent trans-
port systems. By optimising caching management in the [oV, this study contributes
to better network congestion management, reduced communication delays, and

increased data security, resulting in more efficient and secure transport systems.



These practical implications encourage the adoption of autonomous vehicles and

improve coordination between vehicles and road infrastructure.

1.3.3 Theoretical Implications

This research enriches the academic understanding of caching systems in complex
environments such as the IoV. By analysing the impact of caching strategies on
the performance of IoV and MEC networks, it sheds light on the underlying
mechanisms that facilitate or hinder the efficiency of embedded systems in vehicles
and edge infrastructures. This contributes to a better conceptualisation of the
challenges related to scalability, security, and data management in increasingly

autonomous and connected transport networks.

1.4 Structure of the Thesis

This thesis explores caching strategies within Mobile edge computing architectures
for the Internet of Vehicles. Its primary aim is to enhance the performance and
efficiency of vehicular networks through advanced caching techniques. The organ-

isation of this thesis is detailed below:

o Chapter 2: Comprehensive Analysis of IoV and MEC Technologies

This chapter presents a comprehensive literature review, detailing the evolu-
tion, architecture, and challenges associated with IoV and MEC technologies.

It also examines various caching approaches employed in IoV networks.

e Chapter 3: Caching Management and Reinforcement Learning in

IoV

Focusing on caching management techniques, this chapter introduces the
application of reinforcement learning to optimise caching performance in IoV.
It discusses both the theoretical underpinnings and practical applications of

these techniques.



o Chapter 4: Advanced Data-Driven Caching Strategy

Here, the development and evaluation of an innovative caching strategy are
discussed. The chapter outlines the research methodology, describes the
experiments conducted, and presents the results obtained, comparing this

new strategy with existing ones.

e Chapter 5: Reflections and Future Directions

This chapter summarises key research findings, discusses their practical and
theoretical implications, and makes recommendations for implementing caching
strategies in IoV environments. It also explores potential avenues for future

research.

e Chapter 6: Conclusion

The conclusion reiterates the contributions of the thesis, emphasising its
added value to the scientific community and practical applications, and pro-

vides final thoughts.
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2.1 Introduction

The world of transportation is undergoing a revolution, driven by the integration
of advanced technologies such as the Internet of Vehicles (IoV) and Mobile Edge
Computing (MEC). These innovations are transforming the way vehicles interact
not only with each other but also with surrounding infrastructure and road users.
Chapter 2 of this thesis delves deeply into these two technological pillars, highlight-
ing their synergy and impact on intelligent transport systems.

The Internet of Vehicles (IoV) is distinguished by its ability to provide ubig-
uitous connectivity and real-time bidirectional communication between vehicles
(V2V), between vehicles and infrastructure (V2I), and between vehicles and pedes-

trians (V2P). This interconnectivity facilitates a range of applications from real-
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time traffic management to autonomous driving, significantly enhancing road safety
and travel efficiency.

Simultaneously, Mobile Edge Computing (MEC) plays a crucial role by bringing
processing and storage resources closer to vehicles, thus reducing latency and
enabling real-time responses to data generated by vehicles. MEC supports the low
latency and high bandwidth requirements of oV, offering a flexible and scalable
infrastructure for local data processing.

This chapter begins with an overview of the fundamentals and key concepts
of ToV and MEC. It then examines their practical applications, respective archi-
tectures, and the technical challenges they present. Special attention is given
to the complementary relationship between IoV and MEC, highlighting how this
technological combination revolutionises traffic management, vehicle safety, and
mobility services.

In summary, this detailed analysis serves as a foundation for understanding
the innovations and future trends in the field of intelligent transportation, setting
the stage for subsequent chapters that will address advanced caching strategies

adapted to these dynamic environments.

2.2 IoV and MEC Overview

[IoV and MEC are essential technological concepts that significantly advance the
fields of modern communications and automation. These innovations facilitate
real-time data processing and enhanced connectivity, which are crucial for the
development of smart transportation systems and automated services. This compre-
hensive literature review delves deeply into both areas, exploring their definitions,
key concepts, interrelations, and the critical roles they play in shaping the future

of digital interaction and infrastructural efficiency.

2.2.1 Background of IoV

The transformation of communication systems in the vehicular transport sector

began with the development of MANET, initially designed for military and emer-
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gency response applications. These networks, characterised by their autonomy and
flexibility to establish dynamic network configurations without a pre-established
infrastructure, laid the foundations for significant advances in the transport sec-
tor [I]. Over time, this technology has evolved into vehicular ad hoc networks,
facilitating direct inter-vehicle communications (V2V), which have improved road
safety through better risk anticipation and optimised reactivity in critical situ-
ations. VANETSs then enhanced these capabilities by integrating V2V and V2I
communications, crucial for more dynamic traffic management and a significant
reduction in congestion and harmful emissions[2]. The adoption of the IoV, marking
the integration of IoT technologies within transport systems, has transformed
vehicles into entities equipped with intelligent sensors, advanced communication
technologies, and robust analytical capabilities for real-time decisions[3]. These
advances are not just technological successes; they have profoundly influenced
urban mobility, increasing economic efficiency and improving quality of life. More
broadly, they pave the way for the future integration of fully autonomous and
interconnected vehicles, illustrating a remarkable fusion of technological innovation
and strategic vision to redefine our conceptions of mobility and safety in modern

urban environments.

2.2.2 Definition of Internet of Vehicles

The Internet of Vehicles (IoV) is a sophisticated subset of the Internet of Things
(IoT) aimed at enhancing connectivity and interactions between vehicles and their
surroundings, such as transport infrastructures, safety devices, other vehicles, and
pedestrians. Utilising advanced communication, control, and information systems,
the ToV fosters the development of an intelligent, automated transportation network[4].
Specifically, the oV employs embedded sensors and devices within vehicles to
collect and transmit real-time data, covering aspects such as speed, position, traffic
and weather conditions, and driver behaviour. For instance, V2V communication
allows cars to exchange details about their speed and position, aiding in collision

prevention and traffic flow improvement. Furthermore, the IoV extends to V2I

13
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communications, enabling interactions with stationary components such as traffic
lights, smart road signs, and electric vehicle charging stations[5]. These communi-
cations are critical for regulating traffic, reducing congestion, and enhancing the
energy efficiency of vehicles.

The design of a connected vehicle consists of three fundamental components:
the On-Board Unit (OBU), a Road-Side Unit (RSU) or Base Station (BS), and an
Application Unit (AU), as shown in Figure @ The IoV supports a broad range
of uses, including safety-related features such as lane-changing assistance, as well

as non-safety applications like infotainment services.

BS (( )).TE!SG

V2l Vehicle-to- Infrastructure Communication
v2yv Vehicle-to-Vehicle Communication

Figure 2.1: Fundamental structure of a vehicular network.

2.2.3 Key Concepts of IoV
2.2.3.1 Ubiquitous Connectivity

The Internet of Vehicles leverages pervasive connectivity to facilitate real-time,
continuous communication among vehicles, road infrastructure, and other devices.
This widespread connectivity forms a dynamic, interconnected network that en-
hances information exchange and action coordination. These capabilities signifi-
cantly improve traffic management, boost safety, and provide a smoother driving

experience for users[f].
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2.2.3.2 V2V Communication

A key feature of the Internet of Vehicles is V2V communication, which allows vehi-
cles to directly share vital information without relying on central infrastructure[].
This exchange includes data on speed, position, planned manoeuvres, and hazard
warnings. V2V communication helps prevent collisions, enhances traffic coordina-

tion, and boosts overall road safety.

2.2.3.3 V21 Communication

In addition to vehicle-to-vehicle communication, the IoV supports communication
between vehicles and intelligent road infrastructure. Equipped with sensors and
communication devices, infrastructure elements transmit vital information to ve-
hicles, including road conditions, traffic lights, signs, and work zones. This V2I
communication enhances traffic management, streamlines navigation, and reduces

travel times for drivers.

2.2.3.4 Security and Confidentiality

Data security and confidentiality are paramount in the IoV. As vehicles connect to
the internet and share sensitive information, implementing strong security measures
is crucial to protect against cyber-attacks and unauthorised access. Essential
technologies for safeguarding data include encryption, authentication of users and
devices, and robust defences such as firewalls and intrusion detection systems.

These measures are critical to ensuring the security and privacy of loV data.

2.2.3.5 Interoperability and Standardisation

To facilitate the smooth operation of the Internet of Vehicles (IoV) on a large scale,
establishing interoperable communication standards and protocols is essential. This
ensures effective collaboration among various IoV stakeholders, including vehicle
manufacturers, technology suppliers, and government bodies, and guarantees sys-

tem and device compatibility. Initiatives such as the IoV Consortium and Institute
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of Electrical and Electronics Engineers (IEEE) standards are crucial in promoting

interoperability and fostering uniform adoption of IoV technologies globally.

The table @ presents a clear and well-structured overview of each IoV concept,

encompassing a succinct description, its implications for the system and users,

and practical examples.

Table 2.1: Key Concepts of the IoV

Concept Description Implications Examples
Ubiquitous Facilitates real-time, Improves traffic Real-time
Connectivity continuous management, boosts communication
communication safety, and enhances between vehicles
among vehicles, the driving and road
infrastructure, and experience. infrastructure.
devices.
V2V Allows direct sharing  Prevents collisions, Sharing data on
Communication  of vital information enhances traffic speed, position,
between vehicles coordination, and and planned
without central boosts road safety. manoeuvres
infrastructure. between vehicles.
V2I Supports Enhances traffic Transmission of
Communication communication management, information about
between vehicles and  streamlines road conditions,

intelligent road
infrastructure.

navigation, and
reduces travel times.

traffic lights, and
signs.

Security and

Focuses on protecting

Ensures the security

Use of encryption,

Confidentiality sensitive information  and privacy of loV user and device
shared within the data, protecting authentication,
network. against cyber-attacks. and robust

intrusion detection
systems.

Interoperability ~ Establishes Guarantees system [oV Consortium

and communication and device and IEEE

Standardisation  standards and compatibility, standards for
protocols for effective  promoting global interoperability.

collaboration.

adoption of IoV
technologies.
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2.2.4 1oV Applications
2.2.4.1 Traffic Management and Assisted Navigation

The IoV delivers innovative traffic management and navigation assistance. By
gathering real-time data on speed, traffic density, and weather conditions, IoV
systems provide drivers with alternative routes and precise navigation to avoid
congestion, shorten travel times, and enhance traffic efficiency[8]. Additionally,
IoV-based traffic management algorithms optimise traffic light timings and signage

to reduce delays and improve traffic flow.

2.2.4.2 Automated Driving and Autonomous Vehicles

The Internet of Vehicles is crucial in advancing automated driving and autonomous
vehicles. It enables bidirectional communication between vehicles, infrastructure,
and other road elements, enhancing the situational awareness of autonomous ve-
hicles. This improved perception allows for more informed decision-making and
proactive responses to dynamic road conditions[9]. Additionally, autonomous ve-
hicles utilise IoV data to optimise routes, avoid obstacles, and interact safely with

other road users, contributing to fewer road accidents and enhanced road safety.

2.2.4.3 Mobility Services and Vehicle Sharing

The IoV is ushering in a new era of mobility services and vehicle sharing[3]. IoV-
enhanced car-sharing and ride-sharing platforms allow users to conveniently access
a variety of shared vehicles, including traditional cars, electric vehicles, and self-
service bicycles . Intelligent matching algorithms, powered by IoV data, optimise
the utilisation of these shared vehicles. This not only lowers costs for users but also
promotes a more efficient use of transportation resources. The Internet of Vehicles
(IoV) significantly enhances road safety and accident prevention. By facilitating
real-time communication between vehicles, infrastructure, and other road elements,
the IoV detects hazardous situations and issues warnings to drivers, helping to
prevent collisions and incidents. Additionally, in the event of an accident, the IoV

swiftly coordinates emergency responses by transmitting crucial information, such
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as the vehicle’s location and the severity of injuries, to emergency services. This

capability not only saves lives but also reduces response times during emergencies.

2.2.5 1oV Architecture Components

The architecture of IoV comprises several key elements that work together to enable
its connectivity and advanced functionalities[10]. The primary components of the

IoV architecture include:

2.2.5.1 1oV Architecture Communication Elements

[oV communication elements are crucial for facilitating information exchange among
various stakeholders within the IoV system. They are integral in collecting, process-
ing, and transmitting relevant data, ensuring the IoV network operates efficiently.

Here’s a detailed look at the main communication elements:

2.2.5.1.1 Connected Vehicles

Connected vehicles are central to the Internet of Vehicles (IoV), featuring advanced
technologies that enable them to gather, process, and communicate essential data
regarding their environment, status, and driving behaviour[l1]. Here’s a detailed

analysis of the components and functionalities of connected vehicles:

e Onboard Sensors: These include cameras, radar, and lidar systems that
monitor external conditions such as road obstacles, traffic, and weather, as

well as internal parameters like speed and engine performance.

o Communication Modules: Vehicles are equipped with modules that support
Vehicle-to-Everything (V2X) communication. This allows them to interact
with other vehicles, road infrastructure, and pedestrian devices, facilitating

a continuous exchange of information.

« Data Processing Units: These onboard computers analyse the data collected
by sensors to make real-time decisions. They play a crucial role in functions

such as automated braking, lane-keeping, and adaptive cruise control.
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o User Interface: This includes display systems and control panels that provide
drivers with information and alerts derived from IoV communications, such

as traffic updates, navigation assistance, and safety warnings.

o Connectivity Solutions: Technologies like cellular networks, Wireless Fidelity
(Wi-Fi), and Dedicated Short-Range Communications (DSRC) enable seam-
less and continuous connectivity, ensuring that vehicles can communicate

effectively, even at high speeds or in dense urban areas.

» Software Systems : Software in connected vehicles includes operating systems
and applications that manage hardware functions, integrate with mobile
devices, and support updates and patches to improve vehicle functionality

over time.

Together, these components enable connected vehicles to function as intel-
ligent agents within the IoV, enhancing road safety, optimising traffic flow,

and improving the overall driving experience.

2.2.5.1.2 Intelligent Road Infrastructure

Intelligent road infrastructures are equipped with sensors, cameras, and integrated
communication devices to collect data on road conditions, traffic, and incidents.
These infrastructures include a variety of equipment such as intelligent traffic signs,
adaptive traffic lights, collision detection systems, vehicle detectors, and electric
vehicle charging stations. The data collected by these infrastructures is used to

improve traffic management, road safety, and urban planning.

2.2.5.1.3 Servers and Data

Servers and data play a fundamental role in the Information Technology (IT)
infrastructure that supports the IoV system. They serve as the central hub where
data generated by connected vehicles and intelligent road infrastructures converges
and is processed[[12]. These servers centralise, store, analyse, and manage data,
providing crucial information to improve traffic management, road safety, and

mobility services. Here is a detailed analysis of their functions and significance:
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« Data storage: Servers are equipped with massive storage capacity to hold the
vast amounts of data generated by the IoV. This data can include information
on road conditions, traffic, incidents, driving behaviour, software updates,
vehicle diagnostics, and much more. Data is stored securely and is readily

accessible, allowing for quick and efficient access when needed.

o Data Analysis: Stored data is analysed using advanced algorithms and data
analysis tools to extract useful and relevant information. This analysis is
used to detect traffic trends, identify behaviour patterns, predict potential
incidents, evaluate the effectiveness of transport policies, and generate rec-
ommendations for improving urban mobility. The results of the analysis
are utilised to make informed decisions and implement effective strategies to

optimise IoV system performance.

« Data management: Servers ensure the effective management of data through-
out its lifecycle, from initial collection to storage, analysis, and archiving.
This includes data normalisation, version management, regular backup, pro-
tection against data loss, regulatory compliance, and data confidentiality.
Effective data management ensures data integrity, reliability, and availability

for IoV system users.

o Real-time information services: Servers provide real-time information services
on traffic, road conditions, incidents, and navigation recommendations to
IoV system users. These services enable drivers to make informed decisions
based on current road conditions, optimise their routes to avoid traffic jams,
and react quickly to emergency situations. Real-time information helps to

improve driving safety, efficiency, and comfort.

o "Integration with other systems: Servers are often integrated with other
transport management systems, such as urban traffic management systems
(UTMS), intelligent transport systems (ITS), fleet management systems, and

mobility control systems . This integration enables effective collaboration
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between the various players in the transport system and overall optimisation

of transport network performance[l13].

e Security and confidentiality: Data security and confidentiality are major
concerns in the field of IoV servers[l4]. Since these infrastructures store and
process sensitive data on road conditions, traffic, and driving behaviour, it is
essential to implement robust security measures to protect this information
against cyber-attacks and malicious intrusions. Servers use advanced security
protocols, such as data encryption, firewalls, intrusion detection systems, and
access controls, to ensure the integrity, confidentiality, and availability of

stored data.

2.2.5.2 Types of Communications

The types of communications in the Internet of Vehicles (IoV) determine the nature
and scope of information exchanges between the various entities within the system.
These communications play an essential role in the rapid and reliable transmis-
sion of data, ensuring the smooth functioning of the IoV system[15]. Here is an

expansion on the main types of communications, classified according to their scope:

2.2.5.2.1 Short Range Communications

Short range communications in the Internet of Vehicles (IoV) facilitate immedi-
ate and localised interactions between vehicles and their immediate environment.
These interactions are crucial for ensuring real-time responses and safety measures

that are essential in dense traffic scenarios and complex urban landscapes|16].

+ Vehicle-to-vehicle (V2V) Communication: V2V communication involves
the direct exchange of information between vehicles. This type of communica-
tion allows vehicles to share data on their speed, position, and direction. The
primary objective is to enhance safety by enabling collision avoidance, cooper-
ative driving, and efficient traffic management. The technologies used include
Dedicated Short Range Communications (DSRC) and Cellular Vehicle-to-
Everything (C-V2X)[17].
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+ Vehicle-to-pedestrian (V2P) Communication: V2P communication in-
volves direct communication between vehicles and pedestrians. It aims to
improve pedestrian safety by alerting them to the presence of nearby vehicles
and vice versa. This type of communication helps to reduce the risk of
accidents involving pedestrians, particularly in urban environments[18]. The

technologies used include smartphone applications, DSRC, and C-V2X.

« Vehicle-to-Device (V2D) Communication: V2D communication involves
interaction between vehicles and various devices, such as smartphones, tablets,
and other personal devices carried by passengers[l19]. The aim is to enhance
the user experience by providing personalised services, infotainment, and
connectivity. Technologies used include Bluetooth, Wi-Fi, and Near Field
Communication (NFC).

2.2.5.2.2 Medium Range Communications
Medium range communications enhance the capabilities of the Internet of Vehicles
(IoV) by enabling vehicles to interact with fixed infrastructure components, such

as traffic signals, road signs, and management systems.

« Vehicle-to-Infrastructure (V2I) communication: V2I communication
involves the exchange of data between vehicles and road infrastructure, in-
cluding traffic lights, road signs, and traffic management systems. The aim
is to improve traffic flow and safety by enabling vehicles to receive real-
time updates on traffic conditions, signal timings, and road hazards. The
technologies used include Dedicated Short Range Communications (DSRC),
Cellular Vehicle-to-Everything (C-V2X), and Internet Protocol (IP)-based

communication[L5].

2.2.5.2.3 Long Range Communications
Long range communications in the Internet of Vehicles (IoV) bridge the gap be-
tween local vehicular networks and broader network services, including cloud-based

platforms and traffic management centres[20].
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» Vehicle-to-Network (V2N) Communication: V2N communication con-
nects vehicles to the wider network, encompassing the internet and cloud
services. It facilitates the exchange of information with traffic management
centres, service providers, and other internet-based entities[21]. The objective
is to provide services such as navigation, infotainment, software updates, and
access to cloud-based applications. This communication relies on cellular

networks (e.g., 4G LTE, 5G) for connectivity.

« Vehicle-to-Electric Grid (V2G) Communication: V2G communication
enables electric vehicles (EVs) to interact with the electricity grid[22]. This
interaction allows vehicles to either supply electricity to the grid or draw
electricity from it during peak demand periods. The aim is to support
energy management by balancing supply and demand and promoting the use
of renewable energy sources. The technologies involved include smart grid

technologies, bi-directional chargers, and advanced communication protocols.

« Vehicle-to-Cloud (V2C) Communication: V2C communication connects
vehicles to cloud-based services, enabling data storage, processing, and access
to various applications. The goal is to facilitate advanced data analysis,
remote diagnostics, fleet management, and enhanced user services. Tech-
nologies employed include cloud computing platforms, cellular networks, and

APIs for seamless integration[23].

Figure @ illustrates the various communication types within the Internet of Vehi-
cles (IoV). These types of communications collectively ensure the efficient, safe, and
reliable operation of the oV system, contributing to the advancement of intelligent

transport and autonomous driving technologies.
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Vehicle-to-Grid
(V2G)

Vehicle-to-Pedestrian
(va2P)

Figure 2.2: Communication Types in loV

To further illustrate the categorisation and specifics of these communications
within the IoV system, Table @ provides a detailed overview, summarising the

scopes, descriptions, and technologies employed.
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Table 2.2: Types of Communications in the Internet of Vehicles (IoV)

Scope

Communication Type

Description

Technologies Used

Short
Range

Medium
Range

Long
Range

Vehicle-to-Vehicle (V2V)

Vehicle-to-Pedestrian (V2P)

Vehicle-to-Device (V2D)

Vehicle-to-Infrastructure (V2I)

Vehicle-to-Network (V2N)

Vehicle-to-Electric Grid (V2G)

Vehicle-to-Cloud (V2C)

Involves direct exchange of information between
vehicles to improve safety through collision avoid-
ance, cooperative driving, and traffic management.

Facilitates communication between vehicles and
pedestrians to enhance pedestrian safety and re-

duce urban accidents.

Interaction between vehicles and devices like
smartphones and tablets, enhancing user experi-
ence with personalised services and infotainment.

Exchange of data between vehicles and road infras-
tructure to improve traffic flow and safety through

real-time updates.

Connects vehicles to the wider network for ex-
changing information with traffic centres and ac-
cessing internet-based services like navigation.

Enables electric vehicles to interact with the elec-
tric grid, supporting energy management by bal-
ancing supply and demand.

Connects vehicles to cloud services for data stor-
age, processing, and accessing applications, facili-
tating remote diagnostics and fleet management.

DSRC, Cellular V2X

Smartphone
applications, DSRC,
Cellular V2X

Bluetooth, Wi-Fi,
NFC

DSRC, Cellular V2X,
IP-based communica-
tion

Cellular networks (4G
LTE, 5G)

Smart grid
technologies, Bi-
directional chargers

Cloud computing plat-
forms, Cellular net-
works, APIs
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2.2.6 Background of MEC

The evolution of network architectures has profoundly influenced data processing
and management, evolving from Cloud Computing to Mobile Cloud Computing,
and subsequently to Edge Computing. Initially, Cloud Computing revolutionised
IT by centralising resources, enhancing flexibility and access, despite issues such as
high latency and data security concerns. In response, Edge Computing adopted a
distributed approach to decrease latency and enhance performance, although it ne-
cessitates significant investment in peripheral equipment and introduces challenges
in decentralised management. Mobile Cloud Computing combines the benefits
of the aforementioned models by allowing local application operation on mobile
devices, thereby improving responsiveness and resource management despite inter-
mittent connectivity. MEC integrates these advancements, offering an innovative
solution that caters to the performance needs of mobile applications through edge
data processing and reduced latency. This integration optimises the real-time
execution of critical applications, enhancing user experience and network resource
utilisation. This convergence marks a new era in mobile networks, the IoT, and
emerging applications, reshaping the landscape of mobile computing and wireless
connectivity for the future.

The table briefly summarises the fundamental elements of each technology,

as well as their advantages, disadvantages, and application examples.
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Table 2.3: Comparison of Data Processing Technologies: Advantages and Disadvantages

Technology Definition Advantages Disadvantages Application Exam-
ples
Cloud Data storage and Flexibility, accessibil- High latency, security File storage, large-
Computing processing on remote ity, reduced costs and privacy issues scale data processing
servers
Edge Data processing at the Reduced latency, bet- Additional invest- Real-time data pro-
Computing edge of the network ter reliability, data se- ments, decentralised cessing, critical appli-
curity management and cations
maintenance
Mobile Cloud Local execution of ap- Improved responsive- Intermittent Mobile applications,
Computing plications on mobile ness, efficient resource connectivity, tight real-time data
devices management, applica- coordination between processing
tion portability cloud resources and
mobile devices
Mobile Edge Moving cloud comput- Efficient execution of Additional invest- Mobile applications,
Computing ing capabilities to the critical applications in ments, decentralised real-time data
(MEC) edge of the mobile net- real-time, optimised management and processing, IoT
work user experience, maintenance
network resource

optimisation
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2.2.7 Definition of MEC

MEC is a strategic technology approach that moves data processing and storage
capabilities to the edge of the network, closest to the end user[24] [25] . Mainly used
in mobile networks, this method improves application performance and significantly
reduces latency.[26]. To summarise different definitions of MEC found in the
literature, a synthesis table can be developed considering the various perspectives
and terminologies used by researchers. Table @ highlights the nuances and com-
monalities among MEC definitions, offering a comprehensive overview of the varied

interpretations of this emerging technology.

2.2.8 key concepts of MEC

2.2.8.1 Proximity

The proximity of processing capacities at the edge of the network minimises the data
transmission delay between user devices and processing points[27]. This results in
a significant reduction in latency, making responses almost instantaneous. This
feature is crucial for applications requiring high responsiveness, such as telemedicine

or the control of critical industrial processes, where every millisecond counts.

2.2.8.2 Reduced Latency

By situating data processing and storage closer to the network’s edge and near
the end user, MEC significantly reduces latency[28]. This enhancement is pivotal
for real-time interactive applications, such as online gaming, where response speed
critically shapes the user experience. It’s equally vital in augmented reality, where
minimal latency is necessary to sustain seamless immersion and interaction with
virtual elements. Additionally, for autonomous vehicles, the low latency facilitated
by MEC allows for almost instantaneous responses to changing conditions, thereby

enhancing the safety and efficiency of intelligent transportation systems.
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Table 2.4: Summary of definitions of Mobile Edge Computing (MEC) in the literature

Author(s)

Definition of MEC

Yang, Binxu, et al.[29]

Zhang, Ke, et al.[30]

Zhao et al.[24]

Mach et al.[31]

Nasir et al.[32]

Pham et al.[33]

Hu et al.[27]

Mao et al.[34]

Siriwardhana, Yushan, et
al.[35]

Approach to deploying applications and services
at the network edge to meet the latency and
bandwidth requirements of mobile applications

Strategic approach moving processing and data
storage capacity to the edge of the network to im-
prove application performance and reduce latency

Move data processing and storage capabilities to
the network edge, close to the user. This allows
to offer services with minimal latency and better
user experience network .

Involves deploying applications and services at
network level, close to end users, to reduce latency
and improve the efficiency of mobile applications

Offers network-level computing, storage and com-
munication services, closer to end users. This
allows a significant reduction in latency and better
use of network resources

MEC provides low-latency computing and storage
infrastructure close to end-users. This enables effi-
cient data processing and and real-time decision-
making for mobile applications

Introduces a network architecture where applica-
tions and services are hosted close to the end-user.
This approach ensures a better user experience
and more efficient use of network resources

MEC exploits the computing and storage re-
sources available age resources available at the
network edge to offer low-latency, high-bandwidth
services, which is crucial for demanding appli-
cations applications such as virtual reality and
autonomous vehicles

Integrates data processing and storage capacities
at network level, close to end users. As a result,
it facilitates the deployment of low-latency, high-
bandwidth applications such as cloud gaming and
augmented reality
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2.2.8.3 Improved Bandwidth

MEC enhances network efficiency by processing data at the network’s edge, signif-
icantly reducing the volume of data that needs to be sent to the core network[36].
This decentralisation helps alleviate network congestion and optimises the use of
available bandwidth. As a result, end users experience faster speeds and enhanced
responsiveness, markedly improving service quality, especially in high-demand sce-
narios such as high-definition video streaming and real-time communications. These
optimisations are crucial for supporting data-intensive applications and maintain-

ing consistent quality of service, even during peak usage times.

2.2.8.4 Support for IoT Applications

Mobile Edge Computing offers an optimal solution for managing and process-
ing the vast data generated by IoT devices, which are typically widespread and
interconnected. This technology enables the immediate and local processing of
data, crucial for maximising efficiency. By operating at the network’s edge, MEC
significantly reduces data transmission times and enhances responsiveness, which
is vital for critical applications such as real-time health monitoring, smart urban in-
frastructure management, and industrial automation[37]. Moreover, this proximity
in data processing helps secure sensitive information by minimising its exposure
across expansive networks, thus bolstering IoT data defence against potential

intrusions and leaks.

2.2.8.5 Optimisation of Network Resources

MEC enhances network resource utilisation by relocating data processing to the
network’s edge, which lightens the burden on the core network. By processing
data close to the users and devices, MEC not only alleviates congestion within the
core network but also boosts data transmission efficiency. This strategy ensures
a more equitable distribution of workload across the network, proving invaluable
during peak usage times. Furthermore, this decentralised processing approach en-

hances the network’s resilience and scalability by dynamically adjusting processing
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capabilities to meet varying demand and cater to the specific requirements of users
and applications. Consequently, MEC provides a versatile and effective framework
for optimal network resource management, leading to superior service quality and

an improved user experience.

2.2.8.6 Scalability

Scalability is a key concept of MEC, enabling flexible and rapid deployment of
new applications and services. Thanks to its distributed architecture, MEC can
easily adapt to an increase in the number of users and data by adding additional
computing and storage resources at the edge of the network [38]. This horizontal
scalability contrasts with the vertical approach of centralised cloud computing,
which requires powerful servers to be upgraded to handle a growing workload.

MEC takes advantage of virtualisation and containerisation technologies to
deploy applications as lightweight, independent microservices [39]. This modularity
makes it easy to add, update, and remove specific applications without affecting
the rest of the system. Operators can therefore react quickly to changing user
needs and market trends.

Finally, MEC’s scalability is further enhanced by its integration with 5G net-
works. 5G brings enhanced network capabilities in terms of throughput, latency,
and connection density, enabling MEC to support a growing number of devices
and applications [40]. This synergy between MEC and 5G paves the way for
innovative new use cases in areas such as autonomous vehicles, augmented reality,

and Industry 4.0.

2.2.8.7 Privacy and Security

The localised data processing provided by MEC significantly enhances security
and confidentiality [41]. By processing sensitive data at the network’s edge, close
to its source, MEC greatly reduces the risk of exposure during transit over long
distances. This approach drastically lowers the likelihood of data interception
and compromise by malicious actors. Furthermore, local processing facilitates the

stringent enforcement of security policies, which can be specifically tailored to
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meet regulatory requirements and adapt to the local environment. This strategy

includes the deployment of advanced encryption techniques, consistent security

audits, and strong authentication protocols. Collectively, these measures effectively

safeguard data against unauthorised access and data breaches. Consequently, this

not only secures data but also bolsters user and customer trust by ensuring that

their information remains protected and confidential consistently.

Table @ concisely outlines the foundational concepts and advantages of inte-

grating MEC into network infrastructure.

Table 2.5: Synthesis of Key Concepts in Mobile Edge Computing (MEC)

Key Description Implications Examples
Concept
Proximity Processing Enhances the Telemedicine
Processing capabilities near the performance of systems where
network edge latency-sensitive immediate
minimise data applications by response can be
transmission delays, providing faster, more life-saving;
significantly reducing reliable responses, real-time
latency. critical in monitoring and
environments where control of
timing is crucial. industrial
processes.
Reduced Data processing and Improves user Online gaming
Latency storage are located experiences in where real-time
closer to the end-user, real-time interactive interaction is
which drastically environments by fundamental;
reduces latency. facilitating quicker augmented reality
reaction times and applications
smoother requiring seamless
communication. integration of
virtual elements.
Improved Local data processing  Allows for better High-definition
Bandwidth significantly reduces management of video streaming

the volume of data
sent to the core
network, easing
network congestion.

network traffic and
higher data transfer
speeds, especially
critical during high
usage periods.

without buffering;
efficient real-time
communication
systems.
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Support for
IoT
Applications

Optimization
of Network
Resources

Scalability

Privacy and
Security

Efficient management
and processing of
data from
interconnected IoT
devices by operating
at the network’s edge.

Data processing at
the network’s edge
lightens the load on
the core network,
leading to better
overall network
efficiency.

The distributed
nature of MEC allows
for the easy
expansion of network
capabilities by adding
more resources at the
network edge.

Sensitive data is
processed close to its
source at the
network’s edge,
minimising the risk of
exposure during
transit.

Enhances the
operational efficiency
of IoT systems by
reducing latency and
increasing the speed
of data processing,
which is crucial for
timely
decision-making.

Promotes a more
resilient and adaptive
network
infrastructure,
capable of handling
high demand
efficiently without
compromising
performance.

Supports dynamic
network growth and
the rapid deployment
of new services
without significant
infrastructure
overhaul, making it
suitable for evolving
technological
landscapes.

Reduces the
likelihood of data
breaches and
unauthorised access,
thereby enhancing
user trust and
compliance with data

protection regulations.

Real-time health
monitoring devices;
smart city
infrastructure
management like
traffic and energy
systems; industrial
automation
processes.

Smart resource
allocation during
large public events
or emergencies to
maintain service
quality and
connectivity.

Adding
computational
resources to
support a sudden
increase in users or
devices, such as
during a festival or
major sporting
event; rapid
deployment of new
applications in a
city.

Secure processing
of financial
transactions; local
processing of
personal health
information in
wearable devices,
ensuring data
privacy.

Overall, MEC stands as a pivotal force in advancing technology, catalysing the

acceleration and efficiency of digital services. It spearheads a paradigm shift in
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data processing, empowering real-time responsiveness and heightened connectivity
crucial for the burgeoning IoT. MEC lays the groundwork for groundbreaking
applications across various domains such as connected health, smart cities, and
Industry 4.0 by furnishing an infrastructure adept at managing escalating data
volumes and computational demands at the edge. Seamlessly integrating into
existing architectures and adaptable to emerging technologies, MEC emerges not
only as a vital solution for present requirements but also as a linchpin in shaping

the future of our digital interactions.

2.2.9 Relationship between IoV and MEC

The relationship between the IoV and MEC is crucial for advancing technologies
such as autonomous driving and intelligent traffic management. MEC supports
[IoV by providing infrastructure that processes vast amounts of vehicular data

efficiently and in real time.

2.2.9.1 Proximity Data Processing

MEC processes data near its source, in this case, the vehicles, significantly reducing
latency. This reduction is crucial for applications that require rapid responses, such
as emergency systems or real-time route adjustments. For example, autonomous
driving necessitates immediate decision-making for actions like braking or obstacle
avoidance to ensure safety. By processing data locally, MEC ensures these criti-
cal decisions are made swiftly and effectively, enhancing overall vehicular safety

and efficiency[42].

2.2.9.2 Autonomous Driving Support

In autonomous driving, MEC processes and analyses data from vehicle sensors
(cameras, lidars, radars) right at the network edge. Local processing of sensory
data eliminates the need to relay information to distant data centres, facilitating

quicker and more reliable driving decisions based on real-time data.
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2.2.9.3 Intelligent Traffic Management

MEC is essential for intelligent traffic management by analysing multiple vehicle
data streams to optimise routes, decrease congestion, and enhance energy efficiency.
Real-time traffic data can be locally processed to fine-tune traffic signals and

streamline vehicle flows effectively.

2.2.9.4 Communication Between Vehicles and Infrastructure

MEC enhances V2V and V2I communications, allowing for the rapid exchange of
critical information that helps synchronise traffic and prevent accidents. These
communications may include alerts about imminent hazards, severe weather, or
traffic build-ups.

In examining the potential synergies between the Internet IoV and MEC, it is
critical to comprehensively understand both the foundational interactions and the
distinct advantages and obstacles accompanying their integration. The subsequent
table offers a detailed overview of these elements, emphasising their respective
contributions to the development of communication and automotive technologies.

Overall, MEC acts as a catalyst for IoV, not only boosting the performance
and safety of intelligent transportation systems but also enhancing their efficiency
and reliability. This synergy between MEC and oV enables numerous advanced
applications, pushing the boundaries of automotive technology and urban mobil-
ity management.

Table @ provides an in-depth analysis of each aspect of this relationship.
Proximity data processing considerably reduces latency, which is critical for safety-
sensitive applications such as emergency response systems, as detailed in Table @
However, this approach faces significant challenges in managing vast amounts of
data in real-time. Similarly, while intelligent traffic management and autonomous
driving substantially enhance operational efficiency and safety, they necessitate

robust, continuous connectivity and sophisticated data processing capabilities.
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Table 2.6: Comprehensive Analysis of the Relationship Between Internet of Vehicles
(IoV) and Mobile Edge Computing (MEC)

Aspect

Description

Benefits

Challenges

Proximity Data

MEC processes data

Reduced response

Managing large

Processing close to the vehicles, times for volumes of data in
significantly reducing safety-critical real time.
latency for real-time functions.
applications like
emergency systems and
route adjustments.
Autonomous MEC processes and Enhances vehicle Requires highly

Driving Support

analyses data from
vehicle sensors (cameras,
lidars, radars) at the
network edge, aiding
immediate
decision-making for
autonomous driving.

response to
dynamic road
conditions.

reliable and
continuous
connectivity.

Intelligent MEC analyses multiple ~ Improves traffic Complexity in data
Traffic vehicle data streams to flow and reduces integration and
Management optimise routes, reduce travel time. real-time analysis.

congestion, and enhance

traffic flow efficiency by

managing traffic signals

in real time.
Communication MEC facilitates fast and Increases road Security and
Between efficient V2V and V2I safety and privacy concerns of
Vehicles and communications, coordination. data transmission.
Infrastructure allowing for immediate

exchange of critical
safety and operational
data.

2.3 MEC Architectures

MEC architectures excel by positioning data processing and computational re-

sources near end-users and data sources[43]. This proximity is especially advan-

tageous in environments such as the Internet of Vehicles, where high bandwidth
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and low latency are critical. By localising these resources, MEC enhances response
times and efficiency, significantly improving performance in data-intensive and

time-sensitive scenarios.

2.3.1 MEC Architecture Components

Mobile Edge Computing (MEC) is a revolutionary architecture that brings data
processing and storage capabilities closer to end users and devices. This approach
reduces latency, increases bandwidth, and improves the overall performance of
mobile applications and Internet of Things (IoT) services. The MEC architecture
consists of several key components, each of which plays a crucial role in the

overall system|[44].

2.3.1.1 MEC Servers

MEC servers are located close to end users, often within cellular base stations
or local data centres[45]. These servers are responsible for running low-latency
applications and services. Thanks to their strategic location, they enable data to be

processed locally, reducing transit time and improving application responsiveness.

2.3.1.2 MEC Management Platform

The MEC management platform is the brain of the architecture. It manages com-
puting and storage resources, orchestrates services and applications, and ensures
communication between the various network components27]. It is also respon-
sible for implementing security policies, monitoring performance, and managing

software updates.

2.3.1.3 MEC Applications

MEC applications are designed to take advantage of the local processing capabilities
offered by MEC servers. These applications can include streaming services, online
games, augmented/virtual reality applications, and telemedicine solutions. By
operating at the edge of the network, these applications benefit from reduced

latency and improved quality of service.
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2.3.1.4 MEC Application Programming Interface (API)

MEC APIs enable developers to easily create and deploy applications on the MEC
infrastructure. These standardised interfaces facilitate the integration of third-
party services and applications, encouraging innovation and the creation of new

services that can be rapidly implemented at the edge of the network[46].

2.3.1.5 MEC Security System

Security is a crucial element in the MEC architecture. The MEC security sys-
tem includes data protection, access control, and intrusion detection mechanisms.
These measures ensure that user data and network operations remain protected

against cyber threats.

2.3.1.6 Communication Networks

Communication networks provide connectivity between end users, MEC servers,
and other network components. They include cellular networks, Wi-Fi networks,
and wired networks[44]. The performance and reliability of these networks are

essential to ensure an optimal user experience and efficient data transmission.

2.3.1.7 MEC User Interface (UI)

The MEC user interface provides administrators and end users with the tools they
need to interact with the system[47]. For administrators, it provides dashboards
for monitoring network performance, managing resources, and configuring services.
For end users, it provides intuitive interfaces for accessing MEC applications and
services.

Figure @ illustrates the key components of the Mobile Edge Computing (MEC)
architecture, highlighting management platforms, servers, applications, APIs, se-

curity systems, communication networks, and user interfaces.
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MEC Management Platform

/
e

.70
MEC Security System MEC User Interface

Communication Networks

Figure 2.3: MEC Architecture Components

Figure @ below illustrates the flow and interaction between the various com-

ponents of the MEC architecture.

The Mobile Edge Computing (MEC) architecture is made up of various inter-
connected components that work together to deliver low-latency, high-performance
services. By bringing processing capabilities closer to end users, MEC is transform-
ing the way applications and services are deployed and consumed, opening up new
possibilities in sectors ranging from healthcare to the entertainment industry.
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Figure 2.4: MEC Architecture Component Flowchart

2.4 Scalable Mobile Computing: From Cloud Com-
puting to Mobile Edge Computing

2.4.1 The Mobile Edge Computing Overview

2.4.1.1 MEC service scenarios

There are numerous service scenarios for Mobile Edge Computing (MEC). The

following typical examples are listed in [4§]:

o Augmented Reality: The MEC server stores audio and video content for
augmented reality, matching it one-to-one using positioning technology and
location data. The server analyses the application content using deep packet
inspection in response to the terminal’s application request, calculates the
location-based AR content, and delivers it to the user. This solution reduces
content latency and enhances the user experience through content localisa-

tion.

o Accelerated Video with Intelligence: Files and media are often transmitted

via HTTP streaming or downloading based on the TCP protocol over the
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Internet. Connection capacity can fluctuate due to changes in the channel
environment, end access, and output. MEC can address these issues by
accelerating video delivery, as TCP might not quickly react to abrupt changes
in the radio access network (RAN). MEC enhances video streaming by dy-
namically adjusting to these fluctuations, thereby improving video quality

and user experience.

o Connected Vehicles: MEC servers can be installed at LTE base stations
along roadsides. These servers collect local data from in-vehicle applications
or roadside sensors, analyse it, and then broadcast relevant information to
nearby vehicles. This setup informs drivers of emergencies or other critical

conditions in real time, thus improving safety and situational awareness.

o [oT Convergence Gateway: IoT devices typically have limited processor and
memory capacity, necessitating the use of aggregation gateways to collect
and manage information from multiple IoT devices. These gateways reduce
the processing and analysis burden on individual devices, thereby improving

overall efficiency and responsiveness by centralising data handling.

2.4.1.2 The Basic Structure of the MEC

As shown in Figure @, the MEC server platform is defined in [1]:

The MEC hosting infrastructure, as depicted in Figure @, primarily consists
of MEC hardware resources and the MEC virtualisation layer. The MEC Vir-
tualisation Manager and the MEC Application Platform Services comprise the
MEC Application Platform.

The MEC Virtualisation Manager provides Infrastructure-as-a-Service (IaaS)
capabilities, offering a flexible, effective, multi-tenant hosting and operating en-
vironment for applications. For upper-layer applications running on the MEC
server, the MEC Application Platform Services offer the following set of mid-

dleware services:
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Figure 2.5: MEC server platform overview

Infrastructure Services (IS): Infrastructure Services provide the foundational
support for MEC operations, including compute, storage, and network re-
sources. They ensure that applications have the necessary infrastructure to

perform optimally.

Communication Services (CS): Communication Services enable interaction
between MEC server applications and this application platform . These
services facilitate seamless data exchange and communication within the

MEC ecosystem, enhancing the integration of various applications.

Service Registry (SR): The Service Registry offers visibility of the MEC
server’s available services. It uses the concept of flexible coupling of services
to allow for adaptable application deployment, enabling efficient discovery

and utilisation of MEC services.

Radio Network Information Services (RNIS): RNIS provides essential authen-

tication and network information, such as cell ID, user location, cell load, and
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throughput. It delivers this data to the wireless access network, supporting

users and communities with relevant network insights.

« Traffic Offload Function (TOF): The TOF service selects priority traffic and
assigns routing to applications authorised to receive data. It manages policy-
based user data flow, ensuring that critical data is prioritised and routed

appropriately.

The virtual appliance application operates on the virtual machine image within
the TaaS. A unified API is used between each VM and the MEC application plat-
form.

Based on the architecture of the MEC server platform illustrated in Figure @,

we describe the three-tier logical entities of the MEC server:

« MEC Platform Base Layer: This layer, built on NFV hardware resources and
a virtualisation layer architecture, provides compute, storage, control func-
tions, and hardware virtualisation components of the underlying hardware
(including OpenStack-based virtual operating systems, KVM, etc.) to per-
form virtualised computing processes. It includes caching, virtual exchange,

and related management functions.

« MEC Functional Components: These components manage the carrier ser-
vice external interface adaptation function via the API. They complete the
interface protocol encapsulation between the base station and the upper
application layer, providing traffic bypass, VM communication services, wire-
less network information, service registration capabilities, and application
support. The corresponding underlying functions include data packet anal-
ysis, content routing, top-level application registration management, and
wireless information interaction. The associated API utilises SNMP network
management, interacting with parameters and information through Get / Set

Request / Set Response message instances.
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o« MEC Application Layer: In line with the virtualised VM application archi-
tecture of network functions, MEC functional components are integrated and
packaged into virtual applications (such as local download, wireless caching,
augmented reality technology, service optimisation, positioning, etc.). These
applications are made accessible to third-party software developers or com-
mercial applications, facilitating the utilisation and invocation of wireless

network capabilities.

2.4.1.3 MEC Implementation Scenarios

The MEC server can be deployed in several locations. Some deployment scenarios

for the MEC server are shown below:

« MEC Solution Implemented on the RAN Side Based on 4G EPC

Architecture

— The MEC server is deployed after the convergence point of the RAN-side
base station: As illustrated in Figure , this is a relatively common

implementation method.

— The MEC server is placed behind a single base station on the RAN side:
As illustrated in Figure , this deployment is ideal for hotspot areas
such as campuses and shopping centres. This architecture offers the
advantage of easier access to wireless-related information at the base
station side by monitoring and analysing the S1 interface signalling.
However, security concerns such as billing and legal monitoring need to

be further addressed.
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Figure 2.6: Implemented MEC Server

« MEC Solution Implemented on the CN Side Based on 4G EPC

Architecture

— The MEC server is deployed alongside the P-GW on the CN side: As

illustrated in Figure, this approach maintains the existing EPC
architecture. The MEC server is integrated with the P-GW. The data
service initiated by the UE travels through the eNodeB, Hub Node, S-
GW, P-GW + MEC, and then to the public Internet network. This

deployment method avoids issues related to billing and security.

The MEC server is deployed alongside the D-GW on the CN side:
As depicted in Figure , this approach modifies the existing EPC
architecture. The MEC server is integrated with the D-GW, and the
original P-GW is divided into P1-GW and P2-GW (i.e., D-GW). P1-
GW remains in its original location, while D-GW is relocated (either
to the RAN side or the CN edge). D-GW manages functions such as
charging, monitoring, and authentication. The MEC server and D-GW
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can be integrated or deployed as separate network elements behind the
D-GW. The private interface between P1-GW and D-GW necessitates

equipment from the same manufacturer.

(a) the P-GW on the CN side (b) the D-GW on the CN side

Figure 2.7: Implemented MEC server together with

e Deployment Plan of the MEC Server Based on 5G Architecture

— The MEC server is deployed in GW-UP: As illustrated in Figure @,
following the separation of the C/U function from the core network in
the 5G architecture, the U-Plane function (corresponding to GW-UP)
is moved down. It can be positioned either at the RAN side or at
the CN edge, while the C-Plane (corresponding to GW-CP) remains
on the CN side. The MEC server is located within the GW-UP. This
deployment, compared to traditional public network solutions, offers

users high bandwidth and low latency services.
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Figure 2.8: Deployment plan of the MEC server based on 5G architecture

2.4.2 Research Trends
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Table 2.7: Researcher’s Optimized Criteria in Different Technologies
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2.4.2.1 Discussion

Almost every object on Earth, including our residences, vehicles, and even our
physical selves, will be connected to the Internet, consistently exchanging infor-
mation about our everyday actions. Storing such a large amount of data poses a
considerable difficulty for central data centres and network administrators who are
already grappling with higher workloads caused by resource-intensive apps. The
current data infrastructure is unable to cope with the unexpected surge in data,
necessitating the immediate implementation of the next stage of computing at the
network edge. It is logical to conclude that a novel style of digital engagement
necessitates a distinct kind of infrastructure. Conventional data centres were well-
suited for the self-contained realm of internal applications and communications.
However, with the rise in popularity of e-commerce and other high-volume services,

computing transitioned to the cloud.

Presently, modern apps produce a subsequent iteration of services, a significant
portion of which will operate inconspicuously in the background. These services
are built upon the principles of uninterrupted accessibility, swift efficiency, and

predominantly autonomous operation.

The study highlighted in Table @ underscores the significance of MEC tech-
nology. The graph depicted in Figure @ offers a more lucid representation of the
corresponding requirements for each technology: MEC, MCC, EC, or CC. It is
evident that EC technology surpasses CC technology. Although Edge Computing
incurs significant expenses, including maintenance costs, it provides numerous
advantages in terms of latency, connection, security, data volume transmission,
and network scalability. The graph also showcases MEC technology, which offers

a superior architecture for a mobile environment when compared to MCC.
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2.5 Conclusion

Chapter 2 provided a detailed overview of Internet of Vehicles (IoV) and Mobile
Edge Computing (MEC) technologies, highlighting their central role in transform-
ing modern transport systems. By analysing the foundations, key concepts, and
practical applications of these technologies, we have emphasised how IoV and
MEC work together to enhance road safety, optimise traffic management, and
support the development of autonomous vehicles. The synergy between IoV and
MEC has emerged as a crucial element in meeting the low latency and local
data processing requirements essential for IoV applications. MEC architectures
bring computing resources closer to the vehicles, thereby reducing latency and
enabling real-time responses, which are vital for autonomous driving and intelligent
traffic management.

In conclusion, this chapter has established the theoretical and practical foun-
dations necessary to understand the importance and impact of IoV and MEC

in the field of intelligent transport. This understanding is fundamental for the
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development of advanced and optimised caching strategies, as explored in the
subsequent chapters of this thesis. Advances in these areas promise to lead to more
efficient, safe, and responsive transport systems, thus fostering a quicker adoption

of autonomous vehicles and better urban mobility management.
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3.1 Introduction

The emergence of the Internet of Vehicles (IoV) represents a revolution in the man-
agement of transport systems, where efficient communication and data processing
are becoming critical. In this chapter, we explore two technological pillars at the
heart of this revolution: caching management and reinforcement learning. These
technologies offer promising solutions for overcoming the challenges associated with
network latency, bandwidth management and the security of data exchanges.
With the exponential increase in data generated by connected vehicles, efficient
management of this data is becoming imperative. Caching, which aims to tem-
porarily store data in strategic locations to reduce latency and load on the network,

needs to be optimised to dynamically adapt to changing network conditions. At the



3.2 Caching Technologies: Enhancing Connectivity from Wired Networks to IoT
and loV

same time, reinforcement learning, a branch of artificial intelligence, is emerging as
a powerful tool for automating and optimising caching decisions based on ongoing
interactions with the environment.

The aim of this chapter is to demonstrate how the combination of caching
management and reinforcement learning can significantly improve [oV performance.
We will analyse intelligent caching strategies that learn from experience and adapt
in real time to the needs of the network. The aim is to show how these strate-
gies can maximise the use of network resources while guaranteeing an optimal
user experience.

This chapter will detail existing caching technologies, introduce the fundamen-
tals of reinforcement learning, and examine how their integration can revolutionise
operations in the IoV. It will use case studies and performance analysis to assess

their potential impact.

3.2 Caching Technologies: Enhancing Connectiv-
ity from Wired Networks to IoT and IoV

Caching is a foundational technique in computing and communication systems,
enhancing data access efficiency and speed. This method stores copies of frequently
used files in a temporary storage area called a ‘cache’, enabling quicker access than
retrieving data from more distant or slower sources. Caching is applied across
various domains, such as web browsers, databases, and network architectures.

The pivotal role of caching in augmenting the efficiency and speed of computer
networks has been paramount, evolving significantly across different technological
eras. Originally deployed in wired networks to reduce latency and expedite access
to information, caching facilitated rapid retrieval by storing frequently accessed
data temporarily. This approach minimised the need for data retransmission
across the network.

As technology progressed towards wireless networks, caching strategies adapted

to challenges such as fluctuating connectivity and bandwidth limitations. Thus,
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caching methodologies have evolved, becoming more dynamic and adaptive to
efficiently manage data in environments with unstable network conditions.

The rise of the IoT has increased the complexity of cache management due to
the massive volumes of data generated by dispersed devices. Distributed caching
has become essential, optimising data processing and access by distributing cache
storage across multiple nodes, thus reducing the load on central servers and im-
proving response times [83].

The emergence of the IoV highlights the need for ultra-fast, highly responsive
caching systems. In the IoV, vehicles constantly communicate in real time with
each other and with connected infrastructures, requiring caching solutions that
support high speeds and mobility. These systems ensure reliable and instantaneous
information exchanges, enhancing the safety and efficiency of intelligent transporta-
tion systems. This development marks a further evolution in the importance of
sophisticated caching strategies tailored for modern networks.

Table @ provides an overview of the main caching techniques used, detailing
their descriptions, benefits, and typical applications.The table provides a detailed
comparison of various caching techniques, outlining their descriptions, benefits,
and typical applications. For example, LRU is known for balancing simplicity and
performance, making it suitable for operating systems and web browsers. FIFO,
due to its straightforward implementation, is ideal for streaming data. Advanced
methods like ARC and LIRS are designed for high-performance needs in complex
environments. This overview helps understand how different caching strategies
enhance network efficiency and connectivity, crucial for modern networks from
wired to [oT and IoV.

In summary, LRU is widely used thanks to its good balance between simplicity,
performance, and memory utilisation. The other techniques provide optimisations

for specific cases, often at the cost of increased complexity.
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Table 3.1: Overview of the Main Caching Techniques, Their Description, Benefits, and
Typical Applications

Technique Description Benefits Typical Applications
LRU Deletes the data that - Simple to implement -  Operating systems
has not been used for - Efficient in many (memory page
the longest time scenarios management )
- Balances - Databases
performance and - Web browsers

memory usage

FIFO Removes the oldest - Very simple to imple- - Streaming data
(First-In- data, similar to a ment - Buffer memory manage-
First-Out)  queue ment
LFU Deletes the least fre- - Good for stable envi- - Scenarios where some
quently used data ronments data is accessed sporadi-
- Data caches cally but must remain in
cache
Random Randomly deletes - Very simple to imple- - Where accurate predic-
Replace- data ment tion is difficult
ment (RR) - No need to track ac-
cess
2Q Uses two queues: one - Improves LRU perfor- - Scenarios with complex

for pages accessed mance in some cases access patterns
once, and one for
those accessed more

frequently
ARC Cache  management - Combines the advan- - Advanced file systems
(Adaptive  algorithm that tages of LRU and LFU - High-performance disk
Replace- optimises memory - Adapts dynamically  caches
ment by dynamically
Cache) balancing recent and
frequently  accessed
data
LIRS Differentiates between - Maintains a high suc- - Scenarios with large ac-
(Low Inter- recency and recent cess rate even with dif- cess cycles
reference inter-reference for ficult access models
Recency better eviction
Set) decisions
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3.3 Caching in IoV

In the Internet of Vehicles (IoV), caching entails the preemptive storage of critical
data at strategically located points within the vehicular network, including indi-
vidual vehicles, base stations, and roadside units [84]. This localised storage is
designed to minimise the latency involved in accessing essential information such
as traffic conditions, navigation updates, safety alerts, and sensory data from the
immediate surroundings of the vehicle. By doing so, it ensures timely delivery of

vital information, crucial for the efficient functioning of vehicular systems.

3.3.1 Importance of Caching in IoV

Caching is crucial in the Internet of Vehicles (IoV) as it improves the efficiency,
speed, and reliability of data transfers in vehicular networks [85]. The following

are the primary reasons why caching is essential in the context of the Internet

of Vehicles (IoV):

3.3.1.1 Reduced Latency

In the Internet of Vehicles (IoV), instantaneous data processing is essential for
critical operations including navigation, traffic management, and safety function-
alities such as collision avoidance systems. By caching frequently accessed data
locally or at edge nodes, the time required to retrieve this data is significantly
decreased, thereby reducing latency and enhancing the responsiveness of these

applications [86].
3.3.1.2 Optimising Bandwidth

In ToV systems, the strategic local storage of data in caches significantly reduces
bandwidth consumption by eliminating the need for continuous data transfers
across the network [87]. This approach is particularly vital in automotive environ-
ments where network resources are often limited, and the volume of data generated
and consumed is substantial. Such optimisation is crucial for maintaining system

efficiency and ensuring the sustainability of network operations.
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3.3.1.3 Enhanced System Efficiency

Caching significantly augments system performance by alleviating the load on
backend servers [88]. By enabling vehicles to access stored data from proximate
locations rather than relying on central servers, caching facilitates faster data
retrieval and minimises server load. This reduction in server dependency not only
decreases maintenance costs but also enhances the scalability of the system, which

is critical for accommodating the expanding scope of IoV applications.
3.3.1.4 Improved Data Accessibility

Caching ensures the continuous availability of crucial data—including traffic condi-
tions, weather updates, and navigation maps, despite intermittent network connec-
tivity. This persistent data availability is critical for the uninterrupted operation
of oV applications, particularly in areas plagued by limited network coverage.
By mitigating connectivity issues, caching not only enhances the reliability of
vehicular networks but also supports seamless user experiences across diverse ge-

ographic regions.
3.3.1.5 Enhanced Energy Efficiency

Retrieving data from local caches significantly reduces energy consumption com-
pared to data transmission over long distances. This reduction in energy de-
mand markedly improves the energy efficiency of vehicular communication systems,
thereby extending battery life and reducing operational costs. Such efficiency
is crucial in promoting sustainable automotive technologies and enhancing the

ecological footprint of oV systems.
3.3.1.6 Emnhanced Durability and Dependability

Caching introduces redundancy in data storage, thus bolstering the resilience of oV
systems against network disruptions. In the event of network failures, cached data
provides a reliable backup that ensures continuous and efficient vehicle operation
[89]. This enhanced dependability is vital for maintaining system integrity and

user trust in IoV technologies.
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3.3.1.7 Enhanced Support for Sophisticated Applications

Sophisticated IoV applications, such as autonomous driving, cooperative vehicle
manoeuvring, and real-time traffic management, rely heavily on the immediate
availability of accurate data [90]. Caching supports these applications by providing
instant access to necessary data, thereby enabling more advanced, reliable, and
secure vehicle operations. This immediate data accessibility is essential for the
functionality of complex algorithms and systems that require real-time compu-

tational inputs.
3.3.1.8 Optimisation of Network Traffic Management

Caching plays a critical role in optimising data traffic during peak demand periods.
By distributing the data load across multiple cache locations, it significantly miti-
gates network congestion. This strategic dispersal not only ensures a steady flow
of data but also maintains high-quality service across the network.

As a result, caching enhances the operational efficiency, safety, and overall
user satisfaction within the Internet of Vehicles. The strategic integration of
caching is pivotal for harnessing the full potential of IoV technologies in modern

transportation networks, promoting a seamless and efficient infrastructure.

3.3.2 Existing Caching Strategies in IoV

In the Internet of Vehicles, the implementation of effective caching strategies is
paramount for enhancing communication efficiency and facilitating access to real-
time data. This section provides a comprehensive overview of the predominant
caching strategies employed within the oV context:

3.3.2.1 Popularity-Based Caching in the Internet of Vehicles : Techni-

cal and Operational Implications

Popularity-based caching is a pivotal strategy within the IoV aimed at optimis-
ing system responsiveness and resource utilisation. This approach entails storing
locally the data most frequently requested by users, thereby minimising latency

and reducing the burden on central data processing facilities[91]. The following
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exposition delineates the mechanics of this strategy along with its broader technical

and operational implications:

3.3.2.1.1 Operations and Techniques of Popularity-Based Caching

o Popularity Detection

— Query Analysis : Advanced algorithms are deployed to continuously
monitor and analyse user requests, enabling the detection of demand
patterns. This analysis helps in identifying the types of data that would

most benefit from caching, ensuring efficient data retrieval.

— Popularity Metrics: Data is assessed based on its frequency of access.
Items that surpass a predetermined popularity threshold are earmarked

for caching, optimising resource use and access speed.

« Data Caching

— Targeted Selection: Specific types of data, such as frequently travelled
routes, recurring traffic updates, and regional weather forecasts, are
prioritised for caching. This selection is based on their expected utility

and demand consistency.

— Dynamic Adaptation: The cache is dynamically updated in response to
shifts in demand patterns. This ongoing adaptation ensures the cache
retains only the most pertinent and timely data, thus maintaining its

relevance and effectiveness.

o Benefits

— Reduced Latency: Storing frequently requested data locally significantly
shortens the response time to user queries, thereby enhancing the sys-

tem’s responsiveness.
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— Reduced Server Load: By decreasing the number of requests that need to
be processed by central servers, popularity-based caching lessens server
workload, which in turn improves the system’s overall efficiency and

performance.
e Challenges and Solutions in Popularity-Based Caching

— Data Volatility:

x Challenge: The dynamic nature of data popularity necessitates
frequent adjustments to the caching system to preserve its opera-
tional efficacy. As user preferences and data access patterns evolve,
previously cached data may no longer align with current demands.

% Solution: Implementation of sophisticated predictive algorithms is
crucial. These algorithms forecast shifts in data popularity using
historical access patterns and real-time analytics, enabling proac-

tive adjustments to the cache contents.
— Cache Space Management

x Challenge: The finite capacity of cache storage mandates judicious
management of its contents to ensure optimal performance. Effec-
tive cache space utilisation is pivotal in maintaining system effi-
ciency.

x Solution: Adoption of strategic eviction policies plays a fundamen-
tal role in cache management. Policies such as LRU and LFU
are instrumental in optimising space utilisation. These policies
facilitate the removal of data that is least likely to be accessed

again, thereby making room for more pertinent data.
» Applications of Popularity-Based Caching in IoV

— Navigation and Traffic Management: Navigation information and real-
time traffic updates are indispensable components of oV systems[92].

By employing popularity-based caching, critical data such as frequently
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travelled routes and current traffic conditions can be readily accessed,
facilitating efficient route planning and congestion management. This
enhances user experience by providing timely and accurate navigation

assistance, ultimately leading to smoother and safer journeys.

— Weather Forecasting: Weather forecasts play a pivotal role in ensur-
ing safe and efficient travel. Through popularity-based caching, ToV
platforms can pre-cache weather data for specific regions, empowering
drivers to make informed decisions regarding route selection and journey
planning. By considering weather conditions in advance, drivers can
mitigate risks associated with adverse weather and optimise their travel

routes accordingly, thereby enhancing overall safety and efficiency.

In summary, popularity-based caching constitutes a foundational strategy within
the ToV ecosystem, offering multifaceted benefits such as improved user experi-
ence, cost-effective infrastructure management, and rapid responsiveness to user
demands. However, its effective implementation necessitates meticulous technical
oversight and continuous adaptation to evolving user preferences and operational

requirements.

3.3.2.2 Geographic Caching: Enhancing System Efficiency in the In-
ternet of Vehicles (IoV)
Geographic caching represents a critical strategy designed to augment the efficiency
of systems that demand rapid local responsiveness, notably within the context of
the Internet of Vehicles (IoV). This advanced method leverages the anticipated
geographic locations of users to pre-load essential data, thereby minimising latency
and optimising resource utilisation. The following sections provide a comprehensive
exploration of the operational mechanics, inherent benefits, and potential chal-
lenges associated with geographic caching, along with a detailed discussion of its

practical applications in IoV systems [93].
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3.3.2.2.1 Mechanics of Geographic Caching Geographic caching operates
by storing data tailored to the anticipated geographic locations of users. This
strategic approach employs predictive analytics to forecast routes and vehicle move-
ments, thus facilitating the swift retrieval of pertinent data tailored to specific local
contexts. By proactively identifying areas that users are likely to visit, the system
efficiently pre-loads essential information, such as detailed maps and updates on
local conditions, in advance of the user’s arrival in these areas. This pre-emptive
data management not only enhances the responsiveness of the system but also
improves the overall user experience by ensuring that relevant data is immediately

accessible when needed.

3.3.2.2.2 Benefits of geographic caching

e Reduced Latency
Geographic caching substantially decreases the response time of navigation
systems by ensuring that relevant data is pre-loaded locally. This capability
is critical for real-time navigation applications, where the ability to provide
prompt feedback based on user requests directly impacts system reliability

and effectiveness.

o Bandwidth Optimisation
By minimising the necessity for continuous data exchanges between the ve-
hicle and cloud services, geographic caching effectively reduces bandwidth
usage. This leads to a significant enhancement in the overall efficiency of the
system, alleviating network congestion and facilitating a more sustainable

use of networking resources.

o Enhanced User Experience
The implementation of geographic caching leads to markedly faster response
times and more fluid interactions with navigation systems. These improve-

ments contribute to a significantly enhanced driving experience, increasing
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user satisfaction by providing timely and accurate navigational assistance

without delays.

3.3.2.2.3 Challenges and Solutions in Geographic Caching

o Challenge: Accuracy of Predictions
The efficacy of geographic caching hinges significantly on the precision of
the predictive algorithms that forecast future vehicle movements. Inaccurate
predictions can result in caching errors, leading to data misalignment and
suboptimal system performance. This issue underscores the importance of

algorithmic accuracy in pre-emptive data loading strategies.

o Solution: Enhancing Prediction Algorithms
To address these challenges, there is a continuous need to enhance predictive
algorithms through sophisticated machine learning techniques and the inte-
gration of both historical and real-time data. By refining these algorithms,
the system can achieve a more accurate understanding of vehicle movement
patterns, thereby increasing the reliability of the caching process. Ongoing
adjustments and learning processes ensure that the system adapts to changing

conditions and improves its predictive capabilities over time.

3.3.2.2.4 Specific Applications of Geographic Caching in the Internet of
Vehicles

o Navigation and Traffic Management:
Geographic caching significantly enhances the functionality of navigation
systems by pre-loading route information in regions prone to high traffic or
along corridors designated for major events. This proactive data management
strategy ensures that navigation systems can deliver route guidance with
greater accuracy and reduced latency, thereby facilitating smoother traffic

flow and enhanced route planning.
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o Emergency Response:
In the realm of emergency services, the ability to access detailed, up-to-date
geographic information rapidly is crucial. Geographic caching supports this
need by ensuring that maps and route information for potential response
areas are readily available, which is particularly critical when addressing
urgent situations such as accidents or natural disasters. This readiness can
drastically cut response times and improve the effectiveness of emergency

operations.

In conclusion, geographic caching in IoV plays a key role in improving the perfor-
mance of navigation and emergency response systems, offering tangible benefits in
terms of responsiveness and efficiency [94]. However, its effectiveness depends on
the ability to accurately anticipate local data needs, which requires an advanced

technological infrastructure and robust predictive algorithms.

3.3.2.3 Collaborative Caching in the Internet of Vehicles : A Strategic
Overview
Collaborative caching within the Internet of Vehicles (IoV) represents an advanced
strategy that leverages inter-vehicle communication to optimise data distribution
and access [95]. This method enables vehicles to function both as data consumers
and providers, sharing cached information such as traffic conditions, navigation
updates, and safety alerts directly with one another. This process not only re-
duces reliance on centralised servers, thereby decreasing latency and bandwidth

consumption, but also enhances data availability and system resilience [96].

3.3.2.3.1 Mechanisms and Benefits

o Increased Efficiency
Collaborative caching enables direct data sharing among vehicles, substan-

tially reducing dependency on centralised servers for information retrieval.
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This strategy significantly diminishes both latency and bandwidth consump-
tion, as data does not need to traverse the conventional network infras-
tructure to reach its destination. This direct exchange facilitates quicker
responses and more efficient data usage, which is crucial for real-time appli-

cations within the IoV.

o Improved Reliability
By dispersing cached data across a network of vehicles, this approach intro-
duces a high level of redundancy that enhances the overall reliability of the
system. In the event of a network node failure, the distributed nature of the
data ensures that information remains accessible, thereby preventing a single

point of failure from compromising the network’s operational integrity.

o Adaptability to Dynamic Conditions
Collaborative caching exhibits exceptional adaptability in dynamic environ-
ments, such as during major public events or within highly variable traffic
conditions. This flexibility is paramount as it allows the system to rapidly
update and disseminate new information, ensuring that data remains relevant
and up-to-date. The ability to quickly adapt to changing circumstances
makes collaborative caching particularly valuable in scenarios where timely

information is critical to safety and efficiency.

3.3.2.3.2 Challenges and solutions

o Managing confidentiality and security: Sharing data between vehicles raises

significant issues of confidentiality and data security

— Solution: Implementation of robust security protocols and encryption

techniques to protect the data exchanged.

« Data synchronisation and consistency: To ensure that the data shared is up

to date and consistent between all participating vehicles.
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— Solution: Utilise consensus mechanisms or periodic verification to vali-

date the accuracy and freshness of the data.

3.3.2.3.3 Specific Applications

o Convoys of Vehicles:

— Real-time Updates: Implement a collaborative caching system that utilises
V2V communication protocols. This system facilitates the exchange of

real-time updates on road conditions amongst vehicles within a convoy.

— Dynamic Routing: Integrate intelligent routing algorithms that utilise
cached data to dynamically reroute convoy vehicles in response to traffic

congestion, accidents, or other road hazards.

— Edge Computing: Utilise edge computing nodes installed along the
convoy route to store and distribute cached data, reducing latency and

enhancing the responsiveness of the system.

— Security Measures: Implement robust encryption and authentication
mechanisms to ensure the integrity and privacy of cached data shared

amongst convoy vehicles.

o Emergency Response:

— Priority Communication Channels: Establish dedicated communication
channels for emergency response vehicles to ensure rapid and reliable

transmission of critical information.

— Data Prioritisation: Implement prioritisation schemes within the collab-
orative caching system to ensure that essential data related to emergency
response, such as route information and situational updates, receive

precedence.

— Integration with Command Centres: Integrate the collaborative caching
system with centralised command centres to facilitate seamless coordina-

tion between response vehicles and emergency management personnel.

69



3.3 Caching in oV

— RResilient Networking: Deploy redundant communication technologies,
such as cellular networks and satellite links, to maintain connectivity in

areas with limited infrastructure or during network congestion.

In Conclusion, Optimising collaborative caching for convoy management and emer-
gency response in the IoV involves integrating advanced technical solutions tailored
to the specific requirements of each application. By addressing challenges such as
security, data management, and real-time communication, these optimised systems
can significantly enhance the efficiency and reliability of intelligent transport sys-

tems.

3.3.2.4 Proactive Caching in the IoV: An Extensive Examination

Proactive Caching: Proactive caching represents an innovative strategy within the
Internet of Vehicles (IoV) framework, aiming to anticipate user requirements by
preemptively loading data based on predictive behavioural patterns and scheduled
events. This sophisticated approach leverages predictive analytics to analyse histor-
ical user interactions and forecast future needs, enabling the system to offer highly
responsive and personalised services[97]. Below, we delve into a comprehensive

analysis of its operational mechanisms and the significant benefits it offers:

3.3.2.4.1 Functionality of Proactive Caching

Proactive caching harnesses sophisticated algorithms to predict forthcoming user
demands. Through the analysis of historical data and real-time trend monitoring,
the system discerns recurring patterns in user behaviour and identifies scheduled
events expected to influence data needs. For instance, anticipating a significant
event like a concert or sports match, the system proactively loads alternative
routes and pertinent traffic data to mitigate anticipated congestion. This proactive
approach ensures timely access to relevant information, thereby optimising user

experiences within the IoV framework.
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3.3.2.4.2 Benefits of Proactive Caching

« Enhanced Responsiveness: Proactive caching anticipates user needs, enabling
swift responses to requests and fostering a seamless, personalised user experi-
ence. By preloading relevant data, the system minimises latency and ensures

timely access to information within the Internet of Vehicles ecosystem.

e Resource Optimisation: By strategically preloading data, proactive caching
reduces reliance on real-time data transfers, alleviating network congestion
and optimising resource utilisation. This minimises the load on networks and

servers, enhancing overall system efficiency and performance.

o Improved Predictability: Proactive caching enhances the predictability of
driving conditions by providing relevant information in advance. By preemp-
tively delivering data before it is explicitly requested, the system empowers
drivers to make informed decisions and optimise their journeys, contributing

to safer and more efficient travel experiences.

o Traffic and Congestion Management: Proactive caching plays a pivotal role
in predicting and mitigating anticipated congestion scenarios. By leveraging
predictive analytics, proactive caching systems can forecast traffic patterns
and identify potential bottlenecks. This enables the timely provision of al-
ternative routes and real-time traffic updates to drivers, promoting smoother
traffic flow and reducing overall congestion levels. Additionally, proactive
caching enhances the efficiency of traffic management systems by preemp-
tively distributing relevant data, thereby facilitating more proactive decision-

making and adaptive traffic control strategies.

o Major Event Planning: Proactive caching is instrumental in facilitating the
efficient management of traffic flow during major events such as concerts,
sporting events, or festivals. By preemptively preloading relevant informa-
tion, including event venue locations, parking availability, and recommended

routes, proactive caching systems assist participants and event attendees in
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navigating the event area with minimal disruption. This proactive approach
not only improves the overall mobility of attendees but also enhances public
safety and reduces the environmental impact of traffic congestion associated
with large-scale events. Moreover, proactive caching contributes to the seam-
less coordination of event logistics and emergency response efforts, ensuring

optimal resource allocation and operational readiness during critical periods.

In summary, proactive caching represents a substantial advancement in optimis-
ing the performance of intelligent transport systems within the IoV. By proactively
anticipating user needs and preloading pertinent data, it not only enhances system
responsiveness but also optimises resource utilisation, fostering a more efficient and
personalised user experience. The widespread adoption of proactive caching holds
the promise of fundamentally reshaping the design and utilisation of future intel-
ligent transport systems. Its integration promises to revolutionise the efficiency,
reliability, and adaptability of [oV ecosystems, paving the way for safer, smoother,

and more sustainable transportation networks.

3.3.2.5 Content-Based Caching in the IoV: An Elaborate Strategy

Content-based caching represents a tailored approach focused on anticipating and
caching specific user-requested content within the IoV ecosystem. This strategic
framework is designed to proactively identify and cache multimedia resources such
as videos, music, or other frequently accessed data, offering significant advan-
tages across diverse contexts, particularly in the realm of in-car entertainment
services[98]. Here, we delve into a comprehensive examination of its operational

intricacies and the manifold benefits it confers:

3.3.2.5.1 Functionality of Content-Based Caching

Content-based caching works by identifying and preloading specific content items
at the user’s request[09]. This strategy uses sophisticated algorithms to analyse
content consumption patterns and user preferences to determine the most relevant

media resources to cache. For example, in the context of in-vehicle entertainment
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services, content-based caching can anticipate which videos, songs, or applications
are most popular among passengers, preloading these elements for a smooth and

uninterrupted entertainment experience.

3.3.2.5.2 Benefits of Content-Based Caching

o Personalisation and Usability: By specifically targeting user-preferred con-
tent, content-based caching delivers a more personalised and user-friendly
experience. By preloading relevant media assets, it ensures that users have
access to their preferred content without delay, enhancing their overall satis-

faction.

o Bandwidth Optimisation: By reducing the need to download content in
real time, content-based caching helps to optimise bandwidth usage. This
minimises network congestion and improves overall system performance, par-

ticularly in environments where connectivity may be limited or intermittent.

e Reduced Latency: By preloading specific pieces of content, content-based
caching reduces the latency associated with downloading media assets, pro-
viding a smoother, more responsive entertainment experience for users on the

move.

3.3.2.5.3 Applications of Content-Based Caching

o In-Car Entertainment: One of the most direct applications of content-based
caching is in in-car entertainment systems. By preloading popular videos,
music, and podcasts based on historical and real-time user preference data,
vehicles can offer a seamless entertainment experience that minimises loading

times and disruptions due to poor connectivity.

o Real-Time Traffic and Navigation Updates: Content-based caching can be
applied to navigation systems within the IoV. By caching frequently used

routes and real-time traffic updates, the system can provide quicker access
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to navigation information, enhancing the driving experience and improving

route efficiency.

Software and Firmware Updates: Automobiles today receive regular software
updates that can include critical security patches and functionality improve-
ments. Content-based caching can predict when a vehicle is likely to be in
range of reliable networks and automatically download updates in advance,
ensuring that updates can be applied more quickly and at a convenient time

without requiring the vehicle to be connected to a network.

Emergency and Safety Messages: For safety features, such as collision avoid-
ance systems and emergency notifications, it is vital that there is no delay
in message delivery. Content-based caching can help by pre-storing critical
safety information and updates locally in the vehicle, thus ensuring instant

access when needed.

Advertising and Promotional Content: The IoV also opens up possibilities
for targeted advertising, where content-based caching can preload ads based
on user interests and past behaviour. This could enhance the user experience
by delivering personalised advertising content that is relevant and timely,

potentially while the vehicle is parked or charging.

V2V and V2I Communications: In V2V and V2I communications, vehicles
exchange information with each other and with road infrastructure to enable
smarter, safer driving decisions. Content-based caching can help by storing
frequently exchanged data types, such as local hazard notifications or con-

struction updates, making them available immediately as needed.

Augmented Reality (AR) Applications: In the future, augmented reality
applications could benefit from content-based caching by preloading location-
based media content, such as tourist information or historical data about a
location, enhancing the informational value and interactivity of AR features

during a drive.
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Overall, content-based caching represents a crucial evolution in IoV technology,
focusing on user experience, network efficiency, and the effective management of
the increasingly data-intensive environment of modern vehicles.

The table @ provides a comprehensive comparative analysis of key caching strate-
gies used in the Internet of Vehicles (IoV). These strategies include Popularity-
Based, Geographic, Collaborative, Proactive, and Content-Based Caching. Fach
caching method is meticulously evaluated for its functionality, advantages, and
applications, providing detailed insights into their effectiveness across various IoV
scenarios. By examining these strategies, the table highlights how different caching
techniques can significantly enhance data retrieval speed, reduce latency, optimise
bandwidth usage, and improve overall network efficiency. This summary aids
in understanding the strategic impact of each caching method on the efficiency,
performance, and reliability of IoV systems, facilitating the development of more
robust and responsive vehicular networks.

In summary, caching is a cornerstone of the IoV, crucial for boosting performance,
minimising latency, and enhancing the reliability of intelligent transportation sys-
tems. Strategically devised caching techniques are vital, tailored to accommodate
the varied needs of connected vehicle applications. These strategies ensure an opti-
mised user experience and swift responses in critical situations, thereby reinforcing
the effectiveness and dependability of IoV frameworks.
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Table 3.2: Comparative Overview of Caching Strategies in the IoV

Caching Functionality Benefits Applications
Strategy
Popularity- Monitors user Reduced latency and  Navigation and traffic

Based Caching

requests to detect
demand patterns and
caches data based on
popularity metrics.

server load. Efficient
data retrieval.

management,
Weather forecasting.

Geographic Predicts user routes Reduced latency, Enhanced navigation
Caching and pre-loads data for Bandwidth and traffic
specific geographic optimisation, management,
areas. Enhanced user Emergency response.
experience.
Collaborative Vehicles share cached  Increased efficiency Convoys of vehicles,
Caching data directly with and reliability, Emergency response.
each other, reducing  Adapts to dynamic
reliance on centralised conditions.
servers.
Proactive Uses predictive Enhanced Traffic and congestion
Caching analytics to preload responsiveness, management, Major
data based on Resource event planning.
anticipated needs, optimisation,
analyses historical Improved
and real-time data. predictability.

Content-Based
Caching

Identifies and
pre-loads content
based on user
preferences and
consumption patterns,
targets specific media
resources.

Personalisation and
usability, Bandwidth
optimisation,
Reduced latency.

In-car entertainment,
Real-time traffic and
navigation updates.
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3.4 Reinforcement Learning (RL) in IoV

3.4.1 Introduction to Artificial Intelligence in Vehicle Net-
works

Artificial intelligence is increasingly used in vehicular networks to improve safety,
traffic management, and user services. Vehicular networks, such as VANETS
(Vehicular Ad Hoc Networks), enable vehicles to communicate with each other
(V2V) and with the road infrastructure (V2I) to exchange crucial information in
real time. This exchange of information facilitates the ubiquitous connectivity of
vehicles and their interaction with the environment, contributing to applications
such as traffic management, infrastructure maintenance, air quality monitoring,
and many other services linked to mobility and intelligent transport.

AT is also used to optimise routing in vehicular networks. For example, ap-
proaches based on deep reinforcement learning are employed to generate optimal
routing strategies according to the variable distribution of traffic. These techniques
enable efficient and adaptive routing decisions, taking into account the real-time
conditions of the road network.

In addition, the integration of Al into vehicular networks brings with it chal-
lenges and opportunities, particularly regarding security and the protection of
user privacy. Mechanisms are being implemented to guarantee the anonymity
of transmitting and receiving vehicles, as well as the confidentiality of personal
data exchanged on these networks.

In conclusion, artificial intelligence plays a crucial role in the evolution of
vehicular networks, enabling advanced functionalities, efficient traffic management,
and an overall improvement in the driving and mobility experience.

Table @ presents various artificial intelligence approaches employed in vehic-

ular networks, accompanied by succinct descriptions of each method.
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Table 3.3: Description of Artificial Intelligence Approaches used in Vehicle Networks

AT approach Description

Supervised learning Use of historical labelled data to train predic-
tive models. For example, predicting future
traffic from past data on road congestion.

Unsupervised learning Identification of patterns and structures in
label-free data. Useful for detecting anoma-
lies and malicious behaviour in vehicular
communications.

Reinforcement Learning Reward-based learning to optimise routing
and traffic management decisions. Vehicles
learn from their interactions with the road
environment.

Deep Neural Networks Use of neural networks with many hidden
layers for complex tasks such as obstacle
detection and traffic sign recognition, etc.

These different Al approaches can significantly improve the performance and
safety of vehicle networks by optimising data routing, traffic management, incident
detection, and real-time decision-making. They contribute to the development of

intelligent transport systems (ITS) by making mobility more efficient and safer.

3.4.2 Reinforcement Learning

Reinforcement Learning is a branch of artificial intelligence that focuses on train-
ing agents to make optimal decisions through continuous interactions with their
environment[100]. Unlike traditional supervised learning methods that require
labelled datasets, reinforcement learning uses a system of rewards and punishments
to guide the agent towards achieving its goals. Each action taken by the agent in
a given state leads to a reward or punishment, and the agent gradually learns
to maximise cumulative rewards in the long run. This approach is particularly
useful in dynamic and complex environments such as vehicle networks, logistics

management, games, and robotics, where decisions must be made in real time and
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the consequences of actions are not always immediately apparent. Reinforcement
learning enables the development of autonomous systems capable of adaptation

and continuous optimisation in diverse and constantly evolving contexts[101].

3.4.3 RL Model

A Reinforcement Learning (RL) model is structured around several essential com-

ponents: the agent, the environment, states, actions, and rewards.

o Agent: The agent is the entity that learns and makes decisions. It can be
a robot, an autonomous vehicle, software, or any other system capable of
interacting with its environment. The agent observes the current state of the

environment and chooses actions based on a learned policy.

o Environment: The environment encompasses everything that surrounds the
agent and with which it interacts. This includes other agents, objects, ob-
stacles, and changing conditions. The environment provides observations or
states to the agent and reacts to the agent’s actions by changing state and

providing rewards.

o States: States represent the current conditions in the environment. A state
can contain a variety of information, such as the position of a robot, the
speed of a vehicle, or the current configuration of a game. States help the

agent understand the context in which it finds itself.

o Actions: Actions are the decisions the agent can take from a given state. Fach
action chosen by the agent modifies the state of the environment. Actions
can be discrete (e.g., moving a character to the left or right) or continuous

(e.g., accelerating to a certain speed).

o Rewards: Rewards are feedback signals that the agent receives after perform-
ing an action. Rewards can be positive, negative, or zero. The agent’s goal is
to maximise the sum of rewards obtained over time. Rewards help the agent

evaluate the quality of its actions.
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Figure @ illustrates the key components and processes of the Reinforcement
Learning model. The model involves an agent that observes the state, chooses an

action, acts on the environment, receives a reward, and learns. The environment

also changes state.

Action

cts
Chooses
D
W Observes State ~ New State
Agent Environment
valuates
Learns
Reward

Figure 3.1: Reinforcement learning model

3.4.3.1 Model Operation

o Policy: The policy is the strategy the agent uses to decide which action to
take in each state. It can be deterministic (a fixed action for each state) or

stochastic (actions chosen according to a probability distribution).

o Value Function: The value function evaluates the quality of states or actions

by estimating the sum of future rewards an agent can expect to receive from
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that state or action. The value function helps the agent distinguish good

states and actions from bad ones.

o Learning Process: The agent uses RL algorithms, such as Q-learning or
Deep Q-Networks, to improve its policy by learning from past experience.
It explores different actions to discover those that yield the best rewards and

exploits the learned actions to maximise future rewards.

The ultimate goal of an RL model is to enable the agent to develop an optimal
policy that maximises cumulative rewards over the long term. This continuous
learning process allows the agent to adapt to changes in the environment and

improve its performance over time.

3.4.4 Advancements in Caching Strategies Through Rein-
forcement Learning in IoV

Advances in caching strategies thanks to reinforcement learning are revolutionising
the management of computing resources, particularly in the field of the Internet
of Vehicles (IoV). Reinforcement learning, a branch of artificial intelligence, en-
ables systems to make optimal decisions based on experience and reward. By
applying these techniques to caching strategies, systems can learn to anticipate
and proactively store the most requested data, thereby improving performance
and reducing latency[102].

Reinforcement learning uses autonomous agents that interact with their envi-
ronment to maximise a reward function. In the context of caching, these agents
can analyse data access patterns and adapt caching policies in real time. For
example, an agent can identify the most frequently used files or data and cache
them before they are even requested, thus reducing access time for the end-user.
This is particularly crucial in the field of IoV, where connected vehicles generate
and consume large quantities of data in real time.

In the context of the IoV, agents can analyse data access patterns of connected

vehicles and adapt caching policies in real time. For instance, a vehicle could
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preload navigation or entertainment data before entering an area with limited net-
work coverage, ensuring an uninterrupted user experience. Additionally, vehicles
can share critical information, such as road conditions or traffic incidents, in real
time, improving transport safety and efficiency.

This dynamic, adaptive approach optimises the use of storage and network
resources. Unlike traditional caching methods, which often follow predefined, static
rules, reinforcement learning enables greater flexibility and responsiveness. Systems
can automatically adjust to variations in demand, improving overall efficiency.

Reinforcement learning algorithms can be continually enhanced through contin-
uous learning techniques, enabling systems to remain efficient even as conditions
and user behaviour change[l03]. In the IoV, this means that systems can adapt
to new trends and technologies, such as autonomous vehicles and 5G networks,
offering more efficient and intelligent solutions for data management in complex,
high-demand environments.

In conclusion, caching strategies based on reinforcement learning offer signifi-
cant advantages for the oV in terms of performance, responsiveness, and efficiency,

contributing to an enhanced user experience and optimised resource management.

3.5 Gaps in existing research

3.5.1 Caching with the use of AI and ML

Network technology has progressed considerably with the integration of AI and ML
in edge caching. These innovations offer two primary benefits: predictive caching
and dynamic cache management. Predictive caching, driven by Al, allows edge de-
vices to anticipate user demands, thereby reducing latency and enhancing the user
experience. ML furthers this capability by enabling dynamic cache management,
which adapts to changing network conditions in real-time. Together, Al and ML
not only optimise data storage and access at the network’s edge but also pave the
way for more efficient and responsive network systems, which are crucial for 6G and

autonomous applications. Several studies have employed a reinforcement learning
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approach to improve caching algorithms.Reference [[104] tackled the Device-to-
Device (D2D) caching issue as a multi-agent Multi-Armed Bandit (MAB) learning
problem. The study utilised Q-learning to identify the optimal coordination of
caching decisions among multiple agents, thereby maximising caching benefits. Ref-
erence [105] employed a recurrent neural network (RNN) to predict user behaviour
and content popularity. The proposed Q-learning strategy, which incorporates
learning automata, facilitates cooperative caching by considering content popularity
and the locations of mobile users, thus enabling optimal decision-making in a static
environment. In [106], the authors examined user terminal (UT) edge caching
within D2D-enabled cellular networks, focusing on content popularity and UT
positioning. They modelled the problem as a stochastic game, resolving it through a
multi-agent cooperative alternating Q-learning (CAQL) algorithm. This approach
allows UTs to update their caching placement policies for improved performance.
Reference [107] investigated the tidal effect in a mobile edge computing (MEC)
network featuring multiple users and multicast data. The study formulated the
problem as an infinite-horizon average cost Markov Decision Process, aiming to
optimise bandwidth usage and minimise data transmission. By recasting the
problem in a reinforcement learning framework, the study proposed Q-learning and
a deep Q-network (DQN) to understand file popularity and user requests, offering
valuable insights into network caching design. Previous studies have predominantly
leveraged Al and ML technologies to optimise caching strategies at the edge or
user end. However, these approaches have often neglected the specific preferences
of individual users or groups, underscoring the necessity for a more holistic and

effective application of AI and ML in caching optimisation.

3.5.2 Vehicle Caching

The caching issues arising from vehicle mobility are notably different from those
encountered in cellular networks. Several studies have focused on vehicular caching.
In reference [10§], the authors investigated the concept of vehicles serving as mobile

cache nodes, creating an automobile cloud to deliver requested content to users via
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6G technology. To equip edge smart technologies for the upcoming 6G vehicular
network, [109] proposed using parked vehicles as additional edge nodes, thereby
supplementing existing ground infrastructure with abundant resources. The archi-
tecture outlined in [[110] consists of three layers: an airship, UAVs, and vehicles, all
utilised for vehicular caching. The authors applied the DQN method to determine
the optimal caching strategy. Another study employed an advanced machine
learning technique in Information-Centric Networking-based vehicular networks
[111]. This method predicts future user requests by forecasting their evaluations
of videos, making Information-Centric Networking highly adaptable to vehicular

network environments.

e Caching in autonomous driving

Deep Reinforcement Learning (DRL) and Federated Learning (FL)-based
content caching methods have been proposed to enhance transmission effi-
ciency while meeting latency requirements [112]. These methods optimise
latency by accounting for regional preferences and constraints. Multi-Agent
Reinforcement Learning (MARL) and FL were employed to forecast content
popularity and decide on the cached content for each region.

Another study proposed a deep learning system for content caching in au-
tonomous vehicles, which utilises MEC servers to cache high-probability con-
tent and a Multi-Layer Perceptron (MLP) to predict content demands in
specific regions [113]. A Convolutional Neural Network (CNN) was employed
to predict passengers’ age, emotion, and gender, while the self-driving car
used binary classifications and k-means clustering to select and cache relevant
infotainment content. In [114], researchers addressed challenges related to
automated vehicle control and proactive caching in Roadside Units. This
study utilised deep reinforcement learning to enhance efficiency and user
quality of experience (QoE) by implementing proactive caches and deter-

mining proactive caching actions. The authors in [115] proposed caching
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infotainment content for self-driving cars on MEC servers, leveraging CNN-
derived passenger features to achieve high expected probabilistic values in

their regions.

All the previously mentioned studies examined vehicles and edge devices separately,

neglecting the potential advantages of integrated caching and regional preferences.

3.5.3 Edge Caching

Recent research has increasingly focused on edge caching. In [116], a learning-based
cooperative content caching policy for MEC architecture is proposed, designed for
scenarios where users’ preferences are unknown and only historical content demands
are visible. This study employs a MARL-based approach to address the cooperative
content caching problem by modelling it as a multi-agent multi-armed bandit
problem. In [117], the authors introduced an innovative edge-assisted intelligent
caching framework that improves cache hit rates. This framework autonomously
develops a caching strategy in real-time by analysing request sequences without
the need for preliminary data processing or feature engineering. Another study
explored the prediction of spatial content preferences using distributed learning
techniques and mobility predictions [118]. Unlike most other studies, [119] applied
deep reinforcement learning to collaborative caching and addressed content of
varying sizes. In [120], a collaborative caching approach for mobile edge computing
servers integrated multi-agent reinforcement learning.

These studies generally assume that users remain static. However, in the
context of autonomous driving, the high-speed mobility of vehicles leads to fre-
quent changes in network topology, complicating the application of these methods.
Therefore, it is essential to enable local caching for vehicle users and investigate
optimal content placement strategies to mitigate the impact of vehicle movement

on users’ Quality of Experience (QoE).
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3.5.4 Combining Vehicle and Edge Caching

Recent studies have explored the integration of local vehicle and edge device caches,
leveraging user and regional preferences to optimise vehicle usage. The architecture
proposed in [121] introduced a collaborative caching approach in the IoV, using
content request prediction (CCCRP) to reduce latency in accessing content. The
authors employed K-means clustering to group vehicles, LSTM networks to predict
content requests, and reinforcement learning to enhance caching decisions, thus
improving the quality of service for vehicle requests. Similarly, the study [122] pre-
sented a cooperative caching strategy for content downloading using reinforcement
learning, incorporating K-means clustering for vehicle grouping, long short-term
memory networks for content prediction, and the DRL algorithm alongside DQN
to determine the most efficient caching techniques.

However, both studies do not effectively integrate vehicle caches with those of
base stations (BS) and roadside units (RSU). A multi-level cache integration could
significantly reduce redundancy and enhance overall system efficiency. Moreover,
these studies overlook the optimisation of caching strategies based on regional
preferences. Better understanding and utilisation of local preferences could improve
content relevance and further reduce latency.

Table @ summarises the techniques, Benefits, and limitations of Al-enhanced

caching strategies in the Internet of Vehicles (IoV).
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Table 3.4: Strategic Analysis of Al-Enhanced Caching in IoV: Techniques, Benefits, and Limitations

Ref AI/ML Focus Primary Benefit Limitations
Technique Area
[104]  Q-learning D2D Optimal coordination = Complexity of modelling the problem as a
(MAB) Caching of caching decisions multi-agent multi-arm bandit problem:;
among multiple challenges in designing an efficient
agents multi-agent reinforcement learning
algorithm to coordinate caching.
[105] RNN + Cooperative Adapts to user Technique complexity due to neural
Q-learning Edge behaviour and networks complicates implementation; data
Caching content popularity dependence necessitating accurate historical
data; computational demands limit
real-time use; challenges in scalability and
adaptability; potential convergence to
locally optimal solutions only.
[106] CAQL UT Edge  Dynamically updates  Complex implementation, particularly in
(Q-learning)  Caching caching placement large-scale dynamic cellular networks;

policies

reliance on precise historical data; resource
intensity limiting real-time application;
scalability and adaptability issues in
dynamic environments.
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[107]

[108]

[109]

[110]

[111]

[L19]

Q-learning,
DQN

Markov
Model,
GBDT

Conv_LSTM

DQN

Machine
Learning

DRL, FL

MEC
Network
Caching

Mobile
Edge
Caching
for 6G

Extensive
El in

Vehicular
Networks

Vehicular
Caching
Layers

ICN-based
Vehicular
Network

Autonomous

Driving

Optimises bandwidth
usage and reduces
data transmission

Efficient content
allocation with low
delay

High accuracy in
resource prediction,
reduced deployment
costs

Optimises caching
approach in a
multi-layered vehicle
system

Predicts future user
requests

Efficient transmission
with regional
preferences

Challenges in accurately predicting future
user demands; constrained by
computational and memory limitations;
errors introduced by approximations;
limited real-world applicability based on
simulation parameters.

Limited by short communication ranges and
high mobility challenges.

Complexity in managing extensive and
dynamic edge resources.

Dependency on accurate network modelling.

Potential inaccuracies in long-term
predictions.

FL requires careful data privacy
management.
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[113]

fL14]

[115]

[116]

[117]

fL1g]

[119]

[120]

MLP, CNN

Deep Rein-
forcement
Learning

CNN

MARL,
MAB

Intelligent
Caching

Distributed
Learning

Deep Rein-
forcement
Learning

MARL

Autonomous Predicts content
Vehicles demand and
personalises caching

Proactive ~ Improves efficiency
Caching in  and QoE
Vehicles

Infotainment Utilises learned
Content passenger features for
Caching caching

Edge Addresses unknown
Caching user preferences
Edge Improves cache hit

Caching rate without
preliminary data

processing
Edge Predicts spatial
Caching content preferences
CollaborativeManages
Edge collaborative caching

Caching effectively

CollaborativeEnhances caching in
Caching mobile edge
computing servers

Heavy reliance on accurate demographic
predictions.

High computational requirements for
real-time decisions.

May not generalise well across diverse
passenger profiles.

Challenging to implement in highly
dynamic environments.

May struggle with non-standard request
patterns.

Difficulties in scalability and real-time
updates.

Potentially high overhead in cooperative
setups.

Coordination complexity among multiple
agents.
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[121]

[122]

K-means,

LSTM, RL

K-means,
LSTM,
DRL, DQN

IoV
Caching

oV
Caching

Minimises latency
and enhances QoS for
vehicle requests

Effective caching
through cooperative
approaches

Simplified assumptions about vehicle
movement.

Complexity and resource demands of
multiple Al techniques.
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This table presents a strategic analysis of Al-enhanced caching techniques in
the Internet of Vehicles (IoV), highlighting the main Benefits and limitations of

each technique.

3.6 Conclusion

This chapter has conducted an in-depth examination of caching management and
reinforcement learning within the Internet of Vehicles (IoV), illustrating how these
technologies can substantially enhance the performance of vehicular networks. Through
a detailed analysis of caching methods and reinforcement learning models, we have
identified strategies capable of dynamically responding to the fluctuating demands
of ToV networks, whilst optimising the efficiency of intelligent transport systems.

The caching techniques explored provide a significant reduction in latency and
more efficient bandwidth management, which are essential for real-time IoV applica-
tions. The integration of reinforcement learning enables these techniques to proac-
tively adapt, anticipating data needs and adjusting resources accordingly, thus en-
hancing the network’s capability to manage ever-changing requirements effectively.

The implementation of advanced caching strategies, coupled with reinforcement
learning, shows considerable potential for improving traffic flow, vehicle safety, and
energy efficiency. These enhancements are crucial for the future development of
autonomous and connected transport systems, providing a robust platform for
continued innovation in the transport sector.

In conclusion, this chapter has highlighted the importance of advanced cache
management and reinforcement learning in enhancing the performance of IoV
networks. The strategies and models presented provide a solid foundation for future
research and practical applications in the field of intelligent transportation. The
theoretical and practical contributions of this chapter are essential for realising the
full potential of IoV and MEC technologies, paving the way for more innovative

and efficient transportation systems.
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4.1 Introduction

Caching is an essential computer strategy that enhances the performance and effi-
ciency of a system by storing frequently accessed data in quick-access memory. This
approach reduces data access time and transmission latency, thereby improving the
data processing rate and significantly diminishing the time required to retrieve data
for applications demanding real-time and high-performance capabilities. Caching
manages recurrent data requests, minimising the workload on the main system
and enabling effective service scalability during periods of high traffic. This en-
hances user experience by accelerating data recovery, particularly beneficial for
web development and rapid website loading. Economically, it lowers the costs
associated with data transfer and processing and facilitates access to offline data,
thus reducing bandwidth usage and network congestion. Moreover, caching boosts

system scalability by eliminating data access bottlenecks.



4.2 Data Collection

4.2 Data Collection
4.2.1 Sources of data

The data from the Big Data Challenge, utilised for evaluating caching strategies,
comprises a comprehensive and detailed collection of user requests for various
types of content over a span of two months. Specifically, the dataset records
user interactions with ten distinct types of content, offering a diverse range of
behaviours and preferences for analysis. Each entry in this dataset represents a
snapshot of requests made within a ten-minute interval, meticulously documenting
the dynamics of content demand within a tightly controlled timeframe[[123].

The dataset’s structure, encompassing 1,000 individual data points, is methodi-
cally divided into two segments to facilitate a robust training and validation process
for the predictive models under evaluation. The initial segment, consisting of the
first 800 data points, is designated as the training set. This portion is employed
to develop and refine the predictive capabilities of the LSTM model, ensuring that
it accurately learns the patterns and trends inherent in the content request data.
The model’s ability to generalise and effectively predict future behaviour is then
rigorously assessed using the remaining 200 data points, serving as the test set.

This division allows for a clear evaluation of the model’s performance, distin-
guishing between its capacity to recall learned information and to apply this knowl-
edge to new, previously unseen data. This approach is crucial for validating the
effectiveness of the proposed caching strategies, as it simulates a realistic scenario
in which a model must operate effectively in dynamic and changing conditions
typical of real-world environments.

By employing this structured and phased approach to data utilisation, the study
aims to ensure that the enhancements in caching strategies driven by the model
are both reliable and applicable to actual operational environments, thus paving
the way for more efficient content delivery networks and optimised resource usage

in vehicular and other mobile networks.
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4.2.2 Data analysis techniques

Data analysis techniques encompass the use of Recurrent Neural Networks (RNN)
and LSTM models to predict content popularity. Clustering methods, such as the
K-means algorithm, are employed to categorise vehicles according to their mobility
patterns. Reinforcement learning algorithms, such as Thompson Sampling (TS),
are utilised to optimise caching decisions based on predictions of content popularity

and the mobility characteristics of vehicles.

4.2.2.1 LSTM for predicting content requests

Our proposed design architecture highlights the significance of predicting content
popularity, with the caching technique reliant on this popularity. Many previous
studies assume that content popularity is pre-established, using request frequency
as the assessment criterion. However, in practical scenarios, content popularity
must include an element of freshness. Vehicle content requests have shown a
consistent trend over time [124]. By analysing historical request data, it is possible
to identify the fundamental trends that influence the frequency of content requests.
These trends can then be utilised to forecast the volume of requests in future periods.

In this context, the forecasted request volume is defined as the content’s popularity.

4.2.2.1.1 Machine Learning Techniques

Leveraging machine learning techniques like Recurrent Neural Networks (RNNs)
allows us to predict the popularity of newly generated content. RNNs can identify
underlying temporal patterns by analysing historical request times for various con-
tent types. However, conventional RNNs often encounter issues such as vanishing
or exploding gradients during extended propagation. To mitigate these problems,
Long Short-Term Memory (LSTM) networks are favoured as they represent an
enhanced version of RNNs. LSTM networks incorporate memory units and multiple

gates, effectively overcoming these challenges and improving predictive accuracy.

¢« LSTM Structure
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— Components:
The structure of the LSTM unit is shown in Fig. Ell Let y; and Ay
denote the input and output data at time step ¢, respectively. At each
time step t, the cell receives a new input . The cell contains three
gates: the input gate 7, the forget gate f, and the output gate o. The

values of these gates are calculated as follows:

Je=0o(Wy - [he1, jue] + by) (4.1)
iy = o(Wi - [he1, pe] + ;) (4.2)
or = o(Wy - [he—1, pe] + Do) (4.3)

Here, Wy, W;, and W, denote the weight matrices, while b, b;, and b,
represent the biases for the three gates. The function o(-) refers to the

nonlinear sigmoid activation function.

— Updating Information:
The process for updating information in an LSTM is detailed as follows

[125]:

x The forget gate f; decides which part of C;_; should be discarded.
fi-Ciq (4.4)

x The current state information is updated
i - Cy (4.5)

Where
ét = tanh(Wc : [h't—b [Lt] + bc) (46)

Here, b. and W, represent the bias and weight matrix of the memory

cell, respectively, and tanh(-) is the hyperbolic tangent function.
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* The current unit is updated as follows:

Cr=fi-Co1 +iyg C, (4.7)

— Output Data Calculation:

As a result, the output data is computed as follows:

ht = Oy * tanh(C’t) (48)

e Application of LSTM
LSTM can forecast future content request volumes, allowing for optimised
caching for vehicle users. By utilising time series data, the LSTM model
takes the number of content requests from the previous time step ¢t — 1 as its

input, denoted by

plt = 1) = {ua(t — 1), pat — 1), gt — 1)} (4.9)

The LSTM output forecasts the number of content requests for the forthcom-

ing time period as a series of values, represented by
0(t) = 01(t), 02(1), - .., O (1) (4.10)

e Predicting Content Popularity
The elements within the function 6(¢) are sorted to create an ordered index

vector:

)\:)\1,)\2,...,)\@ (411)

This ordered index vector is then input into the Zipf model to determine the
popularity of contents in the repository, as described in the caching model,

producing a popularity distribution:

T=T,Ta,...,TQ (4.12)
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Figure 4.1: LSTM cell

4.2.2.1.2 Detailed Architectural Description of Our LSTM-Based Pre-
diction Model
Our LSTM-based prediction model for forecasting content request volumes is or-

ganised as follows:
e Input Layer:

— Inputs historical data of content request numbers over time, processed

and normalized.
« LSTM Layers:

— First LSTM Layer:

« Consists of 128 units (number of memory cells in the layer) with
return_sequences=True to maintain temporal sequence processing

for deeper layers.

« Activation function: 'ReLu’(Rectified Linear Unit) for intermediate

layers to introduce non-linearity.

x Includes a dropout rate of 0.2 to mitigate overfitting by randomly

omitting a subset of features during training.

— Second LSTM Layer:
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* Comprises 64 units configured with return_sequences=True, This
layer takes the sequence output from the previous LSTM layer and
processes it further, outputting a sequence of 64-dimensional hidden

states.
* Activation function: 'Relu’.

x This layer also includes a dropout of 0.2.
— Third LSTM Layer:

+ Number of units: 32 units
% Activation Function: RelLu

* Return Sequences: False (to return the final hidden state for the

next layer)

* Dropout: 0.2

This layer takes the sequence output from the previous LSTM layer and
processes it to output a 32-dimensional hidden state representing the

entire sequence.
o Dense Layer (Output Layer):

— Features a single neuron with a linear activation function to predict the

count of future content requests, reflecting the anticipated popularity.

4.2.2.1.3 Model Compilation
e Optimizer:

— The Adam optimizer is utilized for its efficient computation and adaptive

learning rate, enhancing the convergence of training.

— Learning Rate: 0.001

e Loss Function:
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— Mean Squared Error (MSE) is employed to quantify the accuracy of
predictions, providing a clear measure of prediction error in the context

of regression.
e Metrics:

— Mean Absolute Error (MAE) provides a measure of the mean absolute
difference between observed values and predictions, offering a more

direct interpretation than the MSE.

4.2.2.1.4 Training Configuration
« Epochs and Batch Size:

— The model is trained over 100 epochs with a batch size of 32, balanc-
ing the model’s exposure to the training data against computational

efficiency.
o Early Stopping:

— Implemented with a patience of 10 epochs.

— Training is stopped early if the validation loss does not improve for 10

consecutive epochs, preventing overfitting.

4.2.2.1.5 Model Training

o Validation Split: 20% of the data is used for validating the model perfor-

mance during training, which helps in tuning and preventing overfitting.
o Callbacks: Early Stopping

— Early stopping is used to halt training when the model’s performance

on the validation set stops improving
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4.2.2.1.6 Evaluation of Our LSTM-based content prediction model

The dataset used for predicting content requests originates from the Big Data

Challenge [123]. It includes data for ten types of content, collected from November
1, 2013, to January 1, 2014, with each data point representing a 10-minute interval.
This analysis is based on a dataset of 1,000 such data points.

The first 800 data points are utilized as the training set, and the model’s perfor-
mance is subsequently tested on the last 200 data points. Once trained, the model’s
performance is evaluated on the validation set. The ﬁg@ illustrating the training

and validation losses over epochs reveals several insights:

e Sharp Decline in Initial Epochs:There is a significant drop in both
training and validation losses within the first few epochs, indicating that

the model quickly captures the dominant patterns in the data.

o Convergence: After the initial sharp decline, both losses level off, showing
only slight further reductions. This trend suggests that continuing training
beyond these epochs might not yield substantial improvements, pointing

towards potential diminishing returns.

o Closeness of Losses: The training and validation losses remain close through-
out the process, suggesting that the model generalizes well and is not overfit-
ting. This closeness is indicative of a model that performs well on both seen

and unseen data.

This comprehensive evaluation underscores the LSTM-based content prediction
model’s ability to learn and predict content request volumes effectively, showcasing
its utility in practical scenarios, as evidenced by the dataset from the Big Data
Challenge. The analysis of the loss plot further confirms the model’s capacity
to generalise, making it a reliable tool for forecasting content requests in similar
settings. This affirms the model’s robustness and adaptability, crucial for appli-

cations within dynamic environments.
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Figure 4.2: Model loss over epoch

4.2.2.1.7 Implementation in Content Caching

Integrating LSTM predictions into our caching strategy allows for dynamic adjust-
ments to cached content based on real-time popularity forecasts. This method
not only increases the efficiency of the caching system but also ensures that users
have prompt access to the most relevant and in-demand content, thereby reducing
latency and enhancing user experience. Our advanced LSTM framework under-
pins this predictive model, providing robust and accurate forecasts of content
popularity, which is essential for the effective management of cache resources in

vehicular networks.

4.2.2.2 K-means Clustering for Vehicle Data

Our approach involves clustering vehicles based on their mobility to reduce sig-
nalling load from V2V broadcasting and enhance vehicular communication connec-
tions. Within each cluster, the cluster head communicates directly with other mem-
bers using single-hop V2V communication, ensuring efficient and direct communi-
cation pathways. This optimises the network’s overall functionality and reduces

the need for complex multi-hop communication strategies. Vehicles are classified
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into distinct clusters within a single BS coverage area according to their mobility
characteristics.

We formed Mec clusters from a set of Nv generated vehicles by using normalised
attributes such as position and speed, obtained from each vehicle. The primary
challenges in vehicle clustering are determining the clustering technique and se-
lecting the cluster head. This study employs the k-means algorithm for clustering.
As outlined in Algorithm m, the process consists of four main steps: selecting the
Mec cluster centres, grouping the remaining vehicles, updating the cluster centres,
and repeating the process until the cluster centres remain constant. To expedite
clustering, the algorithm prioritises selecting Mc vehicles that are widely separated.
It is important to note that the k-means algorithm relies on Euclidean distance
calculations, which may result in cluster centres that do not perfectly align with
individual vehicles. Choosing cluster heads that align with these clusters is an
additional refining step. The cluster head serves as the content cache source and
manages access, requiring a reliable connection with other vehicles. Therefore,
we utilised a parameter called "Connectivity Lifetime” (CL) to select cluster heads
based on the durability of vehicle connections [126].Let N;; represent the [-th car in
cluster i. The vehicle’s location and speed at time ¢ are denoted as L, ;(t) and S; ,(t),
respectively. Vehicles periodically send a "hello” beacon packet to other vehicles
within the coverage area of the same BS. The "hello” beacon packet includes the
vehicle’s mobility information, such as its location L;,;(t) and speed S;;(t). Using
this information, each car can calculate its associations with other vehicles. The
Connectivity Lifetime (CL) is the duration for which a communication link is
maintained between two vehicles. When the CL expires, the link between the
two vehicles is expected to terminate, indicating that their relative distance will
have reached the maximum broadcasting range, denoted as 0, within this period.
The requirement for maintaining a link between cars N;; and N, (where I # [)

is based on this principle:
il AN 2
(Lia(t + CLY) = Lig(t + CLY)) =4 (4.13)
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If the vehicle maintains the same speed over the time interval 7, its location is given
by:
L(t+7)=L(t)+7-5(t) (4.14)

Thus, equation () can be expressed as:
- 2
(Lia(t) = Lig(t) + CLY] [Sia(t) = Sip(t)])” = 0? (4.15)

Therefore, CL%I can be calculated by solving equation (4.15), where speed and

location are represented as 2-D coordinates:

6% — |Liy(t) — Ly (t))?
1Si(t) — Siw ()]

Once the clusters are formed using the K-means algorithm, the average CL for

CLY = (4.16)

each vehicle NV;; in cluster i can be computed as follows:

1

S CLY, U #1 (4.17)

'=1

L, =

Subsequently, the vehicle with the highest average CL within the cluster is desig-
nated as the cluster head. This selection ensures that the cluster head and all other

vehicles within the same cluster maintain optimal link stability.
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Figure 4.3: Vehicle clustering
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Algorithm 1 Clustering Algorithm

1: Input: Vehicle set V ={V1,V2,...,V,,}, Number of vehicle clusters Mc

2: Output: Vehicle cluster set {cl,¢2,..., cpe}

3: Select initial cluster centres {t1,t2,... ty.}

4: repeat

5: for i =1 to Mc do

6: Determine the distance between IV; and each centre ¢;, denoted as d;; =
INy =t

7: Assign N; to the cluster whose centre is the closest.

8: end for

9: for i =1 to Mc do

10: Calculate the new cluster centre t; = ‘711‘ >onec; N

11: if ¢7 #t; then

12: Update the cluster centre ¢; = t;

13: else

14: Keep the current cluster centre constant;

15: end if

16: end for

17: until all cluster centres become fixed

4.2.2.3 Cooperative caching-based TS algorithm

Reinforcement learning is an algorithmic approach centred on mapping behaviours
based on the environmental state [127]. In this framework, the agent within the
reinforcement learning system selects and performs actions from a set based on the
system’s state, subsequently receiving a reward for the action taken. This reward
serves as a metric to assess the effectiveness of the chosen action. After the training
phase, the agent can swiftly identify and perform actions associated with higher
rewards, depending on the system’s state.

In the context of Multi-Armed Bandit (MAB) problems, each arm corresponds
to a distinct action that yields a reward upon selection. However, the likelihood of
receiving a reward varies across arms, presenting the challenge of efficiently selecting
arms within a limited number of trials to optimise rewards. Balancing exploration
and exploitation is a widely recognised challenge in this scenario. To maximise
rewards, decision-makers must strike a balance between exploring new arms and

exploiting the knowledge gained from prior exploration. The MAB problem, using
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strategies like Thompson Sampling (TS), aims to maximise the expected reward,
ensuring the best possible outcome [128].

TS is particularly effective for caching issues with high uncertainty, as its
exploration of varied strategies can enhance overall performance. TS is a stochastic
algorithm used for decision making in situations of uncertainty, commonly applied
to MAB problems. It assigns scores to each arm by assuming the reward probability
for each arm conforms to a Beta distribution [129]. This is a continuous probability
distribution within the interval [0, 1], characterised by two positive shape parame-
ters, a and b. The average value of the Beta distribution is given by 2. A larger
a results in a higher average value of Beta(a, b), whereas a higher b decreases this
average. The TS algorithm estimates the return, represented by ¢, by sampling
Beta(a,b) [129]. Following the outcome of arm selections, updates are made to
the selected arm. Receiving a reward of 1 increases the corresponding a value
by 1, while a reward of 0 increases the b value by 1. The inherent randomness
of sampling enables TS to naturally achieve a balance between exploration and
exploitation (EE). Additionally, adjustments to the EE balance can be made by
altering the update mechanism for the TS parameters a and b.

We designated the edge server, base station, cluster head, and each user with
a local cache as agents. FEach category is considered an arm, with each arm
having a unique likelihood of being chosen. Once the file category is identified
based on the probability, the file is selected from that category to cache. In this
study, the TS technique is used to iteratively select actions (arms) based on their
predicted reward probability. The algorithm tracks reward distribution estimations
for each arm using Beta distributions. At each iteration, the algorithm samples
Beta distributions to evaluate the likelihood of each arm being the best selection.
It then chooses the arm with the highest calculated likelihood and adjusts its
parameters according to the received rewards. In this context, rewards refer to
cache hit rates, which indicate the ratio of successful task completions to the total
number of requested tasks. To update the parameters of the Beta distribution at

time-slot ¢t + 1, the following formula is used:
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t+1 ¢t t
ad,cati - ad,cati + Rd,catﬂ

t+1 t ¢ (4.18)
b - bd,cati + (1 - Rd,cati)

d,cat;

Here, R, is the hit rate (reward) of the selected category (arm) of the file

in the cache of each device d at time ¢.

The TS algorithm process is outlined in Algorithm . The TS-based algorithm
sorts contents into various categories. Without categorising the contents, each
agent would have an action space of approximately 2/*! when selecting from |L|
files, making the algorithm ineffective. The TS-based approach is suggested to

decrease the action space of Q-learning [130].

Initially, the algorithm initialises the Beta distribution of each arm as follows:

oat, ~ Beta(ad, ,b%.) « (1,1), where 1 <i < N (4.19)

where N is the number of arms. Consequently, the arm with the highest
sampled value is selected as the optimal arm. According to the stored probabilities
of each arm, the contents will be cached based on their requested probabilities in the
subsequent time. Once the items are stored in the caches of each device, the rewards

are acquired. The posterior distribution of each selected arm is updated as follows:

L~ Beta(alfl, bih),  where1 <i< N (4.20)
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Algorithm 2 TS-based Mobility-Aware Multi-Hierarchical Caching Model with
Vehicle Clustering and Content Popularity Prediction Methods(TS-MMCM)

1:
2:

10:
11:
12:
13:

14:
15:
16:

17:
18:

19:
20:
21:
22:

Phase 1: Initialization
Initialise parameters: number of vehicles, vehicle clusters, period T, content
categories |cat|, repository, content sizes,Number of arms N, parameter s, cache
capacity.
Initialise the Beta distribution parameters:

Doy, ~ Beta(ady ,b%.) « (1,1), , where 1 <i < N

cat;’ Ycat;

Phase 2: Vehicle Clustering
Perform Algorithm 1 to obtain vehicle clusters.
Phase 3: Obtain cluster heads
Choose cluster heads based on CL selection criterion: ﬁi,l =
SR CLy, VAL
Phase 4: Find the best caching decision
repeat (for each round)
Obtain the predicted number of content requests () using LSTM.
Sort 6(t) to obtain sorted index vector Ag.
Obtain content popularity vector mo using Zipf model: P(R;s,N) =
%Rsl , where ¢ € {1,2,...,1}.
Zq:l q5
for each cluster H; do
for each vehicle user H;; € H; do
Determine caching method in each local cache using a TS-based
algorithm.
end for
Determine the caching policy in each cluster head H;; using a T'S-based
algorithm.
end for
Determine caching policy in the edge server using a TS-based algorithm.
Update contents in each cache.
until convergence criteria are met or fixed number of rounds T
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Algorithm 3 Thompson Sampling Algorithm

1: Input: Initialise Parameters

2: Output: Report the selected arms and their corresponding probabilities.

3: Number of categories N

4: Initialise the posterior distributions of each arm as a function of ()

5: Initialise variable for reward .

6: repeat

7: for each round do

8: Pull Arms:

9: Sample from the posterior distributions of each arm.

10: Select the arm with the highest sampled value.

11: Obtain Reward:

12: Execute the chosen action/arm in the environment.

13: Update the cache.

14: Observe the reward obtained.

15: Update Parameters for the chosen arm:

16: Update the posterior distribution of the selected arm based on ob-
served reward according to (#.20).

17: Update the reward for the chosen arm.

18: end for

19: Next round
20: until convergence or fixed number of rounds

4.3 Proposed Caching Strategy

4.3.1 Description of the new caching strategy
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] _Clusterarea Cloud server
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Figure 4.4: Proposed architecture
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In this section, we introduce an architecture for multilevel data caching (de-
picted in Fig. @), designed to optimize communication among cluster member
users, cluster heads, base stations (BSs), and edge servers for caching various con-
tent types. Each edge server manages BSs within its coverage area, with multiple
users typically found in each BS’s predominant region, highlighting the vertical
architecture’s caching capacity. Vehicles within a BS’s coverage are grouped into
clusters based on their mobility traits. Each cluster is assigned a cluster head, a
role that remains consistent over time slots.

Cluster heads are denoted as H,;, where ¢ signifies the cluster index within
the BS coverage area. Vehicles within clusters are designated as H;;, where j
(j > 2) identifies individual vehicles within cluster i. Refer to Table El] for a
summary of all notations used.

For example, H,;, the cluster head, serves the members of its cluster. In this
caching structure, when a vehicle initiates a request, it first checks its local cache
for the requested content. If found, the content is accessed directly; otherwise,
it seeks the content from H; ;. If H;; caches the content, the vehicle retrieves it
directly; otherwise, it requests the BS coverage area. If the content is cached there,
it’s accessed immediately; otherwise, the request proceeds to the edge server and
then to the cloud server if needed.

Grouping vehicles into clusters based on mobility traits enhances communi-
cation reliability among vehicles within the same BS coverage. Cluster heads
are chosen consistently to ensure stability across time slots. Vehicles” normalized
characteristics, such as position and speed, are used to form Mc clusters from Nov-
generated vehicles. With every vehicle, including cluster heads, capable of caching
content, cluster heads can communicate directly with other cluster members. How-

ever, communication between vehicles in different clusters is not established.

4.3.1.1 Caching model

Let L = {1,2,...,1} denote the content repository, where [ represents the total

number of content items. The cloud server stores the entire content repository L,
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while the edge server collaborates with base stations, cluster heads, and vehicle
users to cache this content. Each content item has a specific size, denoted by
Z ={z1,29,...,7;}, with [ being an element of L. These contents are categorised
into N categories, labelled as cat = {categoryl, category2, ..., categoryN}.

The edge server has a local cache capacity of Ceqee. Each base station is
equipped with a cache capacity denoted as Cgg, and each cluster head has a
local cache with a capacity of Cp,,. Users within a cluster are represented by
V = {vl,v2,...,vu}, where specific content is stored in their local caches with
a capacity of Cp, .

The variables S(I, edge), S(I,BS), S(I, H; 1), and S(I, H; ;) are binary indicators:

e S(l,edge) = 1 indicates content [ is stored at the edge; S(l,edge) = 0

otherwise.

e S(I,BS) = 1 indicates content [ is stored in the base station; S(I,BS) = 0

otherwise.

e S(I,H;1) =1 indicates content [ is stored in cluster head H;1; S({, H;1) =0

otherwise.

« S(I,H;;) = 1 indicates content [ is cached in the local cache of user H;

within cluster i; S(I, H; ;) = 0 otherwise.

Given the constrained caching capacities of the edge server, base stations, clus-
ter heads, and cluster members H; ;, it is vital to ensure that the total size of cached

contents on each device remains within its maximum capacity at every time slot .
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Table 4.1: Summary of Important Notations

Symbol Description

BS Base station

H;, Cluster head

H;; Cluster member

Nv Total number of vehicles in the system
Mec Number of clusters grouping the vehicles
L Content repository

Z Size of each file repository

cat Category of content

V Set of vehicles

Cedge Cache capacity of edge cache

Chs Cache capacity of base station cache
Ch,, Cache capacity of cluster head cache

Cache capacity of local cache

S(l,edge) Cache state of the file 1 in the edge

S(l1,BS)  Cache state of the file | in the BS

S(l,H;;) Cache state of the file 1 in the cluster head
S(l,H; ) Cache state of the file | in the cluster member
HitR{*8°  (Cache hit rate of the edge

HitRBS  Cache hit rate of the BS

HitR™  Cache hit rate of the cluster head

HitR"™  Cache hit rate of the cluster member

Ocdge Caching edge policy

Omu,, Caching cluster head policy
Om, Caching cluster member policy
L (t) Location of vehicle

Sii(t) Speed of vehicle
CL Connectivity lifetime
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Yot 2e - S(e,edge) < Ceqge, Ve € L
Sy zr - S(r,BS) < Chgs, VreL
Yh12-S(0b,Hi1) < Chyy, VbEL
S i zq-S(d,Hj) < Cp,,, VdeL

Let L = {1,2,...,1} represent the content repository, where [ is the total
number of content items. The cloud server stores the complete content repository
L, while the edge server collaborates with base stations (BSs), cluster heads, and
vehicle users to cache content. Each content item has a distinct size, denoted by
Z = {z1,22,...,z1}. These contents are grouped into N categories, represented
as cat = {categoryl, category2, ..., categoryN}.

The edge server has a local cache capacity of Cegee, the BS has a capacity of
Cgs, and each cluster head H;; has a local cache capacity of Cp,,. Users within
clusters, denoted as H;; (where j > 2), have local cache capacities of Cp, ;.

The cache state of content at each location or equipment is represented as
S(e,edge), S(r,BS), S(b, H;1), and S(d, H; ;), indicating whether content is cached
(= 1) or not cached (= 0).

Due to the limited caching capacities of the edge, BS, H, ;, and H, ;, it is crucial

ij>
to ensure that the total size of cached contents at each device does not exceed its
maximum capacity at every time slot t.

We propose a cache-placement technique based on content popularity. Content
request probabilities are influenced by their popularity ranking, with more popular
content having higher request probabilities. The Zipf distribution is commonly used

to model these probabilities. The probability of content ranked R in popularity,
denoted as P(R;s, N), is given by:

1/Re
N 1
q=1 ¢

P(R;s,N) =

where ¢ € {1,2,...,1} (4.21)

Here, s is the exponent parameter characterising the Zipf distribution, and [

is the total number of content items.
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To evaluate caching strategies, we assess the cache hit rate, which indicates the
effectiveness of the caching approach. The cache hit rates for the edge server, BS,

cluster heads, and cluster members are calculated as follows:

l
HitR{*® =5 P, - S(e,edge) Vee€ L (4.22)
e=1
l
HitR® =Y P,-S(r,BS) VrelL (4.23)
r=1
u l
HitR, " =Y _P,-S(b,H;1) VbelL (4.24)
b=1
o l
HitR,"” =3 Py-S(d,H;;) VdeL (4.25)
d=1

Here, P; = [p1,po,-..,p] denotes the probability vector indicating the likeli-

hood of each content being requested by vehicle users in the upcoming time period.
4.3.1.2 Content Request Model

All components of our system, including vehicle users, cluster heads, base stations,
and edge servers, are equipped to cache content. When a vehicle within the cluster

requests specific content, it can be obtained from one of five potential locations:

4.3.1.2.1 Local Cache The vehicle user’s local cache is the first point of access
to locate requested content. If the content is available in the local cache, it can

be accessed directly.

4.3.1.2.2 Cluster Head If the content is not found in the local cache, the user
retrieves it from the cluster head. The requested content is directly retrieved from

the cluster head if it has been cached, using vehicle-to-vehicle (V2V) connectivity.

4.3.1.2.3 Base Station If the content is not available at the cluster head, the
user sends the request to the BS that covers its location. The content is instantly

accessed from the BS if cached, using vehicle-to-infrastructure (V2I) connectivity.

114



Chapter 4  Advanced Data-Driven Caching Strategy

4.3.1.2.4 Edge Server If the content is not available at the BS, the request is
transmitted to the edge server through the BS. If cache retrieval fails, the request

is forwarded to the cloud server, resulting in increased latency.

4.3.1.3 Communication Model

This section outlines two communication modes, V2I and V2V, used by vehicles.

Vehicles select one mode at a time to access content.

4.3.1.3.1 V2V Communication Link In V2V communication, vehicles within
a cluster exchange data directly, managed by a cluster head. Incoming communica-
tions involve receiving traffic updates, hazard alerts, and data requests from other
vehicles, which can be cached or forwarded. Outgoing communications involve
sending responses, sharing local traffic information, and broadcasting emergency
alerts. The cluster head facilitates efficient data distribution, reducing latency and
minimising load on the central base station, ensuring quick access and dissemina-

tion of information within the network.

4.3.1.3.2 V2I Communication Link The base station uses the V2I link to
send cached content to the requesting vehicle within its coverage range.

The V2I link supports various applications, including real-time traffic manage-
ment, navigation assistance, and infotainment services. When a vehicle requests
specific content, the base station checks its cache and sends the data directly to the
vehicle if available. This reduces redundant data retrieval from external servers,

improving network efficiency and reducing latency.

4.3.1.4 Rationale behind the strategy

The cache hit rate is a critical metric in caching techniques, indicating how well
cached content aligns with user requests. Our goal was to develop an online
caching technique that maximises this hit ratio. Given the vast number of files, we
categorised content into types and assigned probabilities for their selection. Once

identified based on probability, one file of each type is chosen for caching. The
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objective for caching at each vehicle user, cluster, and edge is to maximise the

hit rate, formulated as:

max HitR; " (O, ) (4.26)

®Hz',j &

max HitR" (O, ,) (4.27)
H; 1

max Hit R (Oqge) (4.28)
edge

Our approach aims to enhance cache hit rates both at the edge server and
the vehicle user level. Considering the architecture model and constraints on
caching capabilities of vehicle users, cluster heads, and edge servers, our problem

formulation is:

maximise {0p, ,, 0, ,, Oeage} for HitR[™ (4.29a
maximise {0p, ,, 0w, ,, Oeage} for HitR[™, (
maximise {0g, ., 0w, ,, Ocage} for Hit R, (4.29¢

maximise {0, ;, 0p,,, Oeage} for Hit R, (4.29d

Under constraints C1:

€ {0,1}, VielL

And under constraints C2:

Sz - S(e,edge) < Cedge, Ve €L

Lz -S(r,BS) < Cgs, VreL
Sho1 2 S(b,Hiy) < Cp,,, VbEL
S za-S(d, Hi ;) < Cy Vd € L

4,57
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Here, each content is either cached or not (represented as 1 or 0 for S(I, edge),
S(1,BS),S(l,H;1), and S(I, H; j)). The final constraint ensures that the total size
of cached content at the edge, BS, H;;, and H;; does not exceed their respective
capacities. Reinforcement Learning (RL) is proposed as an effective approach to

address this multi-agent decision-making problem.

4.4 Evaluation
4.4.1 Metrics for Evaluating the Strategy

The study assessing a caching strategy, rooted in content popularity and Zipf
distribution, employed various metrics to gauge the effectiveness and efficiency of
the proposed method. Utilising Python simulations, the performance was evaluated

through key metrics including hit rate and latency.

Hit Rate

o The hit rate denotes the percentage of data or resource requests effectively
retrieved from the cache, reflecting the ratio of successful task completions

to the total number of requested tasks.

o The hit rate was computed across various cache locations, spanning the edge
server, cluster head, and cluster members, providing insights into the efficacy

of the caching strategy across the network.

Latency

o Latency is defined as the time duration from when a request is sent by the

vehicle user to when the last data packet is received.

o This metric plays a critical role in assessing caching strategies, particularly
in contexts where reducing delays is vital for network efficiency and optimal

user experience.
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4.4.2 Simulation Setup

o The simulation scenario featured a library comprising 1,000 items, each sized
between 5 MB and 100 MB, accumulating to a total content size of 51,000
MB.

o The cache capacity of the edge server was configured to be between 10% and
25% of the entire volume of content. The cache capacity allocated to each
user and cluster head was adjusted to be between 10% and 25% of the cache

size of the edge server.

o The simulation utilised a TS-based Mobility-Aware Multi-Hierarchical Caching
Model with Vehicle Clustering and Content Popularity Prediction Methods
(TS-MMCM).

e The arrival of requests from vehicles was modelled as a Poisson process in each
time slot, and user requests were simulated by varying the shape parameter

values of the Zipf distribution.

Table @ lists the simulation’s parameters and their values.

Table 4.2: Simulation Parameters

Parameter Value

Simulation area 2 km

Vehicle speed 20, 60] km/h
Request rate 20, 30] requests /m

Number of vehicle users 55
Number of file categoies 5

cache capacity rate [10,15,20, 25]%

The evaluation metrics for hit rate and latency, along with the simulation
configuration details, provide insight into how the performance of the caching

strategy was assessed and the parameters involved in the simulation process. The
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study’s focus on these metrics and simulation methodologies highlights the thor-

ough analysis conducted to validate the proposed caching approach.

4.5 Results Interpretation

4.5.1 Analysis and Interpretation of Data

The data presented in the simulation results offers a comprehensive evaluation of
the proposed TS-MMCM algorithm’s performance across different caching strate-
gies and under varying conditions influenced by the Zipf parameter and the cache

capacity rates.

4.5.1.1 Hit Rate Analysis

e The TS-MMCM algorithm demonstrates a clear superiority in terms of hit
rate, which progressively increases with the rise in the Zipf parameter (from
1.0 to 1.6), as depicted in Fig.. The hit rate increases from 0.3 to over 0.6,
highlighting the algorithm’s adaptive efficiency to the popularity distribution

of content requests.

« A comparative analysis in Fig. and Fig. further illustrates how T'S-
MMCM consistently outperforms other algorithms (LRU, LFU, Fuzzy Logic,

ICSAD) across various cache configurations and cluster head caches.
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Figure 4.5: Comparative analysis of caching strategies across different cache locations
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4.5.1.2 Capacity Utilisation

. Fig@ explores the relationship between cache capacity rates (ranging from
0.1 to 0.25) and hit rates. TS-MMCM consistently achieves the highest hit
rates across all capacity rates, indicating optimal utilisation of available cache

space for storing frequently requested content.
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m ICSAD
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- LR

0.6 ==m LFU

0.7 4

=4 =]
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Average Hit rate
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e

0.2 1
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Figure 4.6: Cache hit ratio versus total caching capacity rate

4.5.1.3 Latency Optimization

Advanced clustering techniques based on vehicle speed and position significantly

reduce latency, as shown in Fig. and Fig.. The total average latency

decreases as the number of clusters increases, confirming the clustering mechanism’s

effectiveness in reducing response times.

4.5.2 Comparison with existing strategies

4.5.2.1 Comparison to Conventional Caching Methods

e« LRU and LFU: These traditional caching strategies exhibit a lower perfor-
mance trend in comparison to TS-MMCM. As depicted in Fig., LRU

shows only a modest improvement in hit rates as the Zipf parameter increases,
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Figure 4.7: Vehicle clustering performances
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while LFU, illustrated in Fig.@, remains the least effective across all tested

capacity rates.

o Fuzzy Logic and ICSAD: ICSAD[130] stands out as the second-best per-
former, particularly in Fig.@, demonstrating a moderate increase in hit rate
as the Zipf parameter rises. Fuzzy Logic, though showing slight improvements
in Fig., is consistently outperformed by the adaptive capabilities of TS-

MMCM.

4.5.2.2 Effectiveness in Different Caching Contexts

The diverse scenarios simulated, including different numbers of clusters (Fig. @)
and varying cache capacity rates (Fig.@), also underscore TS-MMCM'’s robustness.
Whether in edge caching scenarios or localized cluster head caches, TS-MMCM
consistently adapts better than other tested strategies, maintaining higher hit

rates and reduced latency.

4.5.2.3 Innovative Algorithmic Approach

TS-MMCM'’s ability to outperform both established and novel caching strategies
confirms its innovative approach to handling data within Internet of Vehicles
(IoV) environments. Its design allows for quick adaptation to the evolving net-
work structures and user behavior patterns, which are critical in time-sensitive
applications. Fig.@ shows the effectiveness of vehicle clustering in enhancing
cache hit rates, demonstrating the algorithm’s predictive accuracy and proactive

caching capabilities.
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4.6 Conclusion

The proposed TS-MMCM framework not only addresses the limitations of existing
caching strategies but also sets a new benchmark for performance in IoV systems.
It ensures that the most demanded content is available at the network edge, thereby
reducing latency and enhancing the user experience. This study confirms the effi-
cacy of integrating machine learning and optimisation techniques in network traffic
management and opens up new avenues for future research in caching strategies

within the burgeoning field of vehicular networks.
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5.1 Introduction

This thesis investigates caching system optimisation within vehicular networks by

integrating advanced techniques such as Thompson sampling-based learning, vehi-

cle clustering, and content popularity prediction. The primary goal is to enhance

cache management in these dynamic networks, with a focus on boosting cache hit

rates and minimising latency. This research is crucial in the context of increasing

mobility and the need for real-time data access, where effective cache management

significantly impacts network performance and user security. Employing machine

learning and predictive analytics, this study presents novel strategies to tailor cache

resources to the evolving demands of vehicular networks.



5.2 Summary of Findings

5.2 Summary of Findings
5.2.1 Recap of key findings

This research demonstrates a significant advancement in the efficiency of caching
systems for vehicular networks through the adoption of advanced machine learn-
ing and clustering techniques. The developed model, the Thompson Sampling-
based Mobility-Aware Multi-Hierarchical Caching Model (T'S-MMCM), was rigor-
ously evaluated through simulations, showcasing superior effectiveness over popular
cache management approaches.

The incorporation of Thompson sampling allowed our model to dynamically
adapt caching strategies in real-time to fluctuations in demand and content popu-
larity, markedly enhancing cache hit rates beyond conventional methods. Moreover,
the use of clustering techniques has enabled effective vehicle grouping based on po-
sition and velocity, significantly reducing latency by minimising data transmission
distances. This strategic grouping also improved content distribution efficiency,
further lowering system latency.

Simulations confirmed that TS-MMCM excels in dynamic environments, where
network conditions and user mobility patterns frequently change. Additionally,
the integration of content popularity predictions through deep learning enabled
accurate forecasting of future requests, ensuring data availability in the cache
precisely when needed.

These results affirm the effectiveness of TS-MMCM as a superior cache man-
agement solution in vehicular networks and open avenues for future research into

optimising intelligent networks and adapting to emerging technologies.

5.2.2 Contributions to the Field

This thesis makes a substantial contribution to the domain of vehicular networks
and caching systems through the development of the TS-MMCM (Thompson Sampling-

based Mobility-Aware Multi-Hierarchical Caching Model). This innovative model
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integrates multiple advanced technologies to enhance cache management within

the intricate and dynamic environments of vehicular networks.

5.2.2.1 Integrating Thompson Sampling Learning

This research incorporates Thompson Sampling, a reinforcement learning method,
to refine cache management decisions within vehicular networks. By applying
this technique, the model dynamically and efficiently selects content for caching,
adjusting to the shifting popularity of data based on continuously updated proba-
bilities. This adaptive strategy marks a significant enhancement over conventional
approaches, offering more precise and responsive cache management to meet fluc-

tuating user demands effectively.

5.2.2.2 Vehicle Clustering for Efficient Cache Management

Vehicle clustering techniques enhance cache management by grouping vehicles based
on their positions and speeds. This strategy improves cache placement, leading to
reduced response times and more efficient bandwidth usage, which is essential in

environments characterised by high density and mobility.

5.2.2.3 Advanced Content Popularity Prediction

This thesis incorporates content popularity prediction algorithms based on deep
learning techniques, facilitating proactive anticipation of data requests. This pre-
dictive capability transforms cache management from a traditionally reactive strat-
egy to a proactive one, thereby reducing network load and enhancing the user

experience with shorter loading times.

5.2.2.4 Adaptability to Dynamic Environments

The TS-MMCM model is specifically engineered to respond effectively to rapid
shifts in network conditions, making it highly suitable for real-time applications

such as navigation, vehicle safety, and vehicle-to-infrastructure communications.
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5.3 Recommendations
5.3.1 Practical Recommendations

Based on the compelling outcomes of this research, practical recommendations
can be formulated for decision-makers and engineers in the domains of intelli-
gent transport networks and vehicle-to-vehicle (V2V) communications. These
recommendations are designed to enhance resource management and boost the
overall efficiency of vehicular network systems through the integration of advanced

predictive analytics and machine learning techniques.

5.3.1.1 Adoption of Predictive Machine Learning Models

We recommend the adoption of predictive models, such as LSTM networks, to
forecast content demand. This strategy enables caching systems to preload neces-
sary data before it is requested, thereby reducing response times and alleviating
network congestion. Additionally, predictive models are valuable for identifying

usage patterns and optimising network resources to meet changing demands.

5.3.1.2 Implementing Dynamic Clustering

For effective management of the diversity and mobility of vehicles in vehicular
networks, it is crucial to implement dynamic clustering techniques. These tech-
niques should utilise criteria such as vehicle position and speed to enhance network

performance and reliability.

5.3.1.3 Integration of Hierarchical Cache Systems

Deploy hierarchical cache systems that use both local and network caches to re-
spond to requests more flexibly and efficiently. This strategy reduces dependency

on central connections and cuts data retrieval times.

5.3.1.4 Ongoing Training and Awareness

It is crucial to provide continuous training for technical teams on the latest ad-

vancements in machine learning and cache management. This ensures that the
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system remains current with cutting-edge innovations and best practices, thereby

enhancing overall operational effectiveness.

5.3.1.5 Regular Evaluation and Updating of Cache Policies

It is essential to conduct periodic evaluations of cache system performance to
identify areas for enhancement. Cache policies should be frequently reviewed and
modified based on data analysis from predictive models. This ongoing adjustment
ensures that the system remains optimised to effectively handle evolving traffic
patterns and technological advancements.

By integrating these strategies, decision-makers and engineers can significantly
enhance the efficiency and responsiveness of vehicular networks. Additionally, these
measures contribute to improving user experience, reducing operational costs, and

laying the groundwork for the future of intelligent, connected transport systems.

5.3.2 Suggestions for Future Research

The findings from this study present several promising directions for future re-
search in the realm of optimised cache systems and intelligent transport networks.

Suggestions for expanding and deepening this body of work include:
5.3.2.1 Integration of More Advanced Deep Learning Models

Future research could incorporate and test the effectiveness of even more sophis-
ticated deep learning models, such as convolutional neural networks (CNNs) or
generative adversarial networks (GANs), for predicting content popularity. These
models could potentially capture more complex nuances in traffic data and usage

behaviour, offering even more accurate and effective predictions.

5.3.2.2 Data Security and Confidentiality

A crucial aspect for further exploration is the enhancement of data security in
machine learning-optimised caching systems. Developing robust mechanisms to
protect data against unauthorised access and attacks is essential, while ensuring

data confidentiality and integrity. Future research could investigate the integration
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of advanced encryption techniques or blockchain-based solutions to secure data

transactions in distributed environments.

5.3.2.3 Multi-Criteria Optimisation of Network Performance

Future research could explore multi-criteria optimisation approaches that consider
not just latency and cache hit rates but also additional factors such as energy
consumption and operational costs. This comprehensive perspective would facil-
itate the development of more holistic and economically sustainable cache man-

agement systems.

5.3.2.4 Cache Adaptation and Customisation

Future research could explore strategies for tailoring cache management to individ-
ual user preferences and specific network conditions. This approach might involve
employing reinforcement learning to dynamically adjust cache policies in real time,
allowing for more personalised and efficient cache utilisation.

These research directions could enhance the understanding and effectiveness
of caching systems in vehicular networks and also broaden the scope for applying
these technologies across a wider array of communication and data scenarios. This
could lead to significant improvements in network efficiency and user experience

in diverse technological environments.

5.4 Conclusion

This thesis has made significant contributions to optimising caching systems in
vehicular networks through the application of innovative techniques such as Thomp-
son sampling, vehicle clustering, and content popularity prediction. The findings
have shown marked improvements in cache hit rates and reductions in latency,
thereby enhancing cache management within dynamic network settings.

The recommendations derived from this research underscore the necessity of
continuing to incorporate predictive analytics and machine learning to refine the

performance of intelligent transport networks. Looking forward, it is recommended
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to investigate more advanced deep learning models, enhance data security measures,
and adopt multi-criteria optimisation strategies to create more comprehensive and
economically sustainable cache management systems.

In conclusion, this thesis establishes a solid groundwork for future developments

in network technologies, paving the way for a more interconnected and intelligent

future in transport systems.
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6.1 Final thoughts

This thesis has extensively examined the optimisation of cache management in ve-
hicular networks, employing advanced methodologies such as Thompson sampling
and vehicle clustering. The implementation of the TS-MMCM model showcased its
exceptional ability to adapt dynamically to fluctuations in data demand, marking
a substantial evolution from traditional approaches. Empirical tests validate that
this strategy significantly enhances network performance by optimising bandwidth
utilisation and reducing latency.

The findings underscore the critical importance of integrating predictive ana-
lytics and machine learning technologies to proactively address variations in data
demand—a key component for the advancement of tomorrow’s intelligent transport
systems. Moving forward, it is recommended to delve into deeper learning archi-
tectures and to develop robust security measures to improve both the reliability

and security of data within vehicular networks.
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6.2 Closing remarks

This thesis significantly advances the fields of network engineering and data science
by presenting innovative cache management solutions tailored for dynamic and
demanding network environments. The research directions proposed pave the way
for enhancements in vehicular communication systems, particularly through the
adoption of sophisticated data management and predictive analytics techniques.
Advancing our understanding in these areas is crucial for addressing future chal-
lenges and unlocking the full potential of the Internet of Vehicles. This work
not only contributes to the technological landscape but also sets the stage for

transformative changes in how we manage and optimise vehicular networks.

6.3 Publication list

Conference publications

o B. Radouane, G. Lyamine, K. Ahmed and B. Kamel, “ Scalable Mo bile
Computing : From Cloud Computing to Mobile Edge Compu ting”, 2022 5th
International Conference on Networking, Information Systems and Security :
Envisage Intelligent Systems in 5g//6G-based Interconnected Digital Worlds
(NISS), Bandung, Indonesia, 2022, pp. 1-6, (' https ://doi.org/10.1109/NISS55
057.2022.10085600).

Journal publications

« B. Radouane, G. Lyamine and K. Ahmed, “TS-based Mobility-Aware Multi-
Hierarchical Caching Model with Vehicle Clustering and Content Popular-
ity Prediction Methods”,In:Journal of Telecommunications and Information

Technology,3(2024),( https://doi.org/1026636/jtit.2024.3.1616)
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