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Biometrics involves identifying individuals based on their physiological or behavioral
traits. Biometric systems are essential tools in many security-related applications. This
dissertation compares two feature extraction approaches : handcrafted methods such as
LPQ and ML-LPQ and deep learning-based methods using neural networks like AlexNet
and DenseNet-201. Palmprint images were used as the biometric data source. The eva-
luation focused on accuracy, processing speed, and computational complexity. The results
show that deep features offer higher accuracy, while handcrafted methods are simpler
and faster. Combining both approaches can lead to more balanced and effective biometric
systems.

Keywords : Biometrics, palmprint, handcrafted features, deep features.
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Chapter

General introduction

Within the time of fast advanced change, the requirement for secure and effective
character confirmation strategies is more basic than ever. Biometric frameworks have
developed as a strong arrangement by utilizing special physiological and behavioral char-
acteristics such as fingerprints, facial highlights, iris designs, and voice signals for exact
individual distinguishing proof. Unlike conventional verification strategies (e.g., passwords

or ID cards), biometrics offer inherent resistance to theft, duplication, and impersonation.

The feature extraction process is a vital component in any biometric framework, which
changes crude biometric information into a compact and discriminative representation.
Historically, this task has been accomplished using handcrafted features, which are de-
signed based on expert knowledge in image processing, signal analysis, or pattern recog-
nition. Local Binary Pattern (LBP) and Local Phase Quantization (LPQ) drop beneath
this category. These strategies are computationally productive and interpretable but regu-

larly battle to preserve vigor beneath shifting conditions such as lighting, posture, or noise.

In contrast, the rise of deep learning introduced expression-deep properties that auto-
matically learn from data using deep neuronal networks, particularly convolutional neu-
ral networks (CNNs). These models can capture complex and abstract patterns without
manual design and perform excellently in many challenging biometric scenarios. Deep

features show high tuning and generalization functions, especially when trained on large
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data records.

This study compares handcrafted and deep features in biometric recognition systems
and assesses their performance across numerous biometric modalities and operational
scenarios. The objective is to understand the benefits, limits, and applicability of each
technique and give insights into how current advances in deep learning are transforming

the field of biometrics.

This dissertation is organized as follows.

The first chapter gives a general introduction to the work done.

The second chapter describes the basic ideas of biometrics, including properties,
criteria, and classifications. It also discusses the process involved in biometric identifi-
cation systems and presents the architecture of the multimodal biometric identification

system. This chapter concludes with performance assessments for biometric systems.

The third chapter delves into the concepts of handcraft and deep learning methods.
The last is based on transfer learning and focuses on the bypass neural networks (CNN)
used to derive deep features. To evaluate the effectiveness and accuracy of the biometric
recognition systems, these deep features extracted from networks such as AlexNet and

DenseNet201 were compared to handcrafted features such as LPQ and ML-LPQ.

The fourth chapter includes experiments to compare the performance of handcraft
methods (LPQ and ML-LPQ) of biometric systems based on palmprint and deep learning
methods based on transfer learning (AlexNet and DenseNet201 networks). Each method
was evaluated using SVM classifiers and metrics such as EER, GAR, and ROR. The
results showed deep learning methods perform better than handcrafted methods, espe-
cially in AlexNet networks. Integrating modalities (multimodal fusion) also contributed
to improving the system’s overall performance.

The fifth chapter presents the general conclusion and future work. It summarizes the

most important research findings and provides recommendations for additional research.

University Kasdi Merbah of Ouargla 2024/2025 page 2



Chapter

Basics of Biometrics

2.1 Introduction

The demand for effective identification and authentication has reached new heights
in today’s quickly changing technological world and rising reliance on digital informa-
tion. In this environment, biometric identification systems are an important tool across
several sectors. Throughout this chapter, we explored durable biometric attributes like
fingerprints, facial features, or iris scans, which identify and verify individuals’ identities,
offering more accuracy and security than older approaches based on passwords or smart
cards. Biometric identity technologies have a distinct benefit in that an individual’s bio-
metric data cannot be easily reproduced or fabricated, making them more dependable
when working with security systems and computers. In this chapter, we will look into
biometric identification systems in further detail, including their design, assessment, and

applications in security, surveillance, and digital identity management.

2.2 Definition of biometrics

Biometrics is a technique for identifying and verifying people by turning their
biological, physical, or behavioral characteristics into digital data. Its purpose is to deter-
mine a person’s identity based on fixed aspects of their anatomy or behavior. Biometric
authentication uses physiological traits or behavioral patterns to identify and recognize
individuals. [1]. Physiological traits include the iris, fingerprint, palm print, hand geom-

etry, and facial features. Meanwhile, behavioral qualities include voice, signature, and
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movement, among others, as illustrated in (Figure 2.1).

Figure 2.1 — Some biometric modalities

2.3 Biometrics classifications

Different biometric modalities are utilized in various areas, and we may identify

three categories (Figure 2.2).

/ Biometric modalities \

g
e | = [t | < =5 g |

Fingerprints
Handgeometry

DNA

Saliva

Hair
Hand veins

Finger veins/

Figure 2.2 — Categorization of various biometric modalities

2.3.1 Physical characteristics

They are interested in anything related to the external appearance of the various

organs, including the following:

2.3.1.1 Finger Knuckle Print (FKP)

The Finger Knuckle Print (FKP) refers to the distinct patterns created by the ridges
and grooves on the skin that cover the finger joints. Unlike regular fingerprints, FKP is
often regarded as more trustworthy. A sensor collects these prints and compares them
with a database for identification and verification. FKPs are commonly used in security

systems to protect financial transactions and access to critical facilities [2] (Figure 2.3).

University Kasdi Merbah of Ouargla 2024/2025 page 4
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Figure 2.3 — Biometric system based on finger knuckles print

2.3.1.2 Fingerprint

The most often used biometric technology is fingerprint identification. This is the

oldest biometric technology [3] (Figure 2.4).

Figure 2.4 — images of fingerprint

2.3.1.3 Palmprint

The palmprint is the region between the wrist and the fingers, and it contains
characteristics such as principal lines, wrinkles, ridges, minutiae points, single points,
and texture patterns that can be recovered from a low-resolution photograph. Since the
palm is significantly larger than a finger, researchers predict that palmprints will be more
distinct than fingerprints or even finger knuckle prints. Among biometric modalities,
palmprint has attracted much interest from researchers as a novel biometric recognition

method [1] (Figure 2.5).

Figure 2.5 — Images of palm print

University Kasdi Merbah of Ouargla 2024/2025 page 5
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2.3.1.4 Iris

The iris is the colorful eye area that surrounds the black pupil. A camera captures
the iris to adjust for the pupil’s natural movements. Its comprehensive examination shows
numerous unique and independent intricate structures dates of the individual’s genetic

code, which do not fluctuate over life [5] (Figure 2.6).

Figure 2.6 — images of fingerprint

2.3.1.5 Face

Face recognition is humans’ most prevalent biometric feature for achieving personal
identification. Face recognition relies on the form and placement of the eyes, brows, nose,
lips, and chin, as well as an overall analysis of the face picture, which portrays a face as a
collection of known faces. Matching face photos obtained from various angles and under
varying lighting circumstances is difficult in a face recognition system. Furthermore,
the face of an individual might vary with time. These factors make face recognition
systems dubious whether the face alone can distinguish a person from many identities [(]

(Figure 2.7).

Figure 2.7 — Face recognition

University Kasdi Merbah of Ouargla 2024/2025 page 6
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2.3.1.6 Hand geometry

Hand geometry is the longest-used biometric, first appearing in the market in the late
1980s. The systems are extensively used because of their simplicity, public acceptability,
and integration possibilities. The gadgets work on the simple principle of measuring and
recording a person’s hand’s length, breadth, thickness, and surface area as it is moved

across a plate. However, this biometric can change over time [7] (Figure 2.8).

Figure 2.8 — images of Hand geometry

2.3.2 Behavioral characteristics

This category focuses on evaluating an individual’s behavior.

2.3.2.1 Keystrokes

Keystroke dynamics is studying how a person types on a peripheral device by mon-
itoring keyboard inputs hundreds of times per second to identify users based on their
typical typing rhythm patterns. It has already been demonstrated that keyboard rhythm
is a reliable identification indicator. Furthermore, unlike other biometric systems, which
can be costly to construct, keystroke dynamics is nearly free; the only hardware required

is a keyboard [3] (Figure 2.9).

Figure 2.9 — Typing image

University Kasdi Merbah of Ouargla 2024/2025 page 7
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2.3.2.2 Voice

Voice biometrics confirms a person’s identification by analyzing the peculiarities of
their voice. Real-world security applications have been using these systems for over a
decade. Their application is quickly rising across a wide range of businesses, including

financial services, retail, maintenance, and even entertainment [9] (Figure 2.10).

Figure 2.10 — voice recognition image

2.3.2.3 Signature

A signature is described as a person’s method of signing his or her name, which is
recognized as a trait of that individual. Signature-based recognition systems may be used
in two ways: static mode, in which users write their signature on paper and digitize it
using an optical scanner or camera, and the biometric system, which detects the signature
by analyzing its structure. This group is often referred to as "off-line". The second
option is Dynamic. In this mode, users write their signature on a digitized tablet, which
captures it in real time. Some systems also work on smartphones or tablets with capacitive
screens, allowing users to sign with a finger or the proper pen. "On-line" is another term
for dynamic recognition. Dynamic information often includes geographical coordinates
(x(t), y(t)), pressure, azimuth, inclination, and pen up/down. This technology has been
primarily focused on e-business applications and other applications where signatures are

accepted as a form of personal authentication [10] (Figure 2.11).

2.3.24 Gait

Gait recognition is an area of biometrics that, unlike other biometrics, is unobtrusive
since it does not use body-invasive sensors to acquire gait information. Gait recognition is

an appealing surveillance modality since it may be carried out remotely and covertly. Most

University Kasdi Merbah of Ouargla 2024/2025 page 8
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Figure 2.11 — Signature images

other modalities need proximate sensing, making them challenging for many people to de-
ploy in an unobserved setting. Furthermore, humans can recognize individuals even from

poor-quality gait demonstrations, the availability of identifying information (Figure 2.12).

Figure 2.12 — Images of gait system

2.3.3 Biological characteristics

This biometric modality, which incorporates unique traits such as DNA, saliva, and

odor, provides a solid foundation for exact individual identification.

2.3.3.1 DNA

DNA sampling is currently invasive, requiring the collection of tissue, blood, or

other body samples. This capture method still needs refinement. DNA analysis has not

University Kasdi Merbah of Ouargla 2024/2025 page 9
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yet been automated enough to qualify as a biometric technique. Human DNA analysis
is now feasible in as little as 10 minutes. As technology evolves such that DNA can be
automatically changed in real time, it can become more significant at the moment [11]

[12] (Figure 2.13).

Figure 2.13 — DNA images

2.4 Biometrics Systems Applications

Various industries are rapidly using biometric technologies to identify and authenticate
individuals based on their unique biological traits. Here are the primary applications.

e Enforcement and Public Security: Biometrics are important for criminal identi-
fication, with systems such as Automated Fingerprint Identification Systems (AFIS) used
to compare fingerprints and facial recognition technology utilized in surveillance.

e Military: Biometrics are used to identify allies and opponents, improving security
in military operations.

e Border and Immigration Control: Biometric devices improve passenger identi-
fication at borders, increasing security and efficiency in immigration operations.

e Civil Identification: Governments use biometrics for voter registration and na-
tional ID systems, which ensure correct citizen identity.

e Healthcare: Biometrics help identify patients and healthcare professionals, facil-
itate access to medical treatments, and decrease fraud in healthcare benefits.

o Access Control: Biometrics safeguard entrance in both physical (building access)

and logical (digital device access) systems, frequently replacing traditional passwords with

University Kasdi Merbah of Ouargla 2024/2025 page 10
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fingerprint or face recognition.
e Mobile Applications: Today’s mobile devices frequently employ biometric au-
thentication technologies like fingerprint scanning and face recognition for app security

and transactions, boosting user convenience while ensuring security.

Applications of Biometric Authentication

“. -
- =

¥ 03 !denﬂﬁeailm | 06

Figure 2.14 — Biometrics Systems Applications

2.5 Operating modes of a biometric system

Biometric systems are technical systems that use information about a person’s bio-
metric features to identify or verify that person. Looking at biometric systems broadly
reveals several commonalities among biometric-based authentication systems. In general,

such systems operate in two stages.

2.5.1 Enrollment

This method collects biometric user data. Biometric scanners are typically used for
this purpose. Subsequently, the collected data is kept in a central database and tagged
with a user identity (such as name or identification number) to make identification easier

[13] (Figure 2.15).

2.5.2 Verification

The system compares the claimed identity with the stored one in verification mode,
a one-to-one (1 :1) matching procedure. If the claimed identity’s matching score exceeds
a predetermined thresholda € (0,1), the claimed identity is acknowledged as authentic;

if not, it is rejected as an impostor. Therefore, the authentication process might be

University Kasdi Merbah of Ouargla 2024/2025 page 11
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Enrollment

e » Template

uality Feature
Interface e |:>
Checker Extractor

Figure 2.15 — mode Enrollment

implemented as a binary classification problem and run according to the verification mode

[11] (Figure 2.16).

Verification
User Claimed identity ¢
Interface :> Feature |:> Match <:|
Extractor match) One
@ Template
True /False

Figure 2.16 — mode Verification

2.5.3 Identification

The system identifies the biometric sample in identification mode, which is a one-
to-many (1 : N) matching process, by comparing it with all stored templates (i.e., a
template for each user). The matching stage then determines the user identity based on
the highest matching score and a predetermined threshold (i.e., multiple matching scores
will be generated, one for each user, in which the highest score will be selected). Let’s
look at VU, the biometric information that the system gathers when a user U is in front
of it. Therefore, identification entails figuring out who I;,i € [0,1,2,..., N], where Iy is an
unknown identity, and Iy, Io,..., Iy are user identities that have already been enrolled in

the system [15] (Figure 2.17).

University Kasdi Merbah of Ouargla 2024/2025 page 12
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Identification
User
_ Feature Match
Interface :> ::) <:|
Extractor N matches
N

ﬂ Template

User is identified or

“User non identified *

Figure 2.17 — mode Identification

2.6 Evaluation of biometric systems

A biometric system’s performance is examined in order to assess its reliability and

quality. When evaluating a biometric system, important considerations include.

2.6.1 False Rejection Rate (FRR)

The False Rejection Rate measures the probability that the biometric system mis-
takenly rejects an authorized user. Regarding biometric authentication, the FRR is the
rate at which the system does not recognize a valid user, resulting in a false rejection. [16].
One method of calculating FRR is to use the following formula, where NC is the number
of customers in the database and FR(T) is the False Rejection rate, which indicates the

frequency of false rejections.

FRR Total number of False Rejections

= 2.1
Total number of ’Genuine’ Attempts (21)

2.6.2 False Acceptance Rate (FAR)

The False Acceptance Rate measures the probability that the biometric system may
mistakenly accept an illegal user. The FAR is the rate at which the system misidentifies
an unauthorized user as genuine, resulting in a false positive in biometric authentication.

[16]. Completing the FAR computation involves the following:

Total number of False Acceptances

FAR (2.2)

~ Total number of '‘Imposter’ Attempts

University Kasdi Merbah of Ouargla 2024/2025 page 13
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Figure 2.18 — FAR and FRR diagrams

Figure 2.18 displays the FAR and FRR diagrams based on the distributions of real

and fake scores.

2.6.3 DET(Detection Error Trade )

The Detection Error Trade-off (DET) curve in a biometric system shows how the
False Acceptance Rate (FAR) and the False Rejection Rate (FRR) are. The plot is done

parametrically using the threshold [17].

2.6.4 ERR (Equal Error Rate)

The Equal Error Rate (EER) is the third requirement. The moment at which the
False Acceptance Rate (FAR) and the False Rejection Rate (FRR) are equal is known as
the Equal Error Rate (EER). Another name for this rate is the crossover error rate. It is

an essential standard for assessing a biometric system’s overall performance [16].

2.6.5 Receiver Operating Characteristics Curve (ROC)

The Receiver Operating Characteristic (ROC) curve provides a graphical represen-
tation of the trade-off between the False Acceptance Rate (FAR) and the False Rejection
Rate (FRR) at various operating points, making it widely used to assess the performance

of biometric systems [18] (Figure 2.19).

2.6.6 Cumulative Matching characteristic Curve (CMC)

The Cumulative Match Characteristic (CMC) curve is a commonly used indicator

to assess the effectiveness of biometric identification systems. It gives a visual represen-

University Kasdi Merbah of Ouargla 2024/2025 page 14
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FAR

EER

FRR

Figure 2.19 — ROC curve

tation of how well the algorithm finds people in the top rankings of a list of candidates

[19] (Figure 2.20).

CMC Curve
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Figure 2.20 — CMC curve
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2.7 Conclusion

In this chapter, we discussed the concept of biometric systems, their design, and
several uses. Several factors influence the performance of biometric systems, which varies
from system to system. We provided equal error rates as criteria for assessing the biometric

system’s quality.

University Kasdi Merbah of Ouargla 2024/2025 page 16



Chapter

Handcrafted features and deep

features for biometrics

3.1 Introduction

Biometric systems play a vital role in artificial intelligence and information security by
offering reliable methods for identity verification based on physical or behavioral traits.
A key factor in their effectiveness is the ability to extract distinctive features for accurate
recognition. Feature extraction techniques have evolved into two main categories: **hand-
crafted features™*, which rely on manually designed algorithms, and **deep features™*,
which are automatically learned using deep neural networks. This chapter introduces
the core concepts of biometric systems, focusing on these two types of features and their
importance in building robust systems. Common applications in face, fingerprint, and iris

recognition will also be explored.

3.2 Handcrafted Features

Handcrafted features in biometric systems refer to features or characteristics that are
designed and extracted manually from raw biometric data using specific techniques and
algorithms. The goal of these features is to represent the data in a way that makes it
usable for classification or verification processes. This is done by extracting unique and

distinctive information from the data, such as geometric or statistical patterns. Hand-
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crafted features rely on human knowledge and experience in choosing relevant traits that
can distinguish between individuals. For example, in fingerprints, details such as branch-
ing points (minutiae) and intersections are extracted. In facial recognition, the focus is
on facial features such as the distances between the eyes or the shape of the jaw. In
voice biometrics, frequencies and tones are analyzed. These features are hand-crafted
based on a deep understanding of biometric characteristics. There are many types that
are used in manual features to derive characteristic features from photos and biomet-
ric data. Among these features, we find Local Binary Patterns (LBP) and Local Phase
Quantization (LPQ).

3.2.1 Local Binary Pattern Method (LBP)

The Local Binary Pattern (LBP) operator was first proposed by Ojala et al. [20]. in
order to characterize the texture of a picture. The LBP value is calculated for each pixel
by summing its eight immediate neighbors with a threshold. The approach has now been
expanded to include different-sized neighbors. All neighbors will be assigned a value of 1
if their value is greater than or equal to the current pixel and 0 otherwise. The LBP code
for the current pixel is generated by concatenating 8 values into a binary code. As in a

grayscale image, the LBP values are represented as pixels with intensities ranging from 0

to 255.
7]9]8 01
6|8 |4 |—|0R ) 0|— 11000100
01112 threshold 1100 encode

Figure 3.1 — LBP operator

In this case, a radius R circle is drawn around the central pixel, and the values of
the P points on its edge are measured and compared to the central pixel’s value. An
interpolation is required to obtain the values of the P points sampled in the neighborhood
for each R-ray. To define the neighborhood of P points with radius R of a pixel, the

notation (P, R) is used. depicts three neighborhoods with varying R and P values [21]

[22].

University Kasdi Merbah of Ouargla 2024/2025 page 18



Chapter 8. Handcrafted features and deep features for biometrics

(P=4.R=1.0) (P=8,R=1.0) (P=12,R=1.5) (P=16,R=2.0) (P=24.R=3.0)

Figure 3.2 — Three neighborhoods for different R and P.

3.2.2 Local Phase Quantification (LPQ)

The Local Phase Quantization (LPQ) was first proposed by Ojansivu and Heikkild
for texture description [23]. The descriptor LPQ utilizes local phase information ob-
tained from a short-term Fourier transform (STFT') applied over a rectangular M-by-M

neighborhood N, at each pixel position x of the image f(z), as defined below:

Fluz)= 3 flx—y)e > v =Wy, (3.1)
YyENg

Where W, is the basis vector of 2— D DFT at frequency u, and f, is the vector
containing all M? samples from N,.

The equation is efficiently evaluated for all image positions x € {x1,x2,...,2x} using 1-D
convolutions for rows and columns successively.

The LPQ feature is extracted from a local region in the FFT domain. According to
[21], the local Fourier coefficients for each pixel are calculated at four specific frequency
points: u1 = [a,0]” | us = [0,a]” , ug = [a,a]”, and uy = [a,—a]”, where a is the frequency
parameter.

For each pixel position, these coefficients create a vector F, = [F'(uy,x), F (ug,x), F(us, ),
F(ug4,7)]. The phase information in the Fourier coefficients is captured by examining the
signs of the real and imaginary parts of each component in F,. This is achieved through
a simple scalar quantizer.

Next, to retrieve the phase information for each pixel in the specified neighborhood,
a binary scalar quantizer is applied to quantify the signs of the real and imaginary parts
of each coefficient. Finally, the quantization results for each coefficient are encoded into
an 8-bit binary string.

1 ; >0
G =10 wnr (3:2)

otherwise
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Where g;(z) is the j* component of the vector G, = [ReFy,, ImF}]. The resulting eight-bit

binary coefficients ¢;(x) are represented as integers by using binary coding:

8 .
frrow = 2. 627" (3.3)
=1

By analyzing the values from each image pixel, we can create a histogram represented as

a vector of 256 features. Figure 1 illustrates how to compute this descriptor [21].

Computation
of the 5x5 LPQ Fragquency
for a phcel Image dumain

™ e.q. I. =o
(grey f f; T T -[/ﬂ"{‘?h 0, mberwise  B-bit code:

- number 0.255
= [ OIe[ife siefjv

|
- u

i  Rass Y w
I | | e # -

I Hz0
0, ol berwise istogram of
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every pivel

Re{}

Figure 3.3 — Example of computation of the LP(Q descriptor

3.2.3 Multi-Level of Local Phase Quantization

Multi-Level Local Phase Quantization enhances the original LPQ algorithm. This
approach divides the image into sub-blocks and applies the LPQ algorithm at different
levels. For example, if we want to calculate the LPQ at three levels, we start by setting
the LPQ descriptor for the entire image at level 1. At level 2, we divide the image into
two equal sub-blocks and apply the LPQ descriptor to each sub-block. For level 3, we
further split the image into three sub-blocks and again applied the LPQ descriptor to
each. We generate 1 histogram from level 1, 4 histograms from level 2, and 9 histograms
from level 3. We get 12 + 224 32 = 14 histograms, which we then combine into a single

feature histogram.

3.3 DEEP LEARNING

Biometric systems often utilize deep learning methodologies that stack numerous layers
of algorithms. Biometric systems employ a supervised learning technique for identifica-

tion. Deep learning is not dependent on a particular method or strategy; rather, it is a
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-

Histogram of Level 1

o N

Histogram of Level 2

Level1 Level 2

Figure 3.4 — Representation of 2 levels of ML-LPQ

collection of methods and topologies that are used to tackle a range of problems. What
distinguishes deep learning is its progressive nature. It emphasizes the collection of suc-
cessive layers of more relevant representations from the available data. A deep learning
model learns from the data at each layer, passing information from one layer to the next.
This approach is similar to how lower layers in image processing may distinguish bor-
ders, while higher levels may recognize notions that are essential to people, such as faces,
letters, or numbers [25].

Deep neural networks are complex artificial neural networks with several hidden layers

between the input and output layers [20].

ARTIFICIAL INTELLIGENCE VS
MACHINE LEARNING VS DEEP LEARNING

© Artificial Intelligence

Development of smart systems and machines that can carry
out tasks that typically require human intelligence

(3] Deep Learning

Uses an artificial neural
ccurate
1out human
vention

Figure 3.5 — DEEP LEARNING
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3.3.1 Deep Learning Types

Depending on the type of learning process, deep learning algorithms can be categorized

into the following;:

3.3.1.1 Supervised learning

Supervised learning relies on a training dataset containing examples for both inputs
and labeled output values. These input-output pairs are used to adjust the parameters
of the machine-learning model. Once trained, the model can predict the target variable
for new input data. Supervised learning can be categorized into regression problems,
where numeric values are predicted, and classification problems, where the prediction is

a categorical class.

Training Feature
Text, Vectors

Documents, Machine m
s I—_J‘> I:> o <::I h
etc. Algorithm

4

Feature
Vectol
New Text, r

Document, Predictive Expected
Image, Model Label

etc.

Figure 3.6 — Supervised learning Model

3.3.1.2 Unsupervised Learning

Unsupervised learning occurs when a system learns to identify patterns without pre-
defined labels. In this type of learning, the training data consists solely of input variables
X, aiming to uncover structural information, such as identifying groups of elements with
shared characteristics or reducing the dimensionality of the data by projecting it into a

lower-dimensional space (dimensionality reduction).

3.3.1.3 Semi-supervised learning:

Semi-supervised learning is a class of supervised learning tasks and techniques that
leverage both labeled and unlabeled data for training. Typically, only a small portion

of the data is labeled, while the majority remains unlabeled. This approach bridges the
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Feature
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Figure 3.7 — Example approach for unsupervised learning

gap between unsupervised learning, which lacks labeled data altogether, and supervised
learning, which relies entirely on labeled data. Researchers have discovered that incorpo-
rating unlabeled data alongside a limited amount of labeled data can significantly enhance

learning accuracy.

I AAA

Few 4 A 1 - Initial 2 - Classifying *
labelled A ~, —> classifier N unlabeled data with ﬁ ﬁAA 3- Re-tr'nﬂln the
data o o optimization the trained classifier classifier
A" oo to label them

(e.g., CSP+LDA)

Many ©
unlabeled
Data
(acquired during use)

Figure 3.8 — Principle of semi-supervised learning.

3.3.2 Deep Learning models

Deep learning methods are fast evolving to provide higher performance. The litera-
ture includes adequate review papers on the progressing algorithms of deep learning in
particular application domains. The family of deep learning methods has been growing
increasingly richer, including models of neural networks. In this section, we present the

most important and most popular models in the field of deep learning.

3.3.2.1 Deep Neural Network (DNN)

DNN is a neural network that integrates a specific level of complexity, which means
that several hidden layers are placed between the input and output layers [27]. A deep
neural network (DNN) consists of several hidden layers. This architecture aims to create
an abstract representation or high-level model of observation data. This is then used to
identify highly nonlinear mappings between input data and target values. DNNs have a

long history of development. The figure shows an example of picture classification.
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Figure 3.9 — Example of classification by Deep Neural Network (DNN)

3.3.2.2 Restricted Boltzmann Machine (RBM)

The Restricted Boltzmann machine (RBM) is critical in the development of deep belief
networks, which are considered the basis of deep learning. RBM is a bipartite graph that
can be represented as an undirected or bidirectional graphical model with two layers
[28]. It has two layers: a visible layer (vv) and a hidden layer (hh). The layers are
connected using symmetrically weighted connections. The term 'restricted" refers to the
absence of visible-visible or hidden-hidden connections between neurons in a given layer.
The figure depicts a constrained belief network with 4 visible nodes and 3 hidden nodes.
Unlike the Boltzmann network, RBM does not influence on nodes within a single layer

[29]. Restricted Boltzmann Machine is an unsupervised learning method that has the

Hidden
Layer

Visible
Layer

Figure 3.10 — An RBM with binary hidden units representing latent features and visibleunits
encoding observed data

advantage of fitting the features of the samples. So, when we obtain an output from the
hidden layer, we may use it as the visible layer’s input to another RBM. This technique
can be thought of as an additional feature extraction from the extracted features of our
samples. Two forms of RBM are commonly used in DNN training. The two categories
differ according to the input data values. First, suppose that both visible and buried units

are binary 0 or 1. Binary units are represented using the Bernoulli distribution. RBM is
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designed for binary hidden units and linear input with Gaussian noise. This RBM works

with real-valued data [25].

3.3.2.3 Deep Belief Network (DBN

A Deep Belief Network (DBN) is a type of deep neural network that includes multilayer
belief networks. DBN is a theoretical tool that is used to train and initialize several layers

in deep neural networks. DBN is one of the most reliable deep learning algorithms, with

great accuracy and computational efficiency [30]. DBN is a probabilistic, undirected
vector graph model with stochastic variables [27]. DBN is an unsupervised learning
method that reconstructs inputs from learned outputs [28]. DBN contains Restricted

Boltzmann Machines (RBM) that are trained greedily. Each RBM layer communicates

with the preceding and next levels [31] [32]. According to the figure, this model comprises a
feedforward network and multiple layers of RBM as feature extractors [33]. RBM consists
of only two layers: hidden and visible [31]. The building method is stack-wise and bottom-

up. Each stack consists of two layers learned using RBM. Following each stack’s training,
the RBM’s hidden layer is used as an observable layer to train the RBM in the following
stack for a deeper hidden layer. Following this approach, we eventually train a bottom-up
deep machine using a stack-wise and tandem-based training algorithm. DBN has been
effectively applied to several tasks, such as handwriting recognition , speech recognition

[35][36], audio classification [37], and text classification [35].

3.3.2.4 Deep Autoencoder

The auto-encoder, or auto-associator, is a common building block in deep neural net-

works. It consists of two modules: « An encoder uses a deterministic mapping function,

fih=f(x) (3.4)

o A decoder uses another deterministic mapping function:

g:x=g(h) (3.5)

The encoder and decoder settings may be learned for real-valued input by reducing. The
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Figure 3.11 — The several layers of neural networks DBN

reconstruction error:

e =xg(f(x)) (3.6)

The hidden layer’s output is then used as a feature in picture representation. It has
been established that this type of nonlinear autoencoder varies from PCA [39]. "Training
an auto-encoder to minimize reconstruction error equates to maximizing a lower constraint
on the mutual information between input and the learned representation," according to a
single research study [10] Vincent et al. propose a denoising autoencoder that increases
generalization by training on locally distorted inputs, hence improving autoencoder capa-
bilities for image representation in deep networks. A deep auto-encoder is made up of two
symmetrical deep-belief networks, each with four or five shallow levels representing the
encoding half of the net and a second set of four or five layers representing the decoding
half. The layers are limited Boltzmann machines, which are the fundamental components
of deep-belief networks. The figure shows a simplified schema of a deep auto-encoder

structure.
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Figure 3.12 — The structure of deep auto-encoder.

3.3.2.5 Convolutional Neural Networks (CNN)

The convolutional neural network shown in Figure 3.13, Each CNN has two training
stages: feed-forward and back-propagation. The usage of convolutional networks is a
critical component of deep learning’s effectiveness in image categorization [11]. A con-
volutional deep neural network (ConvNet) architecture [12][13] is made up of numerous
trainable stages stacked on top of each other, followed by a supervised classifier. Each
stage typically includes "three layers": a convolutional filter bank layer, a nonlinear pro-
cessing layer, and a feature pooling layer. CNNs performed well in the field of activity
recognition. This brings us back to the primary features of CNNs: local dependence and
scale invariance. Local filters in CNN can detect local connections between neighboring
sensor acceleration measures of an activity signal. Furthermore, CNN’s scale invariance
enables it to learn hidden characteristics from any position or size. This aids in the
recognition of human actions because persons can perform the same activity at varying
rates and intensities [11]. The convolution operation applies local filters to all subsets of
the input, using shared weights. The pooling procedure divides the output features and
applies functions to minimize the size of the previous layer, preserving scale invariance.
This convolution produces feature maps that may identify various features at different
temporal locations. The most prevalent CNN architectures are ZFNet [15], GoogLeNet
[16], VGGNet [11], AlexNet [12], and ResNet [13].
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HIDDEN LAYERS CLASSIFICATION

Figure 3.13 — A comprehensive guide to Convolutional Neural Networks (CNN)

3.3.2.6 AlexNet

Alexnet was created by Alex Krizhevsky and his collaborators in 2012. Although it
has eight layers and learnable parameters, its design is similar to that of LeNet but more
complex. The network accepts RBG pictures as input. This model consists of three fully
connected layers with a Softmax classifier, five convolution layers, and max-pooling layers.

They apply ReLLU as an activation function. In addition, the network has two dropout

.wl Yy 4

55 %55 x 96 27 %27 %96 27 % 27 % 256 13x13x 256
227 x227 %3

layers [17]

13%13x 384 1313 x 384 1313 % 256 6% 6% 256

Figure 3.14 — Alexnet architecture

3.3.2.7 VGG 19

VGG-19, a pre-trained convolutional neural network, with 19 weight layers. The model
is trained on millions of photos from the ImageNet dataset, representing around 10,000
different item categories. This VGG-19 design has 16 convolution layers, 3 fully linked
layers, 5 max pool layers, and a softmax layer. The network extracts features from the
input layer to the max pooling layer, and then uses the remaining features for classifica-

tion. This work uses VGG-19 to extract characteristics from fingerprint photographs [15].
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Figure 3.15 — vgg 19 architecture

3.3.2.8 ResNet 50

We employ ResNet-50 for deep feature extraction due to its minimal complexity and
great performance. ResNet-50 is pre-trained on the ImageNet database and fine-tuned

for PAD classification [19].

3.3.2.9 DenseNet

Huang et al. created DenseNet201, a convolutional neural network architecture, in
2017. The structure is highly linked, with each layer taking input from the previous
layer and sending feature mappings to the next layer. This design improves information
flow and mitigates the vanishing gradient problem. DenseNet201 is a parameter-efficient
network that performs similarly to ResNet-101 but requires fewer parameters. Transition
layers regulate complexity to optimize gradient flow, prevent overfitting, and increase

model generalization.

3.4 Conclusion

Feature extraction is crucial for biometric systems in determining their accuracy, ro-
bustness, and adaptability. This chapter examined two major paradigms for encoding
biometric data: hand-crafted and deep learning feature-based approaches, each with its

own set of benefits and drawbacks.
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Results and discussions

4.1 Introduction

This chapter discusses the experimental results of unimodal and multimodal biometric
identification systems that employ palm prints as biometric data. We used two pre-
trained CNNs (AlexNet and Densenet201) and two hand-craft methods (LPQ and ML-
LPQ) to extract and classify features from the dataset’s images. The tests compared
each network’s performance on various palm pictures, measured improvement through
consolidation at the resulting level, and evaluated the systems’ overall performance. The
objective is to develop reliable and efficient biometric identification systems that can

handle the unpredictability and complexity of biometric data.

4.2 System Overview and Block Diagram

Our goal is to develop a multimodal biometric system using different sensors. Our
study used CASIA datasets to determine the palm print class. For a multimodal bio-
metric system, we will integrate it at the matching unit level after implementing the
feature. Learning technology transfer is used to extract and classify single-mode systems
(fine-tune) using AlexNet, DenseNet 201, and hand-crafted features LPQ and ML-LPQ

(Figure 4.1).
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Figure 4.1 — Architecture of the identification system

4.3 Datasets used

CASIA’s multispectral palmprint database contains 7,200 pictures of palmprint taken
by 100 distinctive individuals employing a single multispectral imaging gadget planned
by the company. All Palm images are 8-bit grayscale JPEG records. For each hand, we
capture two palm image sessions. The time interval between the two sessions is more than
a month. In each session, there are three tests. Each test contains six palm pictures that
are captured at the same time with six distinctive electromagnetic spectra. The wave-
lengths of the illuminator compared to the six spectra are separately 460 nm, 630 nm,
700 nm, 850 nm, 940 nm, and white light. Between two tests, we permit a certain degree
of variety within the stances of the hands. Much obliged to this, we point to extending

the differing qualities of intra-class tests and reenacting common utilization.

Figure 4.2 — Example palm print Images

4.4 Separation of Databases

The images used in our study consist of standard palmprint images. These pho-
tographs capture the normal designs and highlights on the palm. To partition the infor-
mation, we embrace the taking-after methodology:

e Training Images: The training set consists of images captured during odd ses-

sions. Specifically, images from sessions are utilized 2, 4, 6, 8, 10, and 12 for training.
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e Testing Images: The testing set comprises images captured during even sessions.
This includes images from sessions 1, 3, 5, 7, 9, and 11.

Utilizing this strategy, we guarantee that the system’s execution is methodicallly as-

sessed over a few sessions, which makes it less demanding to survey its exactness and

capacity to recognize designs of palmprints.

4.5 Work environment

e Hardware environment:
« PC: DESKTOP-4HHIQNG6
e Memory (RAM): 8.00 GB.
 Processor: Intel(R) Core(TM) i5-7300U CPU @ 2.60GHz 2.71 GHz.
« System type: 64-bit operating system.
o Software environment:

We have employed MATLAB R2021a as the logic tool in our method.

4.6 Experimental Results
4.6.1 Uni-modal biometric identification system

For a single-model biometric recognition system, we have established the equal error
rate (EER) and the open group threshold (7p). The recognition rate (ROR) and the
order of the closed set of ideal recognition (RPR) were computed. After adjusting each
pre-trained network (AlexNet, DenseNet201, LPQ) using the CNN model, the systems’
performance was assessed using the predefined pattern. The outcomes for the indicator
data set are displayed in the following table.

The evaluation highlights AlexNet’s superior performance over DenseNet-201 across
all metrics. AlexNet achieved the lowest error rate (ERR) of 0.1666, while DenseNet-
201 showed higher error rates ranging from 0.8333 to 4.1666, with the 460 nm spectrum
consistently yielding the lowest error values. Although threshold (7p) values were sim-
ilar between the two models, AlexNet demonstrated a higher recognition rate (ROR),
ranging from 97.500 to 99.1667 across all spectrums, whereas DenseNet-201’s ROR was

notably lower, between 77.6667 and 95.833, performing well only in the 460 nm and WHT

University Kasdi Merbah of Ouargla 2024/2025 page 32



Chapter 4. Results and discussions

Table 4.1 — Performance of uni-modal system for AlexNet and DenseNet 201 networks in the
CASIA database.

Transfer Learning Spectral bands EER To ROR RPR

AlexNet 460 0.1666 0.7473 99.1667 19
630 0.1666 0.8085  98.5 5

700 1.0000 0.6935  95.5 21

850 0.5525 0.7293  96.667 11

940 0.7094 0.7272 96 14

WHT 0.1649 0.7319 98.667 5

DenseNet.201 460 0.8333 0.7273  95.833 12

630 23334 0.688 86.3333 23

700 3,1666 0.6830 82.833 94

850 4.1666 0.6754 77.6667 80

940 43197 0.6799 79.1667 71

WHT 1.1667 0.6999  91.5 52

spectrums. Additionally, AlexNet required significantly fewer samples for recognition, as
reflected in its superior performance ranking (RPR), further emphasizing its efficiency

and accuracy compared to DenseNet-201.

......

(a) 1 (b) 2

Figure 4.3 — Unimodal system performance: (a) AlexNet CMC curve, (b) CMC curve DenseNet
201.

Based on the results in Figure 4.3, in the first diagram (AlexNet), all wavelengths get
good identification scores, with a minor variation between them. This is why it claimed
"the results look almost the same"; even the 850 nm and 940 nm performed poorly, albeit
less. The second graphic (DenseNet) clearly shows the difference between the wavelengths,
and the less clear findings are notably obvious at 850 nm and 940 nm.

The analysis reveals that ML-LPQ outperforms standard LPQ across all evaluation
metrics. The error rate (ERR) in ML-LPQ is minimal, ranging from 0.166 to 0.333

across all spectral bands, whereas standard LPQ shows significantly higher error rates,
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Table 4.2 — Performance of a uni-modal system for LPQ and multi-level LPQ network in the
CASIA database.

handcrafted features Spectral bands EER To ROR RPR

LPQ 460 1.2448 0.7264 90.5 37

630 2,9105 0.7034 83.3333 34

700 4.5 0.6883 78.5 41

850 4.1667 0.6877 76.1667 63

940 4 0.6977  82.333 47

WHT 2.0825 0.7044 88 o1

Multi level LPQ 460 0.1666 0.6305 99.8333 24
630 0.1667 0.7298 98.83333 17

700 0.6666 0.6680 97 14

850 0.1666 0.7385 99 3

940 0.3333 0.676 98 43

WHT 0.1947 0.6391  98.333 7

reaching up to 4. Despite the threshold (7p) values being nearly identical in both methods,
ML LPQ demonstrates a much higher recognition rate (ROR), peaking at 99 in the 850
nm spectrum. In comparison, standard LPQ achieves a maximum of only 90.5 in the
460 nm spectrum. Furthermore, ML-LP(Q consistently surpasses LPQ in performance
ranking (RPR), requiring fewer recognition attempts across all spectrums, highlighting

its superior accuracy and efficiency.
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Figure 4.4 — Unimodal system performance: (a) LPQ CMC curve, (b) CMC curve Multi-level
LPQ.

Depending on the results, LPQ Wavelengths of 460 nm and 630 nm provide nearly
comparable performance (high recognition rate). Lengths 850 nm and 940 nm perform
poorly, and in LPQ, multi-level enhanced performance across all wavelengths and in-
creased stability at higher ratios. Lengths 850 nm and 940 nm are still the least used.

However, they have improved over standard LPQ.
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Deep networks are the best choice for applications that demand great accuracy and
consistency of outcomes, especially when there is enough data for training. Meanwhile,

Multi-Level LPQ is an excellent choice if computational or data resources are constrained.

4.6.2 Multi-modal biometric identification system

Multimodal biometrics involves utilizing many biometric modalities to identify indi-
viduals. This technique can address constraints of unimodal biometric systems, including
data noise, layer alterations, and layer similarities. Using a multimodal system aims to
enhance system performance. The multimodal system achieves a low EER value, making
it ideal for biometric identification.

We integrated the spectral bands in our multimodal system and conducted fusion
experiments employing the basic sum rule (SUM) and the weighted sum rule (WHT
SUM). Some spectra must be combined to improve system performance. We employ the
CASIA database multimodality system to combine the database’s six spectral bands one

by one or between three spectral bands together. We considered two cases:

4.6.2.1 Case 01 - Fusion with the simple sum rule (SUM)

The simple sum rule, or SUM rule, is one of the simplest score-level fusion techniques

in multi-source or multi-algorithm biometric identification systems.

Table 4.3 — Performance of a multimodal system for identification of AlexNet and DenseNet-
201 networks in the CASIA database.

Transfer Learning Spectral bands EER To ROR RPR
AlexNet 460 nm-630 nm 0.0101 0.888 99.6667 2
700 nm-850 nm 0.000  0.935 99.8333 2
940 nm-WHT 0.0135 0.921 99.5 2
460 nm-630 nm-700 nm 0.000  0.847 100 1
850 nm-940 nm-WHT  0.0235 0.884  99.333 2
DenseNet-201 460 nm-630 nm 0.3234 0.7719 97.3333 17
700 nm-850 nm 1.0404 0.7272 91 79
940 nm-WHT 0.4455 0.7676  96.5 21
460 nm-630 nm-700 nm  0.4655 0.7398  79.5 55
850 nm-940 nm-WHT  0.3430 0.7880 79 16

The performance comparison clearly shows AlexNet’s superiority over DenseNet-201.

AlexNet achieved the lowest EER values of 0.000 in the (700 nm-850 nm) and (460 nm-630
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nm-700 nm) ranges, reflecting exceptional precision, and recorded a perfect recognition
rate (ROR) of 100 in the (460 nm-630 nm-700 nm) range (Figure 4.5a). Its performance
ranking (RPR) remained consistently low at 2 across all cases, indicating reliable and
accurate recognition. In contrast, DenseNet-201 generally underperformed, with its high-
est EER of 1.0404 in the (700 nm-850 nm) range and the best ROR of 97.3333 in the
(460 nm-630 nm) range. Its lowest EER was 0.3430 in the (850 nm-940 nm-WHT range,
but the high RPR of 79 suggests that DenseNet-201 required significantly more ranking
attempts to achieve accurate recognition, confirming its lower effectiveness compared to

AlexNet (Figure 4.5b).

(a) (b)

Figure 4.5 — Multi-modal system performance (a) (460 nm-630 nm-700 nm) of the AlexNet
CMC curve and (b) (850 nm-940 nm-WHT) DenseNet CMC curve.

The comparison between the two curves (Figure 4.5) highlights the superior perfor-
mance of AlexNet over DenseNet-201. In the first curve, representing AlexNet, the red
line remains flat at 100 across all ranks (1-100), indicating perfect classification where ev-
ery test sample was correctly identified on the first attempt. In contrast, the second curve
for DenseNet-201 starts at around 96 at Rank-1 and gradually improves, reaching 100 at
approximately Rank-20. This reflects a more realistic scenario in which the model does
not immediately recognize all samples but improves with higher ranks, demonstrating
acceptable but less precise performance compared to AlexNet.

The evaluation demonstrates the superior performance of the Multi-level LPQ method
over standard LPQ across all metrics. Multi-level LPQ achieved the lowest EER of 0.000
in the 460 nm-630 nm spectral range, indicating flawless classification, with other con-
figurations also showing extremely low EER values, such as 0.0101. In contrast, LPQ

recorded a much higher EER of 1.9747 in the 700 nm-850 nm range, reflecting poor relia-
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Table 4.4 — Performance of a multimodal system for identification of LPQ and multilevel LPQ
network in the CASIA database.

handcrafted features Spectral bands EER To ROR RPR
LPQ 460 nm-630 nm 0.4653 0.7757 96 15
700 nm-850 nm 1.9747 0.7128 90.1667 32
940 nm-WHT 0.5 0.7628  95.833 27

460 nm-630 nm-700 nm  0.5275 0.7731 96.8333 15
850 nm-940 nm-WHT 0.5 0.751  96.6667 25

Multi level LPQ 460 nm-630 nm 0.000  0.939  99.833 2
700 nm-850 nm 0.1649 0.6929 99.1667 4
940 nm-WHT 0.0405 0.761 99.5 3
460 nm-630 nm-700 nm 0.0101 0.886  99.6667 3
850 nm-940 nm-WHT  0.0101 0.826  99.833 2

bility. Regarding threshold(7p), Multi-level LPQ reached the highest value of 0.939 in the
same optimal spectral band, confirming confident and accurate classification boundaries.
In contrast, LPQ’s thresholds were lower, notably 0.7128 in the 700-850 nm range. The
recognition rate (ROR) for Multi-level LPQ exceeded 99 across all bands, with a peak
of 99.833 in both the 460-630 nm and 850-940 nm-WHT ranges, whereas LPQ’s ROR
dropped to 90.1667 in the 700-850 nm band. Finally, Multi-level LPQ achieved an RPR
as low as 2, showing high precision in early retrieval. At the same time, LPQ’s RPR
reached 32 in the worst case, highlighting a significant drop in ranking accuracy.
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Figure 4.6 — Multi-modal system performance: (a) (460 nm-630 nm) of LPQ CMC curve, (b)
(460 nm-630 nm) multi-level LPQ CMC curve .

The first CMC curve starts with a recognition rate of about 96 at rank 1. It gradually

rises to 100 by rank 15, indicating strong performance though slightly lower than the
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first example, with a more gradual increase suggesting that some samples require higher
ranks for accurate recognition. The second curve shows a sharp increase from rank 1 to
above 99.833, nearly reaching 100 by rank 2, reflecting excellent performance where over
99.833 samples are correctly identified on the first attempt. ROR and RPR values suggest
the system uses multiple comparison or fusion methods, all of which achieve near-perfect

accuracy.

4.6.2.2 Case 02 - the weighted sum rule (WHT SUM)

It is a core-level fusion technique used in multi-source biometric systems. Contrary to
the rule of simple addition (SUM), which treats all systems equally, WHT SUM weights
each system or algorithm according to its importance or accuracy.

Table 4.5 — Performance of a multimodal system for identification of the AlexNet and DenseNet
201 networks of case 02 in the CASIA database.

Transfer Learning Spectral bands EER To ROR RPR
AlexNet 460 nm-630 nm 0.0101  0.888 99.6667 2
700 nm-850 nm 0.1749  0.7650 98 7
940 nm-WHT 0.0437 0.8262  99.5 2
460 nm-630 nm-700 nm 0.004  0.935 99.8333 2
850 nm-940 nm-WHT  0.005  0.944 99.6667 2
DenseNet.201 460 nm-630 nm 0.3333 0.773 94.8333 16
700 nm-850 nm 1.3334 0.7117  90.5 86
940 nm-WHT 0.8058 0.7068 94 17

460 nm-630 nm-700 nm 0.3097 0.7678 96.6667 11
850 nm-940 nm-WHT  0.4577 0.7307  96.5 12

The analysis shows that AlexNet consistently outperforms DenseNet-201 across all
evaluation metrics. It achieved the lowest EER value of 0.005 and the highest threshold
(Tp) of 0.944 using the (850 nm-940 nm-WHT) range, indicating excellent classification
accuracy and strong decision boundaries. In terms of recognition rate (ROR), AlexNet’s
best performance was 99.8333 in the (460 nm-630 nm-700 nm) domain, with all other
domains also exceeding 99, while DenseNet-201’s highest ROR was 96.5 in the same
spectral range, indicating lower effectiveness. Moreover, AlexNet held the top performance
ranking (RPR = 1), especially in the (460 nm-630 nm-700 nm) range, while DenseNet-201

recorded the lowest ranking score of 86 in the (700 nm-850 nm) range, highlighting its
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comparatively poor performance.

965
o

(a) (b)

Figure 4.7 — Multi-modal system performance (a) (460 nm-630 nm-700 nm)) of AlexNet CMC
curve, (b) (460 nm-630 nm-700 nm)) DenseNet.201 CMC curve .

The first figure shows excellent performance, with the red CMC curve rising steeply
and reaching nearly 100. This indicates that most correct identifications occurred at
Rank-1, with a recognition rate of approximately 99.65. In contrast, the second figure
starts lower at around 97.4 at Rank-1, and the curve gradually improves, reaching 100 by
Rank 20. This suggests that while the method is still effective, it is less precise than the
first, requiring higher ranks to achieve full recognition.

Table 4.6 — Performance of a multimodal system for identification of AlexNet and denseNet
201 network of the case 02 in the CASIA database.

handcrafted features Spectral bands EER To ROR RPR

LPQ 460 nm-630 nm 0.4422 0.7827 95.6667 17

700 nm-850 nm 1.8965 0.7153 90 32

940 nm-WHT 0.8334 0.722  94.833 28

460 nm-630 nm-700 nm 0.3894 0.7743 97.1697 18

850 nm-940 nm-WHT 0.5 0.755 96.8333 28

Multi level LPQ 460 nm-630 nm 0.000  0.936  99.833 2
700 nm-850 nm 0.1212 0.7155 99 4

940 nm-WHT 0.0269 0.821 99.1667 3

460 nm-630 nm-700 nm 0.000  0.943  99.8333 2

850 nm-940 nm-WHT  0.006 0.88  99.833 2

The multi-level LPQ model demonstrated outstanding performance in terms of Equal
Error Rate (EER), achieving the lowest EER value of 0.000 in the bands (460 nm-630
nm) and (460 nm—630 nm-700 nm). The highest EER recorded was 0.1212 in the (700
nm-850 nm) range, which is still relatively low. In contrast, the traditional LPQ technique

performed poorly, with a maximum EER of 1.8965 in the same (700 nm—850 nm) range and
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most values exceeding 0.3, indicating less accurate performance. Regarding the threshold
(Th), the multi-level LPQ showed high accuracy, with the highest T value of 0.949 in the
(460 nm—630 nm—-700 nm) range, whereas the standard LPQ experienced a significant
drop, especially in the (940 nm-WHT) range, where the T value was only 0.722. As for
the recognition rate (ROR), the multi-level LPQ yielded impressive results, with nearly
all values above 99 and the best ROR reaching 99.833 in the (460 nm-630 nm) range. In
comparison, the LPQ’s scores ranged from 90 to 97.1697, indicating lower performance.
Finally, regarding RPR, the multi-level LPQ maintained a top performance across most
bands (RPR = 2-4), while the traditional LPQ showed very poor performance, with the

highest RPR reaching 32 in the (700 nm-850 nm) bands.
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Figure 4.8 — Multi-modal system performance (a) (460 nm-630 nm-700)) of LPQ CMC curve,
(b)(460 nm-630 nm-700) Multi level LPQ CMC curve .

Figure 4.8a demonstrates average performance, with the CMC curve starting around
96 and reaching nearly 100 by rank 20. This indicates that some instances were not iden-
tified in the earliest ranks, but the overall performance remains satisfactory. In contrast,
Figure 4.8b shows near-perfect performance, with the curve starting at 99.83 at rank 1
and achieving full accuracy by the second or third rank. This reflects the capabilities of

a highly accurate and robust model in classification and identification tasks.

4.7 Conclusion

This chapter describes the development of a person identification system based on
palm prints utilizing existing biometric research. We show how to develop a handprint

recognition system using the LPQ, ML-LPQ, Alexnet, and Densenet algorithms for prop-
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erty extraction. We found that the deep learning approach is the most efficient of the
two proposed systems. The latter has also been upgraded with the addition of grades
for a multi-pattern system. We saw a considerable and exceptional improvement in the

identification rate after verifying these systems in databases (100%).
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5.1 General conclusion

In recent years, palmprint has emerged as a reliable biometric means of identifying
individuals due to its unique pattern and stability over time. In this thesis, we compared
two major techniques for feature extraction in biometric systems: handcrafted features
and deep learning-based features. The major goal was to compare the performance of
both techniques in the context of biometric recognition, with palmprint pictures as the

biometric modality.

For the handcraft technique, we used Local Phase Quantization (LPQ) and its version
LPQ-ML, which are well-known for their resilience to light fluctuations and ability to
capture local texture information effectively. These techniques performed well in terms of
processing speed and cheap computational cost. However, its discriminative strength may

be reduced when dealing with complicated or extremely comparable biometric patterns.

In contrast, we employed two pre-trained convolutional neural networks using the deep
learning strategy: AlexNet and DenseNet-201. These models extracted deep features from
photos, resulting in a more abstract and high-level representation of biometric data. The
findings showed that deep features beat handcrafted features regarding recognition accu-
racy and generalization capabilities, especially when using Alexnet.

We also studied the characteristics of unimodal and multimodal biometric systems in
terms of their structure, data sources used, and information processing layers. To improve
the search results, we used different attribute extracts (descriptors) to extract properties
from single—and multi-mode biometric systems. These methods have been analyzed to
raise the recognition rate.

The quantitative comparison using the same dataset and assessment circumstances re-
vealed that deep learning techniques outperform biometric recognition tasks. However,
handcrafted features are still useful when computing economy and simplicity are impor-
tant.

In summary, the decision between handcrafted and deep features should be based on
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the unique needs of the target application. Deep learning models are more suited to
high-accuracy and scalable systems, whereas handcrafted features may be preferred in
low-resource contexts. In the future, it might be intriguing to investigate the integration

of the visual transform model with augmentation in the database.
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