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Abstract

This project aims to develop an intelligent intrusion detection system for Internet of Medical Things (IoMT)
environments by integrating three key technologies: Artificial Intelligence, Federated Learning, and Blockchain.
Initially, centralized learning models were adopted; however, they demonstrated limitations in preserving data
privacy and posed a single point of failure that threatens system stability. To address these challenges, Federated
Learning was employed as an alternative that enables training models locally on edge devices without sharing
raw data, thereby enhancing privacy and reducing reliance on centralized servers. Nevertheless, the presence of
a central server in traditional federated learning remains a critical security vulnerability. Therefore, Blockchain
technology was integrated to provide a decentralized and secure infrastructure for transparently exchanging and
verifying model updates. This integration has contributed to enhancing the security and reliability of the system,
mitigating the risks of cyberattacks, and offering a promising solution for securing intelligent healthcare systems
based on IoMT technologies.

Keywords:

Intrusion Detection System (IDS), Internet of Medical Things (IoMT), Federated Learning (FL), Blockchain,
Privacy-Preserving,
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General Introduction

In recent decades, the exponential growth in computer science and communication technologies has led to the
generation and exchange of vast amounts of data across various domains. One of the most prominent sectors
affected by this advancement is the Internet of Medical Things (IoMT), which integrates medical devices and
healthcare systems via the Internet to enhance patient care and improve the efficiency of medical operations.
However, this extensive connectivity exposes such systems to a wide range of cyber threats, including malware,
denial-of-service (DoS) attacks, and data breaches, which can severely compromise patient privacy and reduce
the availability of critical medical services [7][8].

Traditional security solutions, such as firewalls and signature-based intrusion detection systems (IDS), have
proven insufficient in the face of sophisticated and zero-day attacks. This has paved the way for the integra-
tion of artificial intelligence (AI), particularly machine learning (ML), to enhance IDS by leveraging its ability
to recognize patterns and detect anomalous behavior based on historical data. Despite their effectiveness, most
ML-based IDS solutions still rely on centralized training models, which introduce challenges related to privacy
violations, communication overhead, and single points of failure[9][10] .

To address these challenges, federated learning (FL) has emerged as a privacy-preserving distributed learning
paradigm that enables local training of models on edge devices without sharing raw data. This reduces privacy
risks and resource requirements for data storage and transmission. However, conventional FL frameworks still
depend on a central coordinator to aggregate model updates, reintroducing the issue of centralized failure points
[11][12].

In this thesis, we address the pressing security and privacy challenges posed by the growing adoption of
Internet of Medical Things (IoMT) technologies. After analyzing the limitations of traditional centralized intru-
sion detection systems and machine learning approaches, we explored the advantages of federated learning (FL)
as a decentralized and privacy-aware alternative. However, recognizing the security limitations inherent in FL’s
reliance on a central server, we proposed a hybrid approach by integrating blockchain technology into the FL
pipeline.

Therefore, this research aims to integrate blockchain technology with federated learning to enhance the reli-
ability and security of IDS in IoMT environments. Blockchain, as a decentralized and tamper-proof distributed
ledger, provides a secure and transparent framework for recording model updates and facilitating trustless col-
laboration among participating entities without relying on a central authority. This integration effectively ad-
dresses the limitations of centralized coordination, enhances data integrity, and improves the trustworthiness of
the learning process . Accordingly, this thesis seeks to design and develop an intelligent IDS tailored for loMT by
leveraging the combined advantages of federated learning and blockchain. The proposed system aims to ensure
data privacy, scalability, robustness against attacks, and improved accuracy in detecting modern cybersecurity
threats .
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General Introduction

Roadmap of the Thesis

This thesis is organized into four main chapters, each addressing a distinct aspect of the proposed intelligent
intrusion detection system in the context of the Internet of Medical Things (IloMT):

* Chapter 1:
This chapter introduces the Internet of Medical Things (IoMT) and its growing impact on modern health-
care. It discusses the types, architecture, and applications of IoMT, as well as the critical security and
privacy challenges associated with connected medical devices. The chapter also explains the need for
Intrusion Detection Systems (IDS) in IoMT, outlines their types and functionalities, and highlights the
importance of integrating IDS into healthcare systems to protect sensitive patient data and ensure system
reliability.

* Chapter 2:
This chapter reviews the role of Artificial Intelligence (Al), including Machine Learning (ML) and Deep
Learning (DL), in enhancing IDS capabilities. It introduces key Al models, common evaluation metrics for
IDS performance, and presents state-of-the-art research in applying ML/DL techniques to detect intru-
sions in [oMT environments. The chapter also addresses existing challenges and limitations, such as data
imbalance, computational overhead, and high false-positive rates.

* Chapter 3:
This chapter focuses on the concept of federated learning and the blockchain technology, explaining the
mechanisms of each and their respective advantages. It explores how both technologies can be integrated
to build a decentralized and secure intrusion detection system known as BCFL. This integration enhances
privacy preservation while ensuring the transparency and immutability of model updates, thus improving
the security and reliability of [oMT environments.

* Chapter 4:
This chapter presents the practical aspects of the study, including the implementation environment, tools
used, experiment setup, and evaluation metrics. It provides a detailed analysis of the obtained results to
assess the performance of the proposed system in terms of accuracy, efficiency, and reliability.

13



Chapter 1

An Overview of Internet of Medical Things
and Intrusion Detection Systems
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CHAPTER 1 An Overview of IOMT and IDS

1.1 Introduction

IoT technologies are used across a wide range of industries, each with its own unique security needs.
However, these technologies are not always developed with the specific risks of each sector in mind. In the
healthcare domain, IoT devices-referred to as the Internet of Medical Things (IoMT)-play a vital role in sup-
porting essential medical functions and services. [oMT integrates IoT communication protocols with healthcare
systems and medical devices, enabling more connected and responsive care.[13]

As healthcare systems become more integrated, they become more vulnerable to cyber threats. Patients'
sensitive information is now on network and the security as well as privacy of medical data have become major
concerns to say least. This is where Intrusion Detection Systems come into play. For monitoring network
activity and uncovering unauthorized access occurring or perhaps even some form of malicious behavior, IDS is
a necessity.

This chapter aims to provide an overview of the Internet of Medical Things and the role of Intrusion Detection
Systems in securing such environments. It introduces the concept of IoMT, outlines the security challenges it
faces, and explores how IDS solutions can help safeguard sesitive medical data and ensure reliable healthcare
delivery.

1.2 Overview of IoMT

The Internet of Medical Things (IoMT) is a specialized domain of IoT that connects medical devices,
software, sensors, and networks to healthcare systems. These embedded systems, often integrated with tech-
nologies like surgical robots, enable real-time data collection, transmission, and analysis to enhance patient care
and clinical efficiency. However, their growing complexity and involvement in critical medical procedures raise
important concerns about data security and patient privacy.[14]

1.3 Types of IoMT Devices and Applications

IoMT systems play a vital role in supporting a wide range of medical needs. Some devices are essential,
such as implantable medical devices (IMDs) like pacemakers used for managing heart conditions. Others are
designed to enhance the overall healthcare experience—these are often wearable devices like smartwatches that
help monitor health in real time. Based on these functions, IoMT systems can generally be grouped into two
main types: implantable medical devices (IMDs) and Internet of Wearable Devices (IoWDs).[1]

1.3.1 Implantable Medical Devices (IMDs)

Any device that is implanted to replace, support, or enhance a biological structure is an IMD. For example,
a pacemaker is an IMD that helps control abnormal heart rhythms, i.e., by promoting the heart to beat at a normal
rate if it is beating too fast or too slow . Fig. shows several popular IMDs and their placement locations in the
human body. Recently, wireless IMDs have been proposed to solve problems associated with wired IMDs, e.g.,
infection and cable breakage . IMDs are mostly very small and have very long battery life. Hence, low power
consumption, small storage space, and small batteries that last long are essential requirements for these devices
to stay inside a human body for a long time.

1.3.2 Internet of Wearable Devices(IoWDs)

These are devices worn by individuals to monitor their biometrics, e.g., heart rate, and may help im-
prove individuals' overall health. Examples include smartwatches, fall detection band, electrocardiogram (ECG)
monitors, and blood pressure monitors. Smartwatches are currently one of the most known forms of IoWDs

15
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Figure 1.1: Examples of IMDs and their locations in the human body.[1]

to monitor biometrics such as heart rate and movement. The monitoring can be used to detect slow and fast
heartbeats when the individual is not active. The new watches also support fall detection and ECG readings to
detect atrial fibrillation (irregular heartbeat) medical conditions. They are currently widely used for non-critical
patient monitoring. However, these devices have sensor accuracy and battery life limitations; thus, not likely to
replace IMDs in critical conditions.

1.4 IoMT Systems Architecture

Most modern [oMT systems are structured into four main layers, covering the entire data journey—from
collecting biometric information from the patient to storing and displaying it for medical analysis. These layers
enable both doctors and patients to access and monitor health data in real-time, often through cloud platforms.
With recent advancements, implantable medical devices (IMDs) and wearable devices (IoWDs) now often share a
similar architecture. For instance, devices like Medtronic pacemakers can communicate directly with gateways,
allowing seamless integration into the IoMT ecosystem. Each layer is described below:[1]

1.4.1 Sensor Layer

This is where everything begins. Small sensors, either worn or implanted in the body, continuously collect
vital biometric data such as heart rate or glucose levels. These sensors communicate wirelessly using protocols
like Bluetooth, Wi-Fi, or MedRadio.[1]

1.4.2 Gateway Layer

Since sensors have limited processing power, the raw data they collect is sent to a more capable device—
like a smartphone or a dedicated access point. Here, the data can be briefly stored, validated, and even undergo
basic Al-driven analysis before being securely sent to the cloud.[1]

16
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1.4.3 Cloud Layer

In this layer, data is stored long-term and analyzed more deeply. It enables remote monitoring, detects
potential health issues, and ensures secure access for healthcare providers. It also manages system security by
generating unique IDs and encryption keys.[1]

1.4.4 Visualization/Action Layer

Finally, the processed data is presented to physicians and patients in an understandable format. Based
on this information, healthcare professionals can make informed decisions, such as adjusting treatments or
prescribing medications.[1]
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Figure 1.2: IoMT system architecture.|1]

1.5 Privacy and security issue in [loMT

The Internet of Medical Things (IoMT) brings great advantages to patient care, but it also raises serious
concerns about the security and privacy of sensitive medical data. Because this data contains deeply personal
information, mishandling it can have serious consequences for both patients and healthcare providers. That’s why
it’s essential to treat medical data with care and to use smart, secure IoMT solutions that ensure its protection
and confidentiality at all times.[3]

We focused on the security and privacy challenges of IoMT, emphasizing the need for strong external pro-
tection. Since smart medical devices can't detect threats on their own, it’s essential to apply defense mechanisms
that match the type of data being handled. To guide this, we use the CIANA principles—Confidentiality, In-
tegrity, Availability, Non-Repudiation, and Authentication—to determine the right level of protection needed for
sensitive health information.[3]

1.6 IoMT Threats at Different Stages

[IoMT systems must ensure that patients' data is protected throughout every stage—whether it’s being
collected, transmitted, or stored. Each of these stages involves different components of the four-layer architecture,
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working together to safeguard sensitive health information at every step of the process.[1] [15]

1.6.1 Data Collection

The first step in any [oMT system is gathering patient information through sensors—either worn or
implanted. At this point, both software-based attacks (like tampering with data) and hardware manipulation can
occur. Since these sensors deal directly with a patient’s health, any compromise could be life-threatening. That’s
why strong protection at this stage is critical.[1]

1.6.2 Data in Transit

As data moves between devices across the four architectural layers—such as from a sensor to a smartphone
or gateway—it becomes vulnerable to interception, alteration, or blocking. Securing this communication path
ensures the integrity and reliability of health data as it travels through the system.[1]

1.6.3 Data in Storage

Once transmitted, data is stored—often in the cloud—where it becomes a prime target for cyber threats
like credential theft or denial-of-service attacks. Since stored data tends to remain static, it’s especially suscep-
tible to unauthorized access. Keeping this information safe is crucial to preserving patient privacy and system
trustworthiness.[1]

1.6.4 IoMT Security Requirements

Security is a vital issue for data exchange between medical devices in [oMT-based systems. The data of the
patient are very sensitive, as they are particularly personal. The medical history and symptoms of the patients
are processed and recorded in ToMT-based systems.[1]

Due to the patient data's sensitivity and safety, a set of requirements that can ensure [oMT systems' security
at all layers is needed.[1]

These set has been derived from CIANA considerations and consists of the following security requirements
explained below:

* Confidentiality/Privacy: Confidentiality, or privacy, is the top priority, as a huge amount of sensitive
and personal data is processed and stored across IoMT devices. These data should be accessible to the
authorized user via a proper authentication mechanism; furthermore, the stored data should be encrypted
to avoid ease of access by an adversary. The encryption adopted must be secure enough to safeguard from
attackers.[15]

* Integrity: The integrity of data in the [oMT is essential, as these inputs are used for the treatment of
the patients. Integrity ensures that the data has not been modified, either during transmission or during
the storage process. The modification of data may consist of deleting it, adding false values, etc. It is
important to safeguard the sensitive data of the [oMT to stop unauthorized access.[15]

* Authentication: The validation of authorized users for communication is key to performing identity
authentication. To authenticate an identity, both communicating parties must mutually verify themselves.
The transfer of data and information occurs after mutual authentication. The IoMT consists of various
services, including the cloud, that need adequate authentication. The authentication mechanism may vary
according to the various [oMT-based applications.[15]

* Non-Repudiation: This is particularly crucial because an illegal entity could not deny the validity of
the messages. To validate the messages, the proof of origin is mentioned along with the integrity of the
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data. The denying of the message becomes extremely tough when the source or origin is mentioned. The
concept of a digital signature is widely used for implementing non-repudiation.[15]

* Availability: This feature ensures that the information and services are accessible to authorized users
only. The availability feature is exploited by the adversary or attacker by executing a denial-of-service
(DoS) attack. This attack is generally launched when confidentiality and integrity of the system remain
intact and the attacker is unable to compromise these two features.[15]

Confidentiality

Integrity Availability

Authentication

Non-repudiation

Figure 1.3: CIANA: The pillars of information security [2]

* Authorization: The ability to allow authenticated users to only execute commands to which they are
authorized. Similar to confidentiality, authorization can be achieved using proper data encryption and
access control techniques.[1]

* Anonymity: Anonymity in IoMT refers to concealing the identity of patients and healthcare providers
(Lone et al, 2020). Protecting the user's end and maintaining the integrity of the system is crucial. It
can help prevent passive attacks, which often occur when the attacker has knowledge of the user's activity
without knowing their identity.[1]

* Backward and Forward Secrecy: The backward and forward features are an integral part of the loMT-
based system since it consists of hardware devices in large numbers. Forward secrecy suggests that,
if any device leaves the IoMT system, then it should be discontinued, so that it could not access any
communication within the existing system. Moreover, in case of backward secrecy, newly installed devices
in ToMT systems should not have any access to previously transmitted messages.[15]
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Figure 1.4: Counter measurement for security and privacy in [oMT [3]

Challenges and Security Threats in [oMT

The proliferation of the Internet of Medical Things (IoMT) offers transformative potential for enhancing

patient care through interconnected medical devices, sensors, and software applications. However, integrating

IoMT into healthcare systems introduces a range of domain-specific challenges and security threats. These must
be carefully addressed to ensure the safety, privacy, and reliability of medical data and oM T-enabled devices.[16]

1.7.1 Challenges in IoMT:

This section provides a focused look at some of the major challenges and considerations in the Internet

of Medical Things (IoMT). These include issues related to interoperability, Data Management, Scalability, and

regulatory compliance-each of which plays a critical role in ensuring that [oMT systems are safe, effective, and
aligned with the demands of modern healthcare environments.

Interoperability:loMT devices come from different manufacturers and often use a variety of commu-
nication protocols and standards. To ensure smooth integration and data exchange across these diverse
systems, strong interoperability frameworks are essential. Without them, coordinated care and continuous
patient monitoring become difficult.

Data Management:With IoMT devices generating large volumes of data in real time, managing this
information efficiently is a major challenge. Ensuring data quality, handling storage needs, and enabling
fast processing are all critical to support accurate and timely clinical decisions.

Regulatory Compliance:IoMT systems must comply with strict healthcare regulations like HIPAA, which
require safeguarding patient data privacy and security. Meeting these standards involves not only secure
system design but also regular audits and strong data protection practices.

Scalability:As [oMT adoption expands, healthcare systems need to scale effectively. This means upgrad-
ing network infrastructure, boosting processing power, and ensuring performance doesn't suffer as more
devices and data come online. Scalability is key to delivering consistent, high-quality care.
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1.7.2 Security Threats in [oMT:

This section discusses various security threats and vulnerabilities faced by the IoMT:

* Data Breaches:IoMT devices carry sensitive patient data, making them a prime target for hackers. Breaches
can lead to serious privacy violations like identity theft.

* Malware Ransomware:Malicious software can disrupt device function or lock systems, threatening
patient care and demanding ransom.

* Device Hijacking:Attackers may take over devices for harmful purposes, including launching DDoS at-
tacks or altering treatments.

* Device Hijacking:Attackers may take over devices for harmful purposes, including launching DDoS at-
tacks or altering treatments

* Insider Threats:Risks can also come from within healthcare organizations, whether through negligence
or intentional harm.

* Physical Attacks:Devices can be stolen or tampered with, so strong physical security is essential.
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Figure 1.5: Reasons for IoMT vulnerabilities

1.8 Overview of Intrusion Detection Systems (IDS)

An Intrusion Detection System (IDS) acts as a digital guardian at the network’s entry and exit points,
carefully monitoring traffic to spot suspicious or harmful activity. Its main purpose is to detect malicious behavior
in real time and help reduce the impact of potential cyberattacks. As Elrawy (2018) described, an IDS analyzes
data packets traveling through the network to identify threats and protect sensitive systems. In the context
of IoMT environments—where patient safety and data privacy are paramount—the role of IDS becomes even
more critical. It helps safeguard the interconnected medical devices by monitoring for unusual activity, flagging
potential breaches, and supporting timely response to threats.[17]

21



CHAPTER 1

An Overview of IOMT and IDS

Detect
Actual
Threats

2 |

Identify

. Assess
Potential
Threats Impacts

i ®

Respond

Figure 1.6: Intrusion Detection Systems (IDS)

1.9 Core Functions of an Intrusion Detection System (IDS)

Basically, an IDS can provide two main functions:

* Information Recording: An IDS is designed to monitor target systems and record critical information
locally. This data can then be shared with centralized analysis systems to support deeper insights and
informed security decisions.[4]

* Alert Generation: One of the key roles of an IDS is to generate alerts that notify security teams of
detected anomalies. The effectiveness of an IDS often depends on how accurately it raises alarms, with

false positives being a critical factor to manage.[4]

1.10 Classifying the Guardians: Types of Intrusion Detection Systems

An Intrusion Detection System (IDS) is generally classified into two main types: Host-based IDS (HIDS)
and Network-based IDS (NIDS). HIDS monitors activity on individual devices, while NIDS keeps an eye on
network traffic. Most real-world IDS solutions combine these approaches to provide more complete and reliable

protection across the network.[4]

1. Host-Based Intrusion Detection System (HIDS): It works directly on individual devices, such as com-

puters or nodes, to monitor and analyze their internal activities. Its main job is to detect unusual or
suspicious behavior that could indicate a security breach. For instance, it might flag a program that's
trying to access system resources in an unusual way or has made harmful changes to system settings.[18]

HIDS was actually the first type of IDS developed and offers some advantages over Network-Based IDS
(NIDS). Because it operates within the system itself, it can analyze complete data sessions, making it im-
mune to common evasion techniques like session splicing. It can even monitor encrypted communications

before they’re encrypted.
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Beyond detecting intrusions, HIDS can perform deeper system-level checks, such as verifying file integrity,
analyzing logs, monitoring the registry, detecting rootkits, and even taking direct action in response to
threats.

2. Network-Based Intrusion Detection System (NIDS): It monitors traffic across a local area network
(LAN) to spot suspicious or unauthorized activity. Unlike HIDS, which works within a single device,
NIDS is typically positioned along the network wire, watching the data as it flows between multiple
devices.

It scans incoming and outgoing packets for unusual patterns that could indicate an attack. If something
suspicious is found, NIDS can alert administrators or even take action—like blocking the source of the
threat—to help protect the network in real time.[18]

.....

Internet

Figure 1.7: The deployment of HIDS and NIDS in a network environment.[4]

Based on the detection approaches, intrusion Detection Systems (IDS) typically use either signature-based
or anomaly-based detection system[4]:

3. Signature-based Intrusion Detection System: It works by matching system or network activity against
a list of known attack patterns, or signatures. It's fast, efficient, and produces fewer false alarms since it
only flags what’s already recognized as malicious. However, it can't detect new or unknown threats—called
zero-day attacks—because those signatures don’t exist yet. So, its effectiveness depends heavily on how
current the signature database .[18]

4. Anomaly-based Intrusion Detection System:works by learning what “normal” behavior looks like on
a system or network, and then flagging anything that strays from that pattern. It builds a baseline by
observing regular activity, like typical usage or bandwidth, and treats significant deviations as potential
threats . Its biggest strength is the ability to detect zero-day attacks, since it doesn’t rely on known
signatures. Each system has its own unique behavior profile, making it harder for attackers to predict
what might trigger an alert.

However, this approach can be complex. It needs time to learn normal behavior, especially in a new
environment, and it often produces more false alarms. Plus, it can be challenging to trace an alert back to
the exact event that caused it .[18]
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Figure 1.8: Types of Intrusion Detection Systems (IDS) [5]

Table 1.1: Comparison between different IDS classifications

Type Advantages Disadvantages
HIDS 1. More accurate in intrusion de- | 1. Higher cost
(Host- tection 2. May cause performance is-
Based IDS) | 2. Able to detect encrypted at- | sues or resource hogging
tacks
3. Does not require additional
hardware
NIDS 1. Low cost 1. High fluctuations in network
(Network- 2. Detects network-based at- | traffic can cause packet loss
Based IDS) | tacks such as denial-of-service | 2. Requires more CPU power
attacks and resources in large-scale
LANs
3. Unable to analyze encrypted
packets
Anomaly- 1. Ability to detect zero-day at- | 1. Slow to work when placed in
Based tack attempts a new environment
Detection 2. Low false negative rate 2. High false positive rate
3. Low detection rate for known
attacks
Signature- 1. High response time for known | 1. Limited capability to detect
Based attacks zero-day attacks
Detection 2. Low false positive rate 2. Signature database must be

updated frequently

1.11 Core Components of an IDS:Understanding Its Five Pillars

Most IDS implementations are built upon five essential components, each playing a critical role in detecting

and managing security threats:

1. Sensors (Data Acquisition Units):These are responsible for collecting raw data. Network sensors monitor
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traffic at key points in the network, while host-based sensors observe system-level activity such as file
access, logs, and running processes.

2. Data Processing and Analysis Engine:This is the core of the IDS. It analyzes the collected data using
two main techniques:
» Signature-based Detection.
* Anomaly Detection.
3. Alert Generation Engine:When potential intrusions are detected, this component generates detailed alerts
containing key information like the intrusion type, timestamp, and source IP. These alerts are sent to:
* Security Personnel: For investigation and response actions.

* Security Information and Event Management (SIEM) System:A central repository that aggregates
security events from various sources, including IDS alerts, to facilitate a comprehensive view of
security posture.

4. Management Interface:This provides administrators with tools to interact with the IDS. It supports tasks
like setting detection rules, configuring sensors, adjusting alert thresholds, and monitoring both real-time
and historical system activity. Note: Not all IDS solutions include a management interface.

5. Knowledge Base: The IDS maintains a repository that includes:
 Attack Signatures:A well-maintained database of known attack signatures that facilitates signature-

based detection.

* Security Rules:Custom rules defined by the security administrator to identify suspicious behavior
specific to the organization's network or system.

» Alert History:A chronological record of all generated alerts, including timestamps, details of the
detected activity, and the current investigation status.

1.12 The Role of IDS in IoMT Security

Intrusion Detection Systems play a crucial role in securing IoMT environments by monitoring traffic,
identifying threats, and enabling timely response to potential attacks.

1. Anomaly Detection:Machine learning-based IDSs help detect unusual patterns in IoMT traffic, indicating
possible threats or intrusions.

2. Real-Time Alerts: They generate timely alerts, allowing healthcare staff to respond quickly to security
incidents.

3. Enhanced Visibility:Continuous monitoring improves insight into network activity, helping identify
weaknesses and strengthen defenses.

1.13 Conclusion

This chapter laid the foundation for understanding the Internet of Medical Things (IoMT) and the crucial
role of Intrusion Detection Systems (IDS) in safeguarding its ecosystem. We explored the structure and types of
[IoMT systems—implantable and wearable devices—organized across four key architectural layers. While [oMT
brings numerous benefits to healthcare through real-time monitoring and improved diagnostics, it also introduces
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significant challenges such as data privacy, system interoperability, and exposure to diverse cyber threats. The
CIANA framework was highlighted as a guiding standard for securing sensitive data throughout its lifecycle, and
the integration of intelligent IDS solutions—particularly those enhanced with machine learning—was presented
as a vital defense mechanism.

The next chapter will begin by exploring the broader field of Artificial Intelligence (AI), with a particular
focus on the fundamentals of Machine Learning (ML) and Deep Learning (DL). It will introduce common models,
techniques, and their relevance in cybersecurity. The discussion will then narrow to how ML and DL are
specifically applied in Intrusion Detection Systems (IDS) within Internet of Medical Things (IoMT) environments.
Finally, the chapter will review existing literature and related works in this domain to position our study within
the current scientific landscape.

26



Chapter 2

Background and literature review

27



CHAPTER 2 Background and literature review

2.1 Introduction

As healthcare technologies continue to evolve, the integration of Artificial Intelligence (Al) into medical
systems has become increasingly important. In particular, the Internet of Medical Things (IoMT) has opened
up new opportunities for real-time monitoring, diagnosis, and treatment—but with this innovation comes an
expanded attack surface and growing security concerns. Traditional security mechanisms often fall short in such
dynamic environments, prompting researchers to explore intelligent and adaptive solutions.

This chapter provides an overview of Al, focusing on Machine Learning (ML) and Deep Learning (DL)
techniques, and their growing relevance in cybersecurity. It then narrows its scope to the role of Al in enhancing
Intrusion Detection Systems (IDS) tailored to [oMT environments. Finally, it reviews significant research efforts
and related works that apply Al models to IDS in healthcare, establishing a foundation for the methods proposed
in this study.

2.2 Overview of Artificial Intelligence

2.2.1 Introduction to Artificial Intelligence

Artificial intelligence often sparks curiosity and emotion, largely because of our deep interest in under-
standing intelligence itself—what it is, how it works, and what makes it uniquely human. While these questions
are important, especially in fields like neuroscience and psychology, for computer scientists and engineers, the
key focus is more practical: how to design machines that can mimic human-like intelligent behavior in real-world
tasks, so what is Al ?[19]

2.2.2 Defining the Digital Mind: Understanding Artificial Intelligence

Artificial Intelligence (Al) is a scientific field concerned with developing systems capable of simulating
human cognitive abilities such as reasoning, learning, and decision-making [20]. The field began in the mid-20th
century, when Alan Turing laid the theoretical foundations with the famous Turing Test for machine intelligence
[21]. Since then, Al has undergone significant advancements, especially with the emergence of deep learning and
big data technologies [22].

In the digital era, Al has become a fundamental pillar for enhancing system performance across various
domains including healthcare, security, and industry [23]. It also plays a critical role in developing intelligent
networked systems that rely on data analysis and automated decision-making to improve efficiency [24]. These
capabilities are largely powered by subfields such as Machine Learning (ML) and Deep Learning (DL), which
provide the computational models and algorithms that enable modern Al systems to learn from data and adapt
over time.
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Figure 2.1: Schematic representation of relation between Al, ML, and DL. [6]

2.3 Applications of Artificial Intelligence (AI)

Al finds extensive applications across various sectors including E-commerce, Education, Robotics, Health-
care, and Social Media. We highlight some of them providing examples for each.[25]

* Artificial Intelligence in Robotics:Artificial Intelligence has become a driving force in advancing robotics,
allowing machines to perform tasks with greater autonomy and precision. In robotics, Al enables real-time
decision-making, boosting both efficiency and productivity.

For example, in autonomous navigation, Al helps robots like drones and self-driving cars understand and
react to their surroundings using sensors and computer vision. In healthcare, Al-powered robots assist
with surgeries and patient care, adding accuracy and support to critical medical procedures. In industrial
settings, Al enhances automation by allowing robots to learn from experience, improve quality control,
and streamline repetitive tasks.[25]

* Artificial Intelligence in Education:Al is reshaping the education landscape by enhancing how both
students and teachers interact with content. Voice assistants make information more accessible and allow
for on-demand help. Al tools also support engagement and accessibility, using interactive technologies
and personalized content to cater to diverse learning needs, including students with disabilities. With
smart content creation, Al can design tailored learning materials—like videos or infographics—and even
incorporate AR/VR to create immersive educational experiences. This integration not only improves
understanding but also makes learning more dynamic and inclusive.[25]

* Artificial Intelligence in Healthcare:Al is transforming healthcare by enabling faster, more accurate
diagnoses and improving patient care. In medical imaging, Al can detect diseases such as cancer or heart
conditions by analyzing scans like MRIs or X-rays, often spotting patterns that might be missed by hu-
man eyes. Predictive analytics uses patient data to anticipate health risks like diabetes or heart attacks,
allowing for earlier intervention. Additionally, virtual health assistants—like Al-powered chatbots—offer
around-the-clock support, helping with scheduling, answering questions, and monitoring chronic condi-
tions, ultimately easing the workload on healthcare professionals.[25]

29



CHAPTER 2 Background and literature review

2.4 Types of Artificial Intelligence

Artificial Intelligence (Al) can be categorized based on different criteria such as intelligence level and methodology.

2.4.1 Based on Intelligence Level

» Narrow Al (Weak Al): These systems are designed to perform a specific task, such as image recognition
or language translation. They operate under a limited set of constraints and do not possess general
intelligence [20].

* General Al (Strong Al): This type of Al aims to perform any intellectual task that a human can do. It
remains largely theoretical and has not yet been realized [26].

* Super Al (Artificial Superintelligence): This refers to Al that surpasses human intelligence in all aspects,
including creativity, problem-solving, and emotional intelligence. It is a hypothetical future development
[27].

2.4.2 Based on Methodology and Technique
» Symbolic AI: Relies on explicit rules and logic to represent knowledge and reasoning [28].

* Statistical Al: Uses mathematical models and statistical methods to make inferences and predictions [29].

* Learning-Based Al: Encompasses machine learning and deep learning techniques, where the system learns
patterns from data [22].

2.5 Machine Learning (ML)

2.5.1 Definition of Machine Learning

Machine Learning (ML) is a branch of Artificial Intelligence (AI) that enables computers to learn from data
and improve their performance without explicit programming [30]. According to Mitchell, ML is defined as a
system's ability to improve at a task T’ based on experience I/ measured by a performance metric P [30].

Unlike traditional programming, ML systems learn patterns from data to make decisions or predictions [31].
It underpins many modern Al applications such as image recognition and speech processing [32, 33].

2.5.2 How Machine Learning Works

Machine Learning algorithms learn patterns from data to make predictions or decisions. The learning process
typically involves feeding a model with input data and corresponding outputs (labels), enabling the model to adjust
its internal parameters to minimize errors [33]. This adjustment is commonly achieved through optimization
techniques such as gradient descent [31].

The choice of the learning paradigm depends on the nature of the problem and the available data.

2.5.3 Types of Machine Learning

Machine Learning can be broadly categorized into three main types: supervised learning, unsupervised learning,
and reinforcement learning [31, 34].

* Supervised Learning: In this type, the model is trained on a labeled dataset, where each input is paired
with the correct output. The goal is to learn a mapping from inputs to outputs to predict labels on new,
unseen data. Common tasks include classification and regression [30].
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» Regression involves predicting continuous numerical values. Examples include forecasting house
prices based on features such as size and location, or predicting temperature over time.

» Classification refers to predicting discrete categories or classes. For example, an email can be
classified as spam or not spam, or an image can be classified as containing a cat or a dog.
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Figure 2.2: regression VS classification

* Unsupervised Learning: Here, the data is unlabeled, and the model attempts to find hidden patterns
or groupings within the data. Techniques such as clustering and dimensionality reduction are typical
examples [31].

* Reinforcement Learning: This paradigm involves an agent learning to make decisions by interacting
with an environment and receiving feedback in the form of rewards or penalties. It is widely used in areas
like robotics and game playing [34].

Each type addresses different problem domains and requires different data availability and learning strategies.

2.5.4 Popular Machine Learning Models

Machine learning encompasses a variety of models that differ in complexity, assumptions, and applications
[30, 31]. Some of the most widely used models include:

* Linear Regression: A simple yet powerful model used for regression tasks that assumes a linear relation-
ship between input features and the target variable.

* Logistic Regression: Despite its name, it is used for classification problems, modeling the probability of
class membership using the logistic function.

* Decision Trees: These models partition the input space into regions based on feature values, enabling
both classification and regression tasks.

* Support Vector Machines (SVM): SVMs find the hyperplane that best separates classes by maximizing
the margin between them, effective especially in high-dimensional spaces.

» K-Nearest Neighbors (KNN): A non-parametric method that classifies a data point based on the majority
class among its k closest neighbors in the feature space.

* Naive Bayes: A probabilistic classifier based on applying Bayes’ theorem with strong independence as-
sumptions between features.

31



CHAPTER 2 Background and literature review

* Ensemble Methods: Techniques such as Random Forests and Gradient Boosting combine multiple models
to improve predictive performance and reduce overfitting.

These models form the foundation of many machine learning applications, with each suited to different types
of data and problem requirements [31].

2.5.5 Applications of Machine Learning

Machine learning has become a cornerstone in numerous domains due to its ability to learn patterns from data
and make intelligent predictions or decisions without being explicitly programmed [30, 31]. Its applications span
across a wide range of fields, including but not limited to:

* Healthcare: ML models are used for disease diagnosis, patient risk assessment, and personalized treatment
recommendations. For instance, supervised learning algorithms can detect anomalies in medical imaging
or predict the likelihood of disease based on patient data.

* Finance: Applications include credit scoring, fraud detection, algorithmic trading, and customer seg-
mentation. Machine learning enables real-time analysis of financial transactions to uncover fraudulent
activities.

*» Natural Language Processing (NLP): ML techniques power tasks such as language translation, sentiment
analysis, and chatbots. Models like logistic regression and deep learning architectures are employed for
text classification and speech recognition.

* Computer Vision: ML plays a crucial role in image classification, object detection, and facial recognition.
Convolutional Neural Networks (CNNs) are particularly effective in these tasks [32].

* Autonomous Systems: In robotics and autonomous vehicles, reinforcement learning helps agents learn
optimal behaviors through interactions with the environment [34].

* Recommender Systems: Widely used by platforms like Netflix and Amazon, ML algorithms suggest
content or products to users based on their behavior and preferences.

These diverse applications demonstrate the transformative potential of machine learning in solving real-world
problems and automating decision-making processes across industries.

2.6 Deep Learning (DL)

2.6.1 Definition of Deep Learning

Deep Learning (DL) is a specialized subfield of Machine Learning that focuses on the use of artificial neural
networks with multiple layers (hence the term “‘deep") to model complex patterns in data [33]. Inspired by
the structure and function of the human brain, deep learning models are composed of interconnected layers of
artificial neurons, each learning increasingly abstract representations of the input.

Unlike traditional machine learning algorithms that often rely on handcrafted features, deep learning meth-
ods are capable of automatic feature extraction directly from raw data, making them highly effective for tasks
involving unstructured data such as images, audio, and natural language [32]. This capacity to learn hierarchical
feature representations enables deep networks to generalize well to a variety of domains.

Overall, deep learning has significantly advanced the field of artificial intelligence by enabling machines to
achieve or surpass human-level performance in various complex tasks.
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2.6.2 Difference between Machine Learning and Deep Learning

The following table summarizes the key differences between Machine Learning (ML) and Deep Learning (DL)[35]
based on their characteristics, performance, and requirements:

Table 2.1: Comparison between Machine Learning and Deep Learning

Aspect

Machine Learning

Deep Learning

Feature Processing

Relies heavily on manual feature engineer-
ing before model training.

Automatically extracts features from raw
data without much human intervention.

Model Structure

Includes simpler algorithms such as deci-
sion trees, logistic regression, SVM, ran-
dom forests, etc.

Based on deep neural networks with many
hidden layers.

Data Requirements

Performs well with small to medium-sized
datasets.

Requires large amounts of data for good
performance due to model complexity.

Computational Power

Less computationally demanding, can run
on less powerful devices.

Requires high computational resources like
GPUs because of complex models.

Accuracy and Performance

Good for many tasks but can be limited on
complex, high-dimensional data.

Excels at complex, nonlinear data and usu-
ally achieves higher accuracy, especially in
computer vision and speech tasks.

Interpretability

More interpretable and explainable, deci-
sions can be traced.

Often considered a “'black box" with
difficult-to-interpret decision processes.

2.6.3 Deep Learning Architectures

Deep learning encompasses several architectures designed to tackle different types of data and tasks. The most
prominent architectures include Convolutional Neural Networks (CNNs), Recurrent Neural Networks (RNNs),
and Long Short-Term Memory networks (LSTMs) [33, 36, 37].

» Convolutional Neural Networks (CNNs) are primarily designed for processing grid-like data such as

images. CNNs use convolutional layers to automatically and efficiently extract spatial hierarchies of fea-
tures by applying filters over the input [37]. They have been highly successful in computer vision tasks
like image classification and object detection.

Recurrent Neural Networks (RNNs) are specialized for sequential data, such as time series or natural
language. RNNs maintain a hidden state that captures information from previous inputs, enabling them to
model temporal dependencies [33]. However, standard RNNs suffer from difficulties in learning long-term
dependencies due to vanishing or exploding gradients.

Long Short-Term Memory networks (LSTMs) are a type of RNN architecture designed to overcome
these limitations. Introduced by Hochreiter and Schmidhuber [36], LSTMs use gated cells to regulate the
flow of information, allowing the network to retain relevant information over long sequences effectively.
This makes LSTMs widely used in applications such as speech recognition, language modeling, and machine
translation.
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2.7 Evaluation Metrics for ML/DL

This section shows the evaluation metrics used to evaluate the performance of the models. We employed
different evaluation metrics of precision, accuracy, F1-score, recall, receiver operator characteristic (ROC), true
positive rate, and false positive rate to assess the effectiveness of the suggested IDS as defined below based on
the parameters of false positives (TP), true positives (TP), false negatives (FN), and true negatives (TN).[38]

1. Accuracy: This metric measures the model’s capacity to accurately classify benign instances as displayed

in Equation (2.1) below[38]:

Accuracy = IP+TN (2.1
YT TPLTN+FP+FN ‘

2. Recall: Also known as the detection rate or sensitivity, this metric measures the model’s ability to recognize
attacks as displayed in Equation (2.2) below[38]:

TP
l=— " 22
Reaall = Zp TN (2:2)

3. Precision:This metric refers to the model’s capacity to produce accurate predic- tions, specifically, the
number of correctly detected positive predictions (attacks), as displayed in Equation (2.3) below[38]:

TP
Precision = ———— 2.3
recision = PP (2.3)

4. Fl-score: This metric effectively addresses the trade-off between recall and preci- sion by balancing them
over all instances. This is demonstrated in Equation (2.4) below([38]:

2 x Recall x Precision
F1- = 2.4
score Recall + Precision (24)
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2.8

Empowering IoMT Security: The Vital Role of ML/DL in Intrusion De-
tection

Machine Learning (ML) and Deep Learning (DL) play a key role in securing IoMT by enabling smart,

real-time intrusion detection. This section highlights how these Al techniques enhance threat detection, reduce
false alarms, and support resource-limited medical devices.[39][38]

1.

2.9

Automated Threat Detection:ML/DL models learn from patterns in network or device behavior to
automatically detect anomalies or intrusions, without requiring manually defined rules. This is essential
in IoMT, where real-time monitoring is crucial to protect patient data and device integrity.

. Real-Time and Adaptive Response:loMT systems generate vast amounts of real-time data. DL models

(like LSTM or CNN) are capable of handling streaming data and evolving attack patterns, ensuring that
the IDS adapts to new and unknown threats (zero-day attacks).

. High Detection Accuracy:ML/DL-based IDS have demonstrated higher accuracy in distinguishing be-

tween benign and malicious activity compared to traditional systems, especially in detecting subtle or
low-frequency attacks that might go unnoticed otherwise.

Reduced False Positives:With proper training and feature engineering, ML/DL models can reduce false
alarms, which is crucial in a medical context where unnecessary disruptions can delay care or impact
patient safety.

. Efficient Processing of Complex IoMT Data:DL architectures are especially useful for handling het-

erogeneous and high-dimensional data from diverse IoMT devices (wearables, implantables, etc.), enabling
comprehensive security analysis without oversimplification.

Scalability:As IoMT ecosystems expand, ML/DL approaches offer scalable solutions that can be deployed
across large, distributed networks with minimal human intervention.

Support for Resource-Constrained Devices:Lightweight ML models can be optimized for edge com-
puting, enabling on-device intrusion detection even on low-power IoMT devices—ensuring that security
is not sacrificed due to hardware limitations.

Barriers to Intelligence: ML and DL Challenges in loMT-based IDS

Integrating ML and DL into IDS for IoMT brings promising benefits, but also presents key challenges.

Issues like limited data, constrained device resources, and the need for real-time precision make implemen-
tation complex. This section outlines the main hurdles faced when applying these technologies in healthcare
environments.[40][41][42]

1.

Data Scarcity and Quality
* Limited Labeled Data: loMT-specific datasets are often scarce or not publicly available, making it
difficult to train accurate models.

* Imbalanced Data: Attack data is usually rare compared to normal traffic, leading to bias in model
predictions.

* Privacy Concerns: Patient data is highly sensitive, limiting data sharing and hindering model de-
velopment.
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2. High False PositivesML/DL models can produce high false-positive rates, overwhelming healthcare pro-
fessionals with alerts and reducing trust in the system.

3. Resource ConstraintsloMT devices often have limited computational power, memory, and battery life,
making it challenging to deploy complex DL models at the edge.

4. Real-Time Detection RequirementsIDS in [oMT must respond to threats in real-time to avoid putting
patients at risk. Achieving this speed while maintaining accuracy is a significant challenge.

5. Adaptability to New ThreatsML/DL models often require retraining to handle new or evolving attacks,
which is not always practical in [oMT environments. Zero-day attacks are especially difficult to detect
without constant model updates.

6. Interpretability and ExplainabilityDeep learning models are often “‘black boxes," making it hard to
understand why a prediction was made. In healthcare, explainability is crucial to support decision-making
and compliance with regulations.

7. Regulatory and Compliance ChallengesThe use of ML/DL with patient data must comply with regula-
tions such as HIPAA or GDPR. Ensuring privacy, fairness, and auditability of the models is essential.

8. Integration and Interoperability Integrating ML/DL-based IDS into diverse and heterogeneous IoMT
ecosystems can be complex. Compatibility with various devices, networks, and data formats remains a
challenge.

2.10 Related Works

In healthcare and medical systems, security measures must be implemented with exceptional care and
rigor due to the critical nature of medical data and the growing frequency of cyberattacks targeting healthcare
infrastructures. Conse- quently, ensuring the security of the IoMT has become a significant research focus,
motivated by both the sensitivity of medical information and the increasing threat landscape. Intrusion detection
systems (IDS) play a crucial role in safeguarding sensitive medical data within [oMT environ- ments by identifying
malicious activities and unauthorized access.

Various studies have explored the application of deep learning (DL) and machine learning (ML) methods to
bolster IDS effectiveness in IoMT networks.

For example, Anitha et al [43] explored some ML techniques to detect attacks, concluding that kNN yielded
the best results with an accuracy of 89.79% . Their work utilized IEEE Data Port datasets for binary classification
purposes.

In another study, Ksibi et al [44] employed the novel ECU- IoHT dataset. Their binary classification efforts,
leveraging the Random Forest ML algorithm, achieved an accuracy of 99.76% after using SMOTE for data
balancing .

Tanzila Saba [45] advocated for ensemble classifiers, such as bagged decision trees based on the bagging algo-
rithm, to detect attacks against Smart City Hospitals. Her model achieved 93.2% accuracy using the KDDCup’99
dataset, which encompasses 5 classes.

Alsalman [46] proposed FusionNet, a model combining Support Vector Machine, K-Nearest Neighbors,
Random Forest, and Multi-Layer Perceptron for anomaly detection. According to his paper, this model reached
98.5% accuracy on the WUSTL EHMS 2020 Dataset and 99.5% on ICU-IoMT for binary classification .

Sun et al[38] attained a 98.5% accuracy by using Particle Swarm Optimization and AdaBoost on the NSL-
KDD dataset, which includes 5 classes, including normal traffic .

Balhareth et al [47] worked with the CICIDS2017 dataset, applying Mutual Information and XGBoost for
feature selection, resulting in a binary classification accuracy of 98.79% . Deep learning, known for its ability to
autonomously uncover complex patterns, has also been widely used in IDS for IoMT.
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Awotunde et al [48] used a Deep Auto Encoder on the NF-ToN-IoT dataset as an intrusion detection mech-
anism for secured IoMT systems, achieving 89% accuracy for a 10-class multi-classification .

Kulshrestha and Kumar [49], in their study using the ToN-IoT dataset, claimed around 99% accuracy for
4-class classification with the AdaBoost classifier .

Khan et al [50] proposed a hybrid CNN-LSTM model to address feature interdependencies and improve
feature learning, which they applied to the IoT Malware dataset, achieving an approximate 99% accuracy for
binary classification . Combining more classifiers often uses additional system resources, yet hybrid Al techniques
have demonstrated effi- cacy in enhancing IDS performance.

Liaqat et al [51] proposed a hybrid DL architecture combining CNN and cuDNNLSTM for the IoMT
environment employing the Bot-IoT dataset. They compared multiple configurations, concluding that CNN
with cuDNNLSTM was the most effective, achieving an accuracy close to 99.99% for 3-class classification .

Faruqui et al [52] devised a model combining CNN and LSTM to improve cybersecurity in IoMT, reporting
an average accuracy rate of 97.63% for 12 classes on the CIC-IDS2017 dataset, although it is not specific to
IoMT .

Otoum et al [53] employed a Federated Transfer Learning- based IDS, and at most with achieving 95.1%
accuracy rate for 3-classes multi-classification on the CICIDS2017- Tuesday dataset .

Ravi et al’s [54] CNN-LSTM model on the WUSTL EHMS 2020 dataset achieved 99% accuracy with 10-fold
cross-validation in binary classification .

Khan et al [55] developed the XSRU-IoMT model based on a bidirectional simple recurrent unit (Bid-SRU),
achieving a 99.38% accuracy for 8-class multi-classification on the ToN- IoT dataset .

Dadkhah et al [56] generated the CICIoMT2024 dataset to simulate an [oMT environment for IDS research.
They tested Logistic Regression, AdaBoost, DNN, and Random Forest, achieving nearly 100% accuracy in binary
classification but observing a decrease in accuracy to 73.3% in 19-class scenario .

Sanchez et al [57] studied the application of fine-tuning Transformer designs also using the CICIoMT2024
dataset and assessed it using the Aposemat IoT-23 dataset. Their experiments on their proposed model reached
up to 96% for Accuracy, Precision, Recall and F1- Score metrics .

This overview highlights ongoing research into [oMT security and the intersection of advanced Al techniques
and IDS frameworks continues to show promising advancements in the field. By reviewing the related works
on [oMT, it is shown that the studies are continuing and this special part of 10T still attracts researchers to solve
different research and security problems.

2.11 Conclusion

In this chapter, we explored the foundational concepts of Artificial Intelligence, focusing on Machine Learn-
ing (ML) and Deep Learning (DL) and their growing relevance in securing Internet of Medical Things (IoMT)
environments. We reviewed various ML/DL techniques used in IDS solutions, discussed standard evaluation
metrics like accuracy, precision, recall, and F1-score, and highlighted the core challenges faced when applying
these methods in resource-constrained and privacy-sensitive healthcare settings.

Furthermore, we examined related works that demonstrate how ML/DL models are being adapted to meet the
unique demands of loMT-based intrusion detection. While promising, these approaches face notable limitations,
emphasizing the need for more robust, scalable, and privacy-preserving solutions. Building on this foundation,
the next chapter will introduce a novel direction—Blockchain-based Federated Learning—for enhancing IDS in
[oMT, aiming to address data privacy, distributed training, and trust issues in modern healthcare networks.
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Blockchain-based Federated Learning for
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3.1 Introduction

This chapter focuses on reviewing and analyzing three pivotal technologies that play a fundamental role
in the development of intelligent intrusion detection systems: Centralized Learning, Federated Learning, and
Blockchain. It begins by presenting the traditional approach based on centralized data processing, highlighting
its advantages and limitations. It then transitions to Federated Learning as an alternative paradigm that enhances
data privacy and enables collaboration between multiple entities without the need to share raw data. Finally, the
chapter explores Blockchain technology, which has emerged as an effective means to strengthen the security and
transparency of artificial intelligence systems, particularly when integrated with Federated Learning to create
decentralized and secure learning environments.

3.2 Centralized Learning

In centralized learning, data generated by IoMT devices—such as wearable sensors and patient monitoring
systems—are transmitted to a central server or cloud for training machine learning models. This approach
leverages large-scale datasets and powerful computing resources, which enhances the effectiveness of intrusion
detection systems (IDS) in identifying malicious activities . However, centralized learning in IoMT environments
poses significant challenges due to the sensitivity of medical data and the need for low latency. Transmitting
such data to the cloud increases the risk of privacy breaches, unauthorized access, and non-compliance with
healthcare regulations such as HIPAA . Therefore, despite its performance benefits, centralized learning is often
unsuitable for [oMT-based IDS, encouraging the adoption of privacy-preserving and decentralized alternatives.
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Figure 3.1: Centralized Learning
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3.3 Federated Learning

3.3.1 Definition of Federated Learning

Federated Learning (FL) is a decentralized machine learning paradigm that enables multiple devices or entities
to collaboratively train a shared model while keeping their raw data locally stored. This approach was formally
introduced by [58] as a solution to privacy-preserving distributed learning.

3.3.2 Mechanism of Federated Learning

Federated Learning (FL) operates through a decentralized training process that enables multiple clients (e.g., edge
devices or local institutions) to collaboratively train a shared machine learning model while keeping their data
localized. This mechanism ensures data privacy and compliance with regulatory constraints by avoiding direct
data exchange.

The foundational workflow of FL can be summarized in four main steps:
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Figure 3.2: Federated Learning

1. Initialization: A central server initializes a global model and broadcasts it to selected clients.

2. Local Training: Each selected client trains the received model using its local dataset for a few epochs,
typically by applying stochastic gradient descent (SGD) or its variants.

3. Model Upload: After local training, clients send their model updates (e.g., gradients or weights) to the
central server rather than their raw data.

4. Aggregation: The server aggregates the collected updates to form an improved global model, commonly
using the Federated Averaging (FedAvg) algorithm proposed which performs a weighted average of the
client updates based on the size of their local datasets.

This iterative process continues for multiple rounds until convergence.
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3.3.3 Characteristics of Federated Learning

Federated Learning (FL) possesses several unique characteristics that distinguish it from traditional centralized
learning paradigms. According to [59], the key characteristics of FL include the following:

Decentralized Data: FL operates under a decentralized data setting, where training data remains dis-
tributed across multiple clients (e.g., mobile devices, institutions) and is not collected or stored centrally.

Privacy Preservation: Since raw data never leaves the client devices, FL inherently provides privacy
protection and supports compliance with data protection regulations such as GDPR and HIPAA.

Heterogeneity: FL faces significant challenges due to system heterogeneity (differences in hardware,
network connectivity, and power constraints across clients) and statistical heterogeneity (non-IID and
unbalanced data distributions across clients).

Communication Efficiency: As communication between clients and server is a major bottleneck, FL
emphasizes the need for efficient communication strategies, including model compression, update sparsi-
fication, and fewer communication rounds.

Scalability: FL systems are designed to support training across a large number of clients, sometimes

involving thousands or millions of devices, which necessitates scalable algorithms and infrastructure.

3.3.4 Comparison between Centralized and Federated Learning

The following table summarizes the key differences between Centralized Learning (CL) and Federated Learning
(FL). [60]. The comparison highlights important aspects such as data privacy, resource consumption, training

efficiency, and more.

Table 3.1: Comparison between Centralized Learning and Federated Learning

Property Centralized Learning (CL) Federated Learning (FL)
Data Storage Location Data aggregated on a central server | Data remains local on devices
Data Privacy Low privacy due to data transfer Higher privacy as data never

leaves devices

Bandwidth Consumption

High due to data transfer

Lower, only model updates sent

Data Distribution Data is centralized Non-IID distribution affects
performance
Training Efficiency Faster and more stable Can be slower due to distribution
and communication
System Flexibility Less flexible, depends on server More flexible with many clients
Security Risks Server vulnerable to attacks Risks from update manipulation
and malicious clients
System Complexity Less complex to manage More complex due to coordination
Typical Applications Traditional ML systems Distributed applications like healthcare

3.3.5 Types of Federated Learning

Federated Learning (FL) can be categorized based on the type of participating entities (devices or organizations)

or the structure of the data distributed across them. Two common taxonomies are described below.
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1. Device-Based Categorization

* Cross-Device Federated Learning: This type involves a large number of unreliable and resource-
constrained devices, such as smartphones, tablets, or IoT devices, each with a small amount of local
data. The key challenge here lies in managing scalability, communication efficiency, and device
availability kairouz2019advances.
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Figure 3.3: Cross-Device Federated Learning

* Cross-Silo Federated Learning: In this scenario, the participating entities are relatively few, but
more stable and reliable, such as organizations (e.g., hospitals, banks, or universities). These entities
often have larger datasets and more computational power. Cross-silo FL. emphasizes data security
and regulatory compliance liu202 1federated.
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Figure 3.4: Cross-Silo Federated Learning

2. Data-Based Categorization

* Horizontal Federated Learning (HFL): This applies when data across different clients share the
same feature space but differ in the sample space (i.e., different users or samples). For instance, two
banks in different regions may have similar customer information fields but serve different individuals
yang2019federated.

* Vertical Federated Learning (VFL): This setting involves participants that share the same sample
space (i.e., they have data on the same users), but their datasets have different feature spaces. An
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example is a bank and an e-commerce company that both have information on the same users but
from different perspectives (financial vs. purchasing behavior) yang2019federated.
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Figure 3.6: Vertical Federated Learning

* Federated Transfer Learning (FTL): When both the sample space and the feature space overlap only
partially, FTL is employed. It leverages transfer learning techniques to align and share knowledge
across domains with limited overlap. FTL is particularly useful in cross-domain collaborative learning

scenarios yang2019federated.

Features Features
I

% o0 e % ..

£ £ HEN

a 4 Ul

Institution 1 Institution n

Figure 3.7: Federated Transfer Learning

3.3.6 Federated Learning Strategies
» Federated Averaging (FedAvg)
The first and most widely used strategy, introduced by [58]:

e Mechanism:
1. Server sends the current model to selected devices.

2. Each device trains locally for E epochs:
Wit = Wi =gV L(W}; D) 3.1)
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3. Server computes weighted average of updates:

K

t+1 |Dk| t+1
W iobat = Z D] Wy (3.2)
k=1
e Advantages:
% Communication-efficient (reduces server rounds).
% Suitable for resource-constrained devices.
» SCAFFOLD
Proposed by [61] to address client drift in Non-1ID data:
e Improvement: Uses control variates for correction:
Wit = Wi —n (VLWL Dy) + ek — Cgtobat) (3.3)

where ¢ and c¢gjopas are local/global control variables.
e Performance:

% Reduces client drift by up to 30% vs. FedAvg.

% Requires slightly more communication.

» FedProx

Introduced by [59] for heterogeneous environments:
o Mechanism: Adds a proximal term to the loss function:
. H
min L(W;Dy) + §HW = Whopatll? (3.4)

where (i is a regularization parameter.
e Best Use Cases:

% Asynchronous device participation.
% Non-IID data distributions.

3.3.7 Applications of Federated Learning

Federated Learning (FL) has gained significant traction across various domains due to its ability to enable col-
laborative model training without sharing raw data. This privacy-preserving paradigm is particularly beneficial
in scenarios where data are sensitive, distributed, or subject to legal and regulatory constraints.

* Healthcare: In the medical field, FL enables institutions such as hospitals and research centers to collab-
oratively train machine learning models on patient data without transferring it to a central server. This
is crucial for maintaining patient privacy and complying with data protection regulations (e.g., GDPR,
HIPAA). For instance, rieke2020future demonstrated how FL can be applied to medical imaging tasks
across multiple institutions, improving diagnostic performance while preserving data locality.

* Keyboard Prediction and Mobile Devices: One of the earliest large-scale applications of FL was in
personalized language modeling on mobile devices. hard2018federated implemented FL to train on-
device models for next-word prediction and keyboard auto-correction without collecting users' typing
data on central servers. This approach provided both privacy and personalization, paving the way for
broader adoption of FL in edge computing.
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* Finance and Banking: FL allows banks and financial institutions to collaboratively detect fraud or assess
credit risk while preserving user confidentiality and complying with strict data sharing regulations.

* Smart IoT and Edge Devices: In the context of smart homes and industrial [oT, FL facilitates learning
from distributed sensor data without central aggregation. This supports real-time decision-making while
maintaining privacy and reducing latency.

* Autonomous Vehicles: FL can help manufacturers and service providers train models across fleets of
autonomous vehicles by aggregating knowledge from each vehicle's local observations, enhancing driving

performance and safety without exposing raw telemetry data.

Table 3.2: Key Properties of Federated Learning Frameworks

Framework | Developer Open Source | Data Sharing | Integration
TFF Google Yes H T

PySyft OpenMined Yes H&V K,P, T
NVFlare NVIDIA Yes H&V P, T
FATE WeBank Yes H&V K,PT
Flower Adap GmbH Yes H K, P, T
IBM FL IBM No H K,PT
FedLab FedLab Yes H K,P, T
FedML FedML Inc. Yes H IM,P, T
FLUTE Microsoft Yes H P T
OpenFL Intel Yes H P T

Notes: H = Horizontal, V = Vertical, T = TensorFlow, K = PyTorch, P = Python, | = JAX, M = MXNet.

3.3.8 Federated Learning for Intrusion Detection Systems in loMT

Intrusion Detection Systems (IDS) are a critical component in securing Internet of Medical Things (IoMT) en-
vironments, where protecting sensitive health data and ensuring the operational integrity of connected medical
devices is paramount. Traditionally, IDS models rely on centralized machine learning approaches, where data
from distributed devices is collected and processed at a central server. However, this paradigm poses substantial
challenges, particularly regarding data privacy, communication overhead, and reliance on continuous connectiv-
ity, making it unsuitable for many real-world IoMT deployments.

Federated Learning (FL) offers a novel solution to these challenges by enabling distributed training of in-
trusion detection models without sharing raw data. In FL, each device (or client) trains a local model using its
private data and only transmits model updates (e.g., gradients or weights) to a coordinating server or peer nodes.
This approach preserves data privacy while collaboratively improving a global IDS model.

Key advantages of applying FL in loMT-based IDS include:

* Enhanced privacy: Raw data remains on-device, minimizing exposure to data breaches.
* Reduced bandwidth consumption: Only model updates are shared, not the data itself.
* Local adaptability: Devices can tailor models to specific local contexts or threats.

* Handling of non-IID data: FL naturally accommodates heterogeneous data distributions, common in
medical networks.
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3.3.9 Security Risks in Federated Learning

Despite the decentralized nature of Federated Learning (FL), the paradigm is still susceptible to a variety of
security threats due to its distributed architecture, the presence of partially trusted participants, and the necessity
of communication among nodes.

* Model Poisoning Attacks: Malicious clients may upload manipulated model updates to influence the
global model’s behavior, either degrading its performance or inserting backdoors.

* Data Poisoning Attacks: Adversaries inject corrupted or mislabeled data into their local datasets, thereby
indirectly compromising the global model during aggregation.

 Inference Attacks: Attackers attempt to extract sensitive information about the training data from shared
gradients or model parameters using gradient inversion or membership inference techniques.

* Free-riding Attacks: Some clients might participate in FL without contributing meaningful updates,
aiming to benefit from the aggregated model without local training, harming the fairness of collaboration.

* Communication Hijacking: Without secure communication protocols, model updates transmitted over
the network can be intercepted, modified, or spoofed by external attackers.

* Server Compromise: In server-based FL architectures, the central aggregator becomes a critical point
of vulnerability. If compromised, the attacker can manipulate the aggregation process, inject malicious
models, or extract sensitive information from client updates.

To mitigate these risks, a range of defense mechanisms has been proposed, including differential privacy,
secure multiparty computation, homomorphic encryption, anomaly detection, and Byzantine-resilient aggrega-
tion algorithms. Robust FL system design requires balancing privacy, efficiency, and security considerations
lyu2020threats.

3.4 Blockchain Technology

3.4.1 Types of Networks Based on Distribution

Network architecture plays a fundamental role in determining how information flows and how resilient a sys-
tem is to failures or attacks. Based on distribution and control, there are three primary types of networks:
centralized, decentralized, and distributed [62].

» Centralized Network: In this architecture, a single central node is responsible for managing and control-
ling the communication and operations of the entire system. All data passes through the central authority,
which creates a single point of control—and potentially, a single point of failure. This model is simple but
not fault-tolerant or scalable.

» Decentralized Network: Control and data processing are distributed among several nodes, each capable
of making decisions and communicating with others. There is no complete reliance on a single authority,
enhancing fault tolerance and reliability compared to centralized systems.

» Distributed Network: Every node in the system holds equal responsibility, and data is fully replicated
across nodes. This structure is the most robust in terms of fault tolerance, transparency, and resistance to
single-point failures. It is also the foundational design for blockchain systems.

Understanding these three models provides the groundwork for exploring how blockchain leverages dis-
tributed architectures to ensure trust, resilience, and decentralization.
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3.4.2 Definition of Blockchain

Blockchain is a decentralized, distributed digital ledger technology that records transactions across multiple
nodes in a tamper-proof and transparent manner. Each transaction is grouped into a block, and these blocks are
cryptographically linked in a chronological chain. Once data is recorded in a block and added to the chain, it
becomes immutable and verifiable by all participants in the network [63].

Unlike traditional centralized systems where a single entity has control, blockchain operates in a peer-to-
peer (P2P) architecture, eliminating the need for intermediaries. This makes it highly suitable for applications
requiring trust, transparency, and data integrity among untrusted parties.

3.4.3 Key Features Of Blockchain :

» Decentralization: Data is not stored or controlled by a single entity; it is distributed across the network,
reducing the risks of central points of failure.

» Transparency: All transactions recorded on the blockchain are visible to participants and can be inde-
pendently verified.

» Immutability: Once a block is added to the chain, its data cannot be altered without modifying all
subsequent blocks, which is computationally infeasible.

» Security: Blockchain uses cryptographic techniques such as hashing and digital signatures to ensure the
integrity and authenticity of data.

» Consensus Mechanisms: Blockchain networks rely on protocols like Proof of Work (PoW), Proof of
Stake (PoS), or others to agree on the state of the ledger.

These characteristics make blockchain a powerful infrastructure for enabling secure, auditable, and decen-
tralized applications across various domains.

3.4.4 Types of Blockchain

Blockchain networks can be classified into four primary categories based on access and control mechanisms:

» Public Blockchain: Open and permissionless networks where any participant can join, validate transac-
tions, and access the ledger. Notable examples include Bitcoin and Ethereum. [64, 65]
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» Private Blockchain: Restricted and permissioned networks governed by a single entity. Participants must
be granted access, making them suitable for enterprise settings. [64, 66]

» Consortium Blockchain: Semi-decentralized networks managed by a group of trusted organizations.
Used in inter-organizational collaboration scenarios such as finance or healthcare. [65]

» Hybrid Blockchain: A combination of public and private features, allowing controlled access to some
data while keeping other data publicly verifiable. [65]

Table provides a comparative overview of the three main types of blockchain networks: Public, Consortium, and
Private blockchains. The comparison focuses on key properties such as consensus determination, read permis-
sions, immutability, efficiency, centralization, and the nature of the consensus process. Each type demonstrates
distinct trade-offs between transparency, control, and performance, which influence its suitability for various
applications.[67]

Table 3.3: Comparisons among Public, Consortium, and Private Blockchains

Property Public Blockchain | Consortium Blockchain | Private
Blockchain
Consensus Determination | All miners Selected set of nodes One organization
Read Permission Public Could be public or re- | Could be public or
stricted restricted
Immutability Nearly impossible | Could be tampered Could be tampered
to tamper
Efficiency Low High High
Centralized No Partial Yes
Consensus Process Permissionless Permissioned Permissioned
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3.4.5 Block Structure

In blockchain technology, each block is a fundamental unit that stores a batch of transactions and connects to
the previous block via a cryptographic hash, forming a secure and immutable chain [68]. A typical block is
divided into two main components:

ool

Genesis Block Block 2 Block 3
Hash : 0234Abcd Hash :309840djh N Hash : dsjo04bcd
Header Previous hash: 00000000 Previous hash: 0234Abcd Previous hash: 309840djh
Timestamp :11:00 2020 Timestamp :11:00 2020 Timestamp :11:00 2020
Body Data : Hello Dat a:i sent mony Data : see you

Figure 3.9: Block Structure

» Block Header: This part includes essential metadata such as:

e Previous Block Hash: A cryptographic reference to the hash of the previous block, maintaining the
chain's continuity.

e Timestamp: The time when the block was created.

e Nonce: A number used during mining to find a valid hash.

e Merkle Root: The root hash of the Merkle tree built from all transactions in the block.

» Block Body: This part contains the list of transactions that are included in the block. These transactions
are hashed and organized in a Merkle tree structure to ensure integrity and facilitate efficient verification.

3.4.6 Nodes and Miners

* Nodes are the participating devices in a blockchain network that store and validate copies of the distributed
ledger. There are different types of nodes such as full nodes, light nodes, and mining nodes.

* Miners are specialized nodes that participate in the process of adding new blocks to the chain. They
compete to solve complex mathematical puzzles in Proof-of-Work (PoW) systems, or are selected based on
stake in Proof-of-Stake (PoS) systems [69]. The mining process ensures consensus and secures the network
from tampering.

3.4.7 Consensus Mechanisms

Consensus mechanisms are protocols that ensure all nodes in a decentralized system agree on the state of the
blockchain. Popular mechanisms include:

* Proof of Work (PoW): Nodes (miners) solve computational puzzles to validate blocks. Used by Bitcoin.
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* Proof of Stake (PoS): Nodes are selected to validate blocks based on their stake in the network. Used by
Ethereum 2.0.

* Practical Byzantine Fault Tolerance (PBFT): Suitable for permissioned blockchains.

These mechanisms ensure that the blockchain remains secure, synchronized, and tamper-resistant across all
participating nodes.

3.4.8 Mechanism of Blockchain

The mechanism of blockchain revolves around maintaining a distributed and tamper-resistant ledger through
a sequence of cryptographically linked blocks. Each transaction added to the ledger undergoes several stages
before becoming immutable. The core steps of blockchain operation are as follows:
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Figure 3.10: Mechanism of Blockchain

1. Transaction Initiation: A participant initiates a transaction by digitally signing it using their private key,
ensuring authenticity and non-repudiation.

2. Adding the Transaction to the Mempool

3. Transaction Propagation: The signed transaction is broadcast to the peer-to-peer (P2P) network where
nodes validate its structure and authenticity.

4. Transaction Validation: Nodes (also called validators or miners) validate transactions according to pre-
defined consensus rules (e.g., checking for double spending).

5. Block Formation: Validated transactions are grouped into a new block. This block includes a reference
(hash) to the previous block, forming a cryptographic chain.
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6. Consensus Execution: The network applies a consensus mechanism (e.g., Proof of Work, Proof of Stake)
to agree on the addition of the new block to the ledger.

7. Block Addition: Upon achieving consensus, the new block is appended to the blockchain. All nodes
update their local copies of the ledger.

8. Ledger Continuity: The block is now part of the permanent record. Altering it would require modifying
all subsequent blocks, making tampering practically infeasible.

This decentralized mechanism ensures security, transparency, and resilience without the need for centralized
control.

3.4.9 Smart Contract

A smart contract is a software program stored on the blockchain network that is executed automatically when
predefined conditions between contracting parties are met. The smart contract aims to execute, verify, or enforce
the terms of agreements securely and transparently without the need for intermediaries. Since it is stored on
the blockchain, smart contracts provide a high level of trust, as the operations are immutable and permanently
recorded [70].

According to Mohanta et al. [70], smart contracts offer significant capabilities in automating contracts and
improving efficiency across various domains such as financial servicessupply chains , and healthcare by
reducing human errors and operational costs.

3.4.10 Comparison between Bitcoin and Ethereum

Blockchain is the foundational technology that underlies various decentralized systems, including cryptocurren-
cies and smart contract platforms. It provides a distributed, immutable ledger that enables secure and transparent
data exchange without intermediaries. Two of the most prominent implementations of blockchain technology
are Bitcoin and Ethereum, which, although both built on the blockchain concept, differ significantly in their
design goals, architecture, and use cases.

Table highlights the key differences between Bitcoin and Ethereum based on the study by Jani [71].

Table 3.4: Comparison between Bitcoin and Ethereum

Feature Bitcoin Ethereum
Purpose Digital currency for peer-to-peer | Platform for smart contracts
transactions and decentralized applications
(DApps)
Launch Year 2009 2015
Scripting Language Limited, non-Turing complete Solidity (Turing complete)
Block Time 10 minutes 12—15 seconds

Consensus Mechanism

Proof of Work (PoW)

Initially PoW; transitioning to
Proof of Stake (PoS)

Transaction Fees

Based on transaction size

Based on computational cost
(Gas)

Flexibility

Primarily monetary transactions

Highly flexible for various de-
centralized applications
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3.4.11 Applications of Blockchain

Blockchain technology has evolved beyond cryptocurrency and is now being adopted across a wide range of
industries due to its decentralization, immutability, and transparency. This section highlights key application
areas.

» Financial Services and Banking
Blockchain enables secure, real-time, peer-to-peer financial transactions without the need for intermedi-
aries. It is applied in cross-border payments, smart contracts, and decentralized finance (DeFi) platforms
(68].

» Supply Chain Management
Blockchain ensures product traceability and transparency throughout the supply chain. It helps combat
fraud and counterfeit products, as implemented by IBM Food Trust in tracking food provenance [?].

» Healthcare
In healthcare, blockchain is used for secure storage of electronic medical records, management of patient
consent, and tracking pharmaceutical supply chains [72].

» Voting Systems
Blockchain-based voting systems enhance transparency and reduce the risk of electoral fraud through
immutable vote recording [73].

» Digital Identity Management
Blockchain offers decentralized identity management systems that give users control over their personal
data while ensuring privacy and security [74].

» Intellectual Property and Copyright Protection
Artists and creators can register digital works on a blockchain to establish proof of ownership and combat
copyright infringement [75].

» Internet of Things (IoT)
Blockchain secures communication among IoT devices by eliminating central points of failure and enabling
autonomous machine-to-machine interactions [76].

3.5 Blockchain-Based Federated Learning (BCFL)

3.5.1 Motivation for Integration

The integration of Federated Learning (FL) and Blockchain technologies is driven by their complementary
strengths in addressing key challenges in distributed machine learning. FL enables multiple clients to col-
laboratively train a shared model without sharing raw data, thus preserving privacy. However, conventional FL
frameworks rely on a central server for coordination and aggregation, which introduces several limitations:

* Single Point of Failure: The central server is a vulnerability target, prone to failures or attacks such as
model poisoning or denial-of-service (DoS).

* Trust Assumptions: All clients must implicitly trust the central server to behave honestly, which is not
always realistic.

* Scalability Constraints: As client numbers increase, the server may become a communication or com-
putation bottleneck.
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* Lack of Transparency: Model aggregation and decision-making are typically opaque to participants.

Blockchain, as a decentralized and tamper-proof ledger, offers a potential solution to these challenges by
replacing the central aggregator with a distributed system that enables secure, transparent, and auditable model
update coordination.

3.5.2 Blockchain as a Secure Aggregator in Federated Learning

In Blockchain-Based Federated Learning (BCFL), blockchain assumes the role of a decentralized aggregator.
Each client’s local model updates are submitted to the blockchain network, ensuring traceability, verifiability,
and integrity. This design decentralizes trust and enhances security through the following mechanisms:

* Immutable Logging: Verified model updates are stored on the blockchain, ensuring tamper-resistance
and auditability.

* Trustless Coordination: Model updates are validated through decentralized consensus mechanisms, elim-
inating reliance on a single entity.

» Attack Resilience: Blockchain mitigates risks of model poisoning, inference, replay, and Sybil attacks via
consensus, timestamping, and cryptographic identity management.

* Smart Contracts: Smart contracts automate model verification rules, reward systems, and access control,
further strengthening the decentralization and reliability of FL.

This integration is particularly valuable in multi-stakeholder domains such as healthcare and the Internet of
Medical Things (IoMT), where data sensitivity, trust, and transparency are critical.

3.5.3 Challenges in FL-Blockchain Integration

While BCFL offers enhanced security, decentralization, and trust, it also introduces several practical and technical
challenges:

¢ Communication Overhead: Blockchain introduces latency due to transaction broadcasting, mining, and
consensus delays.

* Resource Constraints: Blockchain operations such as mining or consensus can be computationally in-
tensive, which is unsuitable for lightweight IoT or IoMT devices.

* Privacy Leakage via Metadata: Although raw data is preserved locally, model metadata or update patterns
may still leak sensitive information.

* Consensus Scalability: Consensus mechanisms must scale efficiently as the number of clients increases
without compromising security.

* Smart Contract Limitations: Executing complex model-related operations on-chain is restricted by
current smart contract capabilities.

Overcoming these challenges requires careful architectural design, such as hybrid on-chain/off-chain strate-

gies, lightweight blockchain protocols, and privacy-preserving techniques like differential privacy and homomor-
phic encryption.
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3.6 Conclusion

In conclusion, this chapter has provided a detailed review and analysis of the three foundational technologies—
Centralized Learning, Federated Learning, and Blockchain—that underpin the development of intelligent intru-
sion detection systems. By examining their respective advantages and limitations, the chapter has established a
clear understanding of how these technologies complement each other. Particularly, the integration of Blockchain
with Federated Learning offers a promising approach to achieving decentralized, secure, and privacy-preserving
systems, which are crucial for advancing intrusion detection in IoMT environments.
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4.1 Introduction

This chapter presents a comprehensive overview of the practical and experimental findings obtained
throughout the study.lt begins by highlighting the use of specialized programming languages and libraries to
efficiently implement the experiments and data analysis. The chapter then outlines the outcomes of the data
preprocessing stage, including dimensionality reduction and class balancing applied to the datasets.

In this context, the study addressed two types of classification tasks: a multiclass classification problem
consisting of six classes, and a binary classification problem. The centralized model was first evaluated as a
baseline, followed by an assessment of the performance of various federated learning strategies under different
experimental conditions, including variations in the number of clients, training rounds, and data partitioning
methods.This chapter concludes with a discussion on the integration of blockchain technology into the federated
learning framework, emphasizing its impact on the overall efficiency and effectiveness of the learning process.

4.2 Experimental Environment

This section provides a comprehensive description of the experimental environment used in this study,
including the computing platform, programming libraries, and tools employed in developing the models and
analyzing the results.

4.2.1 programming language used

Python is a high-level and user-friendly programming language widely adopted in artificial intelligence
due to its support for powerful libraries such as PyTorch, TensorFlow, and scikit-learn. It enables efficient
development of deep learning models and is extensively used in federated learning through frameworks like
Flower and TensorFlow Federated, making it an essential tool for building intelligent systems that prioritize
privacy.

4.2.2 Computational Platform

» Kaggle :All experiments were conducted on the Kaggle platform, a leading cloud-based service for data

science and machine learning. Founded in 2010 and acquired by Google in 2017, Kaggle became part
of the Google Cloud ecosystem. The platform offers a fully integrated environment for researchers and
developers, including access to high-performance computing resources such as GPUs—available free of
charge for up to 30 hours per week, with usage limits reset every Saturday at UTC.
The experiments were executed using Jupyter Notebooks provided within Kaggle, which facilitated in-
teractive development, efficient visualization, and iterative debugging of models. This environment was a
key factor in enabling the efficient training and evaluation of computationally intensive models without
the need for advanced local hardware.

4.2.3 Tools and Libraries

* NumPy: For numerical operations and array manipulation.

* Pandas :For data loading, cleaning, and manipulation.

Matplotlib and Seaborn : For visualizing data distributions and results.

Scikit-learn (sklearn): For preprocessing (e.g., MinMaxScaler, StandardScaler), dimensionality reduction
(PCA), model evaluation metrics , and data splitting.

* Imbalanced-learn (imblearn):: For handling class imbalance using SMOTE and RandomUnderSampler.
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* PyTorch (torch) For building, training, and evaluating deep learning models.

Flower (flwr) : For implementing and simulating federated learning using strategies such as FedAvg,
FedProx, FedAdam, and FedYogi.

» System Utilities Including os, sys, and warnings for file handling and runtime control.

Hashlib : For generating secure hash values, primarily used in blockchain applications.

* Datetime: For timestamp generation in blockchain transactions and logs.

JSON: For data serialization and deserialization.
* Base64: For encoding digital signatures and binary data in a JSON-compatible format.
* Time: For managing timing and delays during simulation.

* Typing: For type hinting and structured code documentation in Python.

4.3 Dataset Description

In this work, the CICIoMT2024 dataset was adopted, which was developed by the Canadian Institute for Cy-
bersecurity (CIC) at the University of New Brunswick. It is considered one of the leading datasets in the field of
Internet of Medical Things (IoMT) security. The data was collected in a realistic testbed environment comprising
40 medical devices, including both real and simulated ones. These devices communicated over various protocols
such as Wi-Fi, MQTT, and Bluetooth.

The dataset contains 18 types of cyberattacks, grouped into five main categories:

le6

o [y = = =
w o N » o
L L L L L

Number of Samples

b
o
L

e o o
o N

DDoS UDP

DDoS ICMP

DDoS TCP

DDoS SYN

Dos UDP

DoS SYN

DoS ICMP

DoS TCP

Benign

DDoS Connect Flood
Port Scan

DoS Publish Flood
DDoS Publish Flood
0S Scan

ARP Spoofing

DoS Connect Flood
Malfermed Data
WulScan

Ping Sweep

Figure 4.1: Distribution of Attack Types and Benign Traffic in the CICIoMT 2024 Dataset

* Denial of Service (DoS) attacks, including: SYN Flood, TCP Flood, ICMP Flood, and UDP Flood

* Distributed Denial of Service (DDoS$) attacks, including: SYN Flood, TCP Flood, ICMP Flood, and UDP
Flood

* Reconnaissance attacks, including: Ping Sweep, Vulnerability Scan, OS Scan, and Port Scan

MQTT-based attacks, including: Malformed Data, DoS Connect Flood, DDoS Connect Flood, DoS Publish
Flood, and DDoS Publish Flood
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Spoofing attacks, including: ARP Spoofing

The dataset includes 44 features extracted from network traffic, covering various attributes such as:

Number of packets sent and received

Amount of data transmitted

Inter-arrival time between packets

Type of communication protocol

MQTT-related features such as Topic Name, QoS Level, and Retain Flag

Source and destination IP addresses and ports

This dataset provides a rich and practical benchmark for building machine learning models capable of clas-

sifying network activities and detecting attacks in sensitive IoMT environments. The dataset and further details

are publicly available on the Canadian Institute for Cybersecurity's official website [77].

4.4

Data Preprocessing

Data preprocessing is a fundamental step in preparing data for machine learning and deep learning models,

as it directly contributes to improving the accuracy and reliability of the model. Raw data often contains noise,

missing values, and class imbalances, which negatively impact model performance.

| 2

Step 1: Data Collection

The CIC 2024 [oMT dataset was obtained directly from the official Canadian Institute for Cybersecurity
(CIC) repository and subsequently uploaded to Google Drive to ensure streamlined access and centralized
management throughout the preprocessing and analysis pipeline.

Step 2: Feature and Target Selection
Columns 0-45 were selected as input features, and column 46 (“Category”) was used as the target variable.

Step 3: Removal of Non-Numeric and Constant Features
Non-numeric features (if present) were excluded. Additionally, features with only a single unique value
were removed, as they do not contribute discriminative information.

Step 4: Standardization Each feature was standardized to have zero mean and unit variance using the
formula:

where [ is the mean and [ is the standard deviation. Any undefined values (e.g., due to division by zero)
were replaced with zero.

Step 5 : Data Balancing

e Synthetic Minority Oversampling Technique (SMOTE) :
SMOTE is an oversampling technique used to address class imbalance by generating synthetic samples
for minority classes. Instead of simply duplicating existing instances, SMOTE interpolates between
a data point and one of its nearest neighbors in the feature space, creating new, plausible instances
that preserve the underlying class distribution.

59



CHAPTER 4

Experiment, Results and Discussion

¢ Random Undersampling :
Random Undersampling is a downsampling method that tackles class imbalance by randomly re-
moving instances from overrepresented classes. This reduces the size of majority classes to match
minority class sizes or a specified target, thereby balancing the dataset at the cost of potentially

discarding useful information.

o Target Size:

All classes were adjusted to contain 200,500 instances
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Figure 4.2: Data Balancing

» Step 6 : MinMaxScaler
In this step, the MinMaxScaler was applied to the balanced dataset in order to normalize the feature values.
The MinMaxScaler is a standard technique for rescaling features, ensuring that all feature values fall within
a specified range, typically [0, 1]. This transformation is performed using the following formula:

e o' is the scaled (or

;= —min(X)

~ max(X) — min(X)

normalized) value of the feature.
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e 1z is the original value of the feature before scaling.
e min(X) is the minimum value of the feature X in the dataset.
e max(X) is the maximum value of the feature X in the dataset.
» Step 7 : Data Splitting The data was split into training, testing, and validation sets according to the

specified proportions. 70% of the data was allocated to the training set, while the remaining 30% was split
into validation and test sets, each receiving 50%.

Data Split Proportions

Testing

Validation

Training

Figure 4.3: Data Splitting

4.5 Centralized Learning (CL)

In the Centralized Learning (CL) setting, three types of models were evaluated: CNN, LSTM, and a hybrid CNN-
LSTM. These models were compared based on their performance using several evaluation metrics, including
loss,accuracy, precision, recall, and F1-score, in order to determine the most effective architecture.

In all implemented models, the Rectified Linear Unit(ReLLU) activation function was utilized . The Cross-Entropy
Loss function was adopted as the training criterion. Each model was trained for 20 epochs under a centralized
learning setup.

» Binary Classification Model and Results

Table 4.1: Binary classification model

Model No. of Layers Hidden | CNN Channels | Sequence No.
Size Length of Classes
CNN 3 Conv + FC — 64, 128, 256 45 2
LSTM 2LSTM +2 FC 256, 64 — 45 2
CNN-LSTM | 2 Conv + 1 LSTM 256 64, 128 45 2
+FC
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Table 4.2: Binary classification results
Model Loss | Accuracy | Precision | Recall | Fl-score | Learning Rate
CNN 0.0097 0.9977 0.9977 0.9977 | 0.9977 0.001
CNN-LSTM | 0.0085 0.9979 0.9979 0.9979 | 0.9979 0.001
LSTM 0.0085 0.9980 0.9981 0.9980 | 0.9980 0.01

In the binary classification task, all three models demonstrated excellent performance, with the LSTM model
slightly outperforming the others in terms of accuracy, loss, and F1-score, highlighting its strength in capturing
temporal dependencies in the data. The CNN-LSTM model ranked second, benefiting from its combined spatial
and temporal learning capabilities. Although the CNN model ranked last, it still achieved very high performance,
confirming its effectiveness in feature extraction for this type of task.
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» Multiclass Classification Model and Results

Table 4.3: Multiclass classification model

Model No. of Layers | Hidden | CNN Channels | Sequence No.
Size Length | of Classes
CNN 3 (3 Conv + FC) — 128, 128, 256 44 6
LSTM 2 (LSTM + FC) 128 — 1 6
CNN-LSTM | 2 Conv+1 LSTM 256 64, 128 44 6
+FC

Table 4.4: Multiclass classification results

Model Loss | Accuracy | Precision | Recall | F1-Score | Learning Rate
CNN 0.2843 0.8604 0.8621 0.8604 | 0.8608 0.001
CNN_LSTM | 0.2753 0.8639 0.8658 0.8639 0.8641 0.001
LSTM 0.2873 0.8552 0.8593 0.8552 0.8549 0.001

In the multiclass classification task, a slight decrease in performance was observed across all models, which
is expected due to the increased complexity of the task. Nevertheless, the CNN-LSTM model achieved the best
overall balance among the evaluation metrics, followed by the CNN model, while the LSTM model recorded the
lowest performance among the three. These results indicate that combining convolutional and recurrent layers
is particularly beneficial in complex multiclass tasks.
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Figure 4.5: Performance Metrics of Multiclass Classification

4.6 Federated Learning implementation

In this study, two Federated Learning strategies—FedAvg and FedProx—were implemented and evaluated under
both IID (Independent and Identically Distributed) and Non-IID data settings. The primary objective was to
assess how varying the number of clients (5, 10, and 20) and communication rounds (5, 10, and 20) impacts the
performance and stability of each strategy. The CNN-LSTM model, which demonstrated the highest accuracy
during centralized training, was selected for the federated setup.

Table 4.5 presents the accuracy results when the number of clients is set to 5. Both strategies show a clear
improvement in accuracy as the number of communication rounds increases. Under the IID setting, FedProx
slightly outperforms FedAvg, especially at higher rounds. In contrast, under Non-IID conditions, FedAvg shows
marginally better results, particularly at 20 rounds.
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Table 4.5: Federated Learning Accuracy (Num Clients = 5)

Communication Rounds ‘ FedAvg Accuracy ‘ FedProx Accuracy
11D
5 0.8247 0.8237
10 0.8317 0.8353
20 0.8459 0.8513
Non-IID
5 0.8298 0.8314
10 0.8426 0.8414
20 0.8649 0.8631

As the number of clients increases to 10, shown in Table 4.6, both FedAvg and FedProx maintain stable
performance under IID conditions, with nearly identical accuracy values across different communication rounds.
Under the Non-IID setting, FedProx maintains a slight and consistent advantage over FedAvg, particularly as the
communication rounds increase.

Table 4.6: Federated Learning Accuracy (Num Clients = 10)

Communication Rounds | FedAvg Accuracy \ FedProx Accuracy
11D
5 0.8179 0.8161
10 0.8261 0.8265
20 0.8379 0.8378
Non-I1ID
5 0.8321 0.8332
10 0.8333 0.8349
20 0.8642 0.8645

When the number of clients reaches 20, as illustrated in Table 4.7, a slight decline in accuracy under the IID
setting is observed for both strategies. This is likely due to increased data fragmentation across more clients,
which makes local training less effective. However, in the Non-IID setting, both strategies maintain high accuracy,
with FedProx again demonstrating a marginal advantage, especially at higher communication rounds.

Table 4.7: Federated Learning Accuracy (Num Clients = 20)

Communication Rounds | FedAvg Accuracy ‘ FedProx Accuracy
11D
5 0.8020 0.7993
10 0.8168 0.8195
20 0.8257 0.8262
Non-I1ID
5 0.8349 0.8359
10 0.8437 0.8442
20 0.8638 0.8648
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Overall, both FedAvg and FedProx demonstrate strong and stable performance across various configurations.

FedProx shows a slight advantage in Non-IID settings across all client numbers, whereas performance differences

under IID settings are minimal. The results highlight the robustness of both strategies and the influence of
communication rounds and client count on federated model accuracy.
Based on the experimental results, the following observations can be made:

4.7

The results show a gradual improvement in model accuracy as the number of communication rounds
increases, indicating that the model becomes more stable and effective with repeated interactions between
clients and the central server.

When comparing the FedAvg and FedProx strategies, FedProx demonstrates slightly better performance
in the Non-IID data scenario, which aligns with its design objective to address data heterogeneity across
clients.

Despite the slight performance difference, the results indicate a general similarity in effectiveness between
FedAvg and FedProx under the conditions of this study.

Increasing the number of clients results in a noticeable decrease in model accuracy, especially in the IID
data setting. This can be attributed to the reduced amount of data available per client, which may negatively
impact the quality of local model updates.

Blockchain-Based Federated Learning (BCFL)

Traditional federated learning (FL) architectures rely heavily on a central server that is responsible for coordi-

nating the training process, aggregating local model updates, and communicating with all participating clients.

However, this centralized design introduces several critical limitations:

Single Point of Failure: The central server constitutes a vulnerability, as it may become a target for
attacks such as model poisoning or denial-of-service (DoS).

Trust Assumptions: All clients must place implicit trust in the central aggregator, assuming it will behave
honestly and securely, which may not always be guaranteed.

Scalability Constraints: As the number of clients increases, the server may become a bottleneck, limiting
the scalability of the system.

Lack of Transparency: The central server operates as a black box, offering limited visibility into the
selection, validation, and aggregation of model updates.

To address these issues, this work proposes the integration of blockchain with federated learning to transi-
tion toward a decentralized architecture. Blockchain offers several advantages that align with the principles of

distributed trust and security:

Elimination of the Central Server: By enabling peer-to-peer (P2P) communication and decentralized
consensus mechanisms, blockchain removes the need for a centralized coordinator.

Immutable Logging of Model Updates: Each model update can be recorded on the blockchain ledger,
ensuring traceability, verifiability, and transparency.

Distributed Trust: Trust is no longer concentrated in a single entity but is instead distributed among all
participants in the network.

Enhanced Security and Robustness: The decentralized nature of blockchain mitigates the risks associ-
ated with centralized failures and targeted attacks.
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4.7.1 Implementation Strategy
The implementation of Blockchain-Based Federated Learning (BCFL) followed a phased approach:

1. Initial Implementation Using the Flower Framework : Federated learning was initially implemented
using the Flower framework, which supports centralized orchestration. Experiments were conducted
under both IID and Non-IID data distributions with varying numbers of clients to understand core FL
dynamics.

2. Recognition of Centralization Limitations : As integration with blockchain was pursued, it became
evident that Flower's dependence on a central server conflicted with the decentralized nature of blockchain-
based systems.

3. Migration to PyTorch for Flexibility : To overcome the centralization limitation, the implementation
was migrated to PyTorch. This allowed for the development of custom communication protocols simu-
lating peer-to-peer interactions using multithreading, enabling each client to operate independently on a
shared machine.

4. Blockchain Integration : Blockchain was introduced to handle the consensus process and securely log
model updates. This integration replaced the central server with a decentralized validation mechanism,
thereby achieving a trustless and resilient federated learning system.

5. The network topology :
[ used a ring topology, where each client is connected to its immediate left and right neighbors.
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Figure 4.6: The network topology

4.7.2 Decentralized Federated Learning with Blockchain Support

In this work, a decentralized federated learning framework is implemented using a ring topology, where each
peer communicates only with its immediate neighbors. The process of each training round involves the following
steps:

1. Start with the latest global model:
Each peer begins the round by retrieving the most recent version of the global model, which is recorded
and verified on the blockchain.

2. Train on local data:
The peer performs local training using its private dataset. No raw data is shared with any other participant,
ensuring data privacy.
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3. Exchange and aggregate updates with neighbors:
Each peer sends its locally updated model parameters to its immediate neighbors (left and right) in the
ring topology. Then, it computes the average of its own update and its neighbors' updates to generate a
locally aggregated model.

4. Submit the aggregated update to the blockchain:
A transaction is created containing the aggregated model update and the corresponding local dataset size.
The transaction is signed digitally and submitted to the blockchain for inclusion in the next block.

5. Block confirmation (mining):
A peer is selected to perform mining, during which:
* It verifies the validity of submitted transactions.
* It compiles valid updates into a new block.

* It solves a computational puzzle to append the block to the blockchain.
Once confirmed, the block becomes a permanent and immutable part of the ledger.

6. Compute the new global model (using median update):
After block confirmation, all peers extract the model updates from the block and compute the new global
model by selecting the median of all updates. This helps mitigate the impact of outlier models and enhances
robustness.

7. Announce the new global model:
A peer publishes a transaction containing the new global model parameters, which serves as the starting
point for the next training round.

8. Evaluate the global model:
The published model is evaluated using a separate test dataset to assess its performance.

9. Start a new training round:
The next round begins, repeating the steps with the newly announced global model.
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Figure 4.7: Operational Cycle of Blockchain-based Federated Learning
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4.7.3 Blockchain Federated Learning (BCFL) Results

This is a block from the blockchain, where distributed learning model transactions from peers are recorded,
including the sender ID, transaction type, model data, and digital signature, ensuring timestamped verification
and data integrity within a decentralized and secure framework.
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Figure 4.8: Structure of a Blockchain Block
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* Figure 4.9 illustrates the evolution of key performance metrics ( Accuracy, Precision, Recall, and the F1-
score ) over twenty training rounds in a Blockchain-based Federated Learning. A significant improvement
in all metrics was observed starting from the fifth round, with performance reaching a stable and consistent
level by the twelfth round. Both Accuracy and the F1-score attained values around 0.82, reflecting a strong
and balanced model performance in classification tasks.
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Figure 4.9: Evaluation of BCFL ( Accuracy, F1-score, Recall, and Precision)

* Furthermore, the figure 4.10 depicts the loss value on test data throughout the same period. A sharp
decline in loss was noted during the first ten rounds, followed by a phase of relative stabilization. This
indicates that the model was effectively trained and reached a state of convergence, with a final loss value
approximately equal to 0.4.
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Discussion

The experimental evaluations of both FedAvg and FedProx algorithms provide valuable insights into the behavior
of federated learning under different conditions regarding the number of communication rounds and participating
clients.

First, the results show a gradual improvement in model accuracy as the number of communication rounds
increases, indicating that iterative interaction between clients and the central server plays a crucial role in
stabilizing and enhancing the global model. This improvement demonstrates that the learning process benefits
from continuous collaboration and iterative model refinement over time.

Second, although both FedAvg and FedProx achieved relatively stable and high performance across various
settings, FedProx showed a slight advantage in performance, particularly in environments characterized by client
heterogeneity (Non-IID).

It is also observed that increasing the number of clients leads to a noticeable decrease in model accuracy,
which can be attributed to the reduced amount of data available per client. This may negatively affect the quality
of local updates and consequently result in a less accurate global model. This outcome suggests a trade-off
between system scalability and model accuracy.

Furthermore, blockchain technology was integrated into the proposed system to eliminate reliance on a cen-
tral server and reduce single points of failure. This integration enabled decentralized and transparent recording
of model updates, enhancing system reliability and resistance to tampering. Simulation results on the IoMT
dataset demonstrated that the blockchain-supported system maintained high performance, achieving an accuracy
of 82%, which indicates the effectiveness of the proposed approach in enhancing the security and privacy of the
federated learning process.

These results confirm the effectiveness of integrating federated learning with blockchain to improve the
performance and efficiency of intrusion detection systems.

4.8 Conclusion

To summarize, this chapter has comprehensively presented the practical implementation and experimental eval-
uation of the proposed system. It demonstrated how various data preprocessing techniques and classification
tasks were addressed under different configurations, providing valuable insights into the comparative perfor-
mance of centralized and federated learning models. Furthermore, the integration of blockchain technology
within the federated learning framework was shown to significantly enhance the system’s efficiency, security,
and robustness, laying a strong foundation for future advancements in secure and reliable intrusion detection
for IoMT.
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General Conclusion

The rapid advancement of the Internet of Things (IoT) has revolutionized many critical sectors, with healthcare
being one of the most impacted. This evolution has given rise to the Internet of Medical Things (IoMT), where
interconnected medical devices collect, process, and exchange sensitive patient data in real time to improve
diagnostic accuracy, treatment effectiveness, and patient monitoring. However, the integration of IoT into medical
infrastructures has significantly increased the attack surface, raising serious concerns about data privacy, device
security, and system integrity.

The primary objective of this thesis was to explore and enhance the integration of federated learning with
blockchain technology in the context of Network Intrusion Detection Systems (NIDS) within Internet of Medical
Things (IoMT) environments. Through a comprehensive analysis covering the fundamentals of information
security, artificial intelligence techniques, federated learning principles, and blockchain properties, we proposed
an intelligent threat detection model that combines privacy, decentralization, and security.

Our study began by reviewing the foundational concepts of information security and IoMT, highlighting
the challenges faced by connected medical systems—particularly in terms of privacy and cyberattacks. We then
examined the evolution of intrusion detection systems using machine learning techniques, emphasizing the
limitations of traditional centralized models, especially in sensitive environments like [oMT that require high
privacy and distributed data sources.

The core contribution of this research was the proposal of a smart intrusion detection system based on
blockchain-enhanced federated learning. This system aims to achieve distributed model training without sharing
raw data, while ensuring no single point of failure through blockchain integration to securely and immutably
record model updates. Blockchain also fosters trust among participants and enables decentralized verification of
the updates' integrity.

The proposed model was validated using the CICIoMT2024 dataset, a recent and comprehensive dataset
designed specifically to simulate attacks on IoMT devices under realistic network scenarios. Our experiments
included data partitioning using both IID and Non-IID distributions to emulate heterogeneous data environments.
The results demonstrated that the proposed system achieves high detection accuracy while preserving data privacy
and minimizing the security risks associated with centralized aggregation.

The experimental outcomes highlighted the ability of blockchain-assisted federated learning to efficiently
handle data heterogeneity and provide a more secure and transparent training environment. Furthermore, the
system exhibited scalability and flexibility in addressing various threats, making it suitable for smart healthcare
applications.

Future directions of this work include exploring other models within the federated learning framework,
such as Split Learning and adaptive collaborative learning. We also aim to enhance the proposed system through
advanced techniques for feature and client selection, and the use of smart contracts to automate collaboration
among participating entities. Additionally, we plan to broaden the evaluation using more IoMT datasets to
further strengthen the reliability of the proposed approach and analyze its performance under more diverse
attack scenarios.
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