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Abstract

The Android operating system is one of the most widely used platforms on smart
devices worldwide, making it a prime target for malware attacks. With the
increasing complexity and frequency of security threats, there is a pressing need
to adopt advanced analysis techniques to enhance the security of this system. In
this context, the importance of malware analysis through static, dynamic, and
hybrid methods becomes evident, along with the integration of artificial
intelligence techniques particularly machine learning for early and accurate
detection.

The Kronodroid dataset, one of the largest specialized databases in this field, was
used to train and test a machine learning model based on the XGBoost algorithm.
The adopted methodology includes steps such as data acquisition, preprocessing,
and feature selection before applying the model.

The study concluded that the use of machine learning especially when combined
with hybrid analysis of software effectively enhances the ability of cybersecurity
systems to detect Malware software and accurately understand its behavior,
thereby supporting the development of more efficient preventive solutions for the
Android platform.

Keywords: Android, Malware, static analysis, dynamic analysis, hybrid analysis,
machine learning, Kronodroid, XGBoost.



Resumé

Le systeme d'exploitation Android est I'une des plateformes les plus utilisées sur
les appareils intelligents dans le monde, ce qui en fait une cible de choix pour les
attaques de logiciels malveillants. Avec la complexité croissante et la fréquence
des menaces de sécurité, il devient impératif d'adopter des techniques d'analyse
avancees pour renforcer la sécurité de ce systeme. Dans ce contexte, 1'importance
de l'analyse des logiciels malveillants a travers des méthodes statiques,
dynamiques et hybrides devient évidente, en particulier lorsqu'elle est combinée
avec des techniques d'intelligence artificielle, notamment I'apprentissage
automatique, pour une détection précoce et précise.

Le jeu de données Kronodroid, l'une des plus grandes bases de données
spécialisées dans ce domaine, a été utilisé pour entrainer et tester un modele
d'apprentissage automatique bas¢ sur l'algorithme XGBoost. La méthodologie
adoptée comprend des €tapes telles que l'acquisition de données, le prétraitement
et la sélection des caractéristiques avant l'application du modele.

L'é¢tude a conclu que l'utilisation de l'apprentissage automatique, notamment
lorsqu'elle est combinée avec une analyse hybride des logiciels, améliore
efficacement la capacité des systemes de cybersécurité¢ a détecter les logiciels
malveillants et a comprendre avec précision leur comportement, contribuant ainsi
au développement de solutions préventives plus efficaces pour la plateforme
Android.

Mots-clés : Android, logiciels malveillants, analyse statique, analyse dynamique,
analyse hybride, apprentissage automatique, Kronodroid, XGBoost.
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General Introduction

General Introduction

1) Context:

Android applications are among the most widely used and widespread applications around the
world, due to the open-source nature of the operating system [1] and the ease of developing
applications on it and distributing them through the Google Play Store or other platforms [2].
Statistics show that Android powers more than 70% of smartphones globally [3], making it an
attractive environment not only for developers but also for attackers. This massive adoption has
encouraged innovation and accessibility in mobile application development, but it has also
brought along significant security concerns [4].

2) Problem Statement:

With the increasing reliance on Android devices for daily activities and personal data storage,
the platform has become a primary target for cyberattacks [5]. Among the most dangerous
threats are malware attacks, which aim to exploit vulnerabilities in applications or the operating
system to access, steal, or manipulate user data [6]. These malicious programs include spyware,
Trojans, ransomware, and other sophisticated forms of attacks that have grown in complexity
and stealth in recent years [7].

Studies reveal that many users are tricked into downloading seemingly legitimate applications
that contain hidden malicious code, often bypassing initial security checks on official app stores
[8]. As a result, the early detection of such threats has become a critical challenge in
cybersecurity, particularly within the Android ecosystem [9].

3) Objectives:
This study aims to analyze Android malware using two fundamental approaches:

Static analysis, which involves examining the application’s code and structure without
executing it.

Dynamic analysis, which observes the behavior of the application during runtime in a controlled
environment.

By combining both approaches, we aim to provide a comprehensive understanding of how
malware operates, identify potential indicators of compromise, and contribute to building more
robust and proactive security solutions.



General Introduction

This research seeks to highlight key security challenges within the Android ecosystem, analyze
real malware samples using advanced techniques (including machine learning), and propose

practical solutions to help strengthen defense mechanisms and improve early threat detection
capabilities.
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Chapter I: Android Security Overview

I.1 Introduction to Android System

Android is an open-source operating system developed by Google, based primarily on the Linux
Kernel [10]. The first version of Android was launched in 2008, and since then it has become
the most widespread system among smart devices, powering more than 70% of mobile phones
around the world [11].

The Android system was distinguished by several characteristics that made it popular globally:

-Flexibility and customization: developers and manufacturers can modify the system
according to their needs [12].

-Supporting an open source community: provides the opportunity to contribute to the
development of the system [13].

-Google services integration: such as Google Play, Google Maps and Google Assistant [14].

The openness of the system has also led to the emergence of increasing security challenges,
which requires an in-depth study of the Android system infrastructure and an understanding of
its protection mechanisms [15].

Figure 1. Android Logo
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1.2 Android System Architecture

The Android system consists of four to five interconnected layers that make up its basic
structure [16], [17]:

1) Linux Kernel

The kernel is the basic layer in the Android system, and acts as an intermediary between the
hardware and the rest of the software components of the system [18]. The kernel includes device
drivers such as keyboard, monitor, Bluetooth, camera, and storage. The kernel also manages
basic processes such as memory management [19], process scheduling, security, and access
control mechanisms. Android relies on the Linux kernel to ensure stability and high
performance, with specific customizations to meet mobile device requirements.

2) Hardware Abstraction Layer - HAL

This layer acts as an intermediary between the kernel and hardware devices, unifying interaction
with device components such as the camera, Bluetooth, and sensors. It provides standard
interfaces that allow the system to communicate with various devices without having to modify
the kernel directly [20].

3) Android operating environment (Android Runtime - ART)

The operating environment is the layer responsible for executing applications. Starting with the
release of Android 5.0 (Lollipop), the ART environment replaced the Dalvik Virtual Machine.
ART uses Ahead-of-Time Compilation (AOT) technology to convert Bytecode into machine
code during installation, improving performance and reducing power consumption [21]. ART
also supports improvements such as efficient memory management and garbage collection to
ensure smooth operation of applications.

4) Native Libraries

This layer contains a set of libraries written in languages such as C and C++ to achieve high
performance and efficiency [22]. These libraries include:

-SQLite: for local database management.

-OpenGL ES: to support 3D graphics.

-WebKit: To interpret and display web pages in browsers.
-Media Framework: To play and record audio and videos.
-Libe: Standard C library to support basic operations.
-SSL/TLS: To provide secure connections [23].

These libraries support applications and the framework, allowing fast and straightforward
performance with hardware.
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5) Java API Framework

This layer provides application programming interfaces (APIs) that allow applications to
interact with system components [24]. Main services include:

-Location Manager: To determine geographical locations using GPS or networks.
-Camera API: To control the camera and take photos or videos.

-Notification Manager: To manage notifications sent to the user.

-Activity Manager: To manage the lifecycle of applications and windows.

-Content Providers: To share data between applications.

-Telephony Manager: To manage communication functions such as calls and sending

messages.

The framework acts as a bridge between applications and the rest of the system, enabling the
development of feature-rich applications.

These libraries support applications and the framework, allowing fast and straightforward
performance with hardware.

6) Applications Layer
This is the top layer that interacts with the user directly. Include:

-Pre-installed apps: such as Google apps (Gmail, YouTube, Maps) or device manufacturer

apps (such as Samsung or Xiaomi apps).

-User-installed apps: Downloaded from the Google Play Store or third-party sources such as
alternative app stores (such as APKMirror) or manual installation (Sideloading) [25].

These applications rely on the software framework and native libraries to access system
functionality and deliver an integrated user experience.
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What was mentioned previously is shown in the following Figure 2:

System Apps
Calendar

Java APl Framework

Managers
Content Providers

ocation Package

View System Telephony

Native C/C++ Libraries

OpenMAX AL

Media Framework

Hardware Abstraction Layer (HAL)

Shs=tooth Camera Sensors

Linux Kemel

Drivers

Power Management

Figure 2. Android platform architecture

1.3 Android Application Mechanism (APK)

Android applications are developed using languages such as Java and Kotlin, and the
application components are compiled into a file with the .apk extension (Android Package) [26],
[27]. This package includes:

1) Compiled code (classes.dex files):

The code (written in languages like Java or Kotlin) is translated into a special syntax called
DEX (Dalvik Executable), which is a syntax that the Android system understands to run the
application [28].
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2) Androidmanifest.xml file:

This file is similar to an application's "ID card", specifying:

-Application information (such as name and version).

-Required permissions (such as access to the camera, microphone, or messages).
-Application components (such as screens or services).

It is essential for the system to understand how the application should interact with the device
and user [29], [30].

3) Resource files:

Includes files used by the application such as:

-Images (such as icons or backgrounds).

-Language files (to support multiple languages).

-User interface layouts (UI Layouts) that define the look of screens.

They are bundled within the APK and accessed by the application through the R class [31].
4) Digital Signature:

The APK file is signed with a digital certificate to ensure its security. This signature ensures
that the file has not been modified after being signed by the developer [32], protecting the
application from tampering.

M apk archive

—- Assets

— By Lb

_ M META-INF

— By res

— \E\‘ AndroidManifest xml { Manifest )
= =] classesdex ( Dalvik bytecode )

— =| resources.arsc ( Compiled resourses )

Figure 3. APK File Structure
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How does the application work after installation?

When you install the app on an Android device, it runs inside an isolated environment called
Sandbox.

A sandbox is a security environment that limits an application's interaction with other
applications or sensitive system components (such as internal system files).

The app can only access anything outside its scope through specific interfaces (APIs) and with
the user's explicit permission (such as requesting permission to access the camera or contacts).

This design protects user privacy and prevents applications from causing damage to the system
or other applications.

1.4 Security Threats on Android

L.4.1 Types of Malware

The Android environment suffers from a great diversity of types of security threats, most
notably:

-Viruses: They self-replicate and spread themselves among other files or applications [33].
-Trojans: Applications that appear normal but contain Malware code intended to steal user
information [34].

-Spyware: It monitors user activity such as calls and geographical locations without his
knowledge [35].

-Ransomware: encrypts files and asks for a sum of money to re-decrypt [36].

Example: The "Joker" software, which was discovered in several applications on the Google
Play Store, was registering users for paid services without their knowledge [37].

1.4.2 Malware Diffusion Methods

Malware spreads on Android in a number of ways, most notably:
-Fake Apps: Popular apps are imitated and attached with malware [38].

-Phishing links: Phishing links are sent via messages or email [39].

-Malvertising: Ads are used as a means of spreading Malware code [40].

-Sideloading: Installing applications from unofficial sources is one of the biggest sources of
threats [41].
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I.5 Importance of Malware Analysis

L.5.1 Early Detection of Threats

Malware Analysis allows us to understand the abnormal behavior that may be caused by a
particular application. Using tools like static analysis and dynamic analysis, professionals can
detect malware before it actually harms the system or user [42].

I.5.2 Understanding Malware Behavior

Understanding the mechanisms of malware helps:

-Identify the security vulnerabilities you exploit.

-Develop detection algorithms based on behavior, not just signature.
-Improved built-in protection technologies such as Google Play Protect [43].
-Constantly updating protection systems to comply with new threats.

Example: Parsing the onCreate () function in a Malware application could detect an attempt to
access text messages or send location data to an external server.

1.6 Conclusion

With its widespread adoption and open nature, the Android system offers a rich environment
for application development, but it also faces increasing security challenges. In this chapter, we
explored the fundamental structure of the Android system and how applications operate within
it, as well as the security threats it faces particularly from malware and its methods of
propagation. We also addressed the importance of malware analysis as a crucial tool for early
threat detection and understanding malicious behavior.

Understanding these core concepts is a necessary step for any researcher or developer aiming
to enhance the security of Android applications or to counter cyberattacks targeting this system
serving as a foundation for the upcoming chapters of this work.
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Chapter II : Malware Analysis Techniques

I1.1 Introduction

Malware analysis is an essential step in the field of information security, as it enables us to
understand how this software works and detect its Malware behavior. Analysis techniques vary
into three main types: static analysis, dynamic analysis, and hybrid analysis, where each type is
characterized by its own methodology and tools that complement each other to provide
comprehensive and accurate analysis. Due to the increasing spread of malware on the Android
system, there has been a need to develop multiple effective techniques to detect these threats,
which has made it necessary to provide a detailed explanation of each technique [44], [45].

I1.2 Static Analysis

11.2.1 Definition

Static analysis is the process of analyzing Android applications without actually running them.
This is done by examining the source code, bytecode, and application package (APK) files,
with the aim of identifying indicators that may indicate the presence of Malware activity [46].

This type of analysis is useful because it is relatively fast, does not require a special operating
environment, and allows the entire structure of the application to be understood, but it may not
detect Malware behaviors that are only activated during operation [47].

Static analysis is used because:

-Does not require the application to run, making it safe when dealing with dangerous
software.

-Provides a quick and comprehensive overview of the internal structure of the application,
including source code, permissions, and helper files.

-Helps in early detection of suspicious codes or Malware commands buried within the
application.

-Effective in analyzing a large number of applications in a short time using automated tools
[48].

Example: Through static analysis, unusual permissions (such as sending SMS messages or
accessing the camera) can be detected in a simple application, raising suspicion [49].

I1.2.2 Static analysis components

Static analysis includes several basic elements [50]:

APK file: It is the package that includes all application files (code, images, data).
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AndroidManifest.xml file: Contains the definition of application components (activities,
services, permissions).

DEX (Dalvik Executable) files: contain the code that executes on an Android device.
Resource files: images, languages, XML formats used within the application.

External libraries: such as Java or C/C++ libraries associated with the application.

I1.2.3 Static Analysis Steps

Decompress APK file:

Use tools like Apktool [51] to decompress the APK file and extract internal components.
Read AndroidManifest.xml file:

To specify permissions, operating methods, and access granted to the application.

Source code analysis or DEX:

Suspicious functions (Methods), commands (Instructions), and API calls are scanned [52].
Search for Indicators of Compromise (I0OCs):

Such as suspicious addresses, stored passwords, or encryption/decryption codes.
Obfuscation determination:

These are code hiding techniques to mislead parsing tools, such as name obfuscation or code
reverse merge.

11.2.4 AndroidManifest.xml file
This file is present in every Android app and acts as an "ID" for the app.

Contains:

-Permissions: such as accessing your camera, location, or messages.

-Activities and Services: Interface components or back-end processes.

-Intents _and Receivers: Mechanisms for communicating with the system or other
applications.

-Features: Such as checking the application's compatibility with the Android version or
device type.

Analyzing this file is necessary because it reveals the capabilities of the application, and
sometimes bad intentions, such as requesting permissions that are not in line with its
functionality.

How to analyze AndroidManifest.xml file?

1) Open File:

You can open AndroidManifest.xml file using any text editor or specialized tools such as:
-APKTool: To disassemble the application package and view the file.

-Jadx: To convert APK file to source code and view file.
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2) Search for suspicious permissions:

Permissions are requests made by the application to access the device's resources. Some
permissions may be suspicious if they do not fit the application function. Here are examples of
suspicious permissions:

-READ_SMS:

It allows the app to read text messages.

Why would you be suspicious? If the app is not a messaging app or linked to messages.
-SEND_SMS:

It allows the app to send text messages.

Why would you be suspicious? The Malware app may use it to send text messages to premium
numbers (costing you money).

-ACCESS_FINE_LOCATION:

The app allows access to your exact location via GPS.

Why would you be suspicious? If the app does not need to know your location (such as flash
app or calculator).

-INTERNET:

The app allows access to the Internet.

Why would you be suspicious? If the app does not need an internet connection (such as a
simple feedback application)

3) Search for suspicious ingredients:

-Activities:

Find unknown or suspicious screens.

-Services:

Find services that work in the background for no obvious reason.

-Broadcast Receivers:

Find components that receive suspicious signals (such as receiving text messages).

I1.2.5 Source code analysis or DEX
Source code analysis or DEX, is the process of examining the code or file of a Dalvik
Executable application with the aim of:

-Detecting harmful behavior (Malware Behavior).

-Understand how the application works.

-Extract important or dangerous information.

-Detect modifications or forgery in the application

It is often used in malware analysis, application security, or reverse engineering.

When analyzing a DEX, several features are extracted that are useful for determining whether
an application is Malware or suspicious. These features can be classified into several types:
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1- Features of suspicious methods:

Example:

-Runtime.exec() — Execute system commands.
-DexClassLoader — Dynamic external code loading.
-getDeviceld() — Collect device ID.
-sendTextMessage() — Send SMS messages.
-MediaRecorder.start() — Record audio/video.

2- Code features (Instructions):

Example: invoke-static, invoke-direct, invoke-virtual.

It is used to call various functions and may indicate the use of dangerous or hidden functions.
Instructions related to abnormal flow control (eg goto, if-nez) could be an attempt to mislead
or encrypt.

3- Features of API calls (API Calls):

All API calls are extracted and checked against a list of dangerous or system-specific APIs.
Example:

-Network: HttpURLConnection, OkHttp.

-Privacy getAccounts(), getSimSerialNumber().

I1.3 Dynamic Analysis

11.3.1 Definition

Dynamic analysis is a technique in which an application is run in a monitored environment
(sandbox) and its behavior is followed during operation. The goal is to catch any Malware
interaction like sending data, installing files, accessing camera or location, etc.

It shows the real behavior of the application after booting, but it requires a safe and isolated
environment to avoid any possible damage.

Dynamic analysis is used because:

-It monitors the behavior of the application during actual operation, allowing Malware activity
that does not appear in the code to be detected directly.

-Useful for detecting malware that uses camouflage or activates Malware behavior after
certain conditions are met.

-It allows examining interaction with the system, such as access to files, networks, user
interfaces, etc.

Example: Some applications may not show any Malware behavior in the code, but during
operation they connect to external servers or send sensitive data.
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11.3.2 Dynamic analysis components

-Logcat OQutput (logcat.txt): System log file in Android.

-System Calls Trace (strace.txt): A file containing all system calls made by the application.
-Network Traffic (pcap file - network. pcap): A file containing all network traffic.

-File System Changes (fs_diff.txt): A log showing changes in files.

-Monitoring L.ogs (api_monitor. json /.txt): Files tracking important API calls.
-Battery/CPU/Memory Usage (performance.log): A file that records resource consumption.
-Screenshots/Record Videos: Documentation of the user interface during use.

-Intents Log: A file that records messages between activities, services and receivers.

11.3.3 Dynamic Analysis Tools

*Android Emulators:

Android Studio Emulator or Genymotion to run the app in a simulated environment.
*Monitoring Tools:

-Wireshark: to monitor network traffic.

-Frida: To perform dynamic injection and monitor the recalls of the function.
-Drozer: To test the security of Android applications.

*Memory Analysis Tools:

GNU Debugger or Valgrind to analyze memory use.

*Mobile Security Framework:

Supports dynamic analysis as well as static analysis.

11.3.4 Dynamic Analysis Steps

-Running the application:

Use a simulator or actual device to run the application.
-Behaviour Control:

Use tools like Wireshark to monitor network traffic.

Use Frida to monitor the recalls of varieties.

-Simulation of user interactions:

Use tools like Monkey or Appium to simulate clicks and entries.
-Results analysis:

Analyze the data collected to identify suspicious behaviors.
-Threat assessment:

Determine whether behaviors indicate the presence of malware.
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I1.4 Comparison of static and dynamic analysis

This table represents the difference between static and dynamic analysis.

Components

Statics Analysis

Dynamic Analysis

Target code execution

Type of execution

Time required

Input Type

Advantage

Disadvantage

Accuracy of the results

Not possible

Code investigation — No runtime
operations

More time required to go
through the lines of codes

Binary files, scripting
language files, etc

Fewer resources and time
Exam all possible execution
tracks through one file: Android
manifest.xml.

Can help to detect many
vulnerabilities i.e. private data
leaks, unauthorized access to
protected or private resources,
and intent injection
Constrained signature database
and can identify only within the
scope of the known malware
types

Low rate of accuracy compared
with dynamic analysis

Possible

Runtime investigation and
operations

Less time since using an
automation method

Memory snapshots, runtime
API data

Deep examination and higher
discovery rate with obscure
malware spot

More precise due to the
current execution of the
program to reach appropriate
code coverage

Power consumption and more
time to perform the process

Improved than static analysis

Table 1. Comparison between static and dynamic analysis [66]

I1.5 Hybrid Analysis

11.5.1 Definition

Hybrid analysis is an approach that combines the features of static analysis and dynamic
analysis in order to achieve a comprehensive understanding of malware behavior. This type of
analysis relies on taking advantage of the accuracy and speed of static analysis, in addition to
the effectiveness of dynamic analysis in detecting Malware activities that only appear while the

application is running.

This method is one of the most effective methods for analyzing modern malware applications,
especially those that use camouflage techniques or conditional activation of malware.
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I1.5.2 Advantages of hybrid analysis

-Comprehensiveness of analysis: Provides a more complete picture of application behavior.
-Detect hidden threats: Thanks to the ability to monitor the code and analyze its
implementation in real time.

-Improving detection accuracy: by combining behavior indicators and structure indicators.
-Enhancing automated classification results: Hybrid analysis results can be used as a rich
source of input properties in machine learning algorithms.

11.5.3 Hybrid analysis tools

-Mobile Sandbox: Analyzes applications using both static and dynamic methods.
-VirusTotal: combines static analysis through multiple detection engines, and dynamic
analysis using a simulated environment.

I1.5.4 How to perform hybrid analysis

-Static analysis:

*Disassemble the APK application.
* Androidmanifest.xml Inspection.
*Recognize suspicious API calls or excess permissions.

-Dynamic analysis:

*Run the application within a virtual environment (emulator or sandbox).
*Record all activities performed by the application during operation (such as accessing files
or sending data over the Internet).

-Consolidation and analysis:

*Comparison of actual application behaviour with that detected in static analysis.
*Look for inconsistencies or modal activities that were not evident in the code.

I1.5.5 Effectiveness of hybrid analysis

Some Malware applications do not show their true behavior until after a certain number of
interactions or entering certain data. Static analysis cannot detect these cases, but when using
hybrid analysis, the analyst can see the suspicious code as well as detect it during its actual
execution.

Some software may use obfuscation techniques to hide its intentions, making it difficult to
detect them through static analysis alone, while its actual activity can be detected upon launch.
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I1.6 Conclusion

Malware analysis is a fundamental component in the field of information security, especially
within the Android environment, which is constantly exposed to threats. In this chapter, we
reviewed the three main analysis techniques: static analysis, which allows studying the
application without executing it; dynamic analysis, which provides deeper insight by
monitoring the app's behavior during execution; and finally, hybrid analysis, which combines
the advantages of both methods to achieve more accurate and comprehensive results.

Each of these techniques has its strengths and limitations, but their integrated use enhances the
effectiveness of malware detection and analysis. This chapter provides both the theoretical and
practical foundation for understanding these methods, paving the way for practical applications
and advanced analysis in the upcoming chapters, ultimately contributing to improved defense
and protection tools in the Android system.
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Chapter III: Machine Learning in Android Malware
Detection

II1.1 Introduction to Artificial Intelligence in Cybersecurity

In recent years, artificial intelligence (AI) has become a mainstay in cybersecurity. As security
threats evolve and become more complex, traditional methods based on malware signatures are
no longer sufficient. Here comes the role of artificial intelligence, especially machine learning,
which enables systems to learn and adapt to new threats by analyzing huge amounts of data and
detecting suspicious patterns [52] [53].

In the field of Android applications, where thousands of new applications are developed daily,
the use of artificial intelligence is essential to detect malware quickly and efficiently [54].

II1.2 Machine Learning in malware detection

II1.2.1 Overview

Machine learning is a branch of artificial intelligence that aims to enable systems to learn from
data and make decisions without having to program them directly [52]. In the field of malware
detection, machine learning models are trained using databases containing applications known
to be healthy or Malware. After training, the model can predict whether a new application is
harmful or not [55].

I11.2.2 Types of machine learning

Machine learning is divided into four main types, and each type is used depending on the nature
of the problem and the type of data available [56]:

1) Supervised Learning:

Supervised Learning is based on training data that contains previously known inputs (Features)
and outputs (Labels). The goal is for the model to learn the relationship between these inputs
and outputs, to later be able to make a correct prediction when new data is introduced [57].

This type is widely used in malware detection, where the model is trained on data containing
examples of "Malware" and "Bening" software, to later classify new applications [55].

The model is trained using data containing specific inputs and outputs. Among the most famous
types:
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A. Classification:
Objective: To classify data into categories or groups.

Examples: Classifying messages as "spam" or "plain mail", or classifying applications as
"Malware" and "bening" [55] [58].

Classification types:

-Binary: Only two options (such as Yes/No, Malware/Proper).

-Multi-class: More than one category (such as classifying types of malware).
B. Regression:

Objective: To predict continuous numerical values based on certain inputs.

Examples: Predicting the rate of infection with a virus after analyzing file properties, or
predicting the risk of application behavior.

Among the machine learning algorithms used in the classification are:

1/ Decision Trees:

This algorithm constructs a tree-like structure in which internal nodes represent tests on
features, branches represent the outcomes of these tests, and leaf nodes represent class labels.
It works by recursively partitioning the data space based on the most discriminative features,
allowing for intuitive interpretation and fast inference.

Algorithms based on Decision Trees include the following:

1-Boosting: Boosting is an ensemble technique that improves performance by combining
multiple weak learners in a sequential manner. Each new tree focuses on correcting the mistakes
of the previous ones. Popular boosting methods include AdaBoost, Gradient Boosting,
XGBoost, and LightGBM, all of which can significantly enhance the predictive accuracy of
decision tree-based models [59].

2-Binning: is the process of converting continuous numerical data into classes (Intervals or
Bins). The goal of binning is to simplify data and improve the performance of some machine
learning models. Popular Binning methods include Random Forest.

2/ Support Vector Machines (SVM):
SVM aims to find the optimal hyperplane that best separates the data into distinct classes. It is
particularly effective in high-dimensional spaces and is known for its robustness in handling

both linear and non-linear classification problems through the use of kernel functions.
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3/ K-Nearest Neighbors (K-NN):
A non-parametric algorithm that classifies a sample based on the majority class among its k-
nearest neighbors in the feature space. It assumes that similar instances exist in close proximity

and relies heavily on distance metrics to make predictions.

4/ Neural Networks:

A parametric, supervised learning algorithm inspired by the structure of the human brain. It
consists of layers of interconnected nodes (neurons), including input, hidden, and output
layers. Neural networks learn complex patterns in data by adjusting weights through

backpropagation and gradient descent. They are especially effective in tasks like image
recognition, natural language processing, and time-series prediction.

2) Unsupervised learning:

The data has no known labels or outputs. It is used to discover hidden patterns or groups within
data. It is useful for analyzing new applications that have not yet been classified, and is also
used to detect abnormal behaviors.

It can be used to group apps according to their behavior, which helps identify suspicious apps
that have not yet been classified [58].

In this type, the data does not have a labeled output, and the model aims to detect underlying
structure or hidden patterns:

A. Clustering:

Objective: To divide data into groups that share certain characteristics.
Examples: grouping applications by behavior, or grouping users based on their usage patterns.

Popular algorithms:

-K-Means.

-DBSCAN.

-Agglomerative Hierarchical Clustering.

B. Dimensionality Reduction:

Objective: Reduce the number of properties in the data while retaining important information.
Examples: simplifying network data to detect attacks, or compressing large images/data [62].

Popular algorithms:
-PCA (Principal Component Analysis).

-t-SNE (t-Distributed Stochastic Neighbor Embedding).
-Autoencoders (unsupervised neural networks).
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3) Semi-Supervised Learning:

Combines the previous two types, where one set of data is tagged and the other is not tagged.
This approach is used when the data classification process is costly or time-consuming. It is
useful when analyzing a large number of applications, but not all of them have labels.

4) Reinforcement learning:

It is a different type of learning that depends on interaction with a specific environment through
reward and punishment. It is not typically used to detect malware, but it is important in
cybersecurity in situations such as adaptive defenses or detecting repeated attacks in real time.

Supervised learning is most commonly used in the field of Android malware analysis, due to
the availability of tagged datasets such as Kronodroid, which helps train models and achieve
accurate results.

I11.2.4 Feature extraction (Feature Engineering)

Property extraction means converting application data into a form that can be used in machine
learning models [60].

Among the important characteristics used:

-API calls (API Calls).

-Permissions required from the application.

-Network Communications.

-Activities and services declared in the AndroidManifest file.
-Interaction with system files.

Good selection of properties helps improve model performance and accuracy [61].
I11.3 Kronodroid Dataset

II1.3.1 Definition

The Kronodroid dataset is a dataset intended for cybersecurity research purposes, specifically
for analyzing and detecting malware on Android operating systems. It was created to support
studies and develop machine learning models aimed at distinguishing between Benign and
Malware applications on Android devices [63].

The Dataset includes:
-It contains samples of Android apps, divided into two categories: Malware apps and secure

apps.
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-Includes data about application behavior, such as required permissions, application
programming interfaces (API Calls) used, and patterns of activity within the application.

-It also contains static features such as code analysis, and dynamic features such as application
behavior during operation.

Dataset used for:
-They are used to train and test machine learning algorithms to detect malware.

-It helps researchers understand behavior patterns associated with Malware applications
compared to secure applications.

-Supports the development of real-time threat detection systems.

I11.3.2 Description and Source

The Kronodroid dataset is a publicly available benchmark dataset specifically designed for
Android malware detection using machine learning techniques. It was introduced to provide
researchers with a large and well-structured dataset that captures a wide variety of real-world
Android applications, both benign and Malware. The dataset was collected from reliable and
traceable sources such as AndroZoo and VirusTotal, ensuring authenticity and proper labeling
[63].

I11.3.3 Size and Diversity

Kronodroid contains over 60,000 Android APK files, including both benign and Malware
samples. The malware samples span multiple families and categories, such as Trojans, spyware,
ransomware, adware, and more. This diversity ensures that machine learning models trained on
this dataset can generalize well and detect a wide spectrum of malware behaviors and techniques

[63].

111.3.4 Format

The dataset includes raw APK files and pre-extracted features in various formats: CSV, JSON.
These features can include permission usage, API calls, intent filters, and other static and
dynamic properties. Some versions of the dataset also provide metadata, such as the hash of the
APK file, the date it was seen, and labeling from antivirus engines [63].

II1.3.5 Role and Relevance

The Kronodroid dataset plays a crucial role in the evaluation of malware detection systems. It
provides a standard foundation for training, testing, and comparing machine learning models.
Its relevance lies in its size, diversity, and the up-to-date nature of its samples, making it suitable
for modern malware analysis. Additionally, its open accessibility encourages reproducibility
and transparency in academic research [63].
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II1.3.6 Processing and Challenges

Before using the Dataset for machine learning, several preprocessing steps are required. These
include feature extraction, label normalization, removal of duplicates, and balancing the dataset
to address class imbalance.

Researchers may encounter certain challenges such as:

-Obfuscated code in APKs, which makes feature extraction difficult.
-Imbalanced classes, where benign samples vastly outnumber Malware ones.
-Dynamic behaviors that cannot be fully captured by static analysis alone.
-Label inconsistencies due to differences in antivirus engine classifications.

Addressing these challenges is essential to ensure reliable performance of detection models
trained on Kronodroid.

I11.4 Previous Work

Many recent studies have addressed the topic of malware detection on Android using traditional
machine learning techniques. One of the most prominent of these studies is what was presented
in the scientific paper called: "Classification Using the Enhanced KronoDroid DatasetEffective
and Efficient Android Malware Detection and Category" Submitted by Mudassir Waheed and
Sanaa Qadir, where a malware classification and detection model was developed based on an
enhanced KronoDroid dataset, which has hybrid (static and dynamic) properties collected from
software execution on real hardware, making it Effective in detecting advanced and anti-
dynamic malware. In this research, several machine learning algorithms were used, including
Random Forest, Decision Tree, and SVM.The ExtraTree algorithm and methods such as mutual
information were also used to choose the features that best affect the performance of
models.MinMax Scaling technology was applied to improve the distribution of data and reduce
the discrepancy between values, which helped reduce the cost.Calculation and performance
improvement. This study showed the superiority of the "Random Forest+Minmax+ExtraTree
50" model, as it achieved, using a hyperparamater, accuracy:

-/98.03% for malware detection.
-/87.56% for being classified in 16 categories.

Although the results in binary classification are strong, the model's performance in classifying
multiple categories is relatively poor. This may be due to: The imbalance in the categories is
clear, as some categories contained only a few dozen samples (such as Trojan-dropper), while
others contained thousands of samples (such as Adware).
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Research objectives:

This research aims to develop an effective model for the detection and classification of malware
on Android using the XGBoost algorithm, taking advantage of the features of this algorithm in
dealing with high-dimensional and unbalanced data, focusing on the following

-Improved multi-detection and classification accuracy by combining static and dynamic
characteristics in the KronoDroid array, while addressing imbalance using XGBoost's adaptive
weights technology.

A comprehensive comparison with the results of the previous study in terms of accuracy, recall,
and Fl-score, with a focus on underperforming groups to evaluate the model's strength in
generalization.

Note: The classification of samples was updated on 10/01/2025

I11.5 Conclusion

The field of information security has witnessed significant advancements through the
integration of artificial intelligence techniques particularly machine learning in addressing
complex cyber threats. In this chapter, we highlighted the role of machine learning in detecting
malware on the Android platform, starting from the basic concepts and types of learning,
through the feature extraction phase, and finally examining the Kronodroid dataset, which
serves as an important reference in this field.

This chapter provides a comprehensive overview of how data can be utilized and analyzed to
build intelligent models capable of accurately distinguishing between benign and malicious
applications. It also addressed the challenges researchers may face when processing data and
applying it in intelligent models. This discussion paves the way for a deeper understanding of
classification and prediction techniques, which will be explored in the upcoming chapters and
are essential for building effective and practical malware detection systems.
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Chapter IV: Implementation and Results

IV.1 Introduction

This chapter aims to clarify the methodology, which was adopted in order to build an effective
model for detecting malware in the Android system using machine learning techniques. The
steps of Dataset analysis, pre-processing, extraction of properties, selection of algorithms and,
finally, model evaluation will be explained.

IV.2 Steps in Implementation

IV.2.1 Data Acquisition:

The "kronodroid_improved hybrid" dataset was used, which is an enhanced dataset from the
original krondroid data that includes dynamic features extracted by running applications on real
devices and not a simulated environment, ensuring that the behavior of anti-dynamic malware
is captured that avoids implementing its behavior. Malware in simulated environments [64].

The "kronodroid_improved hybrid" dataset also contains two categories:

1) Whole_BD_leg mal _clean_v3: It is data intended for binary classification, and
determining whether an application is malware or benign (Malware application detection) [63],
as it contains:

41,382 applications are malware and 36,755 are benign.

Distribution of Classes

35000
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Number of Samples

15000

10000

Malware Benign
Class Type

Figure 4. Malware Application Detection
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2) Whole CC leg mal final v2: This is data intended to classify and identify the malware

family (multi-class classification task).The class labels were obtained from online antivirus
repositories such as:

-VirusTotal.
-F-Secure.

-FortiGuard.

*/If there were inconsistencies in nomenclature (such as naming a sample as "Riskware" by
one repository and "Adware" by another), they were resolved by:

*/Cross-validation with sample labels in other datasets.

*/If the sample did not exist in other datasets, the label with the highest number of votes from
the repositories was adopted.

Note: The classification of samples was updated on 10/01/2025.

14 categories of malware families and Blank-Cat have been identified, we mention them as
follows:

The classes Number of Sample
Adware 11183
Trojan 7541
Trojan-SMS 6347
Riskware 5358
Trojan-Spy 4336
Ransomware 2029
Trojan-Banker 1681
Trojan/Riskware 1048
PUA 881
File-Infector 442
Spyware 260
Blank-Cat 166
Trojan-Dropper 46
Scareware 42
Trojan-Backdoor 22

Table 1. Classify and identify the malware family in last update
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In addition to the class of benign applications, which contains: 36,755.
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Figure 5. Classify and identify the malware family

IV.2.2 Data Preprocessing

1) Exploratory Data Analysis - EDA: We scanned the data using the Pandas library from
Python to understand the structure of the data, check for missing or anomalous values and
analyze the distribution of categories.

It was determined that non-numerical features (such as sha256 and EarliestModDate,
HighestModDate) have only informative value and do not affect the results.

2) Data Cleaning and Integration: The Pandas framework was used to remove the non-
numerical features mentioned previously, and the non-effective features (which always contain
similar values in all samples) were also deleted.

At this stage, the number of features was reduced from 489 to 299 features.

IV.2.3 Feature Selection

Feature selection techniques can be divided into the following three main types:

1) Filtering methods: These are methods that are based on evaluating the importance of
features based on their statistical properties or their association with the target variable (such as

classification type), without using a machine learning model. The algorithm used for training,
such as the Mutual Information Algorithms and the ExtraTree Workbook, is not relevant.
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2) Encapsulation methods: These are methods that rely on training a machine learning model
to evaluate the performance of different subsets of features, and choose the group that achieves
the best performance, such as the Redundant Feature Removal (RFE) algorithm.

3) Embedded methods: These are methods that integrate the feature selection process into the
machine learning model training process. The importance of features (feature significance) is
evaluated during tree construction, and this evaluation is used to select the most influential
features.

In this context, we employed two methods to select features, which are listed below:
A- ExtraTree:

Among the different filtern methods available, we chose the ExtraTree algorithm. This is an
algorithm based on an ensemble learning method in which multiple decision trees are built in
parallel, and a single tree is created using a random subset of features and data points. During
the tree-building process, you randomly choose feature splits, making them less likely to be
overridden. Evaluating the significance of features across multiple trees.

ExtraTrees implicitly classifies features based on their contribution to impurity reduction
(genetic impurity for classification) and makes accurate predictions. Mutual information is used
to measure the relationship between individual features (independent variables) and the target
variable (dependent variable). It helps to assess the relevance of each feature in predicting the
target variable.

B-The importance of features based on the Gain scale:

A method included in the XGBOOST model, Gain is calculated based on the improvement in a
performance measure (such as error reduction or Log Loss optimization) achieved by a given
partition using a particular feature in the decision tree. The Gain values for each attribute are
aggregated across all partitions that include that attribute in all trees in the model. Choose the
features that achieved the highest Gain values.

We created 5 different subsets of features extracted from the dataset using the two filtering
methods mentioned above, explained in the table below:

Number of Features Feature Selection Algorithm
1 Top50 ExtraTree classifer
2 Top50 Importance features "gain"
3 Top100 ExtraTree classifer
4 Topl100 Importance features "gain"
7 All features

Table 2. Features extracted from the dataset
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1V.2.4 Model Training

After completing the preprocessing phase and selecting the most important features, several
machine learning models were trained in order to compare their performance and determine the
best model for both binary and multi-class classification tasks.

The following machine learning and statistical model were used:

XGBoost (Extreme Gradient Boosting): is an advanced machine learning technique used for
classification and prediction tasks (classifying data). It relies on the concept of Boosting, where
sequential models (decision trees) are built, with each tree correcting the errors of the previous
one to improve overall accuracy [59].

Components of XGBoost:
-Decision Trees: XGBoost relies on decision trees as its building blocks. Each tree splits the
data based on features to make predictions.

Trees are not independent; they are built sequentially, with each tree focusing on the errors of
the previous ones.

-Gradient Boosting: The idea is to improve the model gradually using a technique called
"gradient" optimization.

It calculates the "loss" (difference between predictions and actual values) and uses it to guide
the next tree to correct errors.
-Regularization: XGBoost uses regularization techniques (L1 and L2) to prevent overfitting,

where the model becomes too complex and performs well only on training data but fails on
new data.

This makes XGBoost more stable compared to other boosting methods.

-Learning Rate: Controls how much the model adjusts at each step.

A small learning rate means slow and precise improvements but may require more trees. A
large learning rate speeds up training but may lead to errors.

-Handling Missing Data: XGBoost automatically handles missing values. When splitting

data in a tree, it determines the best way to deal with missing values based on improving
predictions.

Advantages:

-High Speed: Uses techniques like parallel processing and memory optimization to speed up
training.

-Excellent Accuracy: Effectively reduces errors by focusing on difficult cases.

-Flexibility: Supports various data types and learning tasks (classification, prediction,
ranking).

-Handling Complex Data: Manages missing values and reduces overfitting using techniques
like regularization.
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Class weight:
1) Binary Classification:

A-Formula for scale_pos_weight in XGBoost:

. nnegative
scale_pos_weight = g
n positve

Where:
-n negative: number of negative class samples
-n positive: number of positive class samples

B-Formula for per-class sample weight:

weight i =

Kxni

Where:

-weight i: weight for class i

-N: sum of samples

-K=2: Number of varieties

-n i: Number of samples in class i (either O or 1)
2) Multi-class Classification:

Where K > 2 classes:

weight i = N

KXxni

Where:
-weight i: weight for class 1

-N: sum of samples
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-K: Number of varieties

-n i: Number of samples in class i (either O or 1)

The dataset was split using the Train-Test Split method, with 70% allocated for training and
30% for testing. Stratified Sampling was applied to ensure a balanced class distribution across
the split.

To ensure reproducibility of the results, a fixed value of the random_state parameter was used
during the partitioning process, so that the same partition is obtained every time the experiment
is performed.

IV.2.5 Model Evaluation and Tuning

A- Confusion Matrix in Malware Classification:

The Confusion Matrix is an evaluation tool used to measure the performance of a model in
classifying applications as either Malware or Benign.

It is represented as:

TP FP]
FN TN

Confusion Matrix= |

Where:
-True Positives (TP): Number of applications correctly classified as malware.
-True Negatives (TN): Number of applications correctly classified as benign.

-False Positives (FP): Number of benign applications incorrectly classified as malware (false
alarms).

-False Negatives (FN): Number of Malware applications incorrectly classified as benign

(missed detections).
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*/Metrics Derived from the Confusion Matrix:

1.Accuracy

Measures the overall proportion of correct predictions among all applications:

TP +TN
TP +TN+FP +FN

Accuracy =

2.Recall (Sensitivity)

Measures the model’s ability to identify all actual Malware applications:

TP
TP +FN

Recall =

3.Precision

Measures how accurate the model’s Malware predictions are:

TP

Precision = _
TP +FP

4.F1-Score

A balanced metric that combines Precision and Recall, especially useful when dealing with
imbalanced datasets (where Malware apps are fewer than benign ones):

F1 — Score = 2 x__Frecision x Recall
Precision + Recall
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B-Confusion Matrix in Multiclass Classification:

In multiclass classification, where the model predicts one label out of multiple classes, the
confusion matrix is extended to an n X n matrix, where n is the number of classes.

The confusion matrix is structured as follows:

11 - Cln
Confusion Matrix = [ : ]
Cnl -+ Cnn

Where:

-Cij represents the number of samples whose true class is class 1 but predicted as class j.

-The diagonal entries Cii represent the number of correctly classified samples for class i

(True Positives for class 1).
-Off-diagonal entries represent misclassifications.

*/Evaluation Metrics for Multiclass Classification:

For each class 1, we can compute:

Precisioni= Ci  Recalli= Ci |
Sp_q Cki Sp_q Cik

Where:
Y k1 C Ki: is the total predicted as class i.

-Z’,Ll C ik: is the total actual samples of class i.

The F1-score for class 1 is:

Fli=2Xx Precisioni X Recall i

Precisioni+ Recall i
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*/The steps in Implementation are presented in Figure:

Data Acquisition

(Detection & Classification)

!

Data Preprocessing/Feature Engineering

Data
Preprocessing/
Feature
Engineering

Exploratory Data Cleaning/ Data

Data Analysis
(EDA)

. Labeling
Data Integration

4 N
Feature Selection
\ J
4 I
Model Training
\§ J
Model Evaluation
& Tuning

Figure 6. Implementation used to develop the malware detection model
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IV.3 Results of applying the model to the selected features

1V.3.1 Detection Malware

Features XGBoost (%)
Top50 ExtraTreeclassifer 98,64%
Top50 Importence feature («Gainy) 98,50%
Top100 ExtraTreeclassifer 98,76%
Top100 Importence feature («Gainy) 98.,74%
All The Feature 98.,74%

Table 3. Accuracy of Malware Detection.
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Figure 7. XGBoost Accuracy
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Analysis and discuss results:

The results of the XGBoost model experiment in malware classification showed outstanding
performance when using different feature selection strategies. It achieved the highest
classification accuracy of 98.76% when using the top 100 features extracted by the
ExtraTreesClassifier algorithm, outperforming the use of all features, which had a
performance of 98.74%. Features selected via ExtraTreesClassifier also outperformed their
counterpart based on XGBoost's "Gain" metric, doing so in both the Top 50 and Top 100
groups.

These results highlight the pivotal role of feature selection in improving model performance, as
experience showed that reducing the number of features to only 50 did not negatively affect
accuracy, but rather the model maintained a high performance of 98.64%. Therefore, it can be
concluded that the systematic selection of features contributes to enhancing the accuracy of the
model and reducing its computational complexity, leading to more efficient and stable models
in practical application.

1V.3.2 Classification Malware

XGBoost (%)
Features

Accurcy F1 score
Top50 ExtraTreeclassifer 91,43% 74.21%
Top50 Importence feature(« Gainy) 89,61% 71,65%
Top100 ExtraTreeclassifer 91,81% 76,99%
Top100 Importence feature(« Gainy) 91,67% 76,19%
All The Feature 91,91% 75,01%

Table 3. XGBoost Classification
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Analysis and discuss results:

Because there is a large discrepancy in the distribution of samples between the different sampled
classes (Class Imbalance) in the data set, the F1-score scale was adopted as the main indicator
to evaluate the performance of the models, as it better reflects the ability to detect the Malware
class by achieving a balance between accuracy and recall [65]. The results showed that the best
performance was achieved using the XGBoost model with the top 100 properties selected using
ExtraTreesClassifier, scoring the highest Fl-score at 76.99%, which underscores the
importance of choosing properties carefully when dealing with unbalanced data.

The following list shows some of the attributes that were chosen by applying the Extra Trees
Classifier algorithm, and represent a combination of static and dynamic attributes:

Static attributes include permissions such as: SEND SMS, READ PHONE STATE,
RECEIVE_SMS, and ACCESS_FINE LOCATION, in addition to structural properties such
as the number of permissions or their type (dangerous, normal), which are extracted from APK
files without executing the application.

As for dynamic attributes, they result from monitoring the behavior of the application during
execution, and include system calls such as SYS 333, getpriority, setrlimit, and
CALL_PHONE, which provide accurate indications of direct interaction with system resources.
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1V.3.3 Hyperparameter Optimize

In this study, one of the most effective and widely used methods for obtaining the optimal
hyperparameter values of the model was applied, namely the Grid Search with Cross-
Validation (GridSearchCV) technique. This technique systematically explores a predefined set
of possible hyperparameter combinations through cross-validation, aiming to accurately assess
the model’s performance for each combination. Upon completion of the search process, the
combination of hyperparameters that yields the highest performance according to the chosen
evaluation metric (such as accuracy) is selected.

The following section presents the optimal hyperparameter values obtained by GridSearchCV
for the model under investigation.

1-In Detection Malware:

-XGBoost (TOP 100) : n_estimators=600, max_depth=5, learning_rate=0.2 ,
subsample=0.9 , colsample bytree=1,

-XGBoost (TOP 50) : n_estimators=500, max depth=9, learning_rate=0.22,
subsample=0.8 , colsample bytree=0.5,

2- In Classification Malware:

-XGBOOST (TOP 100) : n_estimators=300, max depth=10, learning rate=0.04 ,
subsample=0.99, colsample bytree=54,

-XGBoost (TOP 50) : n_estimators=700, max_depth=12, learning_rate=0.16, subsample=0.80
, colsample bytree=0.70,
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1V.3.4 Model Evaluation
A) Confusion Matrix:

1- In Detection Malware:

XGBoost (Top 50):
[1 Confusion Matrix
12000
= 10000
g
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B
¥
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Figure 9. Confusion Matrix in XGBoost (Top 50)
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XGBoost (Top 100):
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Figure 10. Confusion Matrix in XGBoost (Top 100)

-TP=9482 -FP=87
-FN=164 -TN=12251

39



Chapter IV: Implementation and Results

In Classification Malware:

XGBoost (Top 50):

Confusion Matrix
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Figure 11. Confusion Matrix in XGBoost (Top 50)
XGBoost (Top 100):
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Figure 12. Confusion Matrix in XGBoost (Top 100)
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b) Evaluation metrics:

Task Metric Xgboost Xgboost
(Top 50) (Top 100)
Accuracy 98,77% 98,86%
Malware Detection Precision 98,71% 98,80%
Recall 98,78% 98,88%
F1 Score 98,75% 98,84%
Accuracy 92,21% 92.1%
Malware Precision 86,11% 82,28%
Classification
Recall 71,72% 76,50%
F1 Score 78.67% 78,96%
Table 4. Detection and classification Malware
99,00
98,90
98,6

50) Xgboost (Top 100)
Model

Accuracy F1 Score

Figure 13. Accuracy and F1 Score
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Figure 14. Classification Malware

Analyze and discuss results:
1-Malware Detection

The experimental results demonstrate consistently high performance of the XGBoost model
across all key evaluation metrics: precision, accuracy, recall, and F1 score. The configuration
using the top 100 selected features combined with extensive hyperparameter optimization
achieved the best results, with an accuracy of 98.86% and an F1 score of 98.84%. This
performance reflects the model's strong ability to distinguish between benign and malicious
applications.

Notably, the XGBoost model using only the top 50 features achieved nearly equivalent
performance (98.77% accuracy and 98.75% F1 score), indicating that a significant reduction in
feature dimensionality does not substantially degrade classification quality. This efficiency is
attributable to XGBoost's gradient boosting framework, which incrementally minimizes
classification errors, as well as the fine-tuning of critical hyperparameters such as learning rate,
number of estimators, tree depth, and regularization parameters that help prevent overfitting
and promote generalization.

These findings underscore the suitability of the XGBoost model especially with the 100 feature
configuration for robust and scalable malware detection in static analysis. Furthermore, the
strong performance of the 50-feature model highlights its practical feasibility in resource-
constrained environments where computational efficiency is essential.
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2-Malware classification

For malware classification, results indicate that the XGBoost model with the top 100 features
and optimized hyperparameters performed best, with an accuracy of 92.1% and an F1 score of
78.96%. The 50-feature variant followed closely, with an accuracy of 92.21% and an F1 score
of 78.67%. Although the performance gap between the two configurations is small, it suggests
that the additional features contribute to a marginal improvement in fine-grained classification
accuracy.

The comparable performance of the XGBoost-50 and XGBoost-100 models demonstrates the
model’s ability to extract discriminative patterns even from a reduced feature set. However, the
slight improvement seen with 100 features indicates that the extra information helps better
separate the malware categories.

Crucially, XGBoost's strong performance is largely due to meticulous hyperparameter tuning
specifically parameters like max_depth, eta (learning rate), subsample, colsample bytree, and
lambda which allowed the model to adapt to class variations while reducing overfitting.

3-Impact of paramater optimization

The importance of improving parameter is clearly evident in the performance achieved, as
thoughtful configuration contributed to reducing errors and improving the balance between
metrics.

In particular, the improvements in F1 Score were tangible when compared with the results of
models with default configuration (baseline), reflecting the positive impact of the optimization
strategies adopted.

1V.3.5 Validation of results:

The above models are validated using k-fold (k=5) cross-validation, formal malware detection
and malware class classification. The validation process splits the dataset 5-fold. In each
iteration, k—1 times the data set is used for training and 1 times the data set is used for testing.
A model training technique was implemented on different parts of the dataset and the remaining
part tested to validate the model's accurate performance by avoiding model overloading or
underloading. The results are summarized in Table 4 and clearly demonstrate the validity of the
models.

Task Matric Xgboost (Top 50) Xgboost (Top 100)
Malware Detection Accuracy 98,78% 98,92%
F1 Score 98,92% 99,05%
Malware Classification Accuracy 92,24% 92,57%
F1 score 77,68% 79,86 %

Table 5. Results of Cross-Validation in detection and classification malware
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IV.4 Comparison with related work:

IV.4.1 Impact of Updated Class Labels on Malware Classification Results:

As mentioned previously, the classifications were updated in data classification on 10/01/2025,
resulting in changes in the number of samples within several malware classes. The following
table shows the differences in the number of samples before and after the update:

The classes Number of Sample | Number of Sample difference
(New) (old)
Adware 11183 11185 -2
Trojan 7541 6690 +215
Trojan-SMS 6347 6475 -128
Riskware 5358 5340 +18
Trojan-Spy 4336 4281 +55
Ransomware 2029 1964 +65
Trojan-Banker 1681 1681 0
Trojan/Riskware 1048 54 +994
PUA 881 657 +224
File-Infector 442 436 +6
Spyware 260 260 0
Blank-Cat 166 166 0
Trojan-Dropper 46 62 -16
Scareware 42 1036 -994

Table 6. Comparison of Malware Samples (New VS Old)
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As the categories and distribution in the dataset changed, it became necessary to re-evaluate
the performance of the Random Forest model as used in the reference study.

Additional note:

The replacement category Backdoor (1,095 samples) became Trojan-Backdoor (22 samples) in
the updated data, indicating a reclassification with a decrease in samples in this category.

IV.4.2 Reimplementation and Evaluation of Random Forest on the Updated Dataset:

In this section, we reapply the Random Forest model and evaluate its performance on the
updated dataset, just as was done in the previous study entitled ("Classification Using the
Enhanced KronoDroid Dataset: Effective and Efficient Android Malware Detection and
Classification")

In training and testing the model, we relied on two different sets of features:

-Top 100 features selected using the advanced random tree classifier algorithm (ExtraTrees
classifier).

-Top 50 features selected by the same algorithm.

The results are summarized in the following table:

Features RF (%)
Accurcy F1 score
Top50 ExtraTreesClassifier 91,94% 75,79%
Top100 ExtraTreesClassifier 91,58% 74,73%

Table 7. Features Selected by ExtraTreesClassifier

Note: Minmax Normalization was used as applied in Rrevious Work.

Analysis and discuss results:

The results indicate that using the Random Forest model with the top 50 properties performs
better than using it with 100 properties, both in terms of accuracy and F1 Score. This slight
decrease in performance when increasing the number of characteristics is attributed to the
introduction of excess characteristics that may be unhelpful or noisy, leading to unnecessary
complexity without actual improvement in classification. This underscores the importance of
choosing characteristics carefully, as increasing their number does not always guarantee better
performance, but may even negatively affect the efficiency of the model.
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IV.4.3 Hyperparameter Tuning and Model Optimization:

The best performing model was trained using the following hyperparameters (as applied in the
related work):

-max_depth = 300.
-max_features = 'log2'.
-bootstrap = True.

These settings were selected to optimize the Random Forest model’s performance and ensure
consistency with prior studies.

We obtained the results summarized in the following table:

Metric RF
(Top 50)
Accuracy 91,95%
Precision 90.95%
Recall 73,64%
F1 Score 78,54%

Table 8. Results of Matric by RF

Analysis and discuss results:

After applying hyperparameter tuning, the random forest model showed strong performance,
achieving high accuracy of 91.95% and high accuracy of 90.95%, reflecting its effectiveness in
reducing false positives for benign applications. Although the recall is relatively low at 73.64%,
the F1 score improved significantly to 78.54%. This improvement is particularly important
given the unbalanced nature of the data set, where balancing accuracy and recall is usually
difficult. These results suggest that hyperparameter optimization contributed to enhancing the
model's overall ability to detect malware applications, yet more efforts are needed to enhance
recall and reduce false negatives in security-critical environments.

1V.4.4 Comparative Performance Analysis of XGBoost and Random Forest:

It is worth noting that the XGBoost algorithm achieves high performance when using the top
50 and top 100 features. In contrast, Random Forest showed better results when using the top
50 features than the top 100 features. To ensure a fair comparison between the two models
under equivalent conditions, the number of features was set at the top 50 features for each
algorithm. Subsequently, their performance was evaluated and compared to malware detection
and classification tasks.
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The table below summarizes the performance metrics of XGBoost and Random Forest, both
of which use the top 50 features, across these missions:

Task Metric Xgboost RF
(Top 50) (Top 50)
Accuracy 98,77% 98.03%
Malware Detection Precision 98,71% 98.51%
Recall 98,78% 97.73%
F1 Score 98,75% 98.12%
Accuracy 92.21% 91,95%
Malware Precision 81,17% 90.95%

Classification

Recall 76,47% 73,64%
F1 Score 78.67% 78,54%

Table 9. The performance metrics of XGBoost and Random Forest

Analysis and discuss results:

1-Malware Detection:

Accuracy:
The XGBoost model achieved an accuracy of 98.77%, outperforming Random Forest which
recorded 98.03%, with a difference of 0.74%. This indicates that XGBoost is more effective at

correctly classifying samples as either malicious or benign.

Precision:
XGBoost attained a precision of 98.71% compared to 98.51% for Random Forest, a slight
improvement of 0.2%, indicating fewer false positive alarms.

Recall:
XGBoost achieved a recall of 98.78%, surpassing Random Forest’s 97.73% by 1.05%,
demonstrating greater effectiveness in identifying true malicious cases.

F1 Score:

The F1 score for XGBoost was 98.75%, compared to 98.12% for Random Forest, a difference
0f 0.63%, reflecting a strong balance between precision and recall.
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Detection Task:
Given that accuracy is the primary metric for evaluating malware detection performance,
XGBoost clearly outperforms Random Forest, making it the superior model for this task.

2-Malware Classification:

Accuracy:

XGBoost achieved an accuracy of 92.21%, slightly higher than Random Forest’s 91.95%,
with a marginal difference of 0.26%.

Precision:
Random Forest outperformed XGBoost with a precision of 90.95% compared to 81.17%,
indicating better ability to reduce false positive classifications.

Recall:
XGBoost recorded a recall of 76.47% versus 73.64% for Random Forest, a difference of
2.83%.

F1 Score — The Primary Evaluation Metric for Classification:

Since F1 score is the key metric for assessing classification performance, XGBoost’s score of
78.67% compared to 78.54% for Random Forest demonstrates a slight yet meaningful
advantage in achieving a better balance between precision and recall.

Classification Task:

Considering that F1 score is the primary evaluation criterion in malware classification,
XGBoost is the preferred choice due to its better overall balance between reducing false alarms
and correctly detecting malicious samples.

IV.4.5 Result of the comparison

The evaluation shows that XGBoost consistently outperforms Random Forest in malware
detection, in all metrics providing higher accuracy, recall and F1 scores. This makes XGBoost
more reliable for distinguishing between harmful and benign samples.

In malware classification, where an F1 score is the primary metric, XGBoost also achieves a
better balance between accuracy and recall, although Random Forest has a higher accuracy.
This balance makes XGBoost generally more effective for multi-class malware classification.
While both models perform well, XGBoost's consistent advantage in critical metrics positions
it as the preferred choice for comprehensive malware detection and classification tasks.
Random Forest remains valuable when reducing false positives is especially important.
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IV.5 Conclusion:

The results demonstrated the superiority of XGBoost models whether using the top 50 features
or the top 100 features over the Random Forest model in malware detection and classification
tasks. Notably, the XGBoost model with the top 100 features achieved the highest values in
accuracy, recall, and Fl-score, making it the most effective and reliable model for
distinguishing between malicious and benign applications.

The study highlights the importance of careful feature selection. Features extracted using the
ExtraTreesClassifier proved to be more effective than those selected based on the Gain metric
of XGBoost, in both classification and detection tasks. Furthermore, reducing the feature set to
50 features did not significantly degrade performance, which supports the feasibility of
deploying the model in resource-constrained environments.

XGBoost demonstrated more balanced and efficient performance than Random Forest,
especially in multi-class malware classification tasks.
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General Conclusion

This study addressed the growing challenge of Android system security, a concern that has
gained significant attention due to the widespread use of Android devices and their vulnerability
to malware attacks. The research began with a comprehensive review of Android security
concepts and the various types of threats targeting the system, emphasizing the critical role of
both static and dynamic malware analysis.

A practical methodology was proposed, combining static and dynamic analysis techniques with
machine learning algorithms to build an intelligent model capable of accurately classifying
malware applications and distinguishing them from benign ones. The rich and diverse
Kronodroid dataset was utilized for training, applying several widely-used machine learning
algorithms, notably XGBoost.

The results demonstrated that machine learning is a powerful tool for enhancing Android
security, particularly when relevant features are carefully selected and behavioral patterns
thoroughly analyzed. Model effectiveness varied depending on the chosen algorithm, feature
extraction methods, and data quality. This research contributes to the field of Android
cybersecurity by highlighting the importance of integrating software analysis with advanced
smart technologies for early threat detection.

Among the evaluated models, XGBoost consistently outperformed the Random Forest classifier
in malware detection and classification tasks, whether using the top 50 or top 100 features. In
particular, the XGBoost model trained on the top 100 features achieved the highest accuracy,
recall, and F1-score, establishing it as the most effective and reliable model for distinguishing
malicious from benign applications.

The study also underscored the significance of careful feature selection. Features extracted
using the ExtraTreesClassifier proved more effective than those selected based on XGBoost’s
Gain metric for both classification and detection tasks. Moreover, reducing the feature set to
50 did not significantly affect performance, indicating that deploying such models in resource-
constrained environments is feasible.

Overall, XGBoost demonstrated more balanced and efficient performance than Random Forest,
especially in multi-class malware classification scenarios. Future work can explore deep
learning approaches, network analysis techniques, and scaling up datasets to further advance
Android malware detection capabilities.
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Challenges related to the study

The study faced several major challenges, the most prominent of which is the extreme variation
in the number of samples for each class in malicious application detection data, which
represents a major obstacle in building an accurate and reliable classification model. Malicious
application data is characterized by a wide variety of patterns, behaviors, and characteristics,
making it difficult for models to learn a comprehensive and effective representation of all types
of malware if sufficient samples are not available. This variability may lead to generalization
problems, as the model can perform well on some taxa but fail to detect other species that are
not adequately represented in the data.

XGBoost model setting requires special care in adjusting model parameters (hyperparameters)
to achieve the best balance between accuracy and generalizability, especially under high data
variability. This includes determining the number of trees, the depth of each tree, the learning
rate, and other features that affect how the model is learned. Incorrect setting may lead to model
overfitting on training data, or to poor performance due to underfitting.

For this reason, it is advisable to increase the sampling for rare class to ensure sufficient
representation of all classes, enhancing the model's ability to recognize less prevalent malware
with higher accuracy.
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