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Abstract

The development of artificial intelligence has been significantly influenced by the growing
availability of large and diverse datasets, which has enabled the rapid evolution of machine
learning and deep learning techniques. Initially, centralized learning was adopted as the
dominant approach, requiring data to be collected and stored in a single location for model
training. While effective in performance, this method raises serious concerns regarding
data privacy and security, particularly in domains such as healthcare. To overcome these
limitations, federated learning has emerged as a distributed alternative that allows collab-
orative model training while keeping data localized. In this setting, only model updates
are exchanged between clients and the central server. However, despite not sharing raw
data, these updates can still leak sensitive information through heuristic attacks, such as
gradient inversion techniques that reconstruct original inputs. In response to this threat,
this thesis presents a federated learning framework enhanced with homomorphic encryp-
tion to secure the exchange of model updates. The proposed approach combines structural
and sensitivity-based strategies to apply encryption where it is most needed, aiming to
achieve a balance between data protection and learning efficiency. The framework was
evaluated through a series of controlled experiments designed to assess its effectiveness
in preserving privacy while maintaining model accuracy. The results demonstrate the
practical potential of the framework as a secure solution for privacy-aware collaborative
learning.

Keywords: Federated Learning, Privacy Preservation, Inference Attacks, Homomorphic
Encryption, Selective Encryption
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Résumé

Le développement de I'intelligence artificielle a été fortement stimulé par la disponibi-
lité croissante de données volumineuses et diversifiées, ce qui a permis I’évolution rapide
des techniques d’apprentissage automatique et d’apprentissage profond. L’approche d’ap-
prentissage centralisé, initialement adoptée, exige la collecte des données dans un seul
emplacement pour l'entrainement des modeles, soulevant ainsi des préoccupations im-
portantes en matiere de confidentialité, notamment dans des domaines sensibles comme
la santé. Pour répondre a ces limitations, 'apprentissage fédéré est apparu comme une
alternative distribuée, permettant ’entrainement collaboratif des modeles tout en main-
tenant les données localement. Dans ce contexte, seuls les parameétres mis a jour sont
partagés entre les clients et le serveur central. Toutefois, ces mises a jour peuvent révéler
des informations sensibles a travers des attaques heuristiques, telles que l'inversion de
gradients. Pour atténuer ce risque, ce mémoire propose un cadre d’apprentissage fédéré
renforcé par le chiffrement homomorphe afin de sécuriser les échanges entre les clients et
le serveur. L’approche adoptée repose sur une stratégie de chiffrement sélectif guidée par
la structure du modele et la sensibilité des gradients, permettant de concilier protection
des données et efficacité de 'apprentissage. Le cadre proposé a été évalué a travers une
série d’expériences controlées afin d’analyser sa capacité a préserver la confidentialité tout
en maintenant une performance élevée. Les résultats obtenus démontrent le potentiel pra-
tique de ce cadre comme solution sécurisée pour 'apprentissage collaboratif respectueux
de la vie privée.

Mots-clés : Apprentissage fédéré, Préservation de la vie privée, Attaques par inférence,
Chiffrement homomorphe, Chiffrement sélectif
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General Introduction

Context and Motivation

Artificial intelligence, particularly Machine Learning and Deep Learning, has proven itself
in analyzing large volumes of data in today’s technological environment. Traditionally,
this sophisticated model-building technique relied on centralized learning, where data
from different sources was compiled into one single central repository. This centralized
approach to model training has yielded landmark performance results in many applica-
tions. However, such an aggregated nature of data makes risk possible and hence enormous
challenges regarding data security, governance, and most importantly personal privacy.
In domains handling sensitive information, such as healthcare, finance, and personal com-
munications, the prerequisite of centralizing raw data introduces profound vulnerabilities
and often conflicts with stringent regulatory frameworks (e.g., General Data Protection
Regulation (GDPR) , Health Insurance Portability and Accountability Act (HIPAA)),
thereby creating significant impediments to data utilization and collaborative innovation.

The tension between the usefulness of large-scale data analysis and the fundamen-
tal right to privacy has called for a shift in paradigm towards collaborative learning
methodologies where data confidentiality is maintained. The aim is to leverage collective
intelligence spread across many data silos as not to have perilous data aggregation. This
necessity has led to growing interest in distributed and decentralized computing archi-
tectures wherein the computation happens near the data sources. General distributed
systems deal with parallelism of computation or management of resources that are dis-
persed over geography, whereas a specific subset deals with the issue of collaborative
model training under privacy constraints.

Federated Learning (FL) [1] has materialized as a prominent and specialized decen-
tralized machine learning paradigm. FL provides a structured framework that enables
multiple entities (clients) to collaboratively train a shared global model, coordinated by a
central server. Crucially, this process avoids exchanging local raw datasets. The partici-
pants train the model on their local partitions of data and send only the updated models
to the server for aggregation. This keeps data in its place, complies with the principle
of data minimization, and reduces privacy risk as well as communication cost compared
to centralized approach. Since FL separates model training from direct access to data,
it can be regarded as an alternative means for exploiting sensitive distributed datasets
and promoting cooperative research in Al developments where privacy is predominantly
concerned.
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Problem and Research Challenges

Despite the architectural advantages of federated learning in preserving data locality, the
protocol itself is not inherently immune to privacy infringements. Although the exchange
of parameters between models may appear abstract in theory, it exposes a potential
attack surface in practice. A large body of work has shown that the updates shared by
clients (e.g., gradients or weights) leak sensitive information about the clients’ private
training data and that such information can even be inferred or reconstructed. Potential
adversaries, including a compromised central server or malicious participants, can perform
powerful inference attacks that can compromise individual dataset-level privacy.

Objective

The main goal of this study is to explore strong ways for improving the privacy guarantees
of Federated Learning (FL) systems. Taking into account the known weaknesses linked
to the sharing of model updates and their likelihood to allow sensitive data inference,
this thesis aims to identify and evaluate effective methods for mitigating these privacy
risks, thereby enabling secure and trustworthy collaborative machine learning, especially
within domains demanding stringent confidentiality, without fundamentally compromising
the collaborative nature of FL

Research Contributions

In line with the objective, this study finds Homomorphic Encryption (HE) to have crypto-
graphic properties ideally suited for the requirements of secure Federated Learning (FL).
The basic ability of HE to allow certain mathematical operations on ciphertexts without
necessitating decryption is directly relevant to the FL paradigm since it enables key col-
laborative operations especially aggregation of model parameter updates from server sides
to be performed while keeping the underlying plaintext values secret.

The main proposition of this thesis involves the systematic integration of HE within
the FL architecture to establish robust end-to-end privacy for sensitive model information.
While the theoretical benefits of HE are compelling, its real-world application introduces
significant computational and communication overhead, which can slow down wide adop-
tion. So, this study mainly tackles the issue of balancing enhanced privacy guarantees
with the constraints of operational efficiency

To address this balance, this research evaluates two distinct HE application strategies:

Full Encryption: Using HE fully on all shared model parameters to give robust cryp-
tographic security.

Selective Encryption: A targeted strategy in which HE is applied only to the most
sensitive subsets of model layers , aiming to reach a practical balance between the level
of security and the use of resources.

Roadmap of the Thesis

o Chapter 1 introduces the fundamental concepts, from general artificial intelligence
to Machine Learning then deep learning. It further explores the move towards decen-
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tralized and collaborative learning paradigms, leading to explanation of Federated
Learning, its core architecture, functionalities, different Types, and its advantages
especially in respect to privacy-critical applications

o Chapter 2 examines privacy risks in standard federated learning frameworks, dis-
cusses commonly used attack vectors such as inference attacks, and explores major
defense strategies. It also reviews relevant research combining FL with privacy-
enhancing technologies.

o Chapter 3 This chapter details the architectural design of the privacy-preserving
federated learning system proposed in this research. It focuses on the integration
strategy for homomorphic encryption within the FL workflow and also covers both
the full and selective encryption approaches, including the methodology employed
for identifying sensitive model components in the selective strategy.

o Chapter 4 This chapter describes the practical implementation of the designed
system, outlining the tools, environment, dataset utilized, and the specific experi-
mental setup. It presents the empirical results obtained from evaluating the differ-
ent system configurations (federated learning basline, federated learning with full
encryption and also with selective encryption). Finally, it analyzes these results,
focusing on model performance metrics, computational overhead, and the achieved
level of privacy protection.



Chapter 1

Overview of Federated Learning



Chapter 1 Overview of Federated Learning

1.1 Introduction

The modern digital age is significantly characterized by the ascendancy of artificial intel-
ligence (Al), driven by rapid growth in data generation and computational power. Al-
driven methodologies, especially machine learning (ML) and its advanced subfield as deep
learning, have been instrumental in identifying complex patterns and uncovering action-
able insights. The performance and generalization of such systems are usually dependent
on high-quality, large-scale, and diverse datasets, which fuel the learning process.

Traditionally, the predominant training paradigm involved centralizing such data,
aggregating information from diverse origins into a singular central repository. While
conducive to achieving high model performance, this centralized architecture inherently
introduces substantial impediments concerning data privacy, security vulnerabilities, and
adherence to increasingly stringent regulatory mandates, particularly when sensitive in-
formation is involved.

Research into alternative learning paradigms has been motivated by the basic conflict
between the analytic possibilities attained by means of broad data access and the needs
of privacy and security. Driven by the need to leverage collective intelligence resident in
scattered data sources without requiring centralized data pooling, there is clearly a visible
shift towards distributed and cooperative methods. This change meets the demand for the
kind of structure that lets models grow together while maintaining data confidentiality
and locality, preserving their development. Knowing this shift from centralized processing
towards distributed, privacy-conscious cooperation helps one to appreciate the evolution
of specialized techniques; Federated Learning (FL) is a major paradigm meant especially
to enable such secure, cooperative model training across distributed datasets.

1.2 Artificial Intelligence: An Overview

Artificial intelligence (AI) embodies the creation of systems that execute tasks normally
requiring human intelligence, such as reasoning, learning, decision-making, and perception
[2] . Although the concept of Al has existed since the 1950s, its development has rapidly
become practical in the past few years due to the growth in data, accessible powerful
computing infrastructure, and advancements in learning algorithms.

The original conceptualization of Al systems relied on rule-based logic and symbolic
reasoning, where the intelligence was manually encoded by experts [2]. Although these
systems performed well in certain bounded tasks, they were brittle in their generalizability
and struggled with uncertainty. The field evolved to embrace data-driven methods of
intelligence ; machines did not have to rely on experts to construct an intelligent system
based on predefined rules. This marked an inflection point in the movement from expert-
defined intelligence to intelligence defined by the ability to learn from experience.

As a result, two major subfields emerged under AIl: Machine Learning (ML) and Deep
Learning (DL). These learning-based methods have become essential components of mod-
ern Al systems due to their ability to process large-scale datasets, extract patterns, and
make accurate predictions [3].These learning-based techniques have enabled Al systems
to power real-world applications such as image recognition, speech assistants, autonomous
vehicles, and diagnostic tools. As challenges grow in scale and complexity, ML and DL
continue to play a central role in extending the reach and capability of intelligent systems.

Figure 1.1 illustrates that artificial intelligence is a broad discipline encompassing both
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machine learning and deep learning.

Artificial
intelligence

Figure 1.1: Relationship between Artificial Intelligence, Machine Learning and Deep Learning

1.2.1 Machine learning

machine learning (ML) is a scientific field dedicated to the creation of algorithms and
statistical models that allow computer systems to perform particular tasks without explicit
programming. It uses learning algorithms to examine and interpret difficult datasets,
enabling systems to gradually increase their performance by spotting trends and guiding
decisions with the least human involvement. Machine learning’s main goal is to enable the
meaningful information extraction from data, facilitating automated decision-making and
predictive analytics in many fields including data mining, image processing, and predictive
modeling. [4]

1.2.1.1 The Methods of Machine Learning

Machine learning algorithms are generally classified into the following types based on the
nature of the data and the learning objective:

o Supervised Learning: This is an approach in which the algorithm is trained on a
labeled dataset, where a known output is associated to each input The model learns
to map inputs to outputs and is used for tasks such as classification and regression

[5]-

e Unsupervised Learning: This method involves data without labeled outputs.
The goal is to discover hidden patterns or groupings within the data. Common
techniques include clustering and dimensionality reduction [5].

e Semi-supervised learning is a machine learning approach that merges supervised
learning (using labeled data) and unsupervised learning (using unlabeled data).
It leverages abundant unlabeled data alongside limited labeled data to improve
prediction accuracy and uncover patterns in the entire dataset, particularly when
labeling data is resource-intensive or time-consuming [5].
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« Reinforcement LearningThis paradigm emphasizes the decision-making process
to be utilized in interactive environments, where an agent makes decisions, takes
actions, and receives a feedback signal in the form of reward or penalty. Rein-
forcement learning is commonly used in robotics, gaming, and autonomous systems

[5]-

1.2.2 Deep learning

Deep learning is a advanced branch of machine learning that utilizes artificial neural
networks (ANN) with multiple layers, referred to as deep neural networks, which are
Inspired by how the human brain processes information. These networks process data
through an architecture composed of an input layer, where raw data is fed into the system;
multiple hidden layers, which hierarchically extract and transform increasingly complex
features by simulating the brain’s ability to interpret patterns; and an output layer, which
produces the final prediction or decision. This layered structure enables the automatic
learning of data representations, eliminating the need for manual feature engineering and
allowing the system to tackle very complex problems effectively. [6]

1.2.3 Deep learning approaches

1.2.3.1 Multilayer Perceptron

The Multilayer Perceptron (MLP) functions as a core neural network topology which
uses an input layer combined with multiple hidden fully connected layers and a final
output layer as shown in (Figure 1.2). The learning capacity of the model depends on two
structural components: hidden layer width indicating neuron number and depth which
establishes layer count because they enable increased feature capture and hierarchical
representation learning respectively. Theoretical research shows a single hidden layer MLP
has the ability to approximate all continuous functions. The standard MLP functions
well for healthcare and finance yet its main challenge arises from needing one-dimensional
structured input data which restricts its direct application to unstructured patterns such
as images text and speech before extraction or transformation occurs.[6]

Depth

Width

Input layer Output layer

Hidden layer

Figure 1.2: A fully connected neural network
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1.2.3.2 Recurrent neural network

A recurrent neural network (RNN) is a type of neural network architecture intended to
process sequential data by means of recurrent connections spanning time steps. By means
of shared weights, it preserves an internal state (memory) parameterized and models
temporal dependencies in data including time series, text, or voice. RNNs can detect
patterns depending on past context in the input sequence by means of this sequential
processing. [6]

Output
layer

Hidden
layer

Input
layer

Figure 1.3: Recurrent neural network (RNN).

1.3 Centralized learning

1.3.1 Definition

Centralized learning is a machine learning paradigm in which data collected from various
sources is streamed to a central location, typically a cloud-based infrastructure (Figure
1.4 ), for processing, analysis, and model training . In this approach, high-performance
servers housed in centralized data centers perform the computational tasks required to
extract features, train models, and generate predictions or decisions.|7]

3 -
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Figure 1.4: Centralized learning architecture
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1.3.2 Centralized learning limitation

The paradigm of centralized machine learning has undeniably demonstrated its utility,
enabling significant advancements by harnessing large, consolidated datasets for model
training, thereby yielding robust predictive capabilities instrumental in numerous appli-
cations.

Despite these strengths and its widespread adoption, the centralized approach is con-
fronted with several inherent and increasingly critical limitations that can impede its
applicability, security, and long-term viability, particularly as data scales and privacy
concerns intensify [8]. These limitations include:

« Amplified Risk Exposure: The practice of aggregating extensive datasets, par-
ticularly those containing sensitive information, into a single repository inherently
creates a focal point of vulnerability. Such concentration significantly increases the
susceptibility to data breaches, unauthorized access, and the potential for malicious
actors to compromise the integrity of the model or its underlying data.

o Single-Point Dependency: The operational continuity of the entire machine
learning system becomes critically reliant on the stability and security of this central
infrastructure. Any disruption, failure, or compromise at this single junction can
cascade, potentially leading to a complete cessation of operations and jeopardizing
data accessibility.

e Obstacles to Data Sharing and Collaborative Endeavors: The necessity
for data to be transferred to and housed within an external central system can
present considerable challenges. Organizations frequently exhibit caution regarding
the surrender of direct control over proprietary or sensitive information, a stance
that can consequently limit the scope for collaborative learning initiatives and the
richness of data available for developing more comprehensive models.

o Potential for Scalability and Performance Impasses: With the escalating
volume and complexity of data, a singular, centralized architecture may eventually
encounter practical limitations in its capacity for efficient processing. This can
result in diminished performance or necessitate significant, often resource-intensive,
enhancements to the central processing capabilities.

1.4 Decentralized learning

Decentralized machine learning emerges as an alternative approach that goes beyond the
necessity of a single unified point of data aggregation and computation. This model
entails the distribution of both data resources and computational workloads across a net-
work composed of multiple, autonomous devices, or nodes (Figure 1.5). This framework
facilitates collaborative model training, frequently allowing raw data to remain within
its original environment, thereby intrinsically aiming to improve data privacy, enhance
system security, and improve overall operational robustness.[8]
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. Exchange model parameters

(o

Figure 1.5: Decentralized learning architecture

1.5 Federated Learning

1.5.1 What is Federated Learning?

Federated learning is a decentralized machine learning approach that enables multiple
clients such as devices or institutions, to collaboratively develop a common model without
sharing their local datasets. Each client retains its own dataset and performs training lo-
cally, while a central server coordinates the learning process by aggregating model updates
contributed by participating clients [9]. This approach allows for collective intelligence to
emerge from distributed data sources without compromising the privacy or ownership of
that data .

By keeping data on-device or on-premises and exchanging only model-related infor-
mation, federated learning offers a practical solution for scenarios where data sharing is
restricted by privacy concerns, legal regulations, or infrastructure limitations.

Initially introduced by Google researchers, FL has since become a leading framework
for the development of collaborative models that are sensitive to privacy in sensitive
sectors such as healthcare, finance, and mobile applications [1].

1.5.2 Federated Learning Process

Ttypical process of federated learning can be summarized in the following steps :

e Step 1: Client Selection and Initialization of the Global Model
The central server initiates the process by selecting a subset of clients based on spe-
cific criteria, such as availability, computational resources, and network conditions.
These criteria ensure that the selected clients are capable of participating effectively
in the training process. Once the clients are chosen, a global model is initialized on
the central server. This global model serves as the starting point for the federated

10
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training process, providing a common baseline for all clients to begin their local
training.[10]

Step 2: Local Training

After each client receives the global model, it begins training it on its local dataset
using optimization algorithms such as stochastic gradient descent (SGD) ( Algo-
rithm 1). This local training allows the model to learn from the unique characteris-
tics of the data available at each client. By keeping the data on the client’s device,
this step ensures enhanced privacy and security.[10]

Algorithm 1 Federated Learning (FedAvg) Client-Side Training at Federated Round T

1: function CLIENTUPDATE(w)

2:

9:

Input: Local dataset Dy, global model w, local epochs F, batch size B, learning

rate n

Split Dy, into mini-batches {by, by, ... }
for each local epoch e =1 to F do
for each batch b in D;, do
w < w —nVL(w;b) > Local update (With SGD optimizer)
end for
end for
return updated model w and number of samples |D|

10: end function

e Step3 : Model Upload

After completing local training, each client computes the updates to the model, such
as gradients or parameter changes, and uploads these updates back to the central
server. No raw data is shared during this exchange.[10]

Step4: Aggregation and Broadcast

The server aggregates the updates received from the clients. This can be done using
simple weighted averaging (e.g., FedAvg proposed by McMahan et al.[1]), or more
sophisticated strategies that adaptively weight contributions based on factors like
training efficiency or anomaly scores (e.g., FedProx [11], FedAdam [12], and Krum
[13]). The aggregated updates result in an updated global model. The server then
broadcasts the updated global model parameters or gradients back to the clients,
ensuring that all clients have the latest version of the model and can continue to
contribute to the federated training process. [10]

11
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Algorithm 2 Federated Learning (FedAvg) - server-side aggregation

: Input: Number of rounds 7', number of clients K, initial model wy
: for each round t =1,2,...,7T do
Select subset of clients C; C {1,..., K}
for each client k € C, in parallel do
Send global model w;_; to client k
end for
for each client k£ € C, in parallel do
Receive updated model w}, and sample size ny from client k
end for

._
@

Zject nj k
: end for
: return final global model wy

—_ =
[N

Wy = D e, i W) > Weighted aggregation

o Step 5: Iteration and Convergence

Steps 1 to 4 are repeated across multiple communication rounds. With each iter-
ation, the global model improves, becoming more accurate and robust as it learns
from a diverse set of data sources. The training process continues until the model
reaches a satisfactory level of performance or a predefined stopping criterion is met.
Recent advancements aim to enhance training efficiency and accelerate convergence
through various optimization techniques, further improving the effectiveness of fed-

erated learning.[10]

Local model
.

FL aggregator

B

Global server Global mode

E Sharing of global model
m Clients Train global model locally
E Sending local models updates to the server

DAggl'egalaiun of clients models and Update global model

Client3

Figure 1.6: Federated learning workflow

1.5.3 Types of federated learning

Various types of FL exist, each suited for different applications and scenarios. This section
outlines the primary types of FL, categorized by Data Partitioning, system architecture,

and Federation Scope.
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1.5.3.1 Categories Based on Data Partitioning

As introduced by Yang et al. [14], Federated Learning can be classified based on the
way data is partitioned across clients. Specifically, the categorization depends on the
relationship between the feature space (X), label space (Y), and sample ID space (I) of

the local datasets

Depending on whether clients share the same features, labels, or sample identities, FL
can be divided into three main categories:

« Horizontal federated learning

or Sample-based Federated Learning applies when datasets across different clients
share the same feature space (X), but are different in the sample ID space (1) .[14].
We can represent horizontal federated learning by Equation 1.2:

X,=X;, Yi=Y;,, L#IL, VD;,Dj i#j (1.2)

This scenario is common in applications where multiple entities collect similar types
of data about different individuals. For example, several hospitals use the same
patient records format but treat different patients.[15]

« Vertical Federated Learning (VFL)

Vertical federated learning, also known as feature-based FL, is used when datasets at
different clients share the same sample ID (I) but contain different types of features
(X).[14]. a relationship is depicted in Equation 1.3:

This setting arises in cases where organizations hold complementary information
about the same group of individuals. For example, one organization may have
demographic information about individuals, while another has purchasing behavior
data [16].

» Federated Transfer Learning (FTL)

Federated transfer learning is suitable when clients have both different feature spaces
(X) and different sample spaces (1) (see Equation 1.4).[14]. It combines federated
learning with transfer learning techniques [17] to enable knowledge sharing across
heterogeneous datasets. This type is particularly useful in scenarios with limited
data overlap, such as international collaboration between institutions in different
domains.

Xi?éXj’ K#E’ Ii#[ﬁ VDi7Dj7 Z%j (14)
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Figure 1.7: Types of Federated learning based on data Partitioning

1.5.3.2 Categories Based on System Architecture

Another way to categorize Federated Learning is the type of the system’s architecture
which is used to control the communication, coordination, and aggregation. There are
two main architectures introduced and experimented mostly in the literature

o Centralized federated learning

In centralized federated learning, the entire training process is coordinated by one
central server [18]. This server is the one that takes care of the global model’s
initialization, the selection of the clients for each training round, the collection of
the local model updates of the clients and their aggregation, and the rebroadcasting
of the updated model to all clients. This architecture is simple to implement and
efficient in terms of convergence, and it forms the backbone of most practical FL

deployments.

However, with all its effectiveness, this architectural design poses a single point of
failure and requires trust in the central server, which can become a target for attacks
or a bottleneck in communication.

~
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Local Update

Global Update
Local Update
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Client 4

Figure 1.8: Centralized federated learning architecture
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Decentralized Federated Learning (DFL)

In decentralized federated learning, there is no central server. Instead, clients col-
laborate with each other in a peer-to-peer manner as shown in ( Figure 1.9) to train
the global model [19]. Each client communicates only with a subset of other clients,
forming a communication graph or overlay network. Aggregation and model updates
are performed locally or collaboratively, often requiring techniques from consensus
algorithms, such as gossip protocols [20] or blockchain-based [21] coordination.
This architecture improves fault tolerance, removes the central trust assumption,
and enhances robustness to failure or adversarial behavior. However, it introduces
greater complexity in synchronization, convergence guarantees, and communication
overhead.

Client 2

Model Exchange Model Exchange

Client 1 Client 3

Model Exchange Model Exchange

Client 4

Figure 1.9: Decentralized federated learning architecture

1.5.3.3 Categories Based on Federation Scope

Federated Learning can also be categorized based on the scope of participation and the
nature of the federation. This classification addresses the question of who the clients are,
how frequently they participate, and how reliable or resource-constrained their environ-
ments tend to be. The two primary categories under this scope are cross-device federated
learning and cross-silo federated learning.

Cross-device FL

Cross-device FL refers to scenarios in which the federation is composed of a large
population of personal or edge devices, such as smartphones, tablets, or IoT sensors
[22] (Figurel.10). These clients typically contribute small, non-iid (non-independent
and identically distributed) datasets and may be intermittently available due to
constraints in power, connectivity, or user behavior. Cross-device FL is often used
in consumer-facing applications such as mobile keyboard prediction, voice assistants,
or wearable health monitoring

15
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e Cross-silo FL
Cross-silo FL involves collaboration between a small number of stable and reliable
institutions, such as hospitals (as shown in Figure 1.11), banks [23]. These entities
typically have larger datasets, consistent availability, and well-maintained infras-
tructure. The collaboration is usually governed by formal agreements or shared
goals.

Cross-silo FL is highly applicable in domains like healthcare and finance, where data
sharing is restricted, but model collaboration is beneficial.

Global Server -+_"°“l Local model A =
& k== By SNV
‘= — | -
/, _ \\ Hospital D § "KEI‘:E::"' Hospital A
PRI L o,
- *Change model upd®® {u) Oe 858
I:I / | \ _
& / / \ \
- Qmabl \ — Local Local mod
i D/ / - D = — T k3
Device? I:! (| . D) Device? L= Data silo B
Hospital C Hospital B
Figure 1.10: Cross-device FL Figure 1.11: Cross-silo FL.

1.5.4 Data Distribution in Federated Learning

In Federated Learning , the performance and behavior of the global model are heavily
influenced by the way data is distributed across participating clients. The two primary
modes of data distribution are Independent and Identically Distributed (IID) and Non-
Independent and Identically Distributed (Non-IID). These modes represent fundamentally
different learning conditions and present unique challenges in optimization and general-
ization.

1.5.4.1 Independent and Identically Distributed (IID)

e Independence:
Definition: The generation of data is consistent. Formally, for any class y and a
feature set X, the joint probability P(X,y) can be decomposed into the product of
the marginal probabilities P(X) and P(y) [24]:

P(X,y) = P(X)- P(y) (1.5)
e Identical Distribution:
Definition: The datasets from different clients fall under the same probability dis-

tribution. Formally, for any class y, the conditional probability P(y|Di) is the same
across all clients [24]:

P(y|Dy)=P(y|Dy)=...=P(y| D,) (1.6)

In an IID setting, the data across clients is both consistent in its generation process and
drawn from the same underlying probability distribution. This ensures that the local
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data distribution of each client closely resembles the global data distribution, enabling all
clients to contribute equally to the learning process. As a result, the aggregated model
converges faster and achieves higher accuracy. For example, if participants in a federated
learning task are training a model to classify images of cats, dogs, and rabbits, each
participant would have a balanced and representative dataset of these classes, allowing
the aggregated model to generalize well [24].

1.5.4.2 Non-Independent and Identically Distributed (Non-IID)

e Non-Independence:
Definition: Clients with different behaviors generate conflicting or inconsistent data.
For example, in an object identification model, each client might take images from
varying angles, leading to a feature distribution skew|[24].

e« Non-Identical Distribution:
Definition: Clients’ local data is drawn from different data distributions. For exam-
ple, in a classification task, each client might have a bias towards a specific class,
leading to a label distribution skew[24].

In a Non-IID setting, the data across clients is either inconsistent in its generation process
or drawn from different underlying probability distributions. This creates significant
challenges in the federated learning process, as the global model struggles to generalize
due to the heterogeneity of the data. To address this issue, specific aggregation strategies
have been developed. For instance, the Scaffold algorithm proposed by Karimireddy et
al [25]. introduces a control variate mechanism to correct for client drift caused by Non-
IID data during the federated averaging process. Despite such advancements, Non-ITD
data remains a critical challenge in FL, as it often leads to slower convergence, reduced
accuracy. For example, if one participant has mostly images of cats, another mostly
dogs, and a third mostly rabbits, the aggregated model may fail to capture the statistical
patterns of all classes effectively, resulting in suboptimal performance [24].

Figure 1.12 illustrates the difference between IID and Non-IID data distributions
across clients in a federated learning setup, highlighting how IID ensures uniform class
distribution, while Non-IID results in significant data imbalance and heterogeneity among
clients.

IID Data Distribution Non-11D Data Distribution

Classes
Classes
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& & ) & :
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Figure 1.12: Federated Learning Data Distribution IID and non-IID
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1.5.5 Benefits of federated learning

Federated Learning introduces a transformative learning paradigm that brings computa-
tion to the edge, enabling collaborative model training while preserving data privacy and
system decentralization. Its design provides several key advantages over traditional cen-
tralized machine learning approaches, making it especially suitable for privacy-sensitive
and distributed environments.

1. Privacy Preservation: Federated learning enables privacy-preserving model train-
ing by retaining raw data on local devices, thereby eliminating the need for central-
ized data aggregation. This approach mitigates privacy risks inherent in traditional
centralized learning paradigms and aligns with privacy regulations (e.g., GDPR),
as sensitive information never leaves the device [26].

2. Efficient Communication and Edge Resource Utilization: Federated Learn-
ing improves system performance by reducing communication overhead and opti-
mizing the use of edge device resources. Instead of sending raw data to a central
server, clients only share model updates such as gradients or weights. This ap-
proach lowers bandwidth usage and supports data privacy. Several techniques help
reduce the volume and frequency of communication, including gradient sparsifica-
tion, quantization [27], and adaptive aggregation strategies like FedCAMS [28]. In
parallel, FL. benefits from edge computing, where training is performed directly on
devices with limited resources. This reduces dependency on cloud infrastructure
and supports real-time applications[29]. Huang et al. [30] show that optimizing
communication topology can speed up training while lowering bandwidth demands
in edge-based FL systems.

3. Scalability : Federated Learning inherently supports scalability by enabling dis-
tributed model training across numerous devices or nodes . This decentralized
approach allows the system to efficiently handle increasing data volumes and par-
ticipant numbers, making it particularly suitable for large-scale applications such
as [oT networks and mobile devices. By distributing the computational load and
minimizing communication overhead, FL systems can expand their capacity without
overburdening central servers or compromising performance.

4. Increased Generalizability of AI Models Federated Learning enhances the
generalizability of Al models by leveraging data from a multitude of sources with-
out compromising individual data privacy. This approach allows models to learn
from a broader spectrum of data distributions, capturing diverse patterns and vari-
ations that improve their performance across different tasks and populations. Con-
sequently, FL-trained models are better equipped to generalize to new, unseen data,
making them more robust and effective in real-world applications.

1.5.6 Application of federated learning

1. Healthcare
Federated Learning is particularly relevant to the healthcare field due to the criti-
cal need for large-scale data in training effective machine learning models alongside
stringent data privacy requirements. Electronic Health Records (EHRs) constitute
the main data source for such applications [31], but models trained solely on local
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data often suffer from bias and lack generalizability. Achieving the requisite data
diversity typically involves multi-institutional collaboration. However, the highly
sensitive character of health information, coupled with rigorous regulations gov-
erning its use(e.g., HIPPA), severely restricts traditional data-sharing approaches.
Standard de-identification methods frequently fail to adequately protect patient pri-
vacy [32], and the practical challenges associated with high-quality dataset creation
and maintenance further discourage data pooling [33]. Federated Learning addresses
these constraints by enabling distributed model training directly at the data source.
This approach facilitates the development of more generalized and robust healthcare
models by leveraging diverse datasets across institutions while adhering to critical
privacy preservation mandates.

2. Finance and Insurance

The financial and insurance sectors are increasingly recognizing the imperative
for inter-institutional collaboration to effectively leverage the power of big data.
This has catalyzed a transformative trend towards adopting Federated Learning
paradigms. Recent advancements demonstrate FL’s nascent application across crit-
ical financial functions, notably in refining risk control mechanisms, optimizing mar-
keting strategies, and bolstering anti-money laundering efforts. Both Horizontal
FL, used by banks for credit forecasting, and Vertical FL, used by different in-
stitutions for loan repayment prediction, help improve understanding of customer
investment ability and credit scores. Participating institutions share model training
results without exposing raw data. However, FL in finance is still largely in the
early research phase, with limited large-scale deployment. A notable application
is WeBank’s use of FL for risk management in small business and personal loans,
improving credit scoring and insurance claims prediction. Research is also advanc-
ing, with frameworks like privacy-preserving boosting trees based on VFL being
developed for collaborative credit scoring [34]. The combination of FL and finance
is seen as a promising way to overcome data silos and drive intelligent applications
in the privacy-sensitive financial and insurance sectors.[35]

3. Recommendation System

Traditional recommender systems are significantly challenged by inherent user pri-
vacy concerns and the constraints imposed by data silos, which impede the conven-
tional aggregation and analysis of extensive user data. Federated Learning presents
a compelling paradigm shift to address these limitations, particularly in facilitating
cross-domain recommendation tasks. This involves the federalization of established
recommendation algorithms, including those based on collaborative filtering [36],
deep learning, and meta-learning. Within this framework, the vertical federated
recommendation architecture is noteworthy for its capacity to leverage data from
disparate domains, thereby enriching the quality of content recommendations pro-
vided to users. Substantial research efforts are dedicated to augmenting the ac-
curacy and deepening the integration of FL within recommendation systems [[37],
[38]]. These initiatives encompass the development of novel approaches, such as FL-
based recommendation algorithms designed for accelerated training of distributed
models, exemplified by methods like FedFast [39] which builds upon and enhances
the classical FedAvg algorithm.

the core objective of integrating FL. with recommendation systems is to deliver ac-
curate and practical recommendations while strictly safeguarding user privacy and

19



Chapter 1 Overview of Federated Learning

trade secrets, thereby advancing recommendation technology across various com-
mercial entities.[35]

4. Autonomous Systems and the Internet of Things

Autonomous Systems, 0T, Cyber-Physical Systems (CPS), and Edge Computing,
empowered by AI/ML/DL, are central to Industry 4.0. Their growing deployment
necessitates integrating data privacy and smart processing into model training. Fed-
erated Learning (FL) is being adopted to address this need. For instance, the
"FengHuoLun” FL framework [40] is used to train ML models for adding trust-
worthiness to CPS at edge devices and implementing smart services. Personalized
FL models [41] have shown promise in handling the heterogeneity inherent in IoT
environments, as demonstrated in Human Activity Recognition Systems leveraging
edge computing. Overall, the application of FL in various IoT and CPS scenarios
on Edge networks is considered a trustworthy, smart, and efficient alternative to
traditional centralized approaches.

5. Natural Language Processing (NLP)

Training accurate Natural Language Processing models requires large datasets, of-
ten from user devices, but centralized collection poses a significant privacy risk due
to sensitive textual data. Federated Learning provides a solution by enabling model
training on decentralized data, addressing this privacy bottleneck while maintain-
ing feasibility for NLP tasks [42]. Consequently, FL is being applied to various
NLP applications, including improving mobile keyboard suggestions (like Google’s
GBoard [43]), predicting the next word [44], which can outperform server-based
methods. Frameworks like FedBERT [45] further demonstrate FL’s use with pre-
trained models, limiting raw data access and yielding better results. Overall, FL
allows for effective NLP model development while preserving user privacy.

1.6 Conclusion

This chapter established the context for Federated Learning, beginning with the founda-
tional principles of Artificial Intelligence , Machine Learning , and Deep Learning . It
highlighted how the conventional centralized training paradigm, despite its achievements,
presents significant challenges related to data privacy, security, and logistical feasibility.
In response, the field has shifted toward distributed and collaborative learning frameworks
capable of extracting insights from siloed data. Federated Learning stands out as a pivotal
development in this evolution, offering a practical architecture that enables multiple par-
ties to train shared models without exchanging raw data. The chapter further examined
its classifications, based on data partitioning, system architecture, and federation scope,
explored its ability to handle diverse data distributions, and emphasized its advantages,
such as privacy preservation, scalability, and communication efficiency. Applications in
critical sectors such as healthcare, finance, and mobile systems underscore their real-world
impact. Ultimately, Federated Learning emerges not merely as a technical innovation, but
as a foundational step toward realizing large-scale machine learning systems that uphold
data privacy, autonomy, and ethical collaboration.
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2.1 Introduction

This chapter explores the important facets of Federated Learning privacy landscape, build-
ing on the fundamental ideas covered in the previous chapter. FL eliminates the need
for centralizing raw data, which has many benefits, but the protocol is not impervious
to privacy violations. Despite being supposedly abstract, the iterative exchange of model
parameters, like weights or gradients, could be a source of unintentional information leak-
age. As a result, maintaining participant data confidentiality is still a top priority and
a topic of ongoing research. The state of the art is thoroughly reviewed in this chapter,
which also critically examines the known privacy flaws in FL systems and surveys the
well-known defenses created to lessen these risks. Cryptographic techniques such as ho-
momorphic encryption are given special attention. In order to put the current state of
research in context, a review of relevant related works that combine these techniques will
also be presented.

2.2 Privacy Threat Landscape in Federated Learning

In order to examine the privacy implications of Federated Learning, it is necessary to
go beyond the protocol’s fundamental tenet of data decentralization and examine the
information flow that it incorporates. Despite being abstract, the model updates that
are shared during training may be subject to a number of privacy threats. This section
takes a multifaceted approach to methodically comprehend these potential risks, taking
cues from well-known taxonomies like the 5W scenario model put forth by Yin et al.[46].
By considering who might attack , their level of knowledge and capability, the strategies
they use, the time and location of the attack within the FL lifecycle, and the motivation
behind the attack (i.e., the specific inference goal), we will investigate potential privacy
leaks. The foundation for assessing suitable defence mechanisms is laid by this methodical
analysis.

2.2.1 Potential Adversaries

Analyzing the privacy concerns related to Federated Learning first requires determining
who might endanger the privacy. Depending on their relative position to the FL system,
adversaries can be generally classified as internal actors engaged in the learning process
or external actors functioning outside of it. Assessing vulnerabilities depends on knowing
the possible access and reasons behind every kind.

2.2.1.1 Internal Adversaries

These are entities directly involved in the FL training protocol and typically have privi-
leged access to certain components of the system.

o Central Server:
In common client-server FL architectures (required for standard horizontal FL or
coordinated vertical FL), the central server orchestrates the training process. It
receives model updates (e.g., gradients or weights) from participating clients, per-
forms aggregation, and distributes the updated global model. This central position
grants the server access to intermediate training updates and the evolving global
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model. Consequently, a server acting in an "honest-but-curious” manner, or one
that is fully compromised or malicious, represents a significant internal threat. For
instance, a curious server might analyze client updates to reconstruct sensitive input
data.

o Participating Clients:

Clients hold the local datasets and perform local training computations. While
they do not see other clients’ raw data, they receive the global model parameters in
each round and contribute their own updates. Malicious clients participating in the
federation can pose several threats. They could send maliciously designed updates
designed to probe the data of other honest clients or manipulate the global model
to leak specific information [47].

Furthermore, a malicious entity might employ a Sybil attack[48], creating numerous
pseudo-client identities to gain disproportionate influence over the training process
or increase the opportunities for inference.

2.2.1.2 External Adversaries

These entities are not direct participants in the FL training loop but may interact with
the system or its outputs.

e Model Consumers:
These actors interact with the final, trained FL model, typically after deployment,
often through query APIs [49]. If malicious, or controlled by an attacker, they
can leverage their access to the model’s predictions or potentially its parameters (if
publicly released) to launch inference attacks

o Eavesdroppers:

These adversaries attempt to intercept the communication between clients and the
server (or between peers) [50]. If communication channels are not adequately se-
cured (e.g. via TLS/SSL), eavesdroppers might steal intermediate updates (gradi-
ents/weights) or the final model parameters. This stolen information could then
potentially be used for reconstruction attacks While requiring more effort than
direct model access and potentially mitigated by cryptographic network security,
eavesdropping remains a potential vector, especially for sensitive intermediate up-
dates.

Therefore, evaluating FL privacy requires considering threats originating both from within
the federation (server, clients) and from external entities interacting with the system or
its communication channels.

(a) Malicious server (b) Malicious client (c) Outsider adversary

Figure 2.1: Different potential adversaries in vulnerable FL systems.
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2.2.2 Adversary Knowledge and Capabilities

Beyond the adversary’s position within the system, their potential effectiveness is heavily
influenced by their level of knowledge regarding the target system’s internals and their
capability to manipulate communications or computations. These aspects define the
sophistication and potential impact of an attack.

2.2.2.1 White-box Access

This model assumes the adversary possesses significant knowledge about the internal
workings of the FL system or the target model . In the context of FL this could include
access to:

o The specific model architecture being trained (e.g., layers, activation functions).

o The training algorithm and its hyperparameters (e.g., learning rate, optimizer,loss
function).

o Intermediate values generated during training, most notably the gradients or model
weights exchanged.

An honest-but-curious or malicious central server often operates under a white-box as-
sumption concerning the updates it receives from clients. Similarly, participating clients
(honest or malicious) typically have white-box access to the global model parameters dis-
tributed by the server in each round. Attacks leveraging white-box knowledge, such as
many gradient inversion techniques [51], can be particularly powerful due to the detailed
information available to the adversary.

2.2.2.2 Black-box Access

In this model, the adversary interacts with the FL system or the resulting model solely
through its defined external interfaces, without knowledge of its internal structure or
parameters. Typical black-box interactions include :

e Submitting queries to a deployed model and observing the output predictions.

External model consumers typically operate under a black-box assumption when targeting
a deployed model via its prediction API. Although potentially less informative than white-
box access, black-box attacks such as membership inference based on query responses can
still pose significant privacy risks.

2.2.3 Attack Strategies

The strategies used by adversaries in federated learning can be broadly categorized based
on whether they merely observe the system or actively interfere with its operation.
2.2.3.1 Passive Attacks

A passive attacker aims to learn or infer sensitive information by observing the FL process
and its communications without modifying the system’s resources or operations. In the
context of FL, passive attackers typically monitor legitimate computations and data ex-
changes, such as model weights, gradients, or the final aggregated model, during both the
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training and inference phases [46]. The specific information obtainable depends heavily
on the adversary’s knowledge level:

« Passive Black-box:
Assumes the adversary can only access the system’s outputs, such as predictions ob-
tained by querying a deployed model API, without visibility into internal parameters
or intermediate updates. While the risk may be comparatively limited, techniques
like membership inference attacks have been studied under this model[52].

o Passive White-box: Assumes the adversary has access to internal information,
which could include intermediate training updates (gradients/weights), model pa-
rameters, and potentially query results. This level of access generally enables more
potent inference attacks, potentially revealing significantly more sensitive informa-
tion about the training data [52].

Passive attacks primarily consist of various inference techniques aimed at extracting un-
intended information simply by observing the legitimate flow of the FL protocol.

2.2.3.2 Active Attacks

In contrast, active attacks involve adversaries who deliberately attempt to alter the re-
sources of the system or affect its operations to achieve their goals. Within FL, active
attackers seek to influence the training process itself, often to extract sensitive informa-
tion more effectively or to compromise the integrity of the model. Active strategies are
generally considered more powerful than passive ones, because the adversary can directly
manipulate parts of the system. Examples of active attack manifestations in FL include:

o Malicious Client Uploads:
A malicious participating client might send deliberately crafted or modified gradi-
ents/weights instead of honestly computed updates. This can be done to mislead
the global model into learning specific, potentially sensitive features related to other
clients’ data [47] or to manipulate the learning process (e.g., stochastic gradient de-
scent) to enhance the leakage of information like membership status [52].

« Malicious Server Actions:
A malicious central server could manipulate the aggregation process or selectively
interact with clients (e.g., isolating them) to gain more information or control the
model outcome [53].

« Strategic Client Control:
An adversary controlling multiple clients could potentially adjust their training data
or updates strategically to embed specific patterns or weaknesses into the global
model [54].

Active attacks aim to exploit the interactive nature of FL, turning protocol steps into op-
portunities for manipulation to achieve adversarial objectives, often related to extracting
private data more effectively than passive observation would allow.
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2.2.4 Attack Timing and Vector

Privacy leakages in federated learning can manifest during distinct phases of the system’s
lifecycle, targeting specific types of information exchanged or generated throughout the
process. The two primary phases are the training phase, where the collaborative model
building occurs, and the inference phase, involving the use of the trained model[46]. Both
phases present unique vulnerabilities.

2.2.4.1 Training Phase

This phase encompasses the iterative model building process, including local client com-
putations, update communication, server aggregation, and global model distribution .
The primary vectors for privacy leakage during this crucial phase are the intermediate
model updates communicated between participants. This includes

« Local Model Updates (Gradients/Weights):

Clients compute these updates directly based on their own local data. When these
updates are sent to the server for aggregation, they inherently contain sensitive
information about the local data. Gradients, in particular, have been shown to
be vulnerable to reconstruction attacks that can restore training data with high
accuracy [55]. This could also be extended to exploiting weight updates alone, as
discussed in [56]. Exposing these local updates to external parties, such as a curious
server or malicious peers, poses a significant privacy risk.

o Aggregated Gradients and Weights:
Even the aggregated updates, often broadcast back to clients after server processing,
can leak information. Malicious participants receiving these may attempt inference
attacks targeting the contributions of others within the aggregate. Research has
shown that aggregated gradients can be exploited to perform attacks, such as recov-
ering private labels of individual clients, thereby compromising privacy in federated
learning systems [57].

Therefore, any parameter information exchanged during the iterative training is a poten-
tial point of vulnerability

2.2.4.2 Inference Phase

This phase occurs after collaborative training concludes and the final model is deployed
for use, often as a service. Attacks during this phase target the finalized model itself
through two main vectors:

o Final Model Parameters:

If an adversary gains white-box access to the parameters of the fully trained model
after deployment, they can directly analyze this information. Such access allows for
potent attacks; for example, model inversion techniques have been demonstrated
to extract sensitive information used during training, such as reconstructing rec-
ognizable facial images from a face recognition model by leveraging the model’s
parameters [58]. This highlights the risk associated with releasing or exposing the
internal details of a trained FL model.
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e« Model Query Outputs:

Even without access to the internal model parameters (i.e., in a black-box setting),
adversaries can attack the deployed model by observing its input-output behavior.
This is particularly relevant when models are deployed as a service, potentially
via a Machine Learning-as-a-Service API [59]. By carefully crafting queries and
analyzing the model’s predictions or confidence scores, adversaries can still infer
private information. Notably, membership inference attacks can be conducted in
this manner, potentially determining whether a specific data record was part of the
original training set by observing how the model responds to queries involving that
record [60].

2.2.5 Attack Objectives: Inference Goals

Beyond understanding the actors, their capabilities, strategies, and timing, a complete
threat analysis requires identifying the specific adversarial objectives, typically centered
around inferring sensitive information about the private training datasets used in Feder-
ated Learning (FL). These objectives fall under the umbrella of inference attacks, which
can be categorized based on the type of information the adversary seeks to extract [61].
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Figure 2.2: Overview of inference attacks in FL. The attacker saves the snapshots of the ag-
gregated model parameters in each round and performs inference attacks by employing the
difference between the continuous snapshots.[62]

2.2.5.1 Membership Inference Attack

Membership inference seeks to accurately determine if a specific sample contributed to the
training of the network, operating simultaneously on all target samples [60].For instance,
verifying a patient’s clinical record utilized to train a model linked to a certain ailment
would disclose the patient’s health status.

Formally, given a query input = and a target model F'(f), an MIA algorithm A attempts
to infer the membership status m of x, indicating whether or not x was included in
the training dataset Dy, [63]. This inference task is commonly modeled as a binary
classification problem:

]_, if € Dtr

m:A(IE,F(e)):{O if z ¢ Dy

In this formulation, m = 1 implies that the adversary believes the input x was used
to train the model, whereas m = 0 indicates otherwise.

In the context of Federated Learning (FL), where multiple clients collaboratively train
a shared model without exchanging raw data, Membership Inference Attacks (MIAs) pose
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a significant privacy risk. These attacks exploit the iterative nature of FL to determine
whether specific data points were used in the training process. A seminal work by Nasr
et al. [52] demonstrated that both passive and active MIAs could be effectively launched
against FL models, with adversaries achieving high accuracy in inferring membership
status by analyzing model updates. Melis et al. [47] further explored inference attacks
in collaborative settings, showing that malicious clients could leverage differences in the
global model over time to deduce membership information from other clients’ data. Ad-
ditionally, Truex et al. [49] provided a systematic framework for constructing black-box
MIAs, which can be adapted to FL scenarios. These studies collectively highlight the sus-
ceptibility of FL. to MIAs and emphasize the critical need for enhanced privacy protections
in distributed learning environments.

2.2.5.2 Property Inference Attack

Property Inference Attacks seek to derive particular features or characteristics of the
training dataset that may not be directly associated with the model’s principal learning
objective. An adversary may seek to deduce if individuals in the training dataset were
wearing glasses, despite the model being only trained for gender categorization. Such
assaults pose significant privacy problems, as they facilitate the inadvertent disclosure of
information regarding the data. Moreover, with adequate prior knowledge, an adversary
may ascertain the existence of particular samples within the training dataset.[64] Melis et
al. [47] were among the first to demonstrate that shared gradients can expose unintended
properties, such as demographic attributes, using auxiliary classifiers. Expanding on the
general concept of PIAs, Ganju et al. [65] showed that fully connected neural networks can
leak high-level characteristics of the training dataset by exploiting permutation-invariant
representations. Their approach inferred global attributes—such as the proportion of
data from a specific class or environmental conditions during data collection—that were
never part of the training objective. Kerkouche et al. [66] later demonstrated that even
with secure aggregation protocols in place, adversaries could still mount client-specific
property inference attacks by analyzing updates (Gradients) across rounds. Collectively,
these studies reveal that PIAs remain a significant privacy threat in FL systems and
highlight the need for mitigation strategies.

2.2.5.3 Class Representative Inference Attack

In federated learning are a form of privacy leakage wherein an adversary aims to recon-
struct representative samples of specific classes from the training data. These attacks
exploit the information shared during the collaborative training process, particularly gra-
dients, to generate synthetic data that closely resembles the original training samples.

Fredrikson et al. [67] introduced the concept of model inversion attacks, demonstrat-
ing that adversaries could reconstruct input data by exploiting the outputs of machine
learning models. Building upon this, Hitaj et al. [68] proposed a more potent attack in
the context of FL. They showed that a malicious participant could train a Generative
Adversarial Network (GAN) [69] during the FL process to generate class representatives
that closely resemble the training data of other participants (Figure 2.3). This approach is
particularly effective when the data within a class is homogeneous; for instance, in a facial
recognition task where all images pertain to the same individual, the reconstructed im-
ages can be strikingly similar to the original ones.Further advancing this line of research,
Wang et al. [70] developed a GAN-based framework with a multi-task discriminator ca-
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Figure 2.3: By using the client-side GAN attacks, the attacker can reconstruct sensitive infor-
mation from the victim.[62]

pable of simultaneously distinguishing data category, authenticity, and client identity.
This enhancement enables the generation of user-specific data representatives, posing a
significant threat to individual privacy in FL systems.

2.2.5.4 Data Reconstruction Attack

Data Reconstruction Attacks (Training Sample and Label Inference) in Federated learn-
ing pose a substantial privacy risk, as adversaries aim to retrieve original training data
samples and their associated labels by leveraging information disseminated during the
training process|71]. Classifying data reconstruction attacks in federated learning based
on their underlying reconstruction mechanism offers valuable insight into their opera-
tional differences. Proposing a distinction between “Optimization-Based Attacks” and
"Closed-form Attacks” appears logical based on current literature [64]

« Optimization-based attacks

Attacks based on optimization try to retrieve original training data by iteratively
optimizing inverse problems [64]. One of the most notable approaches is Deep Leak-
age from Gradients (DLG), introduced by Zhu et al. [72]. This method initializes
dummy data and labels, then iteratively updates them to minimize the distance be-
tween the gradients computed on the dummy data and the actual gradients shared
by clients (as shown in Figure 2.4). As a result, it can reconstruct input samples
with high pixel-wise accuracy. An improved version, known as Improved Deep Leak-
age from Gradients (iDLG), was proposed by Zhao et al. [73]. This attack exploits
the mathematical relationship between the gradient direction and the ground-truth
label, allowing the adversary to directly infer the true label from gradient signs un-
der common loss functions such as cross-entropy, thereby improving reconstruction
efficiency. Unlike these approaches that rely on gradients, the Deep Leakage from
Model (DLM) attack [74] reconstructs input data by leveraging weight updates.
This method assumes access to the model before and after a training step, and it
optimizes dummy inputs to match the observed weight changes. DLM shows that
even in the absence of gradient information, model weights alone can leak sensitive
information when carefully analyzed.

o Closed-form attacks
In contrast to iterative optimization methods, closed-form attacks aim to analyti-
cally recover input data by inverting model computations. A prominent example is
the Linear Layer Leakage (LLL) attack [75], which targets fully connected layers.
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This method assumes knowledge of the model weights and biases and uses linear
algebra to invert the transformations applied by the linear layer. When conditions
such as small batch size and well-conditioned matrices are met, this approach can
accurately reconstruct the input without requiring iterative optimization.
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Figure 2.5: Taxonomy of Privacy Threats in Federated Learning

In conclusion, this analysis underscores the complex and multifaceted nature of pri-
vacy threats within federated learning systems. Vulnerabilities surpass the basic protocol’s
safeguarding of raw data, emerging through several attack routes at both training and
inference stages. The likelihood of privacy violation is heavily contingent upon the par-
ticular opponent, including their status, expertise, abilities, and intentions, which might
vary from membership inference to complete data reconstruction. Having established a
comprehensive understanding of the various methods by which privacy can be compro-
mised in federated learning, the discussion now shifts to the essential countermeasures and
defense strategies devised by the research community to mitigate these risks and enhance
the security of collaborative learning.
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2.3 Defense Mechanisms for Privacy Preservation in
FL

Beyond the fundamental idea of data localization, the study shown in the previous sec-
tion emphasizes the major privacy hazards included in ordinary federated learning sys-
tems. Acknowledging these weaknesses, from membership inference to complete data
reconstruction via gradient leakage, has encouraged a lot of study into building strong
defenses. These approaches aim to reduce the recognized hazards and improve the privacy
guarantees of the collaborative learning process, thereby building confidence and allowing
the safe implementation of FL in sensitive fields. Reviewing the main kinds of defense
measures used: mostly Differential Privacy (DP), safe Multiparty Computation (SMC)
techniques (frequently used for safe aggregation), and Homomorphic Encryption (HE),
this part analyzes the state of the art in privacy preservation for FL. Every method has
different benefits and presents different difficulties with relation to privacy assurances,
effect on model utility, and system overhead.

2.3.1 Differential Privacy

Differential Privacy has emerged as a rigorous mathematical framework for quantifying
and limiting the privacy leakage associated with releasing aggregate information about
datasets containing sensitive individual records .The core principle of differential privacy
is to guarantee that the results of any analysis or query conducted on a dataset remain
statistically indistinguishable, regardless of the inclusion of any individual’s data within
the dataset. This is generally accomplished by incorporating meticulously adjusted ran-
dom noise into the computational process or its outcomes.[76]

Formally, a randomized algorithm M satisfies (e, §)-Differential Privacy if, for any two ad-
jacent datasets D and D’ (differing by only one individual’s record), and for any possible
set of outputs S, the following inequality holds [77]:

Pr[M(D) € S] < ¢ - Pr[M(D') € S| + 6 (2.1)

Here, Pr[-] denotes probability. The parameter ¢ (epsilon) represents the privacy
budget: a smaller ¢ value signifies stronger privacy protection, as it bounds the ratio
of probabilities more tightly, making the outputs on D and D’ very similar. A value
of ¢ = 0 would imply perfect privacy (output independent of any single record). The
parameter ¢ (delta) represents the probability that the strict e-privacy guarantee might
be broken; typically, ¢ is set to a very small value, making the guarantee hold with high
probability. Common mechanisms used to achieve DP include adding noise drawn from
specific distributions, such as the Laplace or Gaussian distributions, scaled according to
the sensitivity of the function being computed and the desired privacy budget €. [76]

2.3.1.1 Differential Privacy in Federated Learning (DPFL)

As mentioned before, although federated learning essentially provides a level of privacy by
preserving the locality of raw data, model updates (gradients or parameters) exchanged
during training can still leak sensitive information. Differential privacy provides an effec-
tive technique to further enhance privacy guarantees within the FL framework by adding
noise to obscure the exact contribution of any individual client’s data [76]. Implementing
differential privacy in federated learning presents a basic challenge: the intrinsic trade-off
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between privacy preservation and model efficacy. Incorporating noise safeguards privacy,
although it may adversely affect the accuracy and convergence rate of the trained global
model . Extensive research concentrates on enhancing this equilibrium.[76]

2.3.1.2 Central Differential Privacy Federated Learning vs Local Differential
Privacy Federated Learning

In federated learning, differential privacy is implemented in two forms: Central Differential
Privacy Federated Learning (CDPFL) and Local Differential Privacy Federated Learning
(LDPFL) (see Figure 2.6). Their distinction lies in the location of noise introduction and
the degree of trust assigned to the server.

o Central Differential Privacy Federated Learning
In CDPFL , clients send exact model updates to a trusted central server, which
then aggregates them and adds noise post-aggregation to ensure privacy. This
approach allows for better model utility than local DP, as the noise is scaled to the
sensitivity of the aggregated data rather than individual contributions. However,
its effectiveness is highly dependent on trust in the central server, which has access
to unprotected client updates before noise is applied.[76]

o Local Differential Privacy Federated Learning
In Local Differential Privacy Federated Learning , each client adds noise to its model
updates before sending them to the server, removing the need to trust the central
server. This ensures strong client-side privacy, as the server never sees raw updates.
However, the independent noise addition by all clients leads to higher cumulative
noise, which can significantly degrade model accuracy and convergence.[76]
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Figure 2.6: Architecture of Differential Privacy in FL. (a) CDPFL, (b) LDPFL.[62]

In essence, the choice between CDPFL and LDPFL involves a trade-off between the trust
placed in the central server and the potential impact on the final model’s performance
due to noise injection.

2.3.2 Secure Multi-party Computation

Secure Multi-Party Computation (SMC or MPC) refers to protocols within cryptography
that allow a set of distinct parties to jointly compute a function over their private in-
puts. The core requirements for such protocols are privacy and correctness: the privacy
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requirement ensures that parties learn nothing more than their prescribed output from
the computation, keeping their individual inputs hidden from other participants; the cor-
rectness requirement ensures that each party receives the correct output corresponding to
the agreed-upon function applied to all inputs. Essentially, SMPC aims to replicate the
result of a computation performed by a trusted third party, but without requiring the
actual presence or trust in such an entity.[78]

2.3.2.1 Secure multiparty computation in Federated Learning

Secure Multi-Party Computation techniques are integrated into Federated Learning (FL)
frameworks primarily as a method to enhance data privacy during the collaborative train-
ing process . This integration typically focuses on securing the communication and com-
putation involved in the model aggregation phase. Instead of clients sending potentially
revealing model updates directly, SMC protocols are employed for secure aggregation .
Mainstream multi-party computation techniques, such as homomorphic encryption or se-
cret sharing, allow clients’ local model updates to be obfuscated or encrypted before being
sent . The FL server, or participants in a decentralized configuration, can execute the
aggregation computation, such as averaging gradients, directly on these secured updates
without seeing the specific, confidential contributions from each client. This guarantees
that sensitive local data remains confidential throughout aggregation, providing enhanced
privacy assurances relative to conventional federated learning methods.[79]

2.3.3 Homomorphic Encryption (HE)

Homomorphic Encryption (HE) is a sophisticated cryptographic method that enables
computations to be executed directly on encrypted data without necessitating decryp-
tion. Grounded in the algebraic notion of homomorphism, wherein a function maintains
the intrinsic structure between algebraic sets, HE schemes guarantee that particular oper-
ations performed on ciphertexts correspond to analogous operations on plaintexts during
decryption.This distinctive attribute facilitates secure data processing in untrusted situa-
tions, such as cloud computing platforms, where privacy issues typically necessitate data
decryption prior to utilization. In contrast to traditional encryption techniques that need
decryption prior to computing, hence risking data exposure, homomorphic encryption
preserves data confidentiality during the entire computational procedure.[80]

Let M (resp., C) denote the set of plaintexts (resp., ciphertexts). An encryption scheme
is said to be homomorphic if, for any given encryption key k, the encryption function F
satisfies [81]:

Vmi,my € M, E(my Oy ma) — E(my) ©c E(ms)
for some operators ® s in M and G¢ in C, where — means ”can be directly computed
from,” that is, without any intermediate decryption.
2.3.3.1 Types of Homomorphic Encryption

Homomorphic encryption schemes are broadly categorized based on the nature and extent
of operations they support on encrypted data [80]. The primary types are:

« Partially Homomorphic Encryption (PHE)
Partially homomorphic encryption schemes allow only a single type of operation,
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Figure 2.7: Homomorphic Property of Encryption: Correspondence Between Plaintext and
Ciphertext Operations

either addition or multiplication, to be performed on ciphertexts an arbitrary num-
ber of times[80]. Although limited in scope, PHE schemes laid the foundation for
more expressive homomorphic constructions.

« Somewhat Homomorphic Encryption (SHE)
Somewhat Homomorphic Encryption supports both addition and multiplication op-
erations but with limitations on the number of operations that can be performed.
These limitations arise from noise growth in the ciphertext, which eventually makes
decryption impossible after a certain number of computations[80]. SWHE is useful
for applications requiring a small, fixed number of operations.

o Fully Homomorphic Encryption(FHE)

Fully Homomorphic Encryption is the most powerful type, allowing unlimited addi-
tion and multiplication operations on encrypted data. This enables the evaluation
of arbitrary computable functions on ciphertexts, making it suitable for complex ap-
plications like privacy-preserving machine learning and secure outsourcing of com-
putations.

The concept was first introduced by Gentry in 2009 [82] and has since evolved into
more efficient and practical schemes.

2.3.3.2 Homomorphic Encryption in Federated Learning

Integrating homomorphic encryption into federated learning framework is a pivotal ap-
proach to enhancing data privacy without compromising model performance. To address
the issue of privacy leakage due to local client updates, HE offers an effective solution. In
this approach, clients first encrypt their local model updates. HE then allows a central
server to aggregate these encrypted updates directly without the need to decrypt them.
This mechanism ensures that the server can integrate client contributions without access-
ing the underlying sensitive information, preserving data confidentiality throughout the
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training process. This integration protects the privacy of individual data while preserving
the overall utility of the federated model. Importantly, choosing appropriate HE schemes
is essential to balance computational efficiency with security requirements, ensuring that
integration avoids significant overhead costs. HE-enhanced FL systems therefore repre-
sent a promising direction for future research and applications, especially in scenarios
where these privacy concerns are critical.[83]

2.4 Related works

This section examines previous studies on privacy preservation in federated learning, fo-
cusing on three primary paradigms: differential privacy, secure multi-party computation,
and homomorphic encryption. Each of these techniques offers a distinct trade-off be-
tween privacy guarantees, computational efficiency, and communication overhead. We
present key contributions from selected studies under each category, highlighting their
methodologies, strengths, and practical relevance to our work.

2.4.1 Differential privacy based Federated learning

Weiet al. (2020) [84] In their work proposed a globally differentially private frameworke
for federated learning. The study implemented procedures to balance the trade-off be-
tween privacy assurances and model efficacy through the calibration of Gaussian noise.
The authors performed comprehensive experiments illustrating the impact of privacy bud-
gets and sampling rates on model efficacy.

Zhigiang et al. (2024) [85] presented an adaptive global differential privacy method
for federated learning that dynamically adjusts the privacy budget. The allocation is in-
fluenced by key training indicators such as model accuracy, training loss, communication
round, and client data volume. This adaptive approach aims to enhance the privacy-
utility trade-off during training.

Truex et al. (2020) [86] introduced LDP-Fed, a federated learning framework incor-
porating local differential privacy by injecting noise directly at the client side. Their
approach ensures privacy without requiring a trusted aggregator, preserving data confi-
dentiality during communication. The study also analyzes the impact of LDP noise on
model performance and utility.

Fan et al (2024).[87] proposed a federated learning algorithm based on Gaussian lo-
cal differential privacy, combined with the SCAFFOLD optimization method. Their
technique aims to reduce client drift while maintaining convergence stability by adding
calibrated Gaussian noise to client updates. Experimental results show improved model
performance under LDP constraints.

2.4.2 Secure Multi-Party Computation-based Federated Learn-
ing

Zhu et al (2020) [88]. proposed a weighted FL model secured via an oracle-aided SMPC
protocol, separating cryptographic operations from aggregation logic. Their method en-
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sures privacy-preserving model updates without a trusted third party. The work intro-
duces a practical way to embed MPC in federated optimization.

Li et al (2021)[89].developed a Chain-PPFL framework using single-masking and
chained communication mechanisms to protect data. Clients pass masked data serially,
ensuring high security with low overhead. The method preserves privacy without signifi-
cantly affecting learning accuracy.

Kanagavelu et al (2022) [90] This study tackles communication inefficiency in SMPC
by combining update compression with encryption. CE-Fed lowers bandwidth require-
ments while preserving privacy using secure computations. It’s especially suitable for
resource-constrained FL settings.

chen et al (2024) [91] This recent study integrates SMPC with compressed sensing
to improve both security and scalability. The model protects client data through secure
aggregation while reducing communication costs using compression. Experiments confirm
its robustness and efficiency for modern FL systems.

2.4.3 Homomorphic Encryption based Federated Learning

Zhang et al (2020) [92] introduces BatchCrypt, a novel system for efficient aggrega-
tion in cross-silo federated learning using leveled CKKS homomorphic encryption. It
reduces communication and computation overhead through batching and model quanti-
zation while ensuring strong privacy guarantees.

Jayaram et al (2020) [93]. propose MYSTIKO, a federated learning framework utiliz-
ing the Paillier encryption scheme to perform secure aggregation of gradients without the
use of noise. Their system is designed for settings where a semi-honest cloud server coor-
dinates training, while ensuring that gradients and model updates remain hidden. This
approach emphasizes exact computation and eliminates the trade-off between accuracy
and privacy.

Ma et al (2022) [94].,in "Privacy-preserving Federated Learning Based on Multi-Key
Homomorphic Encryption”, develop a privacy-preserving scheme where each client en-
crypts its data using its own public key under a multi-key homomorphic encryption
(MKHE) framework. The server can then aggregate encrypted updates without decrypt-
ing them, and without needing all clients to share the same key. This improves both
security and scalability in multi-client settings.

Jin et al (2024) [95].this work presents FedML-HE, a useful federated learning system
integrating homomorphic encryption (HE) to improve privacy preservation. Understand-
ing the computational and communication overheads connected to HE, the authors offer
Selective Parameter Encryption—a method that encrypts just the most privacy-sensitive
model parameters. This selected strategy greatly lowers the encrypted model update size,
hence increasing efficiency. The system also enables encryption key management and has
a universal overhead optimisation engine, therefore enabling scalable deployment over dis-
tributed edge devices.
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Pan et al [96].introduce a method that divides model parameters based on sensitiv-
ity and selectively encrypts them. By applying adaptive segmentation using the CKKS
scheme, the system significantly lowers encryption and aggregation costs while maintain-
ing privacy protection for critical parameters. This balances performance and security in
large-scale FL.

Korkmaz et al [97]. in the recent study introduce a Selective Homomorphic Encryp-
tion method within their framework FAS to enhance privacy-preserving federated learning.
Their method encrypts only a subset of sensitive layers using homomorphic encryption,
rather than encrypting all model parameters, while employing noise and bitwise scram-
bling on the remainder. This technique markedly diminishes computing expenses and
training duration—attaining up to a 90 % speedup—while maintaining model accuracy,
and is corroborated across various medical imaging datasets.

37



Chapter 2 State-of-Art : Privacy Threats and Defense Mechanisms in Federated Learning

Table 2.1: A most prominent works in Privacy-Preserving Federated Learning

Technique Reference Key Contribution Year
Global Differential Zhiqgiang et al [85]. Proposed an adaptive global dif- 2024
Privacy ferential privacy method that

dynamically adjusts the privacy
budget based on training indi-
cators like accuracy and data
volume to optimize the privacy-
utility trade-off.

Local Differential Fan et al [87]. Combined Gaussian LDP with 2024
Privacy SCAFFOLD optimization to mit-
igate client drift and preserve con-
vergence.
Secure Multi-Party Li et al [89]. (Chain- Designed a single-masking, chain- 2021
Computation PPFL) based secure FL protocol with
(SMPC) minimal overhead and high data
security.
Secure Multi-Party Chen et al [91]. Enhanced SMPC by integrat- 2024
Computation ing compressed sensing to reduce
(SMPC) communication while maintain-

ing privacy.

Homomorphic En- Zhang et al [92]. Employed leveled CKKS encryp- 2020

cryption (BatchCrypt) tion and batching for efficient
model aggregation in cross-silo
FL.
Homomorphic En- Ma et al [94]. Developed a multi-key homomor- 2022
cryption phic encryption scheme allowing

each client to encrypt using its
own key, enabling secure aggrega-
tion without requiring key shar-

ing.
Homomorphic En- Jin et al [95]. Proposed Selective Parameter 2024
cryption (FedML-HE) Encryption under HE to reduce
overhead  while  maintaining
privacy.
Homomorphic En- Korkmaz el al [97]. Introduced selective HE with 2025
cryption (FAS Framework) layer-level encryption and scram-
bling, achieving 90% speedup in
FL tasks.

2.5 Summary and Comparative Analysis

Selecting an appropriate privacy-preserving technique in federated learning requires a
careful assessment of multiple factors, including privacy guarantees, computational effi-
ciency, and integration complexity. Each method, differential privacy, secure multi-party
computation, and homomorphic encryption, provides distinct advantages and limitations
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depending on the use case and system constraints. Their effectiveness also varies with
respect to model accuracy, communication cost, and deployment feasibility. To support
an informed comparison, the table below summarizes the key characteristics of these
techniques in the context of federated learning.

Table 2.2: Comparative Analysis of Privacy-Preserving Techniques in Federated Learning

Criteria Differential Pri- | Secure Multi- | Homomorphic En-
vacy Party Computa- | cryption
tion
Privacy Guarantee Statistical privacy | Exact computation | Encryption-based compu-

through noise injec- | without revealing | tation without decryption
tion data
Accuracy Impact Moderate due to | None (exact re- | None to low (approximate
added noise sults) schemes may introduce er-
ror)
Computational Over- | Low to moderate High Moderate to High
head

Communication Cost

Low

Very high due to
multiple rounds of

High due to large cipher-
text sizes

interaction
Suitability for FL High (lightweight) | Limited (requires | High (secure and decen-
synchrony and | tralized)

trust setup)

Implementation Com-
plexity

Simple to moderate

Complex (protocol
design and coordi-
nation)

Moderate to high (re-
quires encryption library
integration)

2.6 Conclusion

This chapter provided a comprehensive overview of the state of the art concerning pri-
vacy in Federated Learning. It began by dissecting the threat landscape, revealing that
despite data localization, vulnerabilities persist through the leakage of information from
exchanged model updates and the final trained model, enabling various inference at-
tacks. Subsequently, the primary defense paradigms: Difference Privacy, Secure Mul-
tiparty Computation (primarily for secure aggregation), and Homomorphic Encryption
were surveyed. Each technique presents a distinct approach to mitigating risks, accom-
panied by inherent trade-offs involving privacy guarantees, impact on model utility, and
system overhead. The review of related works further contextualized the current research
landscape, highlighting ongoing efforts, particularly in leveraging cryptographic methods
such as homomorphic encryption. This exploration establishes the complex interplay be-
tween privacy threats and defenses in FL, underscoring the ongoing challenge of developing
solutions that are simultaneously secure, accurate, and efficient.

39



Chapter 3

Federated Learning Framework
Based on Homomorphic Encryption

40



Chapter 3 Federated Learning Framework Based on Homomorphic Encryption

3.1 Introduction

This chapter presents the proposed Federated Learning framework designed to enable se-
cure collaborative training while protecting sensitive data exchanged between clients and
the central server. Based on the analysis of privacy risks and defense mechanisms in Chap-
ter 2, this design uses Homomorphic Encryption . The unique property of HE allowing
computations such as model aggregation to be performed directly on encrypted updates
without requiring decryption is central to this approach, aiming to ensure data confiden-
tiality throughout the learning process while striving to maintain model utility. While
other techniques like differential privacy and secure multi-party computation offer distinct
privacy paradigms, HE was selected for its potential to provide strong cryptographic guar-
antees without inherently introducing noise that might degrade model accuracy or system
complexity and incur additional computational costs. The subsequent sections will detail
the architecture, data flow and the specific HE scheme used, including the exploration of
both full and selective encryption strategies designed to manage computational overhead.

3.2 Overview of the Proposed Framework

The proposed framework is built on the standard federated learning paradigm, extended
with homomorphic encryption to prevent privacy leakage through model updates. It
allows a group of clients to collectively train a common model without sharing raw data
or revealing their model updates in unencrypted form. The server orchestrates the learning
process without accessing the sensitive content of client updates, even during aggregation,
which preserves data confidentiality even in a semi-honest threat model.

The overall framework workflow is structured as follows:

1. The central server initializes the global model and distributes it to all clients.
2. Each client trains the model locally on its data.

3. After training, clients encrypt the model updates.

4. Encrypted updates are sent to the server.

5. The server performs aggregation directly on the encrypted data.

6. The aggregated result is returned to the clients for decryption and further training.
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Figure 3.1: Architecture Of The Proposed Privacy-Preserving FL. Framework Based On Homo-
morphic Encryption

3.3 Local Model Architecture

In a federated learning setting, each client trains a model locally on its private dataset and
transmits only model updates to the central server. The design of the core model architec-
ture is essential, as it directly influences the learning performance, convergence behavior,
and communication efficiency. In this framework, a convolutional neural network (CNN)
was adopted as the core model architecture, due to its effectiveness in capturing spatial
features from image data and its strong performance in image classification tasks.

3.3.1 Convolutional Neural Network

Convolutional Neural Network is a class of artificial neural networks and a deep learning
model, especially intended to process data having a grid-like architecture, such as images.
CNNs are fundamentally driven by automatic and adaptive learning of spatial hierarchies
of features from incoming data through a process that includes backpropagation. This
is achieved using a structure composed of multiple distinct layers, primarily convolution
layers, pooling layers, and fully connected layers. The initial layers, convolution and pool-
ing, perform the crucial task of feature extraction, while subsequent fully connected layers
map these extracted features to the final output, typically for tasks like classification.[98]

3.3.2 Convolutional neural network components

1. The input layer
The input layer serves as the entry point of a CNN, tasked with receiving raw input
data, typically in the form of an image. The input is represented as a multidimen-
sional array: a 2D array for grayscale images, capturing height and width, or a
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3D array for color images, incorporating an additional dimension for color channels
(e.g., red, green, blue). This layer forwards the unaltered data to subsequent layers
for processing.[98]

2. Convolution Layer
A basic element of CNN architecture, the convolution layer extracts features. Usu-
ally comprising both linear and nonlinear operations—more especially, a convolution
operation and an activation function—it [98]

e Convolution Operation : This is a specific form of linear operation em-
ployed for feature extraction. The process entails utilizing a diminutive matrix
of values, referred to as a kernel, over the input, which is likewise a matrix of
values (a tensor). The element-wise product is computed between each kernel
element and the input tensor at each point, and these products are aggregated
to derive the output value at the corresponding place in the output tensor, re-
ferred to as a feature map. This procedure is reiterated with various kernels to
generate several feature maps, each reflecting distinct attributes of the input.
Various kernels may be regarded as distinct feature extractors [98].

Input slice 2D (6x6)

12 \Iﬁ\\lg\ Feature Map
Kernel (3 x 3)

23 [ 15 | 9 3
1 0 -1

13 14 8
2 0 -2

6 | T
1 0 -1

31 3 7 9 17 23

20 | 12 3 11 | 19 | 30

(20x 1)+ (24 x0) + (11 x-1) +
(19x 2)+ (17 x0) + (20 x -2) +
(21x 1)+ (40x0) + (25x-1) =3

Figure 3.2: Process of convolution operation

The convolution operation encompasses several key components, including:
Kernels: small arrays of trainable parameters utilized in convolution proce-
dures.

Feature Maps: The output tensors produced by the application of kernels to
the input.

Hyperparameters: The principal hyperparameters that characterize the con-
volution operation are the dimensions and number of kernels. Typical kernel
sizes are 3x 3, although they may also be 5x5 or 7x7. The number of kernels
is arbitrary and dictates the depth of the resultant feature maps.

Padding: Techniques like zero padding are used to address the reduction in
the height and width of the output feature map, allowing the center of a ker-
nel to fit on the outermost element of the input and helping to retain in-plane
dimensions.

Stride: The distance between two successive kernel positions, which also de-
lineates the convolution operation. The standard stride is 1,however, greater
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Output (RelLU(x))

strides may be employed for downsampling purposes.

Weight Sharing: Kernels are shared across all image positions, contribut-
ing to the efficiency of CNNs for image processing. This property also helps
learned local feature patterns to be translation invariant.

The training process for the convolution layer involves identifying the kernels
that work best for a given task based on the training dataset. Kernels are the
only parameters automatically learned in this layer; size, number of kernels,
padding, and stride are hyperparameters set before training

Activation function The activation layer introduces non-linearity into the
network by applying an activation function to the convolutional layer’s out-
put. This non-linearity is pivotal for modeling complex data patterns. The
predominant activation function in CNNs is the Rectified Linear Unit (ReLU)
[98], defined as :

f(x) = max(0, z) (3.1)

RelU Activation Function

10 4 —— RelU(x) = max{0, x)

T
-10.0 7.5 -5.0 -2.5 0.0 2.5 5.0 7.5 10.0
Input (x)

Figure 3.3: Activation Function ReLU

ReLU nullifies negative values while retaining positive ones (Figure 3.3), en-
hancing training efficiency and mitigating the vanishing gradient issue. This
layer empowers the network to discern intricate features critical for tasks like
medical image analysis.

3. Poling layer
A pooling layer typically provides a downsampling operation that reduces the in-
plane dimensionality of the feature maps. This is done to introduce a translation
invariance to small shifts and distortions and to decrease the number of subsequent
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learnable parameters. There are no learnable parameters in pooling layers, but filter
size, stride, and padding are hyperparameters. [98] Two types of pooling operations

are mentioned:

o Max Pooling: The most popular form of pooling. It extracts patches from the
input feature maps, outputs the maximum value in each patch, and discards
the other values. A max pooling with a filter size of 2x2 with a stride of 2
is commonly used, which downsamples the in-plane dimension by a factor of
2 (as shown in Figure 3.4). The depth dimension of feature maps remains
unchanged. [98]

3 27 | 16 | 26
0 60 | 24 8
MAX
22 | 45 | 34 | 17 rOOES
66 1 4 0

Figure 3.4: Process of max pooling layer
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34

« Global Average Pooling: An extreme type of downsampling where a feature
map is downsampled into a 1x1 array by taking the average of all elements
in each feature map. This operation is typically applied once before the fully

connected layers.

4. Flattening Layer
The flattening layer reshapes multi-dimensional feature maps into a one-dimensional
vector ( as illustrated in Figure 3.5), bridging the feature extraction and classifica-
tion phases of the CNN. Following convolutional and pooling operations, this layer
transforms, for example, a 4x4x32 feature map into a 512-element vector. This

reformatted data is then suitable for processing by fully connected layers.[98]

Its advantages include reducing the number of learnable
parameters and enabling the CNN to accept inputs of variable size.[98]
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Figure 3.5: Process of Flattening

5. Fully connected layers

Fully connected layers, or dense layers, leverage the extracted features to perform
high-level reasoning and prediction. Each neuron in these layers connects to every
neuron in the preceding layer, with weights learned during training. These layers
synthesize the spatial features into a cohesive representation, typically culminat-
ing in a layer with neurons equal to the number of output classes (e.g., two for
binary classification). An activation function is applied to refine the output for the
subsequent layer.[98]

6. Output Layer
This is typically the final fully connected layer. For classification tasks, it usually
has the same number of output nodes as the number of classes. The activation
function applied to this layer is usually different from the others and is selected
according to the specific task [98] :

o Sigmoid: Used in binary classification, yielding a probability between 0 and
1.

alpha(z) = VeeR (3.2)

14e®
o Softmax: Applied in multi-class classification, producing a probability distri-
bution over classes.It can be expressed as follows:
ey = <& 3.3
el) = 4 .
@) = (3.3
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(a)Softmax Activation Function (b)Sigmoid Activation Function
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Figure 3.6: Activation function.(a) Softmax ,(b) sigmoid

3.4 Homomorphic scheme used in our framework

Among the various homomorphic encryption schemes available, selecting an appropri-
ate scheme is essential for ensuring compatibility with deep learning workflows while
maintaining an acceptable balance between privacy, computational efficiency, and accu-
racy. While schemes such as Brakerski/Fan-Vercauteren (BFV) and Brakerski-Gentry-
Vaikuntanathan (BGV) are designed for exact arithmetic over integers, they are less
suitable for deep learning models, which primarily operate on real-valued parameters
and gradients represented as floating-point numbers. The Cheon-Kim-Kim-Song (CKKS)
scheme, in contrast, supports approximate arithmetic over real numbers, making it a more
natural fit for neural network training. Its ability to perform encrypted computations di-
rectly on floating-point representations allows for more efficient and seamless integration
with federated learning tasks, such as encrypted weight aggregation and gradient updates.
Moreover, CKKS offers a flexible trade-off between precision and performance, enabling
encrypted training without significant loss in model quality or computational scalabil-
ity. For these reasons, the CKKS scheme was selected as the encryption backbone of the
proposed privacy-preserving federated learning framework.

3.4.1 The Cheon-Kim-Kim-Song (CKKS)

Introduced in 2017 by Cheon, Kim, Kim, and Song [99],the CKKS scheme is a leveled
homomorphic encryption system based on the Ring Learning With Errors (RLWE) prob-
lem. It is uniquely designed to support efficient approximate arithmetic on encrypted real
and complex numbers. Unlike traditional homomorphic encryption schemes that focus on
exact operations over integers or finite fields, CKKS enables homomorphic computations
directly on encrypted vectors of real and complex values by encoding them into polyno-
mial plaintexts and carefully managing the associated computational noise. While initially
presented as a leveled scheme efficient for computations of limited complexity, subse-
quent developments in compatible bootstrapping techniques have enabled its extension
to function as a fully homomorphic encryption scheme capable of handling computations
of arbitrary complexity.[100]
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3.4.1.1 Mathematical Foundations

o Let N be the degree of the cyclotomic polynomial ®,;(X) = X¥ + 1, where N is a
power of 2 and M = 2N.

o The plaintext ring is R = Z[X]/(X" + 1), a ring of polynomials.
e The ciphertext ring is R, = Z2[X]/(X" 4 1), where ¢ is a large prime modulus.

« The message space is a subspace H C CV, which is isomorphic to CV/2, allowing
efficient encoding of complex vectors.

e Two important maps:
o: canonical embedding from R — H
7 projection from H — CN/2

3.4.1.2 Workflow the CKKS Scheme

The workflow of the CKKS encryption scheme can be described as follows[99]:

1. Key Generation
The Key Generation step in the CKKS scheme produces the keys needed for en-
cryption, decryption, and homomorphic operations.
» Secret key: A random polynomial s(X) is chosen from R,.

o Public key: The public key is generated by selecting a random polynomial
a(X) from R, and computing pk = (a(X) - s(X) + e(X),a(X)) = (pk1, pk2),
where e(X) is a small error polynomial.

 Relinearization key: The relinearization key, denoted r(X), is used to reduce
the size of ciphertexts after multiplication, allowing them to be efficiently de-
crypted after homomorphic operations.

2. Encoding: The CKKS scheme operates over a polynomial ring R = Z[X /(X" +1),
and thus cannot directly handle input vectors z € CN/2. To bridge this gap, a
specialized encoding step is used to map these vectors into plaintext polynomials
m(X) € R that are compatible with the scheme’s arithmetic.[99]

» First , expend the vector z into H via the inverse of 7 :
™ (z) € H (3.4)
» Second, scale it by multiplying with a factor A to preserve precision:
A -7 (z) (3.5)
o Finally, round the result and apply the inverse of the canonical embedding:
m(X)=0o"" (LA . ﬂfl(zﬂ) €ER (3.6)

3. Encryption :Now that we have the encoded message polynomial m(X) € R, en-
cryption proceeds by generating the ciphertext using the public key. We construct
the ciphertext as a pair of polynomials [99]:

o(X) = (co(X), (X)) = (m(X) —a(X) - s(X) +e(X), a(X)) (3.7
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o ¢o(X) includes the message, noise, and interaction with the secret key.
e ¢1(X) is simply the random polynomial a(X), already part of the public key.

e e(X) € R, is a small error polynomial, typically sampled from a discrete
Gaussian or uniform distribution with small coefficients (to control decryption
noise). e(X) term ensures the security of the encryption by hiding the message
within a noise layer, making it hard to recover without the secret key.

As a result, the ciphertext:
o(X) = (co(X), e1(X)) € R} (3.8)
now it can be used in homomorphic operations like addition and multiplication.

4. Homomorphic operation:
we have two ciphertexts:

o(X) = (co(X), a(X)), d(X) = (q(X), a(X))

« Homomorphic addition :
We can add them component-wise:

add(c, ') = (co(X) + (X)), a1(X) + (X)) (3.9)

Addition in CKKS is cheap and does not increase noise significantly.

e Homomorphic Multiplication :
We can multiply the ciphertext to become a 3-component ciphertext:

(X)) = (do(X), di(X), do(X)) (3.10)
where:
- dfX) = () - h(X)
— di(X) = co(X) - 4 (X) + 2 (X) - 5(X)

— dz(X) = ar(X) - ¢ (X)

CKKS Multiplication operations increase noise and scale.

5. Relinearization:
It turns out that when you multiply two ciphertexts, the size of the ciphertext in-
creases from 2 components to 3 (show Eq 3.10).
This form cannot be decrypted directly because decryption only works with cipher-
texts of the form (3.8).[99]
To restore the ciphertext to a decryptable state, we employ relinearization, utilizing
the relinearization key r(X). The process roughly computes:

(co, c1) + L%ﬁﬂ mod ¢ (3.11)

where:

e (9 is the extra term from multiplication
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« b is a large base (used in key switching)
o 1(X) is the relinearization key
e q is the ciphertext modulus

The result is a new ciphertext of size 2 that still encodes the same approximate
message, just in a decryptable form.

6. Rescaling:
In CKKS, rescaling is needed after a multiplication to control the size of values and
keep the precision correct.[99]
When we multiply two ciphertexts, the scale (the factor used to preserve decimal
precision during encoding) grows quadratically. If both operands are scaled by A,
the new scale becomes approximately: Apew = A2
This large scale can cause problems in future computations. So, after multiplication,
we perform rescaling to bring the scale back down to a manageable level:

Rescale(c) = {%-‘ mod qp_q (3.12)

e c is a ciphertext
o A is the scale (a power of 2)

e (y_1 is the next smaller modulus level in the chain
This does two things:

(a) Reduces the scale (divides by A ) to bring it back under control.

(b) Drops to a smaller modulus, moving to a lower encryption level (level ¢ — 1 if
we were at level ()

7. Decryption :
To retrieve the message polynomial from the ciphertext ¢(X) € R,, we perform
RLWE-based decryption using the secret key polynomial s(X). This yields:

m/ (X) = co(X) +c1(X) - s(X) =m(X) +e(X) mod q (3.13)
where e(X) represents the small error introduced during encryption and computa-
tion.

8. Decoding :

Once we obtain the decrypted message polynomial m(X) € R, we need to convert
it back into a complex vector in C¥/2. The decoding process involves the inverse of
the operations used during encoding:

« First, we apply the canonical embedding o to map the polynomial m(X) into
the complex subspace H.

om(X))~az)-A (3.14)

e Second, since the message was scaled during encoding by a factor A, we now
scale it back by dividing:

Al (2) - A (3.15)
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o Finally, we apply the projection map 7 to retrieve the message vector:
2 n(nl(z) e CN/2 (3.16)

This gives us the approximate original vector of real or complex numbers.

cN/2 R =Z[X]/(X" + 1)
Message Encode Plainetext Encrypt Ciphertext
m P(X) C= (CO(X).C1(X))

Computation f

Y

Message Decode Plainetext Decrypt Ciphertext
m' = f(m) P (x) = f(P) €' = F(©) = (oger€'ac)

cN/? R = ZIX]/(X" + 1)

Figure 3.7: Workflow of the CKKS Scheme

3.5 Homomorphic Encryption Strategies used in a
Framework

To protect sensitive model updates in the federated learning process, this framework sup-
ports two homomorphic encryption strategies: full encryption and selective encryption.
The first strategy encrypts all model parameters to maximize privacy, while the second
focuses on encrypting only the most sensitive layers to reduce computational and com-
munication overhead.

3.5.1 Full Encryption Strategy

In the full encryption strategy, each client encrypts all model parameters using the CKKS
homomorphic encryption scheme before sending them to the server. This method ensures
that no part of the model update is transmitted in plaintext, providing complete protection
against inference or reconstruction attacks at the communication level.

The core procedure of our privacy-preserving framework is summarized in the following
algorithm.
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Algorithm 3 Federated Learning with Full Homomorphic Encryption

Server executes:
1: Initialize global model W,
2: total rounds T’
3: fort < 1toT do
4 m < max(|p- K|, 1) > Select number of clients
5: S; + random subset of m clients from K
6 Initialize list U; < () > Encrypted updates
7 for all c € §; in parallel do
8 C) n. + ClientUpdate(c, W;)
9: Append (Ct(fr)l, ne) to Uy
10: end for
11: C¥ < EncryptedFedAvg(U;, Pk) > Algorithm 6
12: Wit < C 5% > Server stores aggregated ciphertext
13: deliver Wy, to all clients
14: end for

ClientUpdate(c, W;): // Executed on client ¢
15: Sk, Pk < client’s secret and public keys
16: W< < DecryptModel(W;, Sk, S) > Algorithm 4
17: Load W2 into client model
18: for i < 1 to S do > Local epochs
19: for each batch b in local dataset D, do
20: Wy« Wy —n - VL(Wy; b) > Gradient descent
21: end for
22: end for
23: W « locally updated model
24: Ct(i)1 — EncryptModel(Wt(fr)l, Pk) > Algorithm 5
25: e < | Dy > Local dataset size
26: return (C’t(fr)l,nc)

The process begins with the server initializing a global model and selecting a subset
of clients to participate in each training round. Once selected, the global model is sent
to the clients in encrypted form. Each client begins by decrypting the received model
using its private key and reshaping the values into their original tensor forms (as shown
in Algorithm 4).

Algorithm 4 Decrypt_ Model

Require: Encrypted parameters C = {c1, ..., ¢, }, secret key Sk, shapes S = {s1,...,s,}
Ensure: Decrypted model parameters P = {p1,...,p,}

P+ > Initialize list for plaintext parameters
2: for i <~ 1 ton do

3 pi < CKKS_ Decrypt(Sk, ¢;) > Decrypt ciphertext
4: pi < Reshape(p;, s;) > Restore original tensor shape
5 Append p; to P

6: end for

7: return P > Return plaintext model
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Local training is then performed using the decrypted model over multiple epochs and
batches of the client’s private data. Once training concludes, the updated model parame-
ters are encrypted using the client’s public key (as detailed in Algorithm 5),ensuring that
no raw data or plaintext model information is exposed. These encrypted updates, along
with the size of the client’s local dataset, are returned to the server.

Algorithm 5 Encrypt_ Model
Require: Model parameters P = {p1, ps, ..., pn}, public key Pk

Ensure: Encrypted parameters C = {c,ca,..., ¢}

1: C+ 0 > Initialize empty list for ciphertexts
2: for 1 < 1ton do

3 plat « Flatten(p;) > Flatten parameter tensor
4: ci + CKKS_ Encrypt(Pk, piat) > Encrypt using CKKS
5 Append ¢; to C

6: end for

7. return C > Return encrypted model

The server then performs a homomorphic aggregation of the encrypted updates from
all clients using a secure weighted averaging strategy “"EncyptedFedAvg” (outlined in
Algorithm 6). The resulting encrypted global model is then broadcast to clients for the
next round. This iterative process continues until a convergence criterion is satisfied.
This approach guarantees end-to-end encryption during communication and aggregation,
minimizing the risk of data leakage while maintaining the collaborative nature of federated
learning.

Algorithm 6 Encrypted FedAvg

Require: Encrypted models {(CY), n;) ", public key Pk
Ensure: Aggregated encrypted model C*58

1N« >Y" n; > Total number of samples
2: C?88 +— > Initialize result list
3: for i <— 1 to number of parameters do

4 B0 > Initialize aggregated ciphertext for parameter i
5 for j <~ 1tom do

6 9 U] > Get ith param from jth client
7: w — 5L > Weight based on client data size
8 288 228y (D)) > Weighted sum in ciphertext space
9 end for
10: Append ¢*# to Ce8
11: end for

12: return C?&®

3.5.2 Selective Encryption Strategy

Full homomorphic encryption, as discussed in the previous section, offers a high level of
privacy by encrypting the entire set of model parameters before transmission. This ensures
that no part of the client’s model update is exposed in plaintext during communication
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or aggregation. While this approach provides robust security against inference and recon-
struction attacks, it introduces significant computational and communication overhead.
Specifically, encrypting the entire model leads to large ciphertext sizes, and homomorphic
operations on these encrypted values are inherently slower and more resource-intensive
than operations on plaintext.

To alleviate these limitations, we introduce a Selective Encryption Strategy that pro-
vides a privacy-efficiency trade-off by encrypting only the sensitive portions of the model.
The core idea is to analyze the model’s structure and selectively encrypt parameters that
are more likely to reveal sensitive information, while allowing the remaining parameters
to be shared in plaintext. This strategy appreciably reduces computational cost, memory
usage, and communication time, withoutcompromising data privacy. the effectiveness of
this strategy depends heavily on accurately determining which parts of the model are
truly sensitive and for that, we rely on gradient-based sensitivity analysis.

3.5.2.1 How to Determine the Sensitivity

The sensitivity of a model layer reflects the extent to which its parameters contribute to
the learning process and how much private information they may encode. To measure
this, we rely on gradient magnitude, as gradients are direct indicators of how strongly
each parameter influences the model’s loss during training.

In deep learning, model training relies on minimizing a loss function that quantifies the
discrepancy between predicted outputs and actual labels. This optimization is performed
using gradient-based algorithms such as Stochastic Gradient Descent (SGD), where gra-
dients represent how much each parameter contributes to the loss.

Formally, consider a model with parameters 6, input = ,and label y the training ob-
jective is to minimize the loss function £(0;z,y) .During backpropagation, the gradient
of the loss with respect to each parameter in the model is computed. For a given layer [
its parameters 6; produce a vector of partial derivatives:

oL oL oL

Vo L(z,y) = W? 8952)7~--,W

(3.17)

Each component in this vector indicates the rate of change of the loss with respect to
a specific parameter. A larger magnitude implies that modifying the parameter would
significantly impact the model’s output, potentially revealing more about the training
data. Hence, layers with larger gradients are considered more informative and sensitive.

To quantify this sensitivity, we compute the L2 norm (Euclidean norm) of the gradient
vector for layer [, which gives a single scalar representing its overall influence:

2
(oL
l

=1

This computation is typically performed not on single samples but on mini-batches B =
{(z4,y;)}™, of training data. Thus, the average gradient vector for a layer over a mini-
batch is:

_ 1 &
i=1
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And the corresponding batch-level L2 norm becomes:

Gl — o

(3.20)

2

1 m
m Z;Velﬁ(xz’,yi)

2

To ensure robustness against noise in gradient estimation, we repeat this over 7" mini-
batches and compute the average gradient norm:

T
_ 1
_ (Bt)
G, = T ;1 G, (3.21)

where:
e T total number of sampled batches,
. Gl(Bt): L2 norm computed on batch t.

After calculating G; for all layers, the next step is to identify which layers are deemed
sensitive and should be encrypted . This decision is guided by two criteria:

1. Mandatory Sensitivity:
Certain layers are manually flagged as sensitive based on prior knowledge of their
role in the model architecture. For example, layers involved in final classification
are always marked for encryption because they are closely tied to label-specific
representations and are more prone to leaking label-related information.

2. Conditional Sensitivity : For the remaining layers, we rely on the computed
sensitivity scores G to guide selection. These scores are sorted in descending order
to rank layers by their gradient magnitude. We then select the top 7% of layers as
conditionally sensitive:

Ssensitive = {l | G; is among the top 7% of all layers} (3.22)

the union of both mandatory and conditionally selected layers constitutes the final
set of layers marked for encryption. This hybrid approach ensures that the most
informative and privacy-critical parts of the model are protected, while the remain-
ing layers remain unencrypted to optimize communication and computation.

By tailoring the selection to model behavior and data characteristics, this strategy
achieves a fine balance between privacy assurance and system efficiency.

Algorithm 7 explains how to calculate sensitivity and determine sensitive layers based
on the gradient criterion.
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Algorithm 7 Determine Sensitivity

Require:
Model M with parameters 6§ = {6y, ..

'76L}

Dataset D, batch size m, number of batches T’

Mandatory prefixes list P, top fraction

Ensure: Annotated list Z = {(name;, shape;, sensitive;) } =,

1:2%@
2:N<—®
3. for /< 1to L do

> Final parameter info list
> Store conditional norms: (index, norm)

4: name; < NameOf(6),)

5: shape; < ShapeOf(6;)

6: 1s_mandatory < False

T: for all prefiz € P do

8: if name; starts with prefiz then

9: Append (name,, shape;, True) to Z
10: 1s_mandatory < True

11: break

12: end if

13: end for

14: if —us__mandatory then

15: total morm < 0

16: for t < 1 to T do

17: B; + sample mini-batch from D
18: Compute loss L; < L(M(By))
19: Backpropagate to get gradient Vy, Ly
20: 9 < [IVo, Lil,
21: total_norm < total_norm + g,
22: end for
23: G < total_norm/T
24: Append (I, G)) to N
25: end if
26: end for
27: Sort N by G} in descending order
28: k<« |y |V

29: T < indices of top-k entries from N
30: for [ < 1to L do

31: Check if (name,, shape;, ) already in Z

32: if not already added (i.e., non-mandatory) then
33: if [ € T then

34: Append (name,, shape;, True) to Z

35: else

36: Append (name,, shape;, False) to Z

37: end if

38: end if

39: end for

40: return 7
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Following the sensitivity analysis, the overall federated learning process remains largely
consistent with the full homomorphic encryption approach. However, the key distinction
lies in the encryption strategy, which becomes selective rather than comprehensive. On
the client side, only the layers marked as sensitive are encrypted using the CKKS scheme,
while non-sensitive parameters remain in plaintext, as illustrated in Algorithm 8.This ad-
justment reduces the size of transmitted ciphertexts and the computational cost associated
with encryption operations.

Algorithm 8 Selective_ Encrypt_ Model

Require:
Plaintext parameters P = {p1,...,pn}
Public key Pk
Parameter info list Z = {(name;, shape;, sensitive;)}

Ensure:
Selectively encrypted parameters and plaintext parameters C = {cy,...,c,}

1: C+ 0 > Initialize result list
2: for i <~ 1 ton do
3: (., ,8) < Z]i] > Get sensitivity flag
4 if s;, = True then
5 plat « Flatten(p;)
6: ¢; < CKKS_ Encrypt(piat, Pk) > Encrypt sensitive layer
T: else
8 C; — P > Keep non-sensitive layer in plaintext
9 end if

10: Append ¢; to C

11: end for

12: return C

On the server side, aggregation is performed using a hybrid method that handles
encrypted and plaintext parameters separately (Algorithm 10), and upon receiving the
updated model, clients decrypt only the encrypted subset (Algorithm 9). This selective
approach offers a practical trade-off between efficiency and privacy by minimizing resource
consumption without compromising the protection of sensitive information.
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Algorithm 9 Selective_ Decrypt_ Model

Require:
Input C = {cy,...,c,} (encrypted or plaintext)

Secret key Sk, info list Z = {(name;, shape;, sensitive;)}

Ensure:
Decrypted parameters P = {p1,...,pn}
1: P«
2: for 1< 1tondo
(_, shape;, s;) < Z|i]
if s; = True then
pi < CKKS_ Decrypt(c;, Sk)
pi < Reshape(p;, shape;)
else
pi <G
end if
10: Append p; to P
11: end for
12: return P

@

> Restore shape

> Already in plaintext

Algorithm 10 Selective Encrypted FedAvg

Require:
Client submissions: {(CY, n;)}™,
Parameter info list Z = {(name;, shape;, sensitive;)}
Ensure:
Aggregated model C*s5
1: N+ Z;nzl n;

2: C288 < ()

3: for ¢ < 1 to number of parameters do
4: (., ,si) <« Z]i]

5: if s; = True then

6: B0

T: for j < 1 tom do

8: Wy <= %

9: val + CY[i]

10: B — B 4 (val - w;)
11: end for

12: else

13: B0

14: for j < 1 tom do

15: w; —

16: val < CY[i]

17: B8 — %8 4 (val - wj)
18: end for

19: end if

20: Append %% to Cs8

21: end for

22: return C?&8

> Total data points

> Sensitivity flag
> Encrypted aggregation

> Encrypted value

> Plaintext aggregation

> Plaintext value
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3.6 Conclusion

Responding to the privacy challenges in Federated Learning , this chapter has laid out
the architectural blueprint for a privacy-enhancing Federated Learning system, carefully
designed to address the critical need for secure collaboration in sensitive domains like
healthcare. By strategically integrating the CKKS homomorphic encryption scheme, we
have detailed methodologies for both comprehensive end-to-end encryption and a novel
selective encryption strategy. This latter approach, guided by gradient norm sensitivity
analysis, particularly seeks a pragmatic balance, aiming to provide robust cryptographic
protection for the most vital model components while significantly mitigating the com-
putational overhead typically associated with full encryption, thereby paving the way for
more practical and efficient privacy-preserving FL.
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4.1 Introduction

This chapter presents the empirical evaluation of the proposed privacy-preserving feder-
ated learning framework. The primary objective is to assess the performance and practical
impact of integrating Homomorphic Encryption into collaborative model training. The
chapter begins by detailing the experimental environment and evaluation metrics em-
ployed. The results are then systematically presented and analyzed across three learning
configurations: centralized learning, standard federated learning, and HE-enhanced fed-
erated learning using both full and selective encryption strategies. This comparative
analysis focuses on model accuracy, computational cost, and the level of privacy protec-
tion achieved.To support the analysis, performance trends and comparisons are illustrated
using informative plots and graphs. The chapter concludes with a discussion of the main
findings and the trade-offs between privacy, performance, and system efficiency.

4.2 Experimental Environment

4.2.1 Hardware and Execution Platform

The experimental setup was carried out using Google Colab [101], a cloud-based develop-
ment environment that offers high-performance computing resources for machine learning
research. The experiments were executed on a system equipped with an NVIDIA L4 GPU
(22.5 GB VRAM), an Intel Xeon processor, and approximately 53 GB of RAM, collectively
forming a robust environment for deep learning and homomorphic encryption tasks. This
cloud infrastructure allowed for scalable, consistent, and reproducible experimentation
without reliance on specialized local hardware.

4.2.2 Programming Language

The entire framework was implemented in Python [102], a high-level, interpreted program-
ming language renowned for its simplicity and readability. Python has become a standard
in the machine learning and data science communities due to its extensive ecosystem of
libraries and frameworks, which facilitate rapid prototyping and deployment of complex
systems.

4.2.2.1 Libraries

o PyTorch: A deep learning framework [103] used for defining and training the
neural network models. PyTorch provides tensor computation capabilities and GPU
acceleration, making it suitable for training both centralized and federated models
efficiently.

e NumPy (Numerical Python) : it is a fundamental library for numerical comput-
ing in Python [104]. Tt provides high-performance, multidimensional array struc-
tures and a wide range of mathematical functions for array manipulation, linear
algebra, and statistical operations. Its array-processing capabilities form the basis
for many scientific and data-centric applications, making it an essential component
in machine learning and data science.
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o Matplotlib and Seaborn : These are data visualization libraries commonly used
for generating statistical and scientific plots. Matplotlib [105] offers comprehen-
sive low-level control over figure creation, while Seaborn [106] builds on top of it
to provide high-level functions for creating aesthetically pleasing and informative
statistical graphics.

o Flower (FLWR) : Flower is an open-source Python library for federated learning
that enables decentralized model training across multiple devices or organizations
while ensuring data remains confidential. It supports popular frameworks such as
PyTorch, TensorFlow, and includes built-in strategies such as FedAvg for model
aggregation [107]. Flower offers tools for both simulation and real-world deploy-
ment, with features such as secure aggregation and cross-platform communication
via gRPC or REST. Its flexible and modular design makes it ideal for building
scalable, privacy-preserving machine learning systems.

o TenSEAL : TenSEAL[108] is an open-source Python library that enables homo-
morphic encryption operations on tensors, allowing computations to be performed
directly on encrypted data without decrypting it first. It is built on top of Mi-
crosoft SEAL , a widely used HE library, and provides a simple, PyTorch-like
interface for working with encrypted tensors. TenSEAL is particularly useful in
privacy-preserving machine learning scenarios, such as secure inference or feder-
ated learning, where sensitive data must remain confidential during computation.
The library supports operations like addition, multiplication, and dot products on
encrypted vectors and matrices.

4.3 The Experimental Dataset

In the context of our study on privacy-preserving federated learning, we selected the
healthcare domain due to the critical importance of data privacy and the growing need
for secure machine learning solutions. To support empirical evaluation within this do-
main, we adopted a publicly available benchmark that enables both reproducibility and
scalability in medical imaging tasks.

We specifically used MedMNIST v2, a standardized large-scale benchmark collection
tailored for biomedical image classification tasks. This dataset collection was designed to
facilitate fair evaluation of machine learning algorithms across diverse biomedical image
modalities, scales, and tasks while remaining lightweight and educational. MedMNIST v2
includes 12 datasets for 2D and 6 datasets for 3D classification, with all images prepro-
cessed into standardized resolutions—28x28 for 2D and 28x28x28 for 3D. The datasets
span a variety of modalities such as X-ray, CT, histopathology, and fundus photography,
and support different task types including binary classification, multi-class classification,
multi-label prediction, and ordinal regression.[109]

4.3.1 PathMnist Dataset

Among the available datasets in MedMNIST v2, we selected PathMNIST, which is
derived from the NCT-CRC-HE-100K and CRC-VAL-HE-TK datasets - two collections
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of histopathological images used in colorectal cancer research. These images have been
pre-processed and standardized by the MedMNIST authors to ensure consistency and
suitability for lightweight benchmarking tasks.[109]

The PathMNIST dataset comprises 107,180 color image patches, each resized to 28 x28
pixels in RGB format. These are divided into 89,996 training samples, 10,004 validation
samples, and 7,180 test samples. The classification task is a 9-class multi-class problem
, corresponding to nine different tissue types such as tumor epithelium, lymphocytes,
mucus, and stroma ( Figure 4.1).

Table 4.1: Description of the PathMNIST Dataset

Aspect Description

Data Modality Colon Histopathology

Total Samples 107,180

Training Set 89,996 samples (83.96% )

Validation Set 10,004 samples (9.33%)

Test Set 7,180 samples (6.69%)

Image Size 28 x 28 pixels, RGB

Classification Type | Multi-class

Number of Classes | 9

Source Datasets NCT-CRC-HE-100K and CRC-VAL-HE-TK
Use Case Colorectal tissue classification in histopathology

TUM

Figure 4.1: Example images for each of the nine tissue classes represented in the Pathmnist
data set. ADI, adipose tissue; BACK, background; CRC, colorectal cancer; DEB, debris; HE,
hematoxylin—eosin; LYM, lymphocytes; MUC, mucus; MUS, smooth muscle; NCT, National
Center for Tumor Diseases; NORM, normal colon mucosa; STR, cancer-associated stroma; TUM,
colorectal adenocarcinoma epithelium.
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Figure 4.3: Class Distribution for subset (Train, Validation, Test)

4.3.2 Dataset Preprocessing

To prepare the PathMNIST dataset for training with convolutional neural networks |,
several preprocessing steps were applied. These steps help improve model performance,
enhance generalization, and ensure compatibility with deep learning workflows:
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1.

Tensor Conversion:The input images were first converted from standard image
formats (PIL images) into tensors. This conversion is essential for feeding the data
into a CNN model and enabling batch-wise computation during training.

Normalisation:Pixel values were normalized, typically by scaling them to a range
between 0 and 1 or by applying dataset-specific mean and standard deviation nor-
malization. Normalization improves training stability and speeds up convergence
by ensuring that all input features are on a similar scale.

Data Augmentation: To improve generalization and reduce overfitting, data
augmentation techniques were applied during training. These included random
horizontal flips, small rotations, and cropping. Such transformations increase the
diversity of the training dataset without requiring additional labeled data, helping
the model learn to recognize patterns under varying conditions.

4.4 Performance Evaluation Metric

To assess the effectiveness of the models under different configurations (centralized, fed-
erated, encrypted), multiple evaluation metrics were utilized. These metrics reflect both
predictive performance and the computational and privacy-related trade-offs introduced
by encryption.

4.4.1 Confusion Matrix

The confusion matrix is a core evaluation tool used in classification tasks to quantify the
performance of a predictive model. It compares the predicted class labels to the actual
ground truth and organizes the results in a structured table format. This matrix allows
for detailed analysis of classification accuracy by displaying how many instances were
correctly or incorrectly classified per class.

In binary classification tasks, the confusion matrix takes the following form:

Table 4.2: Confusion Matrix

Predicted Positive Predicted Negative
Actual Positive | True Positive (TP) False Negative (FN)
Actual Negative | False positive (FP) | True Negative (TN)

Each term in the matrix has a specific interpretation:

True Positive : The model correctly predicted the positive class.

False Negative : The model incorrectly predicts a negative class for a positive
instance.

False Positive : The model incorrectly predicts a positive class for a negative
instance.

True Negative : The model correctly predicts a negative class.
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In multi-class classification tasks, this concept is extended to compare predictions across
all class labels.

The confusion matrix allows one to assess not only overall accuracy but also which specific
classes are prone to misclassification.

4.4.2 Accuracy

Accuracy is the most fundamental metric for classification tasks, measuring the proportion
of correctly predicted labels out of the total number of predictions. It provides a direct
indication of the model’s overall performance.

TP+TN
TP+TN+ FP+ FN

Accuracy = (4.1)

4.4.3 Classification Report Metrics

Derived from the confusion matrix, these metrics are computed per class and are crucial
for detailed performance assessment:

4.4.3.1 Precision

TP
Precision = ——— 4.2
recision TP EP (4.2)

This reflects how many of the predicted positives are actually correct.
4.4.3.2 Recall

TP
Recall = m—m (43)

This measures the ability of the model to correctly identify actual positives.
4.4.3.3 F1-Score

Fl—o Precision - Recall

(4.4)

" Precision + Recall

The F1-score balances precision and recall and is particularly useful when dealing with
class imbalance.

4.4.4 Computational Cost

Computational cost reflects the overall efficiency of the federated learning process, espe-
cially under encryption constraints. It helps measure the practical viability of deploying
privacy-preserving FL systems. The components considered include::

e Training Time: The duration taken for local model updates on the client side.

o Encryption/Decryption Time: Time consumed in securing data using homo-
morphic encryption.
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o Aggregation Time: The time taken by the server to secure the aggregation of the
encrypted parameters.

« Serialization/Deserialization Time: Time needed to convert encrypted vectors
into a transmittable format and reconstruct them.

e Total Round Time: The overall time required to complete one round of FL,
including all of the above steps.

4.4.5 PSNR and SSIM

To evaluate the extent of privacy preservation against gradient leakage attacks, we employ
two image-based similarity metrics:

4.4.5.1 Peak Signal-to-Noise Ratio (PSNR)

Peak Signal-to-Noise Ratio (PSNR) Measures the similarity between the original image
and the reconstructed image in decibels (dB). Higher PSNR values indicate better recon-
struction, which implies greater privacy leakage .1t is calculated according to the following
equation:

(4.5)

MAX?

where :

e MAXj is the maximum possible pixel value of the image (typically 255),

e MSFE is the Mean Squared Error between the original and reconstructed images.

4.4.5.2 Structural Similarity Index Measure (SSIM)

Structural Similarity Index (SSIM) Evaluates perceptual similarity based on luminance,
contrast, and structure. A value closer to 1 implies strong similarity and potential leakage
while the lower values suggest stronger privacy.

(2papty + C1)(204y + Co)

SSIM(x,y) =
(z.9) (G2 + 112+ C1) (02 + 02 + Co)

(4.6)

Where:
* g, [y are means of the images.
2 2

o are variances.

. 0,,0,

e 04y is the covariance.

e (1,5 are constants to stabilize the division.

4.5 Training Configuration

The training configuration of a deep learning model involves setting up the model with the
essential components required for training, such as loss function, optimizer, and learning
rate.
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4.5.1 Categorical Cross-Entropy Loss

The Categorical Cross-Entropy Loss is widely used for multi-class classification prob-
lems, especially when the model’s outputs represent probability distributions over multi-
ple classes.

Given a dataset of N samples, the loss is computed as:

1 N C
_N ZZ zclog ylc (47)

where:
o N: number of samples
e (C: number of classes
e Yy :true label (1 if sample 7 belongs to class ¢, 0 otherwise)
* ¥ :predicted probability that sample ¢ belongs to class c

This function penalizes incorrect predictions by increasing the loss when the predicted
probability for the true class is low. It is especially suitable for our use case, where the
task involves classifying image samples into nine histopathological categories.

4.5.2 AdamW optimizer

AdamW [110] is an improved version of the Adam optimizer that introduces a more
effective way of handling weight decay during training. While Adam adaptively adjusts
the learning rate for each parameter using first and second moment estimates of gradients,
AdamW decouples the weight decay (used for regularization) from the gradient-based
update. The update rule becomes:

et (L ra) us

where:

my is the bias-corrected first moment estimate (mean of gradients).

v is the bias-corrected second moment estimate (variance).
o 7n:learning rate.
o ¢: small constant to avoid division by zero.

e \-0;_; is the explicit weight decay applied after the Adam step.
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4.5.3 Learning Rate Scheduling: Cosine Annealing

To further enhance training efficiency, a Cosine Annealing Learning Rate Scheduler [111]
was applied. This schedule gradually reduces the learning rate following a cosine curve,
which helps the model converge smoothly without abrupt changes in the update step.
The learning rate 7, at epoch t is adjusted using the following formula

1 Tcur
Nt = Tmin + _(nmax - nmin) <]- + cos (T 71-)) (49)

2 max

where :
* Dmin aNd Npee are the minimum and initial learning rates.
e T, is the current epoch.

o T4z is the total number of epochs.

4.6 Centralized Deep Learning Models

Prior to implementing the federated learning framework, several deep learning models were
evaluated using a centralized approach. This preliminary step was carried out to identify
the most performant architecture to serve as the baseline for subsequent experiments
in the federated setting. To this end, we compared a range of architectures, including
custom-designed CNNs (CNNmed and CNNmed augmented with self-attention), as well
as popular pre-trained models such as ResNet-18, MobileNetV3 Small, and EfficientNet-
BO.

4.6.1 CNNMed

The CNNMed network is a custom-designed convolutional neural architecture consisting
of three convolutional layers, each followed by batch normalization and ReLLU activation.
The feature extractor is structured into two downsampling stages: the first includes two
convolutional layers and a max pooling operation, while the second adds another convo-
lutional layer and a second max pooling step. A dropout layer is applied after the final
pooling operation to reduce overfitting. To ensure consistent feature dimensions regard-
less of input size, an adaptive average pooling layer produces a fixed output of feature
maps. These are flattened and passed through a classifier composed of two fully connected
layers, with batch normalization, ReLU activation, and an additional dropout layer be-
tween them. The final output layer maps to 9 target classes, producing the model’s class
predictions.
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Layer (type) Ooutput Shape Param #
Cconv2d-1 [-1, 32, 28, 28] 896
Batchnorm2d-2 [-1, 32, 28, 28] 64
RelLU-3 [-1, 32, 28, 28] 7
Conv2d-4 [-1, 64, 28, 28] 18,496
BatchNorm2d-5 [-1, 64, 28, 28] 128
RelLU-6 [-1, 64, 28, 28] 0
MaxPool2d-7 [-1, 64, 14, 14] 0
Conv2d-8 [-1, 128, 14, 14] 73,856
BatchNorm2d-9 [-1, 128, 14, 14] 256
ReLU-10 [-1, 128, 14, 14] 0
MaxPool2d-11 [-1, 128, 7, 7] 0
Dropout2d-12 [-1, 128, 7, 7] 5]
AdaptiveavgPool2d-13 [-1, 128, 7, 7] 5]
Linear-14 [-1, 256] 1,605,888
BatchNormid-15 [-1, 256] 512
RelLU-16 [-1, 256] )
Dropout-17 [-1, 256] 2]
Linear-18 [-1, 9] 2,313

Total params: 1,702,409
Trainable params: 1,702,409
Non-trainable params: @

Input size (MB): 0.01
Forward/backward pass size (MB): 2.54
Params size (MB): 6.49

Estimated Total Size (MB): 9.85

Figure 4.4: Summary of CNNMed Architecture

4.6.2 CNNMed with Self-attention

In this variant, A self-attention mechanism was integrated into CNNMed to enhance
spatial feature learning by focusing on relevant regions within the image. This addition
aims to improve performance without a significant increase in computational complexity.

4.6.3 Pre-trained models

A Pre-trained models are deep neural networks initially trained on large datasets such
as ImageNet and can be reused or fine-tuned for a different but related task. These
models provide a well-initialized set of weights that capture general patterns such as
edges, textures, and object shapes, which can be effectively transferred to domain-specific
problems.

The use of pre-trained models offers several advantages:

o It significantly reduces training time and computational cost.

o It improves model performance, especially when task-specific data is limited.
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o It allows developers to leverage existing, well-optimized architectures trained on
vast datasets.

In medical imaging tasks, where labeled data is often scarce, pre-trained models such as
ResNet, MobileNet, and EfficientNet are frequently adapted for classification and seg-
mentation tasks through fine-tuning, improving both accuracy and efficiency.

4.6.3.1 ResNet-18

ResNet-18 [112] is a convolutional neural network that introduced the concept of residual
learning to facilitate the training of deeper networks. By incorporating identity short-
cut connections, it mitigates the vanishing gradient problem, enabling the construction
of substantially deeper architectures without degradation in performance. The 18-layer
variant offers a balanced trade-off between depth and computational efficiency, making it
suitable for various image classification tasks.

4.6.3.2 MobileNetV3 Small

MobileNetV3 [113] Small is a lightweight convolutional neural network designed for mobile
and embedded vision applications. It combines automated neural architecture search
with advanced design strategies, including squeeze-and-excitation modules and hard-swish
activations, to achieve a balance between latency and accuracy. This model is optimized
for resource-constrained environments, offering efficient performance for tasks like image
classification.

4.6.3.3 EfficientNet-B0O

EfficientNet-B0 [114] introduces a novel compound scaling method that uniformly scales
network depth, width, and resolution using a set of fixed scaling coefficients. This ap-
proach enables the model to achieve superior accuracy and efficiency compared to previous
convolutional networks. EfficientNet-B0 serves as the baseline model in the EfficientNet
family, demonstrating strong performance across various image classification benchmarks.

After training and evaluating the selected models within the centralized learning setup,
their performance was measured using standard classification metrics. Each model was
trained with a batch size of 64 and an initial learning rate set to 0.001 to ensure consistent
optimization conditions across experiments. The results obtained are summarized in the
table below.

Table 4.3: Model Performance Comparison

Models Epochs Precision (%) Recall (%) F1-Score (%) Accuracy (%)
CNNMed 30 93.57 93.55 93.33 93.55
CNNMed & self attention 30 94.00 94.11 93.94 94.11
MobilenetV3 Small 10 94.83 94.85 94.82 94.85
Resnet-18 10 95.15 95.04 94.91 95.04
EfficientNet B_0 10 95.38 95.35 95.23 95.35

Figure 4.5 illustrates the accuracy and evaluation metrics of the tested models, high-
lighting the superior performance of EfficientNet-BO0.
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Model Performance Comparison
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Figure 4.5: Model performance Comparison

Since the EfficientNet-BO model achieved the highest performance in all evaluation
metrics, it was selected for subsequent federated learning experiments. This choice reflects
a balance between computational efficiency and model accuracy, as EfficientNet-B0 offers

a middle ground, being lighter than ResNet-18 but more expressive than MobileNetV3
Small.
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Figure 4.6: Confusion matrix of EfficientNet-B0O model
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Figure 4.7: The detailed architecture of EfficientNet-B0. consists of seven blocks which are shown
in different colours. The basic building block of EfficientNet-B0 is a mobile inverted bottleneck
convolution (MBConv), with each MBConv block annotated with its respective kernel size.
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Figure 4.8: The structure of the MBConv block

4.7 Federated Learning Approach

To evaluate the robustness and performance of the proposed learning models in decentral-
ized environments, The Federated Learning approach was evaluated under two distinct
data distribution scenarios: independent and identically distributed and non-independent
and identically distributed . The experiments were carried out in two configurations, one
with 10 clients and another with 5 clients, to observe the impact of the client participation
scale on performance.

Table 4.4: Hyperparameters Settings for federated learning approach

Hyperparameter Settings
Client Model EfficientNet-B0
Number of Clients 5 and 10 (tested separately)
Data Distribution Scenarios | I[ID and Non-IID (Dirichlet distribution)
Number of Rounds 10
Local Epochs per Round 1
Batch Size 64
Learning Rate 0.001
Aggregation Strategy Federated Averaging (FedAvg)

4.7.1 1IID Data Distribution

To assess the behavior of the proposed model in a well-balanced distributed scenario, we
conducted experiments under the IID setting, where each client’s local dataset follows a
similar distribution. Figure 4.9 demonstrates the uniform distribution of data samples
across H clients, highlighting the balanced nature of the IID setup.
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Data Distribution for 5 Clients (lID)
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Figure 4.9: I1ID Data Distribution for 5 client

Following this, we trained the federated model with both 5 clients and 10 clients
to evaluate how the number of participants affects convergence and performance. The
learning progress is depicted in Figure 4.10, which combines the accuracy and loss curves
across rounds for both settings. As shown, The training process exhibits stable con-
vergence under both configurations, though minor fluctuations appear as the number of
clients increases.
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Figure 4.10: Performance Curves of Federated Learning Under IID Data Distribution

The final accuracy and loss results are summarized in Table4.5, which also includes
the centralized learning baseline for comparison. As the table indicates, the federated
approach under IID conditions achieves competitive results, with minimal performance
degradation compared to the centralized model. This confirms the effectiveness of our
federated setup in preserving learning performance while distributing the data.

Table 4.5: Performance Comparison: Centralized vs Federated Learning (IID)

Setting Accuracy (%) | Loss
Centralized 95.35 0.1701
Federated (5 Clients) 95.29 0.1651
Federated (10 Clients) 94.99 0.1595

4.7.2 Non-IID Data Distribution

In the Non-IID configuration, client datasets were generated using a Dirichlet distribu-
tion with a concentration parameter o = 0.5, a commonly adopted method for simulating
heterogeneous data partitions in federated learning. This setup introduces variability in
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class representation across clients, closely reflecting real-world decentralization scenarios.
As illustrated in Figure 4.11, the resulting class distributions exhibit significant imbal-
ance, demonstrating the statistical heterogeneity introduced by the non-IID partitioning
strategy.

Data Distribution for 5 Clients (Non-IID Dirichlet a=0.5)
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Figure 4.11: Non-IID Data Distribution for 5 client
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Figure 4.12: Performance Curves of Federated Learning Under Non-IID Data Distribution

Table 4.6: Comparison of Test Accuracy and Loss for IID and Non-IID Settings

Setting Type | Clients | Final Accuracy (%) | Final Loss
1D ) 95.29 0.1651
10 94.99 0.1595
) 94.26 0.1774
Non-I1D 10 93.20 0.2055

To assess the impact of data heterogeneity,Experiments were conducted under both
IID and non-IID configurations. The accuracy and loss curves under non-I1ID conditions
reveal less stable convergence compared to the IID setting (as illustrated in Figure 4.12) |
reflecting the challenges posed by statistical heterogeneity. While performance under non-
IID settings remains competitive, it exhibits a slight drop in accuracy and convergence
speed. This highlights the potential benefit of tailored aggregation strategies (e.g., Fed-
Prox) that are specifically designed to address client drift in non-I1ID scenarios. Table 4.6
presents a concise comparison of final test accuracy and loss across both configurations.
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4.8 Evaluation of the Federated Learning-Based Ho-
momorphic Encryption Framework

This section presents a comprehensive evaluation of the proposed Federated Learning
framework enhanced with Homomorphic Encryption. The primary goal is to investigate
the extent to which encryption affects model performance and computational cost, while
validating that privacy is preserved effectively. The evaluation is organized into three
main components: Model Performance, Computational Overhead, and defence against
privacy attacks.

To isolate and clearly observe the impact of encryption strategies, the experiments in
this section were conducted under a standardized IID data distribution using 5 clients.
This setup allows us to minimize variability due to data heterogeneity and instead focus
directly on the implications of applying homomorphic encryption.

In the selective encryption setting, only a subset of model parameters was encrypted.
Specifically, a selective encryption ratio of v = 0.15 was applied, which means that the
top 15% of the layers, based on gradient sensitivity and predefined structural criteria,
was protected using CKKS encryption. This design choice aims to achieve a practical
trade-off between privacy and computational efficiency.

The CKKS encryption scheme was employed for all encrypted computations. The
following parameters were adopted to balance security, efficiency, and numerical precision:

o poly modulus degree: Defines the degree of the polynomial modulus. A value
of 16,384 was chosen, offering 128-bit security and allowing encoding of up to 8,192
real values in a single ciphertext. This high-dimensional packing is especially useful
for encoding flattened model parameters in deep networks.

o coeff modulus bit sizes: Specifies the modulus chain used for ciphertext opera-
tions. The configuration [60, 40, 40, 60] supports multi-step encrypted computations
while maintaining control over noise growth.

« global scale: A scaling factor that determines the precision of the real numbers
encoded in ciphertexts. A scale of 2% was selected to ensure high numerical fidelity
during operations such as encrypted aggregation and model updates.

4.8.1 Model Performance

With the CKKS scheme of homomorphic encryption applying to federated learning frame-
works, assessing its impact on model performance has become critical. As CKKS pertains
to approximate arithmetic, there is the possibility of affecting the accuracy of deep learn-
ing models. Therefore, three training settings were compared: baseline federated learning
without encryption, federated learning with full homomorphic encryption, and federated
learning with selective encryption. This evaluation used the metrics of test accuracy and
loss recorded through various communication rounds (as shown in Figure 4.13).
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Table 4.7: Final Model Performance (Accuracy and Loss)

Method Final Test Accuracy (%) Final Loss
Baseline Federated Learning 95.29 0.165
Full Homomorphic Encryption 95.13 0.161
Selective Homomorphic Encryption 94.79 0.167

Loss per Round Accuracy per Round
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Figure 4.13: Test loss and accuracy over communication rounds for baseline FL, full homomor-
phic encryption, and selective homomorphic encryption

4.8.2 Computational Overhead Analysis

The objective of this evaluation is to assess the computational impact of integrating HE
into the federated learning process. Thus, we examine computational costs incurred under
three configurations: basic conditions under which just FL, the full encryption FL, and
the FL with selective encryption. With such an analysis, the analysis covers two key
dimensions: cumulative round duration and a breakdown of client-side execution times,
including those for encryption and decryption overhead.

Figure 4.14 presents the total time consumed per communication round in the 10 training
rounds for all configurations. As expected, both full and selective HE introduce additional
computational time compared to baseline. However, selective encryption demonstrates a
clear reduction in overhead relative to full encryption.
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Figure 4.14: Comparison of Cumulative Round Times for Baseline FL, FL. with Full HE, and
FL with Selective HE

Table 4.8 summarizes the detailed timing metrics for each configuration.This includes
component-wise breakdowns such as client training, encryption, decryption, (de)serialization,
aggregation, and overall round duration. The table also includes percentage comparisons
to highlight the relative cost differences among the three approaches, offering a compre-
hensive view of the computational burden introduced by privacy-preserving mechanisms.

Table 4.8: Comparison of metric times for different FL approaches.

Metric Time (s) FL FL_fullHE | FL_SelHE | FL vs FL_fullHE (%) | FL vs FL_SelHE (%) | FL_fullHE vs FL_SelHE (%)
Training 53.98 54.04 54.02 ~0% ~0% ~0%

Encryption (N/A) | 11.75 6.98 (N/A) (N/A) -40.56

Decryption (N/A) | 1.33 0.86 (N/A) (N/A) -35.38

Serialization (N/A) | 5.57 3.16 (N/A) (N/A) -43.25

Deserialization (N/A) | 1.16 0.90 (N/A) (N/A) -22.30

Client Execution 53.98 73.86 65.93 +36.79 +22.11 -10.74

Total Round Duration 272.21 | 403.14 352.02 +48.08 +29.30 -12.67

Total Time for 10 Rounds | 2722.07 | 4031.42 3520.24 +48.10 +29.32 -12.67

Average Aggregation Time | 0.18 22.06 13.02 +12155.5 +7133.3 -40.98

Figure 4.15 shows the comparison of the average execution time on the client side be-
tween the three configurations. The figure clearly illustrates the time-intensive operations
and emphasizes the benefit of encrypting only selected model layers.
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Figure 4.15: Client-side Time Breakdown

4.8.3 Evaluation of Privacy Protection in the Selective Encryp-
tion Strategy

Since selective encryption does not encrypt all model parameters, some layers remain
in plaintext to preserve computational efficiency. Consequently, it becomes essential to
evaluat of this partially protected configuration against known privacy attacks. In this
section, we simulate the Deep Leakage from Gradients attack[72], which reconstructs in-
put data by exploiting exposed gradients during federated learning. We compare the
effectiveness of this attack under two conditions: a baseline federated learning setting
without encryption and a federated learning setting with selective homomorphic encryp-
tion applied to sensitive layers.

The DLG attack assumes access to shared model gradients, allowing an adversary to re-
construct input data through optimization. The attacker initializes a random input and
label, then iteratively updates them to minimize the distance between the computed gra-
dients from the dummy input and the actual shared gradients(as illustrated in Algorithm
11).

Algorithm 11 Deep Leakage from Gradients

Require: F(z;W): Differentiable model with parameters W; VIV: Shared gradients
from training data
Ensure: Reconstructed training data z, y

/ /
return Tt Ynat
end procedure

1. procedure DLG(F, W, VW)

2: zy — N(0,1) , ¢} + N(0,1) > Initialize dummy input and label
3: for i < 1 ton do

4: VW! %W > Compute dummy gradients
5: D; «+ |[VW'i — VW|> > Compute distance between dummy and real gradients
6: i+ 1z, —nVaD;, v, <y —nVyD; > Gradient update step
7: end for

8:

9:
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4.8.3.1 DLG Attack on Baseline Federated Learning

Figure 4.16 shows the reconstructed image over multiple iterations of optimization. As the
number of iterations increases, the dummy input gradually converges to the true image.
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Figure 4.16: The image reconstruction process over iterations (FL)

Figure 4.17 presents the evolution of PSNR and SSIM metrics, both of which increase
steadily, confirming the quality and similarity of the reconstructed image.
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Figure 4.17: PSNR and SSIM (FL)

Figure 4.18 compares the original ground-truth image with the final reconstructed
image. The high visual similarity illustrates the success of the DLG attack.
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Figure 4.18: Original Image vs Final Reconstructed Image (FL)

4.8.3.2 DLG Attack on Selective Homomorphic Encryption Strategy

Figure 4.19 depicts the progression of the reconstructed image over multiple optimization
iterations when applying DLG under the selective encryption strategy. Unlike the baseline
scenario, the dummy input fails to approximate any meaningful visual content, showing
no convergence toward the original image.

Reconstruction History (Plotting 16 images)

Figure 4.19: The image reconstruction process over iterations (FL_ SelHE)

Figure 4.20 shows the PSNR and SSIM values during the DLG attack under the
selective encryption setting. Both metrics drop quickly and stabilize at very low levels,
with PSNR below 6 dB and SSIM near 0.004. This indicates that the reconstructed image
bears no meaningful similarity to the original, confirming the effectiveness of the selective
encryption strategy in resisting the attack.
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Figure 4.20: PSNR and SSIM (FL_ SelHe)

Figure 4.21 compares the original sample image with the final reconstructed result.
The reconstructed output appears as noise, bearing no visual similarity to the ground
truth, demonstrates the ineffectiveness of the attack under the selective encryption strat-

egy.

Final Reconstruction
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Figure 4.21: Original Image vs Final Reconstructed Image (FL_ SelHE)

4.9 Discussion

This section provides an integrated discussion of the experimental results presented in
Chapter 4. It brings together key findings from the centralized and federated learning
experiments, the evaluation of privacy-preserving mechanisms, and the effectiveness of
the proposed selective encryption strategy.

The evaluation began with training and comparing several deep learning models un-
der a centralized setting using the PathMNIST dataset. Among the models assessed,
EfficientNet-BO demonstrated the most favorable trade-off between classification accu-
racy and architectural efficiency, making it a suitable choice for subsequent federated
learning experiments. The results also highlighted the importance of data preprocessing
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steps, such as normalization and augmentation, which contributed to improving model
generalization and stability during training.

Federated learning was then experimented under two data distribution conditions: in-
dependent and identically distributed , and non-IID. In the IID scenario, the federated
model achieved performance nearly equal to the centralized baseline, confirming that the
distributed training process did not significantly impact model accuracy. Under the non-
IID condition, which introduced statistical variability between clients using a Dirichlet
distribution, the model experienced a moderate drop in accuracy and slower convergence.
Despite this, the learning process remained stable and competitive, supporting the appli-
cability of federated learning in more realistic, heterogeneous environments.

The main contribution of this work was the integration of homomorphic encryption
(HE) into the federated learning process to enhance privacy protection. Two encryption
strategies were evaluated: full encryption and selective encryption, both based on the
CKKS scheme. While full encryption secured all model updates, it introduced a com-
putational burden. To address this, the selective encryption strategy applied a selective
encryption ratio of v=0.15, meaning that only the most privacy-sensitive layers were
encrypted. This approach resulted in a clear improvement in computational efficiency
compared to full encryption, while maintaining strong protection against privacy leakage
and preserving model performance.

An important aspect of this study was the manual integration of encrypted com-
putation into the Flower framework. Since Flower does not provide native support for
encrypted tensors, custom mechanisms were developed for encryption, serialization, de-
serialization, and aggregation of model updates using the TenSEAL library. This ex-
perience emphasizes the need for federated learning frameworks to support encrypted
computation as a built-in feature, which would greatly improve usability and efficiency
for privacy-focused applications.

To validate the framework’s resistance to privacy attacks, a Deep Leakage from Gradi-
ents attack was simulated. In the unencrypted federated learning configuration, the attack
successfully reconstructed private training images, with high visual similarity and measur-
able similarity scores such as PSNR and SSIM. However, under the selective encryption
setting, the reconstructed outputs failed to resemble the original data, and similarity met-
rics dropped to low values. This result confirms that encrypting only a targeted portion
of the model is sufficient to disrupt gradient inversion and protect user data.

Overall, the experimental results demonstrate that the proposed privacy-preserving
federated learning framework effectively maintains learning performance while enhanc-
ing user privacy. The selective encryption approach offers a promising balance between
computational cost and security, and its successful integration into an existing federated
learning system highlights the practical potential of encryption-aware learning architec-
tures in sensitive domains such as healthcare.

4.10 Conclusion

The chapter examined the proposed privacy-preserving federated learning framework
within a series of controlled experiments. Different learning configurations were eval-
uated to study model performance, adaptability, and privacy guarantees. The results
supported the effectiveness of federated learning in context of ideal and heterogeneous
data. Encryption techniques provided very meaningful dimension of protection against
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privacy threats. Selective encryption yielded a balanced solution between security and ef-
ficiency. All experimental results thus confirmed the practical possibility of the approach
proposed.
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General Conclusion

The primary objective of this study was to develop a privacy-preserving federated learning
framework that allows collaborative model training without exposing sensitive data. Our
motivation stems from the increasing need to apply artificial intelligence to domains such
as healthcare, where data privacy and regulatory compliance are critical. A detailed inves-
tigation into the foundations of artificial intelligence and federated learning provided the
necessary background to understand how data can remain decentralized while still con-
tributing to global model improvement. In parallel, we explored the major privacy threats
inherent in federated learning, with a particular focus on gradient-based attacks that can
reconstruct client data. We reviewed several privacy-preserving techniques, including dif-
ferential privacy, secure multiparty computation, and homomorphic encryption, the last
of which emerged as a strong candidate for securing model updates without disrupting
learning dynamics.

Building on this theoretical foundation, we introduced a federated learning framework
that integrates homomorphic encryption into the training process. Our design incorpo-
rates two levels of encryption: full encryption of all model parameters, and a selective
encryption strategy where only the most sensitive parts of the model are protected. The
latter was guided by an analysis of model structure and gradient sensitivity, enabling the
framework to focus encryption resources where privacy risks are highest. This selective
approach reduced computational load while maintaining effective protection against po-
tential data leakage. The model design was tailored to operate efficiently within federated
environments while supporting encrypted training flows between clients and the server.

To evaluate our proposed framework, we conducted a series of experiments using both
centralized and federated learning configurations under different data distributions. The
results confirmed that federated learning can perform reliably in both uniform and non-
uniform data settings. The encrypted configurations, particularly those using selective en-
cryption, maintained high accuracy while significantly strengthening resistance to privacy
attacks. A simulated gradient leakage attack demonstrated the ability of the framework
to prevent reconstruction of client data, validating its privacy-preserving capabilities in
practical conditions.

This thesis confirms that it is possible to design and implement a federated learning
framework that effectively balances data privacy and model performance. The proposed
system demonstrates a viable path toward deploying secure machine learning solutions in
sensitive domains. While the encryption logic was integrated manually into the federated
pipeline, this effort highlights the importance of developing native support for encryption
within federated learning infrastructures.

Future research may explore the following directions:

e Advancing the selective encryption strategy by incorporating more dynamic
and intelligent selection mechanisms that consider contextual factors such as train-
ing progress, model convergence behavior, or data heterogeneity across clients. This

85



General Conclusion

could improve both security and computational efficiency in diverse deployment sce-
narios.

o Integrating hybrid privacy-preserving approaches that combine homomor-
phic encryption for critical model components with differential privacy to add formal
noise-based guarantees, offering layered protection against various attack types.

« Developing adaptive encryption schemes that adjust encryption scope or in-
tensity in real-time, depending on risk indicators, sensitivity scoring, or system
resource constraints.

« Validating the framework on real-world datasets from healthcare, finance, or
other privacy-sensitive sectors to assess generalizability, robustness, and practical
deployment feasibility.

These directions represent promising extensions to strengthen the effectiveness, adapt-
ability, and scalability of privacy-preserving federated learning systems.
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