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Abstract

This research aims to explore and develop an integrated framework that combines Fed-
erated Learning (FL) with Explainable Artificial Intelligence (XAI), with the
objective of enhancing data privacy and achieving transparency in Al decision-making
processes, particularly within sensitive environments such as Internet of Things (IoT)
networks and Intelligent Medical Systems (IoMT). The study is motivated by the
growing need for intelligent solutions that not only ensure high performance but also
respect ethical and legal standards regarding data confidentiality and users’ right to un-
derstand automated decisions.

The work addresses the core challenges faced by federated learning, especially the
difficulty of applying traditional interpretability techniques due to the decentralized nature
of data and the lack of unified access to a global model. It also discusses the inherent
tension between applying strong privacy-preserving techniques (such as differential privacy
and encryption) and the need for human-understandable interpretations that clarify the
model’s reasoning process.

In this context, the study adopts a convolutional neural network (CNN) architec-
ture deployed in a federated learning environment, evaluating a range of prominent FL
strategies (e.g., FedAvg, FedOpt, FedAdam) across different scenarios involving varied
data distributions (balanced, random, skewed), synchronization modes (synchronous and
asynchronous), and different numbers of participating clients.

Special attention is given to integrating visual interpretability tools like GradCAM
and NormGrad, which provide insight into the key input regions influencing the model’s
predictions. The proposed framework also considers performance-related aspects such as
computational efficiency, communication cost, number of message exchanges, training
time, and privacy protection.

This project aspires to contribute toward the design of decentralized, interpretable Al
models capable of balancing predictive accuracy with data protection and ethical trans-
parency—Ilaying the foundation for responsible applications in fields such as medicine,

cybersecurity, and financial services.
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Chapter 1

General Introduction

1.1 Background and Motivation

Artificial Intelligence (Al) has witnessed tremendous development in recent years, leading
to its widespread use across various sectors such as healthcare, finance, cybersecurity, and
the Internet of Things (IoT). However, most traditional Al systems rely on aggregating
data in a centralized location for model training, which raises several concerns related to
privacy, security, and regulatory compliance. To address these issues, Federated Learning
has emerged as a new approach aimed at enhancing data privacy during the training of
intelligent models.

Federated Learning (FL) is a decentralized machine learning technique that enables
multiple devices or servers to train a shared model without the need to exchange raw
data between them [1]. Instead, the model is trained locally on each device, and only
the parameter updates (such as weights and gradients) are sent to a central server, which
aggregates them to create an improved global model.

Unlike traditional centralized learning, where data is collected in a central server,
federated learning allows edge devices such as smartphones, Internet of Things (IoT)
devices, hospitals, and banks to contribute to model training while preserving their data
privacy [1]. This approach is particularly important in privacy-focused machine learning,
as it reduces the risk of sensitive data leakage and ensures compliance with regulations
such as the General Data Protection Regulation (GDPR) in the European Union and
the Health Insurance Portability and Accountability Act (HIPAA) in the United States
[2]. Moreover, training models without the need to transfer data minimizes transmission
costs and enhances performance efficiency, especially in environments with limited or slow
internet connectivity.

The federated learning mechanism follows these key steps:

o Initial model distribution: A pre-trained Al model is sent to participating de-

vices.

e Local training: Devices train the model using their local data without sending

11



the data to any external entity.

» Sending updates: Only the optimized parameters (such as weights and gradients)

are sent to the central server.

o Aggregating updates: The central server aggregates updates from various devices

to refine the global model.

« Repeating the process: The updated model is redistributed to devices for further

training, and the process continues until an optimal and accurate model is achieved.

Step 3: Global model
aggregation & update

Step 2. Local model
training & upload
w
W, w, n

FULSR

Figure 1.1: Federated Learning Process adapted from [3].

Federated learning has vast potential across various fields that require a balance be-
tween artificial intelligence and data privacy. Some of the most notable applications

include:

Healthcare

Federated learning enables hospitals and healthcare institutions to train Al models based
on patient data without transferring that data to external centers. This helps improve
medical diagnostics, develop personalized treatments, and analyze the progression of
chronic diseases while ensuring patient privacy [2]. For example, it can be used to ana-
lyze X-ray images for disease diagnosis without sharing patient data between hospitals,

thereby achieving a balance between model accuracy and data protection .

Finance

Banks and financial institutions use federated learning to detect financial fraud and an-

alyze customer behavior without centralizing their data. This approach reduces security
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risks and ensures transaction confidentiality [3]. For instance, a financial institution can
leverage federated learning to identify suspicious transactions across multiple clients with-

out compromising their privacy, thus enhancing the overall security of payment systems

Edge Computing

Federated learning strengthens edge computing by enabling smart devices, such as mobile
phones, to learn from user data locally without sending it to cloud servers. This technique
is used to personalize user experiences and improve smart application performance [4]. For
example, Google’s Gboard keyboard utilizes federated learning to enhance word prediction
accuracy based on user input without transmitting data to the internet, thereby improving

both user privacy and processing efficiency .

Cybersecurity

Federated learning enhances cybersecurity by improving malware detection and cyberat-
tack defense systems. Instead of sharing user data, different systems can train models
locally to identify cyber threats and analyze attack patterns while maintaining privacy
[5]. For example, cybersecurity companies can use federated learning to analyze malware
spread across multiple devices, helping to develop stronger defenses without compromising
user privacy or sharing sensitive data .

Federated Learning can be classified into three main types based on the architecture
used: Centralized FL, Semi-Centralized FL, and Fully Decentralized FL. Each of these
architectures differs in terms of structure, performance, privacy, and security challenges.

In Centralized Federated Learning (Centralized FL), a single central server is responsi-
ble for coordinating the training process. Clients (edge devices) train models locally using
their private data and then send updates to the central server, which aggregates them
to improve the global model. This approach is simple to implement and allows precise
monitoring of the central model [17]. However, relying on a central server creates a single
point of failure, making it vulnerable to cyberattacks and connectivity issues. Addition-
ally, it may consume high bandwidth when handling a large number of connected devices
[19].

Semi-Centralized Federated Learning (Semi-Centralized FL) serves as a middle ground
between centralized and fully decentralized systems. In this model, multiple edge servers
act as intermediaries between clients and the central server. These edge servers aggregate
updates from a group of local devices before sending them to the central server. This
architecture reduces the load on the central server, minimizes bandwidth consumption,
and improves fault tolerance compared to the fully centralized approach [23]. However,
security risks still exist since edge servers can become targets for cyberattacks, and task
distribution increases the complexity of coordination among devices [3].

On the other hand, Fully Decentralized Federated Learning (Fully Decentralized FL) is
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the most secure and privacy-preserving approach, as there is no central server. Instead,
updates are exchanged directly between devices in a peer-to-peer (P2P) manner using
protocols like Blockchain or Gossip Learning. This method allows model updates to be
shared among clients without requiring an external server [5]. This architecture ensures
maximum security and privacy by preventing data transmission to an external entity
and eliminating a single point of failure, making it ideal for sensitive applications such
as cybersecurity and Internet of Things (IoT) systems. However, this approach requires
advanced communication protocols and more complex coordination mechanisms, making

it more challenging to implement and manage compared to the other two architectures.
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Table 1.1: A comparison between different architectures of FL: Centralized, Semi-Centralized,

and Fully Decentralized.

Feature Centralized FL Semi-Centralized Fully Decentralized
FL FL

Architecture A central server co- | Multiple edge servers | No central server;
ordinates model train- | aggregate updates be- | nodes  communicate
ing. fore sending to a cen- | directly with each

tral server. other.

Communication Clients send model | Clients send updates | Peers communicate di-

Flow updates to a central | to edge nodes, which | rectly, exchanging up-
server, which aggre- | partially aggregate | dates in a peer-to-peer
gates and updates the | updates before send- | (P2P) fashion.
global model. ing them to a central

server.

Scalability Limited by the | More scalable than | Highly scalable, as
server’s capacity and | centralized due to dis- | there is no central bot-
bandwidth. tributed aggregation. | tleneck.

Latency Higher due to de- | Moderate, as edge | Lower, as updates are

pendence on a single

nodes reduce direct

exchanged locally.

server. server load.
Privacy & Security | Model updates are | Edge nodes add an ex- | Higher privacy, as no
sent to a central | tra layer of security | central entity collects

server, creating a

single point of failure.

but still rely on a cen-

tral server.

updates.

Fault Tolerance

Low—failure of the
central server disrupts

the entire system.

Medium—-{failure  of
an edge node impacts
some clients but not

the entire system.

High—no single point

of failure, as peers
can reconfigure dy-
namically.

Computational
Overhead

The central server re-
quires high compu-
tational resources for

model aggregation.

load

is shared between the

Computational

central server and

edge nodes.

Computationally effi-
cient as nodes con-
tribute to training and

aggregation.

Deployment Com-

Easier to implement

More complex due to

Most complex due to

plexity and manage. additional edge nodes. | lack of central coordi-
nation and reliance on
P2P protocols.

Example Applica- | Healthcare institu- | Smart cities with mul- | Blockchain-based FL,

tions tions collaborating | tiple edge computing | distributed IoT net-

with a central hospi-
tal.

layers.

works.
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Understanding these architectures is crucial, especially when comparing them to tra-
ditional centralized learning approaches, which differ significantly in terms of data privacy

and model training efficiency such that:

Data Privacy

In centralized learning, all data is transferred to a central server, where it is processed
and used to train models [1]. However, this aggregation poses significant risks related to
privacy breaches, as the data becomes more susceptible to security attacks, privacy leaks,
and violations of regulatory frameworks such as (GDPR) and (HIPAA) [15]. Studies like
that of Shokri & Shmatikov (2015) have shown that data sharing in centralized learning
can lead to re-identification of users’ data through privacy attacks [23].

In contrast, federated learning keeps data on local devices, and instead of transferring raw
data, only model updates are shared, which reduces the risk of data leakage and enhances
compliance with data protection regulations [3]. For instance, in medical applications,
multiple hospitals can train an AI model without sharing sensitive patient data, thereby
preserving privacy and minimizing security risks [2]. Additionally, studies such as Abadi
et al. (2016) have demonstrated that techniques like Differential Privacy can be integrated

with federated learning to further enhance security [22].

Model Training

In centralized learning, all data is gathered into a single server, allowing the model to
leverage a complete dataset, which often results in higher accuracy, especially when large
amounts of data are available [6]. However, this approach requires substantial computa-
tional power and high-speed data transfer, which can lead to massive resource consump-
tion and latency issues when dealing with extensive datasets [17]. Moreover, if the central
server fails, the entire training process halts, making it less fault-tolerant [7].
On the other hand, in federated learning, models are trained in a distributed manner
across multiple devices, reducing the need for data transmission and central resource con-
sumption [I]. However, this approach faces challenges such as heterogeneity in data across
devices, which may lead to reduced accuracy if not handled properly [8]. Additionally,
poor network connections or device performance variations can impact training efficiency
[13]. To address these challenges, aggregation techniques such as Federated Averaging
(FedAvg) are employed to efficiently update the global model [17].

On the other hand, with the increasing reliance on artificial intelligence in sensitive
fields, decision explainability has become a fundamental issue to ensure trust in these sys-
tems. Explainability refers to a model’s ability to clarify how and why a specific decision

was made, allowing users to validate predictions and make informed decisions accordingly

[6].

explainability techniques play a crucial role in enhancing transparency and fostering
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Figure 1.2: representative figure on how may explainability promote trust between man and
machine

trust in model decisions. These techniques can be categorized into several main types
based on the interpretation method used. First, feature importance-based approaches,
such as SHAP, LIME, and Integrated Gradients, analyze the influence of each feature
on the model’s output, helping to identify the most impactful factors in decision-making
[6]. Second, visualization-based techniques, including Grad-CAM, Saliency Maps, and
Occlusion Sensitivity, provide visual representations of how the model focuses on specific
areas of the data during predictions, making them particularly valuable for computer
vision applications [25].

Additionally, surrogate models, such as decision trees and linear models, are used to
approximate the behavior of complex models, offering more transparent explanations of
how decisions are made [26]. Decision-based methods, such as Counterfactual Expla-
nations and Example-Based Explanations, provide deeper insights into how small input
modifications affect model predictions, allowing users to understand decision logic more
precisely [27].

However, applying these techniques in a federated learning environment presents chal-

lenges related to data distribution and the lack of direct access to complete information.
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Figure 1.3: Explainability techniques

Despite the importance of explainability, its implementation in systems faces several

key challenges:

Model Complexity

Traditional machine learning relies on complex models such as deep neural networks,
which are often considered "black boxes,” making it difficult to understand how decisions
are made [6]. For example, in disease diagnosis using machine learning, it may be difficult
to explain why a particular X-ray image was classified as having a tumor, due to the lack

of clear interpretation of the factors that led to this classification .

Inconsistency in Interpretations

The explainability results may vary across different devices, making it difficult to stan-
dardize explanations to ensure fairness and transparency.

Example: An Al system running on smartphones may provide different explanations
for the same decision depending on the data available on each device, leading to inconsis-
tent results and reduced user trust in the model.

As we previously learned, federated learning aims to strike a balance between intelli-
gent data analysis and protecting user privacy, while interpretability techniques seek to
make model decisions more transparent and explainable. However, achieving both goals
simultaneously presents a challenge, as some federated learning principles conflict with

the need to access model data for interpretability purposes.
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!

Combine privacy-preserving learning with
transparent, explainable Al models

Figure 1.4: Relationship between Federated learning and Interpretability

Because federated learning protects data privacy and ensures interpretability, unlike
traditional centralized learning, where all data is easily accessible and analyzed, federated
learning keeps data distributed across multiple machines, making it more difficult to

interpret model decisions. The main challenges can be summarized as follows:

Lack of Centralized Data for Interpretation

In traditional learning, researchers can analyze all data together to understand how each
feature influences the model’s decisions. However, in federated learning, data remains
distributed across different devices, preventing centralized analysis [3].

Example : In a healthcare system using federated learning to analyze X-ray images,
it is not possible to combine data from all hospitals in one place to examine common

patterns, making it difficult to interpret model decisions globally .

Balancing Privacy and Explainability

Some explainability techniques require access to raw data or internal model parameters,
which contradicts the principles of federated learning that aim to protect user privacy.
Techniques such as SHAP and LIME rely on reconstructing partial data to understand the
impact of each variable on the outcome, which may lead to risks related to re-identifying
users [§].

Example: In a medical environment, explaining decisions made by a federated model
using patient data may require comparing different medical records, which is not possible
without violating privacy principles [9].

Interpreting model decisions plays a fundamental role in ensuring the reliability of
Al systems, particularly in federated learning environments . Understanding how these

models make decisions helps achieve the following objectives:
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Enhancing Trust in Intelligent Systems

The more users and system developers understand how decisions are made, the more trust
they will have in these systems. In federated learning, where users cannot see all the data,
decision explainability becomes essential to ensure that the model does not behave in a
biased orunexpected manner[9].

Example: In medical classification systems, understanding why a specific disease is diag-

nosed based on an X-ray helps doctors make more reliable treatment decisions .

Improving Performance

By interpreting the errors made by a model, weaknesses can be identified and corrected,
thereby improving prediction accuracy [10].

Example: If a federated model for fraud detection in banking makes inaccurate decisions
due to irrelevant features, developers can use explainability techniques to identify features

negatively impacting performance and retrain the model more efficiently .

Ensuring Regulatory Compliance

Many laws and regulations, such as (GDPR) and (HIPAA) | require Al system decisions
to be interpretable [L1].
Example: If a loan is denied based on a federated model’s decision, the bank must provide

a clear explanation of the reason; otherwise, it may face legal accountability .

1.2 Problem Statement

After an in-depth study, these challenges were identified as major obstacles to the broader
adoption of Federated Learning, especially in scenarios where a clear understanding of
model behavior and decision-making processes is essential. of Existing challenges in FL

model transparency:

Lack of Centralized Access to Global Data

In a federated learning (FL) environment, data remains distributed across multiple de-
vices, preventing centralized access to all data. This makes it difficult to apply tradi-
tional analysis and interpretability techniques, which rely on an integrated dataset [1].
Additionally, data distribution may lead to challenges in balancing model accuracy and
interpretability, particularly in systems that require high transparency, such as healthcare

and finance [2].

Difficulty in Applying Standard Interpretability Techniques in FL

Most model interpretability techniques depend on analyzing the entire dataset and model,

which is not feasible in FL. due to privacy requirements. For example, techniques such as

20



LIME and SHAP require analyzing the impact of each feature within a complete dataset,
which is unavailable in FL due to its distributed nature [3]. Furthermore, the lack of
direct access to updated client parameters complicates the interpretability process [4].
Beyond the technical challenges of model interpretability in Federated Learning, there
are fundamental issues concerning trust and the reliability of FL decisions. The lack of
transparency in decision-making processes, coupled with limited traceability of distributed
model updates, weakens user trust and hinders the adoption of FL in critical domains

that require fairness and accountability.

Trust Issues in Federated Learning

« Data Privacy and Security
Although FL prevents direct data sharing, model updates may still expose sensitive
information through gradient leakage or model inversion attacks. Users may hesitate

to participate in FL if strong guarantees for data protection are not provided [17].

e Security Attacks and Model Robustness
Malicious clients can launch Byzantine attacks by submitting compromised model
updates, negatively impacting overall model performance. Additionally, model poi-
soning attacks allow adversaries to manipulate inputs or updates to achieve specific

outcomes, undermining model reliability [18].

e Fairness and Bias in FL Models
Heterogeneous data distribution across clients can introduce bias in the model’s de-
cisions, leading to unfair outcomes for certain groups. Unequal data representation

affects model reliability and reduces trust in critical applications like healthcare and
finance [12].

e Accountability and Lack of Transparency
Since FL relies on distributed training, it becomes difficult to assign responsibility
for biased decisions or errors. The absence of proper tracking and auditing mecha-
nisms lowers regulatory confidence in deploying FL for banking, medical, and other

sensitive domains [19)].

Explainability Issues in Federated Learning

o Lack of Model Decision Transparency
Most FL models leverage deep neural networks, which function as black boxes,
making it difficult to understand how decisions are made. This limits FL adoption
in fields that require decision justification, such as medical diagnosis or financial

approvals [7].

« Opaque Model Updates

Participants cannot determine how their local updates contribute to the global
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model, as FL aggregates updates across all clients. This reduces the ability to

detect biased or adversarial clients, potentially corrupting the model [20].

e Local Data Distribution Limits Explainability
Unlike centralized learning, researchers in FL lack access to the entire dataset, mak-
ing it harder to apply traditional interpretability techniques such as SHAP or LIME.

This limits the ability to analyze feature importance in model predictions [21].

As Federated Learning continues to gain traction in sensitive environments such as
healthcare and finance, the need for novel interpretability techniques that maintain data
privacy and model efficiency becomes increasingly critical. Striking a balance between
explainability and privacy is essential to ensure transparency and foster user trust. With
the increasing adoption of Federated Learning (FL) in sensitive environments, there is
a growing need for new mechanisms that enhance explainability without compromising
data privacy or model performance. While FL limits direct data sharing, its lack of a
holistic view of the data makes model decision interpretation more complex.

On the other hand, privacy-preserving techniques such as homomorphic encryption
and differential privacy may reduce model accuracy or hinder interpretability. There-
fore, achieving a balance between transparency and protection requires the development
of FL-compatible explainability techniques, such as federated explainability or privacy-
preserving model analysis methods.

Innovating such solutions will not only boost user trust in FL but will also accelerate
its adoption in critical domains that demand transparency and accountability.

Some statistics to support the need for improved explainability in Federated Learning

include:

Growth of Federated Learning Adoption

With increasing regulations restricting the sharing of sensitive data, Federated Learning
(FL) has emerged as a strategic solution for preserving privacy while training intelligent
models. According to a report by IBM, the number of organizations adopting FL has
grown by 35% over the past three years, highlighting a strong shift towards decentralized
learning [13].

Privacy Concerns as a Key Driver for FL Adoption

Data shows that companies are becoming more sensitive to privacy issues, driving them
to adopt solutions like FL. A report by the European Union indicates that 78% of large
enterprises prefer FL due to its ability to protect data and reduce the risk of information
leaks [14].
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Impact of Explainability on AI Performance in Practical Applications

Explainability (XAI) plays a crucial role in enhancing user trust in AI models, particularly
in critical domains like healthcare and finance. A study found that interpretable models

improved doctors’ decision accuracy by 20% when used for disease diagnosis [10].

1.3 Research Objectives

the research aims to achieve the following objectives:

o To design a unified framework that effectively integrates Federated Learning (FL)
with Explainable AT (XAI), enabling decentralized model training with interpretable

decision-making capabilities.

o Toinvestigate the balance between privacy and interpretability, specifically in resource-
constrained and sensitive environments such as [oT networks and medical systems,

where data confidentiality and decision transparency are both critical.

o To empirically evaluate various FL strategies (e.g., FedAvg, FedAdam, FedYogi,
FedOpt) under different data distributions and synchronization modes, assessing

their impact on accuracy, communication cost, and interpretability.

« To explore the applicability of visual interpretability tools, such as GradCAM and
NormGrad, within the federated setting to assess their effectiveness in offering in-

sight into model decisions without breaching user privacy.

» To propose guidelines and methodologies for deploying interpretable, privacy-preserving

AT systems in real-world IoT applications.

1.4 Contributions of the Study

This study makes several technical and methodological contributions to the field of privacy-

aware, interpretable federated learning:

e An end-to-end FL-XAI framework: A comprehensive and practical system
that enables privacy-preserving model training while maintaining a high level of

explainability through GradCAM and NormGrad across heterogeneous clients.

o Performance evaluation of FL strategies: A rigorous empirical comparison of
multiple federated learning algorithms (FedAvg, FedAdam, FedYogi, FedOpt) focus-
ing solely on their performance metrics. Additionally, a detailed analysis was con-
ducted on the FedAvg algorithm under different data distributions (equal, random,
skewed) and synchronization modes (synchronous vs. asynchronous), highlighting

its sensitivity to distribution and communication patterns.
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o Integration of interpretability into FL workflow: Novel integration of heatmap-
based explainability tools within the federated learning lifecycle, allowing model

transparency without requiring access to raw data.

« Quantitative analysis of the privacy-interpretability trade-off: Demonstrat-
ing how privacy-preserving techniques (e.g., noise injection) affect the accuracy and

clarity of model explanations, which is rarely explored in existing literature.

e Scalability and efficiency insights for IoT: Practical insights into deploying
interpretable FL in bandwidth-limited and latency-sensitive environments, including

performance under different client numbers and communication constraints.

1.5 Thesis Structure

This thesis is structured as follows:

o Chapter 1: General Introduction
Provides an overview of the research background, outlines the problem statement,
defines research objectives, highlights the study’s contributions, and presents the

thesis organization.

o Chapter 2: Related Work
Reviews previous studies on privacy and security in FL, the integration of explain-

able Al in FL, and the application of FL in IoT and healthcare environments.

e Chapter 3: Proposed Method
Describes the system architecture, model design, interpretability mechanisms, and

implementation of various FL strategies such as FedAvg, FedAdam, FedYogi, and
FedOpt.

o Chapter 4: Experimental Evaluation and Discussion
Presents experimental settings, data preparation, evaluation metrics, performance
comparisons across FL strategies, impact of data distribution and synchronization,
integration of interpretability (GradCAM and NormGrad), and privacy-performance
trade-offs.

o Chapter 5: Conclusion and Future Work
Summarizes the key findings of the study, discusses limitations, and outlines poten-

tial directions for future research.
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Chapter 2

Related Work

2.1 Privacy and Security in Federated Learning

The researchers in this study [28] conducted a systematic review of the security threats
facing the privacy of Federated Learning (FL) in Internet of Things (IoT) environments,
with a focus on potential countermeasures to enhance security. The study identified
several key threats, including inference attacks, which allow attackers to infer sensitive
information from model updates, poisoning attacks, which aim to corrupt the model by
feeding it misleading data, and data eavesdropping during transmission.

To address these risks, differential privacy (DP) was adopted as one of the main
techniques, where noise is added to the model updates to prevent the inference of sensitive
information about the participants. However, the researchers pointed out that excessive
noise addition could lead to a decline in model accuracy, creating a challenge in achieving
an optimal balance between privacy and performance. Homomorphic encryption (HE)
was also employed to allow computations to be performed directly on encrypted data
without the need for decryption, providing a high level of security. However, the high
computational cost of this technique is a major barrier, especially for low-power devices
in IoT environments.

Additionally, secure aggregation (SA) was used to prevent information leakage during
the exchange of model updates between devices and the central server, ensuring data
confidentiality. Nevertheless, the study noted that SA requires significant communication
resources, which could negatively impact network performance and increase bandwidth
consumption—an important challenge to overcome when applying federated learning in
resource-constrained environments.

The study concluded that current privacy protection techniques offer effective solu-
tions, but they still need improvements to ensure efficient resource utilization, particularly
in constrained environments like IoT. The researchers recommended the development of
new solutions that balance privacy, model accuracy, and energy consumption efficiency
to ensure the effective and sustainable deployment of federated learning in practical ap-

plications.

26



This study [30] addressed the privacy challenges of Federated Learning (FL) from the
perspective of compliance with the General Data Protection Regulation (GDPR). The
researchers analyzed the methods used to ensure FL’s compliance with these regulations
while maintaining model efficiency. The study clarified that, despite being a promising
alternative to centralized models in terms of security, FL. does not automatically guarantee
full data protection, as sensitive information can be inferred from the model updates
exchanged between participants.

Among the techniques studied, differential privacy (DP) emerged as a key solution,
as it reduces the risk of inferring individual data by adding noise to the model updates,
requiring a balance between privacy and performance. Additionally, the role of homomor-
phic encryption (HE) was analyzed, allowing computations on encrypted data, thereby
providing an advanced level of security. However, the high computational cost of this
technique limits its application in real-world scenarios.

Furthermore, the study explored secure aggregation (SA) as a means to protect the
confidentiality of updates sent between clients and the central server. Despite its effective-
ness in preventing information leakage, the high bandwidth consumption may impact the
system’s efficiency when scaling FL to include more participants. The study noted that
finding alternative solutions, such as improving encryption algorithms and adaptive noise
techniques, may be necessary to address these challenges and ensure FL’s compliance with
GDPR requirements.

The researchers concluded that full GDPR compliance in FL environments still re-
quires ongoing improvements, as current methods do not provide absolute protection
without affecting model performance. The study recommended developing hybrid tech-
niques that combine differential privacy and efficient encryption, with a focus on improving
communication efficiency and reducing computational costs to ensure a safer and more
effective FL environment for practical applications. This study [31] focused on evaluating
the efficiency and privacy of Federated Learning (FL) algorithms in practical environ-
ments, with an emphasis on the trade-off between performance and data protection. The
researchers analyzed the performance of the FedAvg and FedProx algorithms, two of the
most commonly used methods in FL, by comparing their accuracy and efficiency in han-
dling imbalanced data and heterogeneous distribution across participants.

The results showed that FedProx offers greater capability in handling data disparity
between different devices, making it more stable in heterogeneous distribution scenarios.
However, this advantage comes at the cost of increased computational consumption, which
may lead to higher operational costs, especially in resource-limited environments. On the
other hand, FedAvg proved to be efficient in terms of resource consumption but was
more sensitive to data differences between clients, which negatively affected the model’s
stability in some cases.

Additionally, the study tested the impact of adding privacy techniques, such as differ-

ential privacy (DP), on model performance. The study demonstrated that using high noise
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levels for protection could lead to a decrease in model accuracy, requiring precise tuning
of parameters to achieve a balance between security and performance. The efficiency of
secure aggregation (SA) was also examined, showing that it improves data protection but
consumes significant bandwidth, which could affect communication efficiency, particularly
when the number of participants in the system increases.

The researchers concluded that the efficiency of FL algorithms heavily depends on the
nature and distribution of the data among clients, and improving performance requires
dynamic adjustment of parameters according to the application environment. The study
recommended developing adaptive algorithms that can strike a balance between resource
consumption, model accuracy, and data protection to ensure efficient FL operation in
real-world scenarios.

This study [35] focused on developing a verifiable federated learning (VFL) model
aimed at enhancing the credibility and security of models trained in industrial Internet
of Things (IIoT) environments. The researchers addressed the challenges associated with
ensuring the validity of federated updates while preserving data privacy and not affecting
performance efficiency.

The study proposed using Lagrange Interpolation as a method to verify the updates
aggregated at the central server without revealing the original data. Experiments showed
that this approach allows for detecting any tampering in updates that might occur due to
internal attacks or untrusted servers, thereby enhancing the overall security of the model.

Additionally, blinding technology was employed to prevent the extraction of sensitive
information from the transmitted updates, providing extra protection against gradient
analysis attacks. However, the study showed that this approach could lead to increased
computational overhead, especially when dealing with a large number of participants in
the industrial network.

The researchers concluded that VFL provides strong protection against attacks tar-
geting the integrity of federated models, but further improvements are needed in resource
consumption and communication efficiency to ensure its applicability in large-scale indus-
trial environments. The study recommended the development of more efficient aggrega-
tion algorithms that can balance security and computational performance to ensure the
sustainable operation of FL in IIoT environments.

In this study [47], the researchers analyzed the security aspects of federated learning
(FL) in the Internet of Things (IoT), identifying key threats such as inference attacks,
poisoning, and eavesdropping on data during transmission. The study reviewed protection
strategies, including homomorphic encryption (HE), secure aggregation (SA), and noise
addition to maintain privacy.

The researchers proposed solutions such as identity-based authorization and decen-
tralized hashing techniques to enhance data security, noting that these techniques may
increase energy consumption and slow down data transmission. The study concluded

that there is a need to develop more efficient FL algorithms and improve compression
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techniques to ensure security without significantly impacting performance.

This study [36] focused on analyzing the security and privacy issues in federated
learning (FL), highlighting the key threats that could affect the integrity and reliability
of federated models. Among these threats, poisoning attacks were identified as one of the
most common risks, where attackers inject harmful data during model training, intention-
ally skewing its outputs. Additionally, backdoor attacks, a form of poisoning, are used to
plant a "backdoor” within the model so that it appears normal during regular testing but
produces distorted outputs when targeted data is input by the attacker. Moreover, the
study discussed GAN-based attacks, which exploit competitive Al networks to generate
data capable of revealing sensitive information from the trained model, such as recon-
structing the original training samples. Inference attacks also represent another threat,
where attackers attempt to extract information about participants’ data by analyzing
model updates or outputs, even without access to the data itself.

To address these risks, the researchers reviewed several privacy protection techniques,
such as Homomorphic Encryption (HE), which prevents access to sensitive data during
training. However, the high computational cost of this approach makes it impractical in
some low-resource environments.

Additionally, Secure Multi-Party Computation (SMPC) was emphasized as one of the
prominent data protection methods in FL. SMPC distributes computational operations
across multiple parties so that they can collaborate on computing a joint model without
having to share their actual data. This approach ensures that each party holds only a part
of the computational data, preventing any single entity from reconstructing the original
data. However, the high computational complexity and low communication efficiency
pose challenges in deploying SMPC at a large scale.

The study concluded that FL remains vulnerable to serious security risks, despite being
a promising alternative to centralized models. The researchers recommended the develop-
ment of hybrid solutions combining encryption, secure aggregation, and differential pri-
vacy to ensure a balance between performance and protection. They also emphasized the
importance of enhancing verifiable federated learning (Verifiable FL) techniques, where
updates can be validated without disclosing data, helping to prevent model manipulation
and ensuring the integrity of federated learning.

This study [37] reviewed a new framework for federated learning (FEDF) designed to
improve privacy preservation and accelerate training processes through parallel learning.
This framework allows model training on geographically distributed data without exposing
sensitive information, enhancing data security during the training process.

The researchers developed a new communication protocol that facilitates information
exchange between the central server and connected devices, reducing the amount of data
transmitted by up to 34 % compared to traditional approaches. The convergence of the
model was also demonstrated during training using this framework, ensuring comparable

accuracy to centrally trained models, with a speedup of up to 4.8 x compared to traditional
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training methods.

Despite these benefits, the study noted that achieving a balance between speed and
privacy protection remains a challenge, as advanced protection techniques may increase
computational complexity. The researchers recommended further improvements in man-
aging communication between devices to ensure higher efficiency when scaling federated
learning.

This study [38] introduced a new framework for federated learning (FL) based on hy-
perdimensional computing and differential privacy, aiming to balance performance and
data protection in dynamic environments such as the Internet of Things (IoT). The re-
searchers pointed out that traditional methods like adding random noise to preserve pri-
vacy can lead to a gradual deterioration in the performance of federated models over time,
reducing their effectiveness in continuous learning scenarios.

To address this issue, the researchers proposed an approach called FedHDPrivacy,
which leverages hyperdimensional computing (HDC) to enhance data security, while ap-
plying differential privacy adaptively, tracking accumulated noise and adding computed
levels only when necessary. Experiments showed that FedHDPrivacy outperformed tradi-
tional FL models like FedAvg, FedProx, and FedNova by up to 38 % in terms of perfor-
mance, with a reduced negative impact on model accuracy.

The study concluded that intelligent noise control can improve the efficiency of fed-
erated learning without compromising privacy. The researchers recommended expanding
this approach to include multiple applications, such as multimodal data fusion, to further
enhance the accuracy of federated models.

This study [39] focused on developing a deep federated learning framework (FedPC) de-
signed to improve communication efficiency and protect privacy during distributed model
training, especially in environments with bandwidth constraints. The researchers reviewed
the high costs of data transmission in FL, where sharing trained models can consume
significant communication resources, slowing down the federated learning process and
affecting its performance.

To address this issue, the researchers developed a new communication protocol based
on gradient compression, which reduces the amount of information exchanged between
clients and the central server by up to 42.2% compared to traditional methods, allowing
faster update processes without compromising model quality. Homomorphic encryption
(HE) techniques were also integrated to protect the data during transmission, ensuring
the confidentiality of information even if the central server is compromised.

The results showed that FedPC achieved a performance close to centrally trained
models (within 8.5% of the central model performance) while significantly reducing com-
munication costs, making it a promising solution for practical applications in resource-
constrained environments. The researchers recommended expanding the research to in-
clude an analysis of the impact of network delay on model performance, aiming to improve

federated learning efficiency in asynchronous environments.
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2.2 Explainable AI and Federated Learning

The researchers in this study [29] aimed to explore the relationship between Federated
Learning (FL) and Explainable Artificial Intelligence (XAI), with the goal of improving
the transparency of federated models while maintaining privacy. By reviewing 37 previous
studies, the researchers found that most research efforts focused on developing interpre-
tation methods based on feature importance analysis, where the impact of each variable
on the model’s output is explained. However, the results showed that the decentralized
nature of FL negatively affects the consistency of these interpretations, as the differences
in local data for each client lead to variation in analysis outcomes between different nodes.

To overcome these challenges, secure aggregation (SA) was employed to ensure the
exchange of interpretative information between participants without compromising data
privacy, helping to build a deeper understanding of models trained across different devices.
However, the study noted that, despite its security benefits, SA increases the complexity
of communication processes and consumes significant bandwidth, which could impact the
efficiency of FL, especially in resource-constrained environments.

Among the solutions explored, some researchers suggested integrating XAl techniques
directly within FL algorithms, so that interpretative layers are included within the training
processes without the need to reprocess data after learning. However, standardized criteria
to achieve this goal effectively have not yet been defined, indicating the need for further
research to develop adaptive interpretation methods for FL that ensure a balance between
transparency, accuracy, and resource efficiency.

The study concluded that integrating XAI with FL is a necessary step towards en-
hancing trust in federated models, but it still faces fundamental challenges, particularly
concerning the consistency of interpretations, improving communication efficiency, and re-
ducing computational costs. The researchers recommended the development of standard-
ized interpretation methodologies that align with the dynamic nature of FL environments,
with a focus on resource-efficient techniques to ensure practical applicability.

This study [32] addressed the issue of building trust in Federated Learning (FL) by
developing the FederatedTrust framework, which aims to evaluate the reliability of feder-
ated models and improve their transparency. The researchers focused on identifying the
key pillars affecting FL reliability, including privacy, robustness, fairness, transparency,
accountability, and federated collaboration, and provided over 30 indicators to measure
these factors accurately.

FederatedTrust was integrated into the FederatedScope environment to test its per-
formance using different datasets. The results showed that the proposed framework helps
evaluate the quality of the model without affecting its efficiency. The study also demon-
strated that relying on specific reliability metrics can improve the performance of federated
models, especially in scenarios that require a balance between security and accuracy.

One of the key challenges highlighted was the need to improve computational effi-
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ciency, as the researchers found that some transparency-enhancing techniques, such as
Explainable AT (XAI), could lead to increased resource consumption. Furthermore, the
study revealed that applying strategies to enhance fairness and balance among partici-
pants still requires improvement to ensure that no node is favored over others during the
training and updating processes.

The study concluded that integrating trust metrics within FL could enhance its accep-
tance in critical applications such as healthcare and cybersecurity, but it requires further
research to ensure a balance between transparency and efficiency. The researchers recom-
mended the development of optimized algorithms that reduce resource consumption while
maintaining the accuracy of evaluations, to ensure broader adoption of FL in real-world
environments.

This thesis [40] focused on developing a framework that combines federated learning
(FL) and explainable artificial intelligence (XAI) to improve security and privacy protec-
tion in smart healthcare systems. The researcher discussed how federated learning can
be applied in healthcare to share models between hospitals without sharing raw data,
thereby reducing the risks of leaking sensitive information.

Explainable AI models were proposed to help doctors understand the decisions made
by trained models, especially in medical diagnosis and heart disorder detection through
ECG signal analysis. Techniques such as lightweight federated learning were integrated
to reduce computational resource consumption, making it more efficient for low-power
medical devices.

The study discussed security challenges facing FL in medical systems, such as poison-
ing attacks, inference attacks, and Byzantine attacks, and presented solutions to protect
data, such as homomorphic encryption (HE) and verifiable federated learning (Verifiable
FL) to ensure the integrity of updates.

The thesis concluded that combining FL. and XAl enhances the reliability of federated
models, but still requires improvements in handling variations between medical data,
reducing energy consumption, and improving communication efficiency to ensure broader
adoption in clinical settings.

This study [43] focused on the development of an explainable federated learning frame-
work (Fed-XAI), aimed at balancing privacy protection and the transparency of federated
models. The researchers emphasized how to train XAI models in FL environments without
compromising learning efficiency or the accuracy of interpretations.

The study proposed using decision trees and fuzzy logic models instead of traditional
neural networks, as these models provide clear explanations without the need for post-hoc
interpretation techniques. Several model aggregation strategies were compared, such as
FedAvg and FedProx, with results showing that using FL. with XAI can reduce the risk
of information loss during training.

The study concluded that combining FL. with XAI enhances the reliability of federated

models, but further research is needed to develop standardized guidelines to ensure accu-
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rate interpretations without impacting performance. This study [44] focused on the use
of federated learning (FL) and explainable artificial intelligence (XAI) in financial fraud
detection. The researchers discussed the challenges faced by traditional systems, such as
data imbalance, privacy protection, and the lack of transparency in model decisions.

A deep neural network (DNN) model was developed specifically to detect fraudulent
patterns in banking data, relying on FL to train the model across multiple financial
institutions without sharing raw customer data. XAI techniques such as SHAP were
integrated to provide clear explanations of the model’s decisions, enhancing user trust.

The results showed that the proposed approach achieves high accuracy in fraud detec-
tion while maintaining data privacy and improving decision transparency. The researchers
recommended expanding the research to analyze the impact of FL on interpretation per-

formance in various financial scenarios.

2.3 Federated Learning in IoT and Healthcare

This study [33] focused on developing a new security framework to protect Internet of
Medical Things (IoMT) systems using Federated Learning (FL). The proposed model
relies on Artificial Neural Networks (ANN) for threat detection, incorporating mechanisms
that preserve data privacy during training.

The model was enhanced with Explainable AT (XAI) to improve transparency in the
decision-making process, allowing doctors and users to understand how the model arrived
at its outputs. The experiments demonstrated that the combination of FL and XAI
achieves performance comparable to centralized models in terms of accuracy, with the
added benefit of preserving data privacy.

One of the challenges faced in the study was resource consumption. The results showed
that secure aggregation (SA) techniques, used to protect updates between devices, could
lead to increased bandwidth consumption, which could impact the performance of real-
time medical systems. The study also pointed out that the latency in federated training
processes might be a limiting factor in certain critical applications, such as real-time
medical monitoring.

The researchers concluded that FL can enhance the security and privacy of [oMT sys-
tems, but further improvements are needed in resource consumption and communication
efficiency. The study recommended the development of adaptive algorithms capable of
balancing security and performance requirements to ensure more effective use of FL in
biomedical applications.

This study [34] discussed the challenges associated with implementing Federated Learn-
ing (FL) in smart healthcare systems, focusing on how to improve the efficiency of fed-
erated models when dealing with heterogeneous data distributed across different medical
institutions. Unlike studies that focused on data security, the researchers here concen-

trated on the operational and performance aspects that affect the effectiveness of FL in
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medical applications.

One of the key challenges highlighted was the significant variation in data quality
across institutions, where differences in medical devices and data collection protocols lead
to issues with consistency and generalization, potentially resulting in imbalanced models.
The study also pointed out that the available computational resources vary across medical
centers, making the efficient implementation of FL complex, especially when there is
latency in model updates.

The researchers proposed solutions such as asynchronous federated learning, which al-
lows devices to update models according to their computational capabilities without the
need for full synchronization with all participants. Communication optimization tech-
niques and reducing resource consumption were also explored, particularly in medical
environments that require rapid and efficient response, such as emergency units.

The study concluded that the application of FL in healthcare still requires signifi-
cant improvements in managing data heterogeneity, enhancing communication efficiency,
and ensuring fairness in training across institutions. The researchers recommended de-
veloping customized protocols to adapt FL to the specific requirements of each medical
environment, enabling more efficient use of FL in future healthcare systems.

This study[42] focused on federated learning in analyzing healthcare data with an
emphasis on privacy preservation. As the reliance on big medical data increases for ana-
lyzing health conditions and predicting diseases, challenges related to privacy protection
and compliance with regulations such as the General Data Protection Regulation (GDPR)
emerge. The researchers proposed a federated learning framework for analyzing health-
care data, which allows for preserving patient privacy while maintaining model accuracy.
Various challenges were examined, including equal access to data and data distribution
across different nodes. The opportunities provided by this technology include improving
the efficiency of healthcare systems and reducing the risk of leakage of sensitive data. The
study also suggested that differential privacy and encryption techniques could play a key
role in enhancing security and privacy during federated training. The study showed that
federated learning is a promising option for healthcare systems, enabling effective health
models to be trained without disclosing patient data, while emphasizing the need for
optimized algorithms to ensure good model performance and achieve a balance between
accuracy and privacy in multi-party environments. In the future, these technologies face
challenges in adapting to the vast diversity of healthcare data, as well as the need to
balance security and communication efficiency in networks with limited capacity.

This study [41] explored the possibility of integrating federated learning (FL) and
explainable artificial intelligence (XAI) in sixth-generation (6G) networks, with a focus
on their application in intelligent vehicle systems (V2X). The researchers highlighted that
XAI enhances the transparency of autonomous driving systems, helping to make more
reliable decisions in vehicle and traffic management.

A Fed-XAI framework was proposed to evaluate the quality of service in smart vehicle
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networks, where FL ensures data privacy during training, while XAI provides clear expla-
nations for model decisions. The study also analyzed the benefits of federated learning in
reducing communication costs and protecting user privacy, especially when dealing with
sensitive data such as locations and routes.

Experiments showed that FL improves communication efficiency and reduces resource
consumption compared to central models, but it still faces challenges related to the large
variance in vehicle data and the impact of network latency on federated model quality. The
researchers recommended the development of standardized criteria for Fed-XAI systems

to enhance their adoption in industrial applications and autonomous vehicles.

2.4 Federated Learning in Advanced Systems

In this study [45], the researchers developed a model based on federated learning (FL) to
combat distributed denial of service (DDoS) attacks in Internet of Things (IoT) networks.
FL enables connected devices to collaborate in training a global model without sharing
their sensitive data, thus reducing the risk of data leakage.

The researchers used advanced aggregation algorithms such as FedAvg and FedAvgM
to improve the stability and accuracy of the model when dealing with non-IID data. Addi-
tionally, deep autoencoders were adopted to analyze and reduce the dimensionality of the
data, aiming to improve performance and enhance attack detection accuracy. The results
showed that FedAvgM outperformed FedAvg in handling heterogeneous data, providing
higher stability in detecting attacks while reducing false positive rates.

The study concluded that FL can be an effective solution for protecting IloT networks
from DDoS attacks, but it faces challenges related to increased resource consumption as
the application scale expands. The researchers recommended integrating FL. with other
techniques such as encryption and behavior analysis to improve detection efficiency and
reduce energy consumption.

In this study [46], the researchers conducted a comprehensive review of the use of
federated learning (FL) supported by blockchain technology to enhance security in the
Internet of Things (IoT). The study analyzed the advantages provided by this integration,
such as improved privacy, reduced reliance on a central server, and enhanced trust in
distributed learning models. The study discussed the key challenges facing FL in IoT,
such as compatibility issues, high resource consumption, and data heterogeneity.

To achieve security, the study proposed the use of consensus mechanisms in blockchain
to ensure the reliability of model updates and prevent tampering. However, the study
pointed out that these mechanisms impose high computational costs, which may limit
their use in resource-constrained devices. Additionally, the need to develop hybrid so-
lutions combining FL and blockchain more efficiently to reduce complexity and improve
performance was highlighted.

The study concluded that combining FL. and blockchain provides a high level of secu-
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rity, but still faces challenges in scalability and effective use in IoT environments. The re-
searchers recommended improving federated learning algorithms, using data compression

techniques, and developing more adaptive models for resource-constrained environments

to achieve a balance between security and efficiency.

Title Authors and Insti- | Year Focus Areas Limitations
tution
Privacy Threats | Adel ElZemity, Budi | 2024 Comprehensive analysis of | Implementation complexity
and Countermea- | Arief (University of privacy risks and proposed | across heterogeneous IoT
sures in Federated | Kent) countermeasures in IoT- | devices.
Learning for IoT based FL environments.
Interplay between | Luis M. Lopez-Ramos | 2024 Studied the integration of | Absence of standard eval-
FL and XAIL: A |et al. (VALIDATE FL and XAI in various sec- | uation metrics for inter-
Scoping Review Consortium) tors. pretability.
Privacy Preserva- | Nguyen Truong et al. | 2021 Surveyed FL compliance | Limited insights into practi-
tion in FL from a | (Imperial College Lon- with GDPR focusing on le- | cal deployment issues.
GDPR Perspective | don) gal and technical dimen-
sions.
Empirical Study of | Sofia Zahri et al. | 2024 Benchmarking of FL algo- | Evaluation on large-scale
FL Efficiency and | (QMUL, TU-Dublin) rithms in terms of privacy | and diverse datasets was
Privacy and training efficiency. lacking.
FederatedTrust: A | Pedro M. Sanchez | 2023 Proposed a framework using | High computation overhead
Solution for Trust- | Sdnchez et al. (Uni- trust scores and reputation | not suitable for edge de-
worthy FL versity of Murcia, mechanisms in FL. vices.
Zurich)
hExplainable ML | Si-ahmed Ayoub et al. | 2024 Developed XAl-based | Demands high computa-
Security Frame- | (Blida 1 University, framework for privacy in | tional resources in practical
work for IToMT Emory University) medical IoT systems. deployments.
FL-Based AI in | Anichur Rahman et | 2023 Offered taxonomy of FL- | Lack of real-time systems
Smart Healthcare: | al. (KSU, Aalto based Al solutions in | and energy-efficient models.
Challenges Univ.) healthcare and highlighted
open issues.
VFL: Verifiable FL | Anmin Fu et al. (Nan- | 2020 Introduced verifiable FL | Verification mechanism
for Industrial IoT | jing Univ. of Science model for industrial IoT | adds delay and reduces
and Tech.) using  privacy-preserving | performance.
techniques.
Privacy and Secu- | Rémi Gosselin et al. | 2022 Surveyed privacy risks and | Did not consider impact of
rity in Federated | (Appl. Sci. Journal) security solutions in FL | integration with 6G net-
Learning models. works.
Privacy-preserving | Tien-Dung Cao et al. | 2021 Proposed an efficient FL | Communication cost under
and Parallel FL | (Tan Tao University) framework with privacy | mobility not fully analyzed.
Framework guarantees and parallel
processing.
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Title Authors and Insti- | Year Focus Areas Limitations
tution

FL for Communica- | Tien-Dung Cao et al. | 2022 Built a FL model to bal- | Lacks real-time system de-

tion Efficiency and | (SIT, Vietnam Nat'l ance communication effi- | ployment and validation.

Privacy Univ.) ciency and data privacy.

FL  with Differ- | Fardin Jalil Piran et | 2024 Combined FL with HDC | Scalability issues due to

entially Private | al. (UC Irvine) and differential privacy to | computational complexity.

Hyperdimensional process  high-dimensional

Computing data.

Federated Learn- | S. S. Pradeep et al. | 2023 Proposed a federated learn- | Managing  heterogeneous

ing for Privacy- | (Int. J. Healthcare ing framework for privacy- | healthcare data, improving

Preserving Health- | Inf. Syst. Informat- preserving healthcare ana- | communication efficiency,

care Analytics ics) lytics, focusing on improv- | and balancing security with
ing patient data privacy and | system  performance in
ensuring model efficiency. medical environments.

FL with XAI for | Ali Raza (Univ. of | 2023 Integrated FL and XAI | Data heterogeneity affects

Smart Healthcare Lille & Kent) for interpretable models in | accuracy and training sta-
healthcare diagnostics. bility.

FL of Explainable | Alessandro Renda et | 2022 Developed explainable FL | Latency and network per-
AT Models in 6G al. (Information Jour- models for future 6G sys- | formance constraints still
nal) tems in autonomous vehi- | exist.

cles.
Fed-XAI:  Feder- | Jos¢é L. Corcuera | 2022 Built a FL framework us- | Standardization needed in
ated Learning of | Barcena et al. (Univ. ing decision trees and fuzzy | explanation outputs.
XAI Models of Pisa) logic for interpretability.
Transparency and | Tomisin Awosika et al. | 2023 Merged FL and SHAP for | Edge device interpretation
Privacy in Finan- | (Anglia Ruskin Univ.) interpretable financial fraud | accuracy not extensively
cial Fraud Detec- detection. tested.
tion
FL Against DDoS | Ghazaleh Shirvani et | 2024 Applied deep FL with | Higher energy consumption
Attacks in IoT al. (Preprint arXiv) autoencoders to mitigate | with scale-out networks.
DDoS attacks in IoT.
Blockchained Fed- | Yanna Jiang et al. | 2024 Merged blockchain and FL | High cost due to blockchain
erated Learning for | (ACM Comp.  Sur- to create secure decentral- | consensus protocols.
IoT veys) ized IoT networks.
Blockchain-based Wael Issa et al. (ACM | 2023 Surveyed integration of | Scalability limitations of
FL for IoT Security | Comp. Surveys) blockchain and FL for | blockchain remain unre-
secure [oT systems. solved.

Table 2.1: Summary of Selected Studies 1-20
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Chapter 3
Proposed method

Federated Learning (FL) has emerged as a key solution to address privacy and data
security challenges in healthcare applications. By allowing machine learning models to
be trained locally on edge devices—such as hospital systems—without sharing sensitive
patient data, FL preserves confidentiality and reduces communication overhead.

While Internet of Medical Things (IoMT) systems connect medical devices to enable
continuous patient monitoring, this study does not propose a novel IoMT architecture.
Instead, it focuses on the integration of federated learning into existing healthcare infras-
tructures to enhance data privacy, scalability, and model efficiency.

This chapter outlines the general framework of the proposed method, which seeks
to strike a balance between privacy preservation and model interpretability in a feder-
ated environment. The approach consists of several stages: starting with secure data
collection from hospitals, progressing through local model training on individual clients,
and culminating in centralized aggregation of model updates. The final stage involves
the interpretation of results using visual explanation techniques such as GradCAM and
NormGrad.

By embedding interpretability mechanisms within the FL. workflow—without compro-
mising data privacy—the proposed framework promotes transparency and fosters trust
in Al-driven decisions, particularly in critical domains like healthcare and IoT-based sys-

tems.

3.1 The Overall Framework of the Proposed Approach

The proposed system in this study is based on an interpretable federated learning
framework designed to enhance privacy protection within healthcare environments. This
system operates in a collaborative setting among multiple medical institutions (such as
hospitals), where sensitive health data is retained locally within each hospital. Information
exchange is limited exclusively to model updates, without any direct sharing of raw data.

The design focuses on establishing an integrated architectural framework comprising

the following stages:
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e Local data collection within each hospital.
o Local model training using patient data available at each site.

o Interpretation of model outputs using explainable Al techniques (GradCAM and

NormGrad) at each hospital to clarify the reasoning behind predictions.

o Centralized model aggregation through a main server responsible for merging pa-

rameters received from clients.

The following figure illustrates the overall architectural overview of the system:

Hospital A Hospital B Hospital C
Data Collection Data Collection Data Collection
Hospital A Hospital B Hospital C

Local Training(CNN) Local Training(CNN) Local Training(CNN)

- ~
- ~
-, ~
’ ~
’ N
’ \

/" GradCAM GradCAM GradCAM
,'I NormGrad NormGrad NormGrad ‘\\
: Heatmaps Heat:maps Heatmaps :
. Central Server e
~ ) ( -

Aggregation Module

h

Accuracy Privacy Score Comm. Efficiency...

Figure 3.1: Interpretable Federated Learning Architecture for Healthcare

To delve deeper, the following sections will explain each stage of the system in detail:

3.1.1 Data Collection Stage

The data is collected in hospital settings using professional medical scanners, ensuring

high accuracy and quality that enhance the reliability of results and analysis.

o Given the sensitive and private nature of this data, it is handled from the outset

with strict security protocols.
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e The collected information typically includes vital signs and medical images, which

can later be processed and analyzed for various diagnostic and research purposes.

3.1.2 Local Model Training Stage

An efficient Convolutional Neural Network (CNN) model was developed due to its high
capability in processing image data and extracting spatial patterns. The proposed model

consists of the following architecture:

o Two consecutive convolutional layers, used to extract fundamental features from
images such as edges and shapes, each followed by a max pooling layer to reduce

dimensionality and computational complexity.

e Three fully connected layers, used to integrate the extracted features from the
previous layers and perform the final classification over the ten classes in the CIFAR-
10 dataset.

e The CrossEntropy Loss function was used, as it is well-suited for multi-class
classification tasks, measuring the divergence between the model’s predicted distri-

bution and the true class distribution.

*CCrossEntropy = - Z Yi log(gz) (3 1)

C' is the number of classes,
where: ¢ ¢, is the true label for class i (0 or 1),

U; s the predicted probability for class 7.

For a batch of N samples:

— _% Z Z ™ log( (3.2)

e The Adam Optimizer was adopted for its fast convergence and stable parameter
updates. It combines the benefits of SGD (which updates parameters based on
the average gradient from random mini-batches) and RMSProp (which adaptively
adjusts the learning rate for each parameter based on the moving average of squared

gradients).

my = Prmu—1 + (1 — B1)ge

v = Pove—1 + (1 — 52)93
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my
O =0, — a0——— 3.3
t+1 t Oé\/@—t+€ ( )

where:
)
my is the first moment estimate (mean of gradients),
vy is the second moment estimate (uncentered variance of gradients),

mye, Uy are bias-corrected moment estimates,

0, are the parameters at iteration t,

« is the learning rate,

b1, P2 are exponential decay rates for the moment estimates,
I is the gradient at iteration t,

€ is a small constant to avoid division by zero.
\

This architecture strikes a balance between computational efficiency and accuracy,
making it suitable for deployment in federated learning (FL) environments with non-I11D

data distributed across multiple clients.

3.1.3 Interpretability Mechanisms

After each training round, the model is analyzed using two interpretive techniques,To
enhance the understanding of the model’s behavior and analyze its decisions,offering deep

insights into how inputs influence the model’s outputs:

1. GradCAM (Gradient-weighted Class Activation Mapping)
GradCAM is an advanced technique for analyzing the model’s classification re-
sponses. It utilizes the gradients computed during the backpropagation process to
identify important regions in the image that significantly contribute to the model’s
decision. This approach allows researchers to visually interpret the regions that the
model focuses on, providing a better understanding of how it processes data and

makes predictions[4§].
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The mathematical formulation of GradCAM involves the following steps:

:_ZZaAk (3'4)

Léacan = ReLU (Z a;Ak> (3.5)
k

where:

« y° is the score for class ¢ (before the softmax),

o A¥ is the k-th feature map of the convolutional layer,

. Afj is the activation at spatial location (7, j) in feature map k,

* Z is the number of pixels in the feature map (ie., Z=3_,> ;1)

e «f is the importance weight for feature map & with respect to class c,
o L¢ . qcan 18 the GradCAM heatmap for class c,

o ReLU ensures only positive influences are considered.

Softmax
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Figure 3.2: GradCAM method

2. NormGrad (Normalized Gradient)
NormGrad offers an innovative method to explore the influence of absolute gradi-
ents in the image on the model’s output. By analyzing the individual gradients
of each pixel in the image, this technique provides a quantitative measure of each
input component’s impact on the final decision. This insight leads to a deeper un-
derstanding of the model’s internal interactions and contributes to transparency in

the computations performed by the neural network[49).

The mathematical formulation of NormGrad can be expressed as:

() — [V fy () || — min ([|Vo fy () [])
o= max (||Va fy (2)[]) — min (Ve fy (2)]]) + ¢
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Where:

« H (x) is the normalized saliency heatmap of input x.
+ fy(x) is the model’s output score for the predicted class y.

o V.fy(x) denotes the gradient of the output score f, with respect to the input

.
e || -] is the norm applied to the gradient (typically L1 or L2 norm).

e min(-) and max(-) are the minimum and maximum values over the gradient

norm map.

¢ is a small constant added for numerical stability to avoid division by zero.

8

Original Image NormGrad Heatmap
Grad-CAM Heatmap Grad-CAM Heatmap

Figure 3.3: NormGrad and GradCAM Process

3.1.4 Central Aggregation Phase (Aggregation Server)

After each client completes the local training, it sends the updates (new model weights)

to the central server.

o No sensitive data or images are transmitted, which enhances privacy protection.

e The communication is secured using secure protocols for data transmission.

At the central server, updates from all clients are received and aggregated using one

of the following federated learning strategies:
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FedAvg (Federated Averaging)

FedAvg is one of the simplest and most widely used federated learning algorithms. It relies
on computing a weighted average of the model weights sent by the clients. After local
training, each client sends its model weights to the central server, which then calculates
the weighted average based on the number of local training samples for each client, and
updates the global model.

This strategy is most effective in balanced data distribution environments and is usu-
ally applied in synchronous settings where the server waits to receive updates from all

selected clients before performing the aggregation step.

K

n
Wit1 = Z Wkwgk) (3.7)

k=1

where:

o wyq is the global model after update at round ¢ + 1,

K is total number of clients,
e ny is number of training samples at client k,

o« n= Zszl ny is total number of samples across all clients,

. w]gk)is model weights sent from client k after local training at round ¢.

Fed Adam

FedAdam is an improvement of the popular Adam algorithm, adapted for federated learn-
ing environments. It uses an adaptive learning rate and momentum in the updates to ac-
celerate convergence and provide greater stability during training, especially when dealing
with heterogeneous data. FedAdam works well with both balanced and unbalanced data

distributions, and is typically implemented in synchronous environments.

1
k
gt = —= E (wt—wt( )>

k=1
my = Brme—1 + (1 — 1) g:
v = Pove1 + (1 — 52)93

~ my (3-8)
my = ———
T 1-p
. (%
/U =
T 1-5)

where:
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» ¢ is aggregated gradient at round ¢,

o my is first moment estimate (momentum),

e 1, is second moment estimate,

o [, B9 is exponential decay rates for the moment estimates,

e 1y, U; is bias-corrected moment estimates,

e 7 is server learning rate,

e ¢ is small constant to prevent division by zero,

o w; and wy,q is global model weights at rounds ¢ and ¢ + 1, respectively,

. wik) is local model weights from client k after training.

FedYogi

FedYogi is an improvement over FedAdam that addresses oscillation issues in model up-
dates by using a mechanism to stabilize the average of gradients. This algorithm helps
stabilize the model when data is heterogeneous, outperforming FedAdam in scenarios re-
quiring higher precision. It is usually used with unbalanced data distributions and in

synchronous environments.

my = Prmy—1 + (1 — B1) gy
v =01 — (1= 52)- sign(vt_l - gtz) 'gtz

N my
my =
1—pi (3.9)
N Ut
Vy =
-
my
B
t

where:
e ¢ is aggregated gradient at round ¢,
o my is first moment estimate (momentum),
e v, is second moment estimate with Yogi correction,
e [, B9 is exponential decay rates for the moment estimates,
e 7 is learning rate,
e ¢ is small constant to prevent division by zero,

o w; and wy,q is global model weights at rounds ¢ and ¢ + 1, respectively.
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FedOpt

FedOpt is a general framework that combines FedAvg with advanced optimizers such as
RMSProp, Adam, or Yogi, aiming to speed up convergence and achieve more precise up-
dates of the federated model. Due to its flexibility, it can be used in various scenarios with
random data distributions and operates efficiently in synchronous environments ensuring

unified aggregation from all clients.

p

k
gt = % Zszl <wt - wt( ))
me = Prme—1 + (1 — P1)g:

Vy = V41 + Avt(gm Vt—1, 52)

(3.10)
mt = 17115{
ﬁt = 131553

(Wi+1 = Wy — 1]+ \/%’;E
where:
o wy is global model weights at round ¢,
. wgk) is local model weights from client k after local training,
e K is total number of clients,
e ¢, is aggregated pseudo-gradient at round ¢,
o my is first moment estimate (momentum),
e 1; is second moment estimate updated by Av; depending on the optimizer,
e [, P9 is exponential decay rates for moment estimates,
e 1My, U; is bias-corrected moment estimates,
o 7 is global learning rate,
e ¢ is small constant to avoid division by zero,

o Awvi(g,vi-1,P2) is update rule for the second moment, e.g.:

— For FedAdam is Av; = (1 — 35)(92 — vs_1),
— For FedYogi is Av, = —(1 — ) - sign(v—1 — ¢7) - 97,

— For other optimizers, Av; may vary.

The updated global model is sent to all client devices to start a new training round,

ensuring continuous updating of the model at each participating node.
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3.1.5 Prediction and Interpretation

At the final stages of the federated learning process, the topic of model interpretability
gains significant importance, as it constitutes a fundamental element for enhancing the
understanding of how models make decisions and ensuring transparency in operations.
Since each client trains the model locally on its own data, the interpretation process is
also performed at the client level, which ensures data privacy and protects against leakage.

Each client generates detailed explanations of the model using advanced techniques
such as Grad-CAM and NormGrad, highlighting the features and information that have
the greatest impact on prediction. Subsequently, only the model weights are sent to the
central server, where these weights are aggregated to form a global model representing
the collective knowledge of all clients.

This integrated approach combines the power of distributed learning with providing
precise local interpretability for each client, while preserving data confidentiality, sup-
porting the construction of highly reliable and interpretable federated learning models
that facilitate their adoption in sensitive domains such as healthcare and the Internet of
Things.
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Chapter 4

Experimental evaluation and

discussion

4.1 Data Preparation

The CIFAR-10 dataset was adopted in this study for simulation and evaluation of the
federated learning system’s performance. This dataset contains 60,000 color images sized
32x 32 pixels, distributed across 10 distinct classes, with 50,000 images allocated for train-
ing and 10,000 for testing.

As a preliminary step, the data underwent preprocessing, which included:

o Normalization using the mean and standard deviation computed from the training

set, in order to standardize the pixel value ranges and enhance training stability.

bird deer cat hc:-rse
™y .
e 7
airplane automobile cat

After preprocessing, the data was partitioned among clients based on various distri-

e o IS

Figure 4.1: Photo of data

bution strategies, aimed at investigating the effects of data heterogeneity and training

synchronization on the performance of federated learning. These strategies include:
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e Equal-Sync Distribution: Data is equally distributed among clients, and all

clients participate synchronously in every training round.

e Unequal-Sync Distribution: Clients receive varying amounts of data, while

maintaining synchronous updates.

« Random-Async Distribution: Data is randomly and unevenly distributed, and

clients participate asynchronously in the training process.

These diverse configurations were adopted to simulate realistic scenarios and reflect
the true challenges present in Internet of Medical Things (IoMT) networks, where clients

differ significantly in data volume and computational capabilities.

4.2 FEvaluation Metrics

The performance of the federated learning system was evaluated using a comprehensive

set of metrics that consider aspects of accuracy, effectiveness, and privacy, as follows:

e Accuracy
The weighted average classification accuracy was calculated based on the number
of samples per client, reflecting the ability of the global model to generalize across

different local distributions.

e Loss
The weighted average loss was adopted to provide a more accurate representation

of model quality, accounting for the varying data sizes across clients.

o« Communication Efficiency
Measured by the total amount of data exchanged (in bytes) during training. It
reflects network resource usage, a critical factor in bandwidth-constrained environ-

ments.

o Message Exchange
Represents the total number of model exchanges between the server and clients per

round, indicating communication load and energy cost.

« Round Time
Defined as the time (in seconds) to complete one training round — from sending
the model to clients to receiving and aggregating their updates. It indicates system

execution efficiency:.

e Privacy Score
This metric indicates how well the model balances predictive performance with the
preservation of data privacy, highlighting the potential risk of information leakage

as accuracy increases.
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Additionally, the following metrics were considered:

o Number of Rounds Refers to the total number of federated training rounds per-
formed, each consisting of local training at clients followed by central aggregation

of models.

e« Number of Clients Represents the number of parties involved in federated train-

ing, participating either synchronously or asynchronously, depending on the strategy

type.

4.3 A Comparative Study of Federated Learning Strate-
gies (FedAvg, FedAdam, FedYogi, FedOpt)

This experiment aims to conduct a comparative analysis of the performance of
four federated learning strategies: FedAvg, FedAdam, FedYogi, and FedOpt, within
a homogeneous federated environment where data is evenly distributed across all
clients in terms of size and features.

The experiment involves running each strategy over 10 training rounds, recording
the global model accuracy at each round, as well as the training and evaluation accuracy
of each client individually. The setup uses a CNN model and a balanced distribution of

the CIFAR-10 dataset among clients. The goal is to evaluate each strategy’s ability to:
o Achieve high global accuracy.
o Ensure consistent and balanced client performance.

o Handle data characteristics effectively even in a homogeneous setting.

FedAvg - Accuracy per Round

Accuracy

0.50 A

0.45 A

0.40

T T T T T
2 4 6 8 10
Round

Figure 4.2: accuracy plot of FedAvg
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Client Accuracy Summary Table:
Client ID Avg Train Accuracy Avg Eval Accuracy
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Figure 4.8: accuracy plot of FedOpt
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Figure 4.11: accuracy plot of FedYogi
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Client Accuracy Summary Table:
Client ID Avg Train Accuracy Avg Ewval Accuracy
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Strategy

Acc. R1

Acc. R10

Train/Eval Acc.

Performance Notes

FedAvg

0.32

0.74

0.74-0.75 / ~0.6385

Strong and stable perfor-
mance with balanced gener-
alization. Minor variation
across clients; effective in
homogeneous settings.

FedOpt

0.42

0.71

0.73-0.75 / ~0.63

Similar to FedAvg . Main-
tains consistent client accu-
racy and stable learning dy-
namics.

FedAdam

0.23

0.40

0.49-0.51 / ~0.32

Lower evaluation accuracy.
Significant variation across
clients.

FedYogi

0.20

0.50

0.54-0.56 / ~0.38

Limited generalization, less
stable than FedAvg/Fe-
dOpt. Slightly  more
variance in client perfor-
mance.

Table 4.1: Detailed performance summary of federated strategies with training and evaluation

accuracy

Although data is distributed homogeneously, the experiment revealed performance

variability among clients that depends on the chosen strategy.

Strategies like FedAvg and FedOpt, which rely on averaging client models, tend to

minimize variability across clients, making them suitable for achieving overall balanced

performance without fine-grained personalization.

In contrast, adaptive gradient-based strategies like FedAdam are more sensitive to

local data characteristics, causing greater variability in client performance, even

in a balanced data setting.

FedYogi shows moderate behavior; originally designed for heterogeneous environments,

it does not fully benefit from the balanced distribution in this experiment.
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Although there appears to be a discrepancy between the clients’ accuracy results in
the graph and the summary table, this discrepancy is not indicative of a programming or
technical error in the implementation of the Fed Avg algorithm. Rather, it is attributed to
the differing nature of data representation between the two sources. The graph illustrates
the progression of each client’s training accuracy over multiple rounds, offering a dynamic
view of the learning process, while the table presents final average values, which serve as

a quantitative summary of performance.

4.4 Analysis of Data Distribution Impact on FedAvg

Performance

The objective of this experiment is to analyze the effect of different data distribution pat-
terns among clients on the performance of the Fed Avg algorithm in a federated learning
setup. Data balance is a critical factor that directly influences the accuracy and conver-
gence stability of the global model. In cases of data imbalance, the central model may
experience degradation or convergence delays, which undermines the overall effectiveness
of federated learning.

To achieve this, three experimental environments were created, differing only in data
distribution, while keeping all other variables constant (e.g., number of clients, number
of rounds, model architecture, synchronous aggregation, and the FedAvg algorithm). The

following distribution types were used:

e Equal Sync Each client receives an equal number of samples with a balanced

representation of all classes.

« Random Sync Data is distributed randomly, without ensuring balance in class

representation or sample size.

e Unequal Sync Clients receive unequal quantities of data, possibly skewed towards

specific classes.

Each client’s training accuracy was recorded across 10 rounds. Three separate graphs
are plotted (accuracy graph for each client according to the distribution), as well as a

comparative graph for overall accuracy.
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Figure 4.14: Accuracy of Equal,Random and Unequal Sync in the FedAvg
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Table 4.2: Comparison of FedAvg Performance Across Different Data Distribution Types

Criterion

Distribu-
tion (Equal Sync)

Equal

Random  Distri-

bution (Random

Distri-
bution (Unequal

Unequal

Sync) Sync)

Central Model Ac- | Good — reaches 0.54 | Generally good — | Poor performance

curacy by round 10 with | peaks near 0.52 at | 0.46, with slight
steady improve- | best, but improves | fluctuations.
ment. at a slower pace.

Client Accuracy Very consistent — | good — most clients | most  clients are
most clients achieve | score between 0.73 | between 0.70 and
accuracy  between | and 0.74, with | 0.73, with a few
0.73 and 0.75. some variation. lower outliers.

Client Consistency | High — performance | Moderate — some | The gaps between
gaps between clients | crossing points be- | client are larger and
are minimal and sta- | tween clients, but | more volatile.

ble.

differences are not

large.
Overall Distribu- Best perfor- | Acceptable per- | Fair performance
tion Quality mance - excellent | formance  —good | - some instability
stability, consistent | improvement, but | and client diver-
client results. there’s a slight drop | gence.

in client alignment.

The results clearly indicate that the type of data distribution among clients sig-

nificantly affects the performance of the Fed Avg algorithm. Key scientific findings are

summarized as follows:

e Equal Sync: VYields the best results with faster convergence, more accurate and

stable global model, and minimal risk of bias or performance gaps.
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« Random Sync: Shows moderate performance with visible variation across clients

and less stable learning curves.

e Unequal Sync: The most problematic; leads to biased global models favoring

dominant clients and produces large performance gaps among participants.

To achieve efficient federated learning using FedAvg, a balanced data distribution is
essential. This is especially critical in sensitive domains like healthcare or IoT, where

biased or unstable learning may result in unreliable or unsafe decisions.

4.5 The effect of Sync vs. Async on the FedAvg al-
gorithm

An experiment was conducted to investigate the impact of synchronization modes, namely
Synchronous (Sync) and Asynchronous (Async), on the performance of the Fed Avg
algorithm within a federated learning environment using classified data.

The primary objective of this study is to evaluate how the choice of synchronization
mode affects the convergence speed, final model accuracy, and stability of the global
model throughout the training rounds, as well as to identify which mode achieves superior

performance in terms of model quality and training efficiency.

o In Synchronous (Sync) mode, the server aggregates updates from all clients in
each training round and updates the global model only after receiving all client

updates, ensuring consistent and comprehensive model updates.

e In Asynchronous (Async) mode, the server updates the global model immedi-
ately upon receiving updates from any available client, allowing faster updates but
potentially using incomplete or stale data, which may affect model stability and

accuracy.

Furthermore, the training accuracy of each client was monitored and analyzed inde-
pendently over the training rounds. This enabled the evaluation of each client’s contribu-
tion to improving the global model and provided insights into the performance variability

among clients, especially between the synchronous and asynchronous modes.
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—e— Sync

— Async
0.70 ——
0.65 //

0.60

Figure 4.21: Accuracy of Sync and Async in the FedAvg
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Figure 4.22: client accuracy in sync
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Figure 4.23: client accuracy in async

Client Accuracy Summary Table:
Client ID local Accuracy(Sync) local Accuracy(Async)

a 8.7491 a.737e
1 8.7453 8.7414
2 8.7454 8.7527
3 8.7566 8.7405
4 8.7431 8.7414
5 8.7548 9.0000
6 8.7563 a.eeee
7 8.7521 a.eeee
8 8.7457 @.e8ee
2] 8.7588 9.0000

Figure 4.24: client accuracy in async
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Table 4.3: Summary of Client Training Accuracy Experiments for Sync and Async Strategies

Aspect

Asynchronous Strategy
(Experiment 1)

Synchronous Strategy

(Experiment 2)

Number of Clients | 5 10

Initial Accuracy 0.4 0.37

Final Accuracy 0.7 0.74

Accuracy  Evolu- | Gradual improvement over | Faster =~ convergence  to
tion time higher accuracy

Result Variability | High variability due to com- | Uniform performance

Among Clients

munication/data differences

among clients

Client
per Round

Accuracy

Line plot with dashed col-
ored lines for each of the 5
clients; all clients show im-

provement

Line plot with solid col-
ored lines for each of the
10 clients with dots; clients

show cohesive improvement

Sync vs Async Ac-

curacy Comparison

Orange line (Async) shows

slower increase with X

markers

Blue line (Sync) shows
higher accuracy with circu-

lar markers

Insights

Potential discrepancies due

to network latency or data

Consistent updates lead to

uniform and stable learning

heterogeneity

The results showed that the synchronous strategy (Sync) achieved a higher final ac-
curacy (0.74) compared to the asynchronous strategy (Async), which stopped at 0.70.

In the synchronous mode, the server aggregates updates from all clients before updat-
ing the global model. This approach ensures comprehensive data utilization and produces
a more balanced and stable model, reflected in the higher final accuracy and consistent
client performance, where client accuracies ranged between 0.73 and 0.75, indicating clear
stability in collective learning.

In contrast, the asynchronous mode updates the model as soon as any client’s update
arrives, leading to faster updates but potentially causing fluctuations in performance due
to incomplete or heterogeneous data usage. This was evident in the variation of client
accuracies, which ranged from 0.68 to 0.72, suggesting differences in local data quality or
communication speeds.

Synchronous federated learning provides more stable performance and higher collective
accuracy when a reliable and regular communication environment is available. Meanwhile,

asynchronous federated learning is preferable in heterogeneous environments or when
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faster training is required, despite the possible variance in client performances.

4.6 Interpreting Models Using GradCAM and Nor-
mGrad

The aim of this experiment is to understand how the Convolutional Neural Network
(CNN) model makes decisions by analyzing the regions it focuses on during prediction.

To achieve this, the GradCAM and NormGrad techniques were applied, which gen-
erate heatmaps that highlight the most influential parts of the image during the model’s
decision-making process.

This experiment seeks to analyze how well the model focuses on meaningful visual
features within the images, helping to interpret the model’s behavior and assess whether
it relies on relevant information when making predictions.

Onginal Image

GradCAM Heatmap NormGrad Heatmap

Figure 4.25: Interpretation of image 1

Original Image GradCAM Heatmap NormGrad Heatmap

Figure 4.26: Interpretation of image 2

Original Image

Figure 4.27: Interpretation of image 3

GradCAM Heatmap NormGrad Heatmap
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Figure 4.28: Interpretation of image 4

original Image

GradCAM Heatmap NormGrad Heatmap

Figure 4.29: Interpretation of image 5

The Results and Visual Analysis

Visual Interpretation

Description

Original Image

The image passed to the model. It contains a low-
resolution object with complex background elements.

GradCAM Heatmap

The heatmap highlights the most important regions us-
ing warm colors (red/yellow), showing areas where the
model focused.

NormGrad Heatmap

The NormGrad heatmap provides a finer, more local-
ized interpretation, emphasizing smaller but more con-
centrated areas.

Table 4.4: Visual Interpretation of the CNN Model’s Attention

e GradCAM: The heatmap showed broad areas that roughly align with the shape
of the object. The model focused on large regions highlighting the most important

parts of the image.

e NormGrad: The heatmap provided more detailed focus, indicating that the model

was able to pinpoint smaller, more concentrated areas that were deemed important.

These techniques provide valuable insights into how the model makes decisions. Grad-
CAM offers a broad understanding of where the model is focusing its attention, while

NormGrad provides a finer and more precise focus on smaller, more specific features.
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These techniques contribute to improving the interpretability of the model, which en-
hances transparency, especially in privacy-sensitive federated learning environments. In
federated learning applications dealing with sensitive data, such as healthcare, the trans-
parency in model decision-making becomes increasingly important. Techniques such as
GradCAM and NormGrad help ensure that the model is interacting with data in a

trustworthy and fair manner.

4.7 The Impact of Privacy-Preserving Noise on Model

Performance and Interpretability in Federated Learn-

ing

To examine how privacy-enhancing techniques affect both model performance and inter-
pretability in a federated learning environment, Gaussian noise was injected into model
gradients during local training. This approach simulates differential privacy mechanisms
and aims to mitigate the risk of sensitive information leakage during communication.
The experiments were conducted using a Convolutional Neural Network (CNN) model
under the standard federated learning setup. Privacy noise levels were varied across four

configurations:

» Noise Level 0.00: No noise added (baseline).
e Noise Level 0.01: Minimal privacy noise.
e Noise Level 0.05: Moderate privacy noise.

» Noise Level 0.10: High privacy noise.

GradCAM and NormGrad were used to extract visual interpretations from the trained
client models according to each privacy setting. The accuracy and quality of interpretation

of the results were then evaluated.
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Client 0 | Noise Level: 0.0
GradCAM NormGrad

Original

Figure 4.32: Interpretability in 0 Noise Level

Client 1 | Noise Level: 0.01

Original GradCAM NormGrad

Figure 4.33: Interpretability in 0.1 Noise Level

Client 2 | Noise Level: 0.05

Original GradCAM NormGrad

Figure 4.34: Interpretability in 0.5 Noise Level

Client 1 | Noise Level: 0.1

Original GradCAM NormGrad

Figure 4.35: Interpretability in 1 Noise Level

The following table summarizes the observed effects of increasing noise levels on both

model performance and interpretability:
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Table 4.5: Impact of Privacy Noise on Model Accuracy and Visual Explanations

Noise Level Accuracy GradCAM Clar- | NormGrad Privacy
ity Sharpness Score

0.00 High Focused and clear | Accurate and sta- | Low
regions ble details

0.01 Slightly  re- | Expansion of im- | Relatively  stable | Slight in-

duced portant areas and good detail crease

0.05 Moderate Greater attention | Some change, but | Moderate

dispersion less than Grad-
CAM
0.10 Low Clear loss of focus | Limited dispersion | High

The analysis reveals a clear trade-off between privacy and model utility:

¢ Performance vs.

Privacy: As the noise level increases, the accuracy of the

model consistently declines due to distorted gradient signals, which impede effective

learning and generalization.

Interpretability Degradation: Visual explanations generated by GradCAM and
This

suggests that privacy noise not only disrupts model weights but also corrupts the

NormGrad become less coherent and informative with higher noise levels.

internal representations critical for explainability.

Privacy Score Proxy: We define a simple privacy proxy metric as Privacy Score
= 1 - Accuracy, indicating that higher uncertainty (i.e., lower accuracy) may re-
flect stronger privacy protection. While simplistic, this aligns qualitatively with

differential privacy principles.

The results demonstrate that achieving a balance between privacy and model accuracy

in federated learning environments requires careful consideration.

Injecting noise into

model updates enhances privacy protection but leads to a decrease in predictive accuracy

and the quality of visual model interpretations. Therefore, privacy-preserving techniques

should be designed with two main objectives in mind: protecting sensitive data and

ensuring model reliability.
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4.8 Impact of Model Interpretability using GradCAM
and NormGrad in Standard and Multi-task Fed-

erated Learning

To study the impact of visual interpretation techniques in analyzing the behavior of models
trained in a federated learning environment, we applied GradCAM and NormGrad
to extract attention maps from both local and global models after each round. The

experiment was conducted using a simple CNN model under two different settings:

o Standard Federated Learning (Single-task FL): All clients participate in

training a single classification task.

o Multi-task Federated Learning (Multi-task FL): The model learns from mul-

tiple tasks coming from diverse client data.

The experimental settings were kept consistent across both scenarios (same number of

clients, rounds, optimization strategy, and model architecture) to ensure a fair comparison.

Comparison: Normal vs Multi-Task Federated Learning

—8— Normal FL
—»— Multi-Task FL

0.70

0.65 1

0.60 1

0.55 1

Accuracy

0.50

0.45

0.40

1.0 1.5 2.0 2.5 3.0 3.5 4.0 4.5 5.0
Round

Figure 4.36: accuracy of Standard and Multi-task Federated Learning
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Original Image

GradCAM Heatmap

NormGrad Heatmap

Figure 4.37: Interpretation of Standard Federated Learning

original Image

GradCAM Heatmap

NormGrad Heatmap

Figure 4.38: Interpretation of task Federated Learning

GradCAM and NormGrad were used to generate heatmaps from the same sample

image for both models from a given client. Table presents a qualitative comparison of

interpretability between the two approaches.

Table 4.6: Qualitative comparison between standard and multi-task federated learning using

GradCAM and NormGrad.

Metric

Standard Federated Learn-

ing

Multi-task

Learning

Federated

GradCAM Clarity

Focuses on object edges (e.g.,
airplane) and red lines, with

moderate attention elsewhere.

Stronger and more precise fo-
cus on the main object, with

better feature highlighting.

GradCAM Distribu-

tion

Attention is localized in few re-
gions, missing some important

parts.

Broader attention covers more
of the object, indicating deeper

understanding.

NormGrad Clarity

Sparse and scattered highlight
points, with limited informa-

tive detail.

Bright spots are few in density

and distribution.

Interpretation Model relies on coarse features | Model captures more advanced
for decision-making without | features, showing richer and
comprehensive understanding. | more interpretable learning.

Accuracy 70.7% 69.7%
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The results show that multi-task federated learning significantly improves the
model’s ability to interpret and understand images. This can be explained by the following

insights:

o Multi-tasking Promotes General Representations: In the multi-task setting,
the model is exposed to more diverse tasks and data distributions, encouraging it to
learn deeper and more generalizable features, which directly reflect in the attention

maps.

e Focus on Discriminative Features: In standard FL, the model might rely on
surface-level patterns. However, multi-task FL encourages discovery of more robust

and task-relevant features, resulting in higher interpretability.

o Interpretability as a Complement to Accuracy: Although the accuracy of the
multi-task model (69.7%) was slightly lower than the single-task model (70.7%), the
multi-task model demonstrated superior visual alignment and semantic clarity in its
attention maps. This indicates that interpretability can serve as a complementary

metric to accuracy when evaluating model quality and trustworthiness.

Using interpretability tools like GradCAM and NormGrad highlights that multi-task
federated learning models not only leverage diverse data better but also exhibit supe-
rior visual understanding and decision transparency. This makes them especially
suitable for critical applications such as healthcare, smart surveillance, and sensitive pre-

dictive systems.

4.9 Investigating Weight Sharing Effectiveness in Fed-
erated Learning Under Different Data Distribu-

tions

This experiment aims to evaluate the effectiveness of weight sharing between clients
in federated learning. Specifically, it investigates whether clients can benefit from knowl-
edge sharing through global weight aggregation under different data distribution
scenarios.

To achieve this, the performance of two evaluation methods is compared:
o Method 1: Evaluation is performed using an external test dataset (Testset).

o Method 2: Evaluation is conducted using training data from other clients (Other

Trainset).

The experiment is conducted over three communication rounds (Rounds 0, 1, and
2), with accuracy measurements recorded for each method under the following three data

distributions:
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o IID: Each client has a balanced dataset containing samples from all classes.

« NONIID: Each client’s dataset is restricted to only one or two specific classes.

« SEMIIID: Clients possess a dominant class in their data, with a small number of

samples from other classes.

The goal is to determine how these distributions affect the ability of the clients to

collaborate effectively through shared model updates.

Federated Learning Accuracy Comparison

0.6

0.4+

Accuracy

0.3+

0.2+ e

IID - Method 2 (Other Trainset)
—8— NONIID - Method 1 (Testset)
—¥- NONIID - Method 2 (Other Trainset)
—8— SEMIIID - Method 1 (Testset)

—¥- SEMIIID - Method 2 (Other Trainset)

0.1+ L

0.00 0.25

0.50 0.75 1.00 125 150 175 2.00
Round

Figure 4.39: accuracy plot

Table 4.7: Accuracy and Weight Sharing Observations Across Data Distributions

Data Distribution | General Performance Weight Sharing? | Key Observa-
tions

11D Excellent, improving over time Yes Accuracy in-
creases steadily.
Strong collabo-
rative learning
due to shared
patterns.

NONIID Very low, almost static No Poor  general-
ization. No
effective use of
shared weights.
Clients learn
independently.

SEMIIID Moderate, gradual improvement Partial Some  benefits
from shared

weights, but
inconsistency re-
mains compared

to IID.
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The results show that the performance of federated learning models is highly sensitive

to the underlying data distribution:

o In IID settings, clients produce balanced updates, leading to effective global model

improvement.

e In NONIID scenarios, local updates are class-biased and contradict each other

during aggregation, causing instability and low accuracy.

e The SEMIIID distribution allows for partial alignment between client updates,

leading to some improvement, but not as effective as IID.

This confirms that the quality of data distribution directly affects knowledge

sharing and generalization in federated learning systems.

4.10 Impact of Model Interpretability using Grad-
CAM and NormGrad

To assess the role of interpretability techniques in evaluating and understanding model
behavior within federated learning, we applied GradCAM and NormGrad to two distinct
CNN architectures: a simple model and a more complex model. Both models were trained
under identical federated learning settings, with the same number of clients, data distri-
bution, rounds, and optimization strategy. After each federated round, GradCAM and
NormGrad were used to extract heatmaps from each client’s local model and from the
global model. These heatmaps were analyzed to evaluate decision interpretability and

visual attention.
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Figure 4.40: accuracy plot Net(1)
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Figure 4.41: accuracy plot Net(2)
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Figure 4.42: Interpretability Net(1)

Original Image GradCAM Heatmap NormGrad Heatmap

Figure 4.43: Interpretability Net(2)
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Model Type | Accuracy GradCAM Heatmaps NormGrad Heatmaps

Simple CNN | 0.65 Shows light focus areas with | Displays more detail com-
color gradients. Highlights | pared to GradCAM. Higher
important regions, but with | contrast makes it easier to
limited detail interpret key areas

Complex CNN | 0.57 Sharper and clearer details. | Reveals finer and more ex-

Contains vibrant points in-
dicating stronger model fo-

Ccus.

tensive details than Simple
CNN. Colors are more var-
ied and contrasted, high-
lighting key components.

Table 4.8: Comparison of simple and complex models using GradCAM and NormGrad.

While the simple CNN achieved higher classification accuracy (0.65) compared to the

complex CNN (0.57), its interpretability was comparatively moderate. The GradCAM
and NormGrad heatmaps generated from the simple model provided a general indication
of attention regions and offered some level of semantic alignment. However, they lacked

the precision and depth observed in the outputs of the complex model.

The complex CNN, despite its lower accuracy, demonstrated a stronger ability to
localize and highlight meaningful features. GradCAM maps showed well-focused attention
on key areas such as object contours, while NormGrad outputs were especially rich in

detail, contrast, and spatial coverage.

This comparison reveals that interpretability and accuracy do not always align.
The simple model, though more accurate numerically, produced only moderately inter-
pretable explanations. In contrast, the complex model, through its expressive internal
structure, offered clearer and more informative visual insights, making it potentially more

valuable for applications requiring transparency and trust.
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4.11 Impact of the Number of Clients on Performance

and Interpretability

To investigate the impact of the number of clients on the model’s performance and decision
interpretability in a federated learning environment, four experiments were conducted
using different numbers of clients: 2, 5, 10, and 20. All other settings were kept constant,
including the model architecture, data configuration, number of federated rounds, and
the optimization strategy. GradCAM and NormGrad algorithms were used to generate
interpretability heatmaps, and the performance curve were monitored across the federated

rounds.

FedAvg - Accuracy per Round for Different Client Counts

—8— 2 Clients
5 Clients

—e— 10 Clients

—8— 20 Clients
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Figure 4.44: plot of accuracy using different numbers of clients: 2, 5, 10, and 20
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Figure 4.45: Interpretation of a sample image for Client 2.

NormGrad Heatmap

Original Image GradCAM Heatmap NormGrad Heatmap

Figure 4.46: Interpretation of a sample image for Client 5.

original Image GradCAM Heatmap NormGrad Heatmap

Figure 4.47: Interpretation of a sample image for Client 10.

Original Image GradCAM Heatmap NormGrad Heatmap

Figure 4.48: Interpretation of a sample image for Client 20.
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Number of Clients | Performance (Accuracy) Heatmap Characteristics
2 Clients Improvement reaching 0.74 Sparse and weak activations
5 Clients Improvement reaching 0.70 | Emergence of some correlated activations
10 Clients Improvement reaching 0.65 Clearer and more defined activations
20 Clients Improvement reaching 0.58 | Focused and object-centered activations

Table 4.9: Impact of client number on model performance and heatmap interpretability.

With 2 clients, the heatmaps were scattered and weak. At 5 clients, a slight improve-
ment was observed, with the emergence of some meaningful activation patterns, although
less clear than with 10 or 20 clients. With 10 and 20 clients, heatmaps became much
more focused and centered on relevant objects.

Although the theoretical premise suggests that increasing the number of clients in a
federated learning environment enhances data diversity and improves the model’s gen-
eralization capability, practical experiments have shown a noticeable decline in model
accuracy as the number of clients increases.

This decline is attributed to each client receiving a very small portion of the data
when it is distributed among a large number of clients, resulting in weak local learning
due to insufficient data. Consequently, this excessive partitioning produces unstable and
low-quality updates, which complicate the aggregation process at the central server and
negatively impact model convergence.

Despite this quantitative decline in performance, heatmaps generated using inter-
pretability tools such as GradCAM and NormGrad have shown a significant improvement
in focus and visual precision, particularly in experiments involving 10 and 20 clients.

This improvement is attributed to the increased diversity in visual patterns that the
model is exposed to due to the wider data distribution, even if each client holds only
a small share. The presence of slight variations in client data enhances the ability of
deep network layers to learn more distinctive and comprehensive feature representations,
leading to more focused activations on the target objects within images.

Therefore, this diversity—although scattered—enriches the model representationally
and supports improved visual interpretability. This underscores the importance of achiev-
ing a carefully considered balance between the number of clients and the amount of local
data to ensure integration between quantitative performance and interpretability accu-

racy.
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4.12 Physical Resources and Federated Learning Met-
rics

The objective of this experiment is to evaluate the performance of the selected federated
learning strategy in a real-world setting. The evaluation focuses on accuracy, commu-
nication efficiency, resource utilization (RAM and CPU), and total training time. The
ultimate goal is to measure the effectiveness and efficiency of the federated system in a
distributed environment where multiple clients collaborate without directly sharing their
data.

The federated learning experiment was conducted using a model trained on data that
was evenly distributed among ten clients. Each client trained locally and then sent its
updates to a central server. The Flower framework was utilized to implement the federated
training with synchronous strategy and balanced data distribution.

Performance was monitored based on the following metrics:

e Accuracy: Measures the ability of the global model to correctly classify data.
o Error Rate: Represents the proportion of incorrect predictions made by the model.

o« Communication Efficiency: Total number of bytes transmitted during the fed-

erated training rounds.

e Message Exchange: Number of messages exchanged between clients and the

server.

» Resource Utilization (RAM and CPU): Tracks the consumption of computa-

tional resources.

o Global Training Time: Total time required to complete all training rounds.

Table 4.10: Final Summary of Federated Learning Performance Metrics

Metric Value

Average Accuracy 0.7181

Error Rate 0.2819

Average Communication Efficiency (Bytes) | 339,018,640

Average Message Exchange 200

Average RAM Usage (%) 37.7 %

Average CPU Usage (%) 9.0 %
Number of Rounds 10
Number of Participants 10

Global Training Time (seconds) 7780.61

o An accuracy of 71.81% indicates that the federated model successfully learned from
distributed data without requiring central aggregation, achieving reasonably good

classification performance.
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An error rate of 28.19% is acceptable given the distributed nature of the data and

the possible asynchrony in updates.

The relatively high communication cost of approximately 339MB reflects the over-
head of transmitting model updates between clients and the central server over

multiple rounds, which is expected in federated setups.

An average of 200 messages exchanged demonstrates active participation in each

round, representing a fully executed federated process.

Low RAM (37.7%) and CPU usage (9.0%) show that the implementation is

resource-efficient and does not significantly burden the participating devices.

A total training time of 7780.61 seconds (approximately 2.16 hours) suggests that
federated learning requires more time than centralized training, but it offers benefits

such as data privacy and load distribution.
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General Conclusion

This research has deeply addressed a central issue in modern artificial intelligence: how
to achieve a delicate balance between privacy and transparency in a federated learning
environment where sensitive data is distributed across multiple devices. By combining
Federated Learning (FL) and Explainable Artificial Intelligence (XAI), this project aimed
to provide an integrated framework that supports intelligent decision-making in Internet
of Things (IoT) applications, without compromising data security or neglecting the need
for understanding model decisions.

The experiments demonstrated that although FL provides substantial advantages in
preserving data privacy, it faces essential challenges in explaining model decisions. How-
ever, the integration of visual interpretability tools such as GradCAM and NormGrad
enabled the identification of the most influential areas in the decision-making process
without breaching privacy boundaries. These tools offered clear and convincing expla-
nations, especially in scenarios involving non-uniform data distributions—representing a
significant advancement in this field.

The comparative analysis of FL strategies—Fed Avg, Fed Adam, FedOpt, and Fed Yogi—under
a uniform and synchronous data distribution revealed consistent yet nuanced variations
in performance. FedAvg and FedOpt demonstrated stable and balanced results across
clients, with FedOpt showing slightly better communication efficiency. Fed Adam exhib-
ited higher sensitivity to local updates, resulting in greater variability in client accuracy,
even in this homogeneous context. FedYogi maintained moderate performance, reflecting
its design for non-IID scenarios, but did not show significant advantages under balanced
conditions.

The real value of this work lies in its practical and tested approach, which unifies pri-
vacy, efficiency, and interpretability—making the findings applicable to real-world systems
such as smart healthcare, environmental monitoring, and decentralized financial analysis.
The framework was built with the constraints of low-resource systems in mind, paving
the way for deployment in realistic and complex scenarios.

Although this research constitutes a meaningful step in the right direction, there
remains ample room for further development and enhancement. Future work should fo-
cus on developing lightweight federated interpretability techniques suitable for resource-
constrained IoT environments, investigating the impact of malicious attacks on inter-
pretability, and integrating mechanisms for verifying the authenticity of updates in FL
contexts. Moreover, applying the framework to real medical or financial datasets will

further validate its robustness and broaden its applicability.
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In conclusion, this project represents a foundational step toward building responsible
Al models that neither compromise on privacy nor disregard the need for transparency. It
is a call to transition from opaque “black-box” Al systems to transparent, fair, and secure
intelligence—grounded in trust and awareness—and aligned with the future we aspire to

shape.
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