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Abstract

Abstract

Fake news detection is a critical task in today's information landscape, with the proliferation
of misinformation across various media platforms. This study explores the use of multi-modal
data to improve fake news detection, particularly focusing on the relationship between image
and text modalities. We hypothesize that leveraging the similarity between image and text
representations can enhance the accuracy of fake news detection systems.

Using a multi-modal framework, we jointly learn representations from both image and text
data, while simultaneously optimizing for fake news detection. Our approach aims to capture
the complementary information present in both modalities, thereby improving the overall
performance of the detection system. We investigate various architectures and loss functions
tailored to the multi-modal nature of the problem.

To evaluate the effectiveness of our proposed approach, we conduct experiments on
benchmark datasets for fake news detection. Our results demonstrate that incorporating the
relationship between image and text similarity leads to significant improvements in detection
accuracy compared to single-modal approaches. Furthermore, we analyze the learned
representations to gain insights into the underlying factors driving fake news propagation
across different media formats.

Overall, our study sheds light on the potential of multi-task learning for enhancing fake news
detection systems, particularly by exploiting the relationship between image and text
modalities. By leveraging multi-modal information, we can develop more robust and effective
tools for combating misinformation in online platforms.

Keywords: Multi-Modal Data, Fake News Detection, Multi-Modal Learning.



Abstract

roaidla

Claie ye Z3klAY e sheall HLET) ae casall Ciloglaall dgdia 8 4paa ) A3l dage Ay jall LaY) LI ey
SO e ey 3all LAY GlLiS) Cpreat] Jail gl Saantie ULl aladio) Al all ody CalSiug Adbial il )
o saill 5 guall O (e AL (e BT G (i (il 5 5 ) geal) Jaladl G Al e ala S5
A8 el LAY e Calkl Al A8y a3 of Sy

LIS (ppand aa cpaill 55 ) seall Sl (e IS (e O & jidie IS0 Al cdailus sl daeie Joe ) aladinly
O3 il 5 ¢ty Hall WIS 352 s gall ALl e slaal) il ) Uingd Congy s o gl (a8 Ady 3l JaY)
3aanie Al daglal Lapad daaadl 5 jludll Coills g5 abiaall Ll (e a3 (i Cad€l) oUail alal) claY)

PR

st Ad el LAY e sl Ay el Gl Gle gene o jlad ol als a5 o i) lings dllad syl
il gl alaf (3l 5 jlie Cadl) 48y a5 € it ) g2 (aill g 5 seall 405 (o A8all gran (f Lindls
Sba¥) il Y g Al Al ol sl 486 5 s e ) geaall saliioal) codliadll Jilaty a5 celld e 5500

AR L)l Sl e 345l

O Lass ¥ el 3all LAY e oSl Aalail e algall aaria aledll CUISL) o o guall Ll o Jalus cale IS5
Drskt WiCay oJailis gl saomiall e slaall (e 33ELY) A ey aill 5 5y guall G348l JDaciu) JMA
Y e cliaiall b kAl Gl sheall dailSal dded 55 8 ST )

ol gll aamia alail) Ay Jal) LAY CAES dailugll Badia cilibyl) sdalidal) cilalsl)



Abstract

RESUME:

La détection des fausses nouvelles est une tache cruciale dans le paysage informationnel
actuel, avec la prolifération de la désinformation sur diverses plateformes médiatiques. Cette
¢tude explore l'utilisation de données multimodales pour améliorer la détection des fausses
nouvelles, en se concentrant particuliérement sur la relation entre les modalités d'image et de
texte. Nous émettons 1’hypothése que tirer parti de la similarité entre les représentations
d’images et de textes peut améliorer la précision des systemes de détection de fausses
nouvelles.

A T'aide d’un cadre multimodal, nous apprenons conjointement les représentations a partir de
données d’image et de texte, tout en optimisant simultanément la détection des fausses
nouvelles. Notre approche vise a capturer les informations complémentaires présentes dans
les deux modalités, améliorant ainsi les performances globales du systéme de détection. Nous
¢tudions diverses architectures et fonctions de perte adaptées a la nature multimodale du
probleme.

Pour évaluer l'efficacit¢ de l'approche proposée, nous menons des expériences sur des
ensembles de données de référence pour la détection des fausses nouvelles. Nos résultats
démontrent que 1’intégration de la relation entre la similarité des images et du texte conduit a
des améliorations significatives de la précision de détection par rapport aux approches
monomodales. De plus, nous analysons les représentations apprises pour mieux comprendre
les facteurs sous-jacents a la propagation des fausses nouvelles dans différents formats
médiatiques.

Dans I’ensemble, notre étude met en lumiére le potentiel de I’apprentissage multitaiche pour
améliorer les systémes de détection de fausses nouvelles, notamment en exploitant la relation
entre les modalités d’image et de texte. En tirant parti de 1’information multimodale, nous
pouvons développer des outils plus robustes et plus efficaces pour Ilutter contre la
désinformation sur les plateformes en ligne.

Mots-clés : Données multimodales, Détection de fausses nouvelles, Apprentissage
multimodal.
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TF-IDF: Term Frequency-Inverse Document Frequency.

NLP: Natural Language Processing.

VGG: Visual Geometry Group.

ReLU: Rectified Linear Unit.
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Background

The proliferation of social media platforms and online news outlets has revolutionized the
way information is disseminated and consumed. While this digital transformation has
democratized information access, it has also given rise to the widespread phenomenon of fake
news. Fake news, defined as false or misleading information presented as news, poses
significant threats to societal trust, public opinion, and democratic processes. The rapid and
often unverified spread of such misinformation can have dire consequences, ranging from
influencing election outcomes to inciting social unrest. Consequently, the detection and
mitigation of fake news have become critical areas of research and development.

Problem Statement

Despite the advancements in fake news detection, existing methods predominantly rely on
either textual content analysis or network-based features, often neglecting the rich,
multimodal nature of information. Traditional approaches struggle to effectively integrate and
utilize the diverse modalities of data available, such as textual content, visual information, and
contextual social media cues. Furthermore, the dynamic and evolving nature of fake news,
coupled with its contextual dependencies, poses additional challenges for detection systems.
This research seeks to address these limitations by exploring a more holistic and integrated
approach to fake news detection, leveraging multitasks learning to simultaneously process and
analyze multiple data modalities.

Delimitation

This study focuses on developing a robust and comprehensive fake news detection model
using multitask learning. The scope is confined to leveraging data from the FakeNewsNet
repository, which includes datasets from two distinct domains: political news (PolitiFact) and
entertainment news (GossipCop). While the methodology is designed to be broadly
applicable, the evaluation and validation of the model are conducted exclusively on these
datasets. Additionally, the study limits the exploration to text and image data, incorporating
social context information as part of the multimodal framework, but excluding audio and
video modalities due to data availability constraints.

Contributions: This thesis makes the following contributions:

e Development of a Multimodal Model: We propose a novel architecture that integrates
textual and visual data for enhanced fake news detection.

o Dataset Compilation: A comprehensive multimodal dataset specifically curated for the
task of fake news detection is introduced.

e Performance Evaluation: Extensive experiments and evaluations are conducted to
demonstrate the effectiveness of the proposed model against existing benchmarks.
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Outline

The remainder of this thesis is organized into three chapters besides a general introduction
and a general conclusion.

e General Introduction: An initiation to multimodal fake news detection, including
background, problem statement, and delimitation.

e Chapter One: Related Work An overview of fake news detection and its importance, with
a focus on multi-modality in various domains such as social networks, epidemics, politics,
and finance.

e Chapter Tow: Methodology Explanation of the multimodal data study, feature study, and
model study. Detailed description of the proposed multimodal model architecture.

e Chapter Three: Experiments Introduction to the experiments, dataset overview, metrics
used, and methodology including data preprocessing, embedding generation, model training,
and evaluation. Results and Analysis Presentation of the results, comparative analysis, and in-
depth analysis of the effectiveness of multi-modality, impact of CLIP similarity, and
comparison of text models.

e General Conclusion: Summary of the research findings, conclusions drawn from the
results, and suggestions for future work.
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1. Introduction

In this chapter, we examine the difficulties in identifying false news, paying special attention
to how social media and internet news sources fit into the picture. Furthermore, we investigate
potential remedies and cutting-edge technologies that can enhance the detection and
mitigation of fake news, tackling issues like the quick spread of false information, the
difficulty of confirming sources, and the effect on democracy and public opinion.
Additionally, we address the significance of efficient fact-checking systems and suggest ways
to improve the precision and effectiveness of false news identification. By exploring these
subjects, we hope to improve knowledge of the complexities involved in spotting false news
and pinpoint methods for preserving the accuracy and dependability of information in the
digital era.

2. Fake News Detection Overview

Fake news detection is a crucial field that focuses on identifying and mitigating the spread of
misinformation across various platforms, particularly social media and online news outlets.
Significant obstacles to information integrity, public trust, and democratic processes are
presented by the spread of false news (1), (2). The identification of false information
encompasses several interrelated procedures and parties involved, such as content producers,
social media networks, fact-checking agencies, and the wider public.

Key activities in fake news detection include the collection and analysis of data, the use of
machine learning algorithms to identify patterns indicative of false information, the
verification of sources, and the dissemination of accurate information (3), (4). The process
faces numerous challenges, such as the rapid spread of misinformation, the sophistication of
fake news generation techniques, the difficulty in distinguishing between opinion and
falsehood, and the limitations of automated detection systems [5, 6].

To combat these challenges, innovative technologies and approaches have been developed
and adopted. These include natural language processing (NLP), machine learning (ML), and
deep learning (DL) techniques that enhance the ability to detect and filter out fake news with
greater accuracy [7]. Additionally, collaborations between tech companies, fact-checking
organizations, and academic researchers are essential in developing comprehensive solutions
to this pervasive problem.

Disruptions in the process of fake news detection can have widespread implications, including
the erosion of public trust in media, the manipulation of public opinion, and the potential for
societal and political instability [8]. Figure 1 illustrates the key elements involved in the fake
news detection process, highlighting the various steps and technologies employed to ensure
the integrity and reliability of information disseminated to the public [9].

2.1. Importance of fake news detection

The significance of fake news detection cannot be overstated in today's digital landscape,
where misinformation can rapidly spread across online platforms, influencing public opinion
and societal dynamics. Studies have shown the pervasive impact of fake news, affected not
only individual beliefs but also shaped broader social narratives and political discourse
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Figure 1: An illustration of tri-relationship during the news dissemination process

[6, 11]. Detecting and mitigating fake news is essential to maintain the integrity of public
discourse and democratic processes.

Effective fake news detection mechanisms serve as crucial safeguards against the
dissemination of false information. Any disruption to these mechanisms can result in the
amplification of misinformation, leading to widespread confusion and mistrust.

Challenges in fake news detection include the scarcity of reliable data sources, the emergence
of sophisticated disinformation tactics, and the potential for algorithmic biases [6].
Overcoming these challenges requires coordinated efforts from stakeholders across academia,
technology, and media industries.

Disruptions in fake news detection mechanisms can have far-reaching societal consequences,
eroding public trust in information sources and institutions. Ensuring the resilience of fake
news detection mechanisms is imperative in safeguarding the integrity of public information
and upholding democratic principles.

3. Multi-modality

Textual and visual features are efficacious in fake news detection tasks, respectively. News in
existing social networks often contains both textual and visual information. It is a natural idea
to combine them for better performance. We will illustrate multi modal-based methods along
three axes according to the different multi-modal perspectives they adopt to facilitate FND.
Multi-modal Complementation.

Some studies consider visual information as a complement to fake news texts. They used a
text encoder to extract text features and a visual encoder to extract visual features, and simply
concatenated them as the feature of the news. The framework of multi-modal
complementation that commonly used in fake news detection obtains image features from
pre-trained VGG19 Simonyan and Zisserman (2015) first, and then concatenates these visual
features simply with textual features. Under this framework, Wang and al. (2018) improved
the generalization ability of the model through introducing event classification as an extra task
to guide the process of learning event-invariant multi-modal features.

After that, Wang and al. (2021) proposed a method to detect multi-modal fake news on
emergent events through Meta neural process. Dhruv et al. Khattar et al. (2019) modified this
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general complementation framework into a multimodal variational autoencoder to obtain
multi-modal representations which are utilized for fake news detection. With the development
of the current pre-trained model, Singhal and al. (2019, 2020) first introduced pre-trained
language models such as BERT and XLNet to encode text features and then complemented
them with visual features. Despite the success achieved by these works, they all fail to
consider the complex cross-modal correlations contained in the fake news, which restricts the
effectiveness of multi-modal content detection. Multi-modal Consistency. Irrelevant images
are characteristics of multi-modal fake news. Therefore, some works have paid attention to
measuring the multi-modal consistency in detection. Zhou and al. (2020b) utilized the image
captioning model to transform images into sentences, and then assessed the sentence
similarity between the original news text and the produced image captions to calculate
multimodal inconsistency.

However, due to the disparities between the image caption model’s training dataset and the
actual news corpus, the model’s performance is limited. Xue and al. (2021) projected both
visual and textual features into a mutual feature space using weight sharing encoders, and then
calculated the similarity of transformed multi-modal features; however, it remains challenging
to capture multi-modal inconsistency due to the semantic gap between visual and textual
features. Inspired by the excellent performance of the transformer in visual representation,
Ghorbanpour and al. (2021) proposed a Fake News Revealer (FNR) method that utilized
vision transformer (Dosovitskiy and al., 2020) and BERT (Devlin and al., 2019) to extract
image features and text features separately. And then, FNR used the contrastive loss to
determine image and text similarity.

Therefore, some works focus on extracting features in images and texts and conducting
mutual enhancement to detect fake news better. Jin and al. (2017) presented an at-RNN model
to use RNN with an attention mechanism to combine text, image, and social context
information for rumor detection. Zhang and al. (2019) used multi-channel CNN with the
attention mechanism to fuse multi-modal information. They focused on the unidirectional
enhancement of multi-modal content, highlighting the essential image regions under textual
guidance. Song and al. (2021a) modeled the bidirectional enhancement between images and
text using the co-attention transformer. Similarly, Qian and al. (2021b) proposed the
hierarchical Multi-modal Contextual Attention Network (HMCAN) architecture to jointly
models the multi-modal context information and hierarchical semantics of text in a deep,
unified framework for fake news detection. The multi-modal context of each news is modeled
by the multi-modal contextual attention network. Wu and al. (2021b) proposed a Multi-modal
Co-Attention Network (MCAN), which extracted spatial-domain and frequency-domain
features from the image and textual features from the text. MCAN also developed a novel
fusion approach with multiple co-attention layers to learn intramodality relations, which fused
visual features first and then the textual features.

The fused representation obtained from the last co-attention layer was used for fake news
detection. Wang and al. (2020a) utilized GCN to model the relationship between words and
image-extracted objects. Equally, Li and al. (2021c) adopted entity-centric cross-modal
interaction, which can reserve semantic integrity and capture the details of multi-modal
entities. Specifically, they designed an alignment module with the improved dynamic routing
algorithm and introduced a fusion module based on the comparison; the former aligned and
captured the essential entities, and the latter compared and aggregated entity-centric features.
Zhang and al. (2021b) proposed a novel method for COVID-19 fake news detection. It uses a
BERT-based multimodal model to encode text and visual information, which captures the
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interactions between text and image. It further adopts contrastive learning in order to better
learn multi-modal representations using the past articles that report similar events. Qi and al.
(2021) imported the visual entities to improve the understanding of the high-level semantics
related to news in images, as well as model the inconsistency and mutual enhancement of
multi-modal entities.

To sum up, there are three valuable inductive biases when considering text-image correlations
in multi-modal fake news detection task: The images contribute additional information to the
original text, which calls for multi-modal complement. Text and images with inconsistent
elements are a possible signal for the multimodal detection of fake news. Text and images
enhance each other by spotting the essential features.

Fake news identification is still a relatively new concept, but because of how quickly it is
spreading, there is a lot of interest in it. Researchers have tried a number of times in recent
memory to create models that can categorize and filter false information using a variety of
methods. Most analysis and research have focused on different types of fake news on many
platforms. The literature on fake news is reviewed in this section, covering both recent and
relevant works in a number of genres. We have separated the problem of identifying false
news into several smaller groups:

3.1. Social Networks

Social media is the fastest medium for the transmission of misinformation, and users' online
status plays a major role in its frequent dissemination. If a group of individuals trust a user,
their postings are more likely to be accepted and spread as reality. In addition to the billions
of users on social media, there are millions of robots, or bots, within these platforms. On
social media, bots contribute to the propagation of misleading information by making it
appear more popular [9]. Furthermore, trolls are those who only use social media to argue
with others, disparage and criticize celebrities and other users, attempt to invalidate opinions
they disagree with, and scare people who share those opinions. They also support and
propagate fake news that supports their beliefs. There has been some research done in this
area [10].

In the daily lives of all people, information is essential. Every person or group of people has
both conscious and unconscious information demands. Additionally, there are many kinds of
information, including knowledge, alerts for emergencies, and events that have occurred
nearby. While some of the information purports to be factual, there are other types of
information as well.

The Taxonomy of Fake News Aside from being categorized into distinct groups, non-factual
material can also be categorized according to its veracity, intent, and ability to be rigorously
classed as news. In particular, Zhou and Zafarani divided the widely recognized term "fake
news" into the following 8 categories:

1. Random information published in any manner, without apparent purpose, and with no
guarantee of veracity is referred to as rumor.

2. Information (article titles, articles, phrases) that seeks to deceive the public in order to
boost its popularity is known as click bait; however it need not be untrue.



Chapter 01 Related work

3. Cherry-picking, which might involve providing information that is factual or nonfactual but
is chosen with the goal to deceive the public, is classified as selective reporting.

4. Satire news is a genre of untrue news stories or assertions meant to be humorous.

5. Information that is non-factual and has uncertain intentions is referred to as misinformation.
This includes news, opinion pieces, personal claims, etc.

6. Information that is not factual and obviously intended to deceive is considered
disinformation.

7. Regardless of the source, anything that is not factual is generally referred to as false news.

8. News that contains untrue information with the goal of misleading the broader public is
considered deceptive news.

To create a system that can differentiate between authentic and fake news, Ajao et al [13].
Used the CNN and RNN models from the social media network "Twitter." Without any prior
domain expertise, the machine was able to identify relevant qualities connected to the story.
The study used Zubiaga's contribution to the PHEME dataset, which contained only the two
categories of rumors and non-rumors, to assemble a set of about 5,800 real tweets pertaining
to five rumors. To make false news easier to manage, the system divided it into two
categories: a. identifying traits without any prior knowledge; b. identifying and categorizing
fake news. Three deep neural network models—LSTM, LSTM with dropout regularization,
and LSTM with CNN—have been applied to text and picture interpretation.

Although the texts were analyzed using a variety of RNN techniques, such as shortened
propagation, penalties, gradient clipping echo state networks, and others, the article primarily
focuses on LSTM due to its ability to retain memories from prior phases. All things
considered; the LSTM technique of the system yielded an accuracy of 82%.

Furthermore, LSTM outperformed LSTMDrop and LSTM-CNN in terms of accuracy, recall,
and f-measure (80%), respectively. Because of underfitting, LSTMDrop had the lowest
accuracy (74%) of all the models. Another study of a similar nature by Nasir et al., [14]
sought to pinpoint the gaps in knowledge regarding relevantly recent datasets and provided a
novel model to fill them. This novel hybrid deep learning model combines RNN and CNN is a
new model. They also sought to offer guidance for future study in the fight against fake news.
To conduct their research, they made use of the publicly available "FA- KES" dataset (804
articles) from Elhadad. They also used another dataset and Ahmed's "ISOT" dataset, which
included 50,000 articles, to assist direct future research.

Seven supervised machine learning techniques are used. Word embedding has been managed
via Word2Vec and GloVe. They also made use of LSTM and tokenization. They utilized the
Sigmoid activation function for the LSTM layer and the Rectified Linear unit (ReLu)
functions for the one-dimensional CNN layer. In addition, logistic regression, naive Bayes,
decision trees, and stochastic gradient descent were used. The algorithm generated findings
with around 100% accuracy for the ISOT dataset and 60% accuracy for the FA-KES dataset.

The hybrid CNN and RNN results were clearly better than the non-hybrid ones for both
datasets. Additionally, a deep learning-based system that combines CNN and RNN is used in
a fake news detection model in another research paper that Abbas et al [15]. attempted. The
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goal of this system is to investigate the identification of false news in online social networks
by using specific news articles, their authors, and their subjects. They made advantage of the
workable LIAR dataset, which comprises 12,800 remarks of various lengths that were
collected from POLITIFACT.COM over a decade ago. Every case in the dataset has an
external link that takes users to a different external source for a more thorough study.

Learning methods based on this dataset are benchmarked against the RNN, LSTM, and CNN
algorithms. To improve the precision and accuracy of the proposed false news detection
algorithm, 70% of the data will be used for training the model and 30% for testing. Based on
the credibility inference, this model will produce a conclusion wherein true news will be rated
as having more credibility than false news. The preprocessed data result was used as the input
for the RNN models in this model, and the output was used as the input for the CNN models.
The CNN segment generates a vector output that characterizes the attributes of the text when
interpreted as a digital representation of those properties.

LSTM was used as the last stage because of its effectiveness in identifying whether a news
item is true (F) or false (V) utilizing the output from the CNN layer. The accuracy of the
proposed model, which is a hybrid LSTM-CNN-RNN architecture, will be around 5% greater
than that of individual CNN and RNN models.

3.2. Epidemic

COVID-19 is a virus that is caused by SARS-CoV-2, a coronavirus that first appeared in
December 2019. COVID-19 can be fatal; it has caused millions of deaths globally and left
some survivors with lifelong health problems. People were confused and anxious as a result of
the false information spreading due to multiple news items on different platforms. Six of them
even refused to get immunized because of false information. False information regarding
COVID-19 has also been linked to a number of deaths. As a result, scientists have been
working to create a method that can ascertain whether or not reports on COVID-19 are
accurate. Gundapu and Mamidi [16] searched for a method to assess the accuracy of the
material in their work from 2021 in an effort to halt the dissemination of widely disseminated
misleading information regarding the COVID-19 pandemic.

The COVID-19 dataset for fake news in English, which gathered 10,700 data points from
numerous online social networks like Facebook, Instagram, and Twitter, was made public by
the Constraint AI-2021 shared task organizers. They first created machine learning (ML)
algorithms using Term Frequency and Inverse Document Frequency (TF-IDF) feature vectors
in order to find flaws in the dataset that was provided. Among the deep learning models
employed were CNN, BiLSTM with Attention, LSTM, and CNN + BiL- STM. They then
created an efficient ensemble model for identifying fake news on social media platforms by
utilizing three transformer models (BERT, XL-Net, and ALBERT).

The results showed that Transformer-based models perform significantly better than other
machine and deep learning models for COVID-19 misinformation detection tasks.

The fl-score bidirectional LSTM with attention method and the transformer model
approximation are fairly similar. Deep learning models are outperformed by the BERT,
XLNet, and ALBERT.

The transformer-based model's ensemble produces the testing set's best result, 0.9855.
Kaliyar, Goswami, and Narang [17] proposed a hybrid model for fake news identification in a
similar study on the epidemic of fake news in 2021. The model combined LSTM layers with
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three dense layers behind them, and convolutional layers with different kernel sizes. The
dataset known as FN-COV was used. For the purpose of creating the dataset, about 69,976
news articles—a total of 44.84% fraudulent—were acquired from the Google-funded GDELT
project 1. They also made use of the PHEME dataset, which is a collection of tweets taken
from Twitter during five distinct breaking news events.

This study has conducted trials using both their proposed C-LSTM network and real-world
fake news datasets. Three thick layers have been considered in their neural network. They
selected a dropout value and used binary cross-entropy as the loss function to prevent
overfitting. Their proposed models have performed very well, obtaining accuracy levels of
98.62% with the FN-COV dataset and over 90% with the PHEME dataset, which is 5% better
than state-of-the-art techniques. These models are deep and hybrid, combining CNN and
LSTM layers. They achieved an F1-score of 90.30% for PHEME and 99.40% for FN-COV.
Similar research was carried out in 2021 by Wani et al., [18] who used the Contraint@AAAI
2021 Covid-19 Fake news detection dataset to examine different supervised text classification
approaches. They evaluated recent advancements in deep learning-based text categorization
systems with the aim of identifying bogus news. The tweets and their accompanying
classifications were part of the Contraint@AAAI 2021 Covid-19 Fake news detection dataset
that they employed.

A total of 10,700 media posts and articles were collected from various platforms. These
samples included 6420 from the train data, 2140 from the test data, and 2140 from the
validation data. Long short-term memory (LSTM), bi-LSTM + attention, transformer-based
designs such as BERT and 7 DistilBERT, hierarchical attention networks (HAN), and LSTM
were employed. Every model was trained using TensorFlow 2.0. Validation loss was used to
determine the best epoch out of the ten that each model underwent training.

Furthermore, the huggingface package was used to manually pre-train the BERT and
DistilBERT models using a dataset of Covid tweets. The best accuracy found while using the
SVM model is known as the baseline accuracy after the results have been reviewed. The
BERT and DistilBERT models that were pretrained on the Covid-19 twitter corpus perform
better than those that were only fine-tuned on the dataset. According to HAN, the non-
transformer variants do the best overall, with an accuracy of 94.25%. Transformer-based
models outperform other basic models with an absolute accuracy difference of 3—4%. By
employing the sung language model pre-training on BERT, we were able to increase accuracy
over the baseline accuracy of 93.32% to a maximum of 98.41%.

3.3. Politics

A nation's and the world's reaction to political news is stronger. Previous experiences have
shown us that propaganda and fake news spread widely during elections, wars, and other
domestic or international crises. Clickbait news pieces are widely disseminated by numerous
national and international social media-based newspapers in an effort to increase website
interaction. However, it causes political and economic instability in a nation and diverts
attention from the primary issue. This paper by Mr. Nishant Rai et al. [19] shows a content-
based approach to classification that uses a BERT model with output connected to an LSTM
layer to work on the fake news relating to political concerns. The news article is classified
based on its title. Of the model, a feed-forward network of 768 hidden sizes has been used.
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Researchers employed the Fake News Net dataset to train and assess the model. The two
subsets that make up the Fakenews Net dataset are PolitiFact and GossipCop. Subsets do
contain news about politics and entertainment, though. To assess the data, calculations were
made for accuracy, precision, recall, and F1 score. On the PolitiFact subset, the correctness of
the BERT and BERT-LSTM based models is followed by 86.25 percent and 87.75 percent.
Conversely, the accuracy of BERT and BERT-LSTM based models for the GossipCop subset
is 83.10% and 84.10%, respectively. The BERT-LSTM based model works better in this
Instance.

For BERT and BERT-LSTM based models, the corresponding values for precision, accuracy,
and recall are 0.90, 0.87, 0.88, and 0.91, 0.90, 0.90. Eighty percent of the training data and
twenty percent of the randomly selected testing data were used for the training. More
performance can be obtained by fine-tuning the BERT and subsequent layers in the suggested
model. As a follow-up to this study, Kaliyar et al.'s [17] paper proposed "FakeBERT," a deep
learning technique based on BERT that combines BERT with multiple CNN layers. They
have compiled real-world news data from the 2016 U.S.A. General Presidential Election from
several social media networks, such as Facebook, Twitter, Instagram, and others.

Deep learning models such as CNN, LSTM, and the proposed model FakeBERT were
employed in the investigations. However, the proposed model achieved 98.90% validation
accuracy, while the CNN and LSTM based models with 10 epochs achieved 92.70% and
97.55%, respectively. Multiple CNN layers with dropout and the activation function RELU
were used to achieve this. Out of these three, the FakeBERT model has the lowest cross
entropy loss. The efficacy of Mr. Kaliyar et al.'s [17] proposed model (FakeBERT), which 8
mixes BERT with three parallel blocks of 1d CNN with different kernel sized convolutional
layers to achieve a greater level of accuracy, has been demonstrated in this study.

In their work, Khan et al [20]. Attempted to provide a benchmark analysis of various
methods for identifying false information on internet platforms. They used a number of
models in this study to compare accuracy. Khan et al. employed three datasets in total for this
study. First, they selected the "LIAR" dataset, which is accessible to the public and consists of
condensed statements from POLITIFACT.COM with 44% fictitious data and 56% real data.

The George Mclntire dataset "Fake or Real News" was another one they used. From 6300
data points from the 2016 US election cycle were included, of which half were real and the
other half were fake. The "Combined Corpus" collection, their third dataset, had
approximately 80,000 news items covering politics, the economy, health, sports, and other
topics. Of these, 51% were actual data and 49% were fake. They employed lexical and
sentiment features to distinguish between positive and negative feelings, n-gram features
(including bi- and uni-gram features), and empath-generated features to locate violence,
crime, pride, and other things in order to distinguish between fake and real news.

GloVe algorithm was employed for unsupervised data. They used SVM, LR (logistics
regression), decision trees, etc. for the first three models. Next, they employed the k-NN and
Naive Bayes classifiers. Six deep learning models—CNN, LSTM, Bi-LSTM, C-LSTM, HAN,
and convolutional HAN—were also assessed. Additionally, they used BERT, RoBERTa,
DistilBERT, ELECTRA, and ELMo to examine the dataset. According to the study, BERT-
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based models performed remarkably well on limited datasets, with RoOBERTa achieving an
accuracy rate of over 90%. Additionally, they saw that as datasets grew from smaller to
larger, LSTM-based models progressively got better. On the LIAR dataset, the HAN models
performed best (accuracy 75%). Additionally, C-LSTM performed the best on the merged
corpus dataset. However, when considering all of the performances together, ROBERTa
turned out to be the best.

3.4. financial

These days, investors base a large portion of their research and decision-making on financial
news. On the other hand, people's daily lives are becoming overrun with bogus financial
news. These kinds of fake news have the potential to sway public opinion and provide
financial market manipulation opportunities for certain unscrupulous individuals. Zhi et al.
[21] have proposed a multi fact CNN-LSTM model to outperform the current machine
learning models that work manually by extracting features to identify the financial fake news,
thereby resolving the issues introduced by financial fake news and enabling investors to use
the legitimate source of news when making investment decisions.

The dataset used in this model was sourced from several financial websites, such as Headline,
Sina, East Money Information, and others. By labeling and associating other samples with the
100 occurrences from the preceding five years, a collection of 8000 labeled samples was
produced. Titles, texts, sources, and answers to the data were all included in each sample. The
train, validation, and test datasets were distributed in a 3:1:1 ratio, and the data was kept aside
for model tuning and holding.

To outperform the other models, this one's input was split into two sections: the comments
section and the news, sources, and market data combo. Character convolutional layers were
used to extract character-level features, and an LSTM layer was suggested when the character
feature sequence was converted to a vector. Two LSTM layers were employed as decoders to
forecast the output characters after an attention mechanism was applied to ascertain the
relationship between the contents 9 and the comments. According to their analysis, the CNN-
LSTM model had an accuracy of 92.1%, while the LSTM, SVM, and Tree LSTM models had
respective accuracy of 73.1%, 77.2%, and 80.8%.

This work showed that learning the differential features can be accomplished with success
using the basic LSTM and char CNN. We came upon a related research work by Zhang et al.
[22], in which they looked at fake news on platforms that crowd source content for the
financial system. They developed a well-justified and transparent machine learning structure
to predict fake financial news on social networks using a special dataset of blatantly
fraudulent articles that the Securities Exchange Board had looked into, dissemination statistics
of these kinds of news on other online platforms, and financial performance data of the focal
organization. They developed the cutting-edge deception theory known as the Truth-Default
Theory (TDT) in order to increase its coherence and understandability.

Researchers have provided a comprehensive set of quantitative indications of the context and
goal of financial news, author mindset, third parties' response, material consistency, and data
coherence based on TDT and previous case studies. Their comprehensive analysis and
comparative assessment show that this method outperforms earlier parameter allows and
sensory information models in detecting fraudulent financial news. Because of its significant
impact on the stock market and the fact that in April 2017, the SEC investigated and
abandoned money laundering allegations involving individuals and businesses for
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disseminating false financial news (FFN), the majority of which had been made public on this
website, they selected Seeking Alpha as their source for financial news. 381 financial fake
news and 6866 genuine financial news made up their sample.

They used a variety of text mining techniques (word2vec, LSA, LDA, LIWC, etc.) to extract
information collaboration and communication benchmarks from unstructured data. For each
news item in the survey, they used the most recent information available, including the title,
the publication date, the URL, the main contents, the writer's profile, the list of stocks, and the
comment document that was covered in the story. They began by dividing their dataset into
training and test sample sets at random, using a ratio of about 4:1. After that, the test dataset's
data was preserved in its original, intrinsic state and the trustworthy news from the training
phase was under sampled. They were able to produce a symmetric training set as a result. To
determine whether or not the higher level is statistically significant, they do a sample t-test on
F1 scores comparing TDT-based systems to the benchmark model. After analyzing the
results, they found that Random Forest had the greatest F-1 score of 94.1%, which is quite
similar to Gradient Boosting's score of 92.7%, while employing all the characteristics,
linguistic inquiry, and word count. Gradient boost fared better than Random Forest when the
selected characteristics were used, scoring 93.6% on the F-1 score as opposed to 90%. They
divided the financial news articles into two sets: a test set to evaluate the classifiers'
performance from the prior period and a training set for the classifiers to learn from. To assess
the classifiers' performance over time, they analyzed financial news articles published in
2013. They found that models with every TDT feature perform better in the past as well as in
the present.

Furthermore, for ensemble learning methods (RF and GB), the deprecation of F1 scores is
significantly slower when applying all TDT characteristics. A number of detection models
have been created in the last ten years to identify false information. Nevertheless, most of
them only use one modality—text or image—to detect misinformation, missing the crucial
information that other modalities can offer. Several models are created for each modality via
ensemble methods, which are then combined to yield better results in some works that already
exist. However, individual modalities loosely combined are not enough in many multi-modal
misinformative content to detect fake news, and so the joint model also fails. Fortunately,
machine learning experts have developed various methods for detecting fake news that cross
modalities in recent years.

These methods leverage cross-modal information, such as meaningful relationships and
consistency between modalities, to combine data from multiple modalities. A clearer picture
of the state of knowledge on multi-modal misinformation detection will come from the study
and analysis of various techniques, as well as the identification of current issues. This will
also offer up new opportunities in the field.

4. Time and Data Sensitive Fake News Detection

Researchers have applied different versions of existing techniques to implement domain
adaptations to perform time-sensitive and data-efficient fake news detection to handle the
domain shift problem with every emerging event.

4.1 Incremental Training or Fine-tuning on a new dataset

It is one of the most straightforward ways of dealing with new data, and in the age of large
models pre-trained on terabytes of data and then fine-tuning on the downstream task in hand,
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it is also called fine-tuning. The previously trained model on outdated or different topic data is
used as a checkpoint to start training with the updated data. However, this method fails to
generalize well over multiple sequential tasks. This problem is termed as catastrophic
forgetting, where the model overwrites the weights learned for the former tasks with the
updated weights to fit the next sequential task, thereby decreasing its performance on the
previous tasks [23].

In order to limit the negative effects of fake news propagating on quick-to-proliferate social
media platforms, there is a general absence of large-scale labeled datasets for the model to
learn the current event. This issue with unlearning past tasks/news domains also occurs with
this strategy.

4.2 Continual learning

Current state-of-the-art models fail to perform well in scenarios where the data is
acquisitioned in a continual manner instead of a stationary one-time data-collection drive.
These incremental data sources with non-stationary data distributions cause catastrophic
forgetting. Various methods have been developed to relieve neural networks and other
machine learning algorithms of this issue and realize the goal of lifelong learning. These
methods can be broadly categorized as follows: (i) regularization-based approaches [25], (ii)
dynamic architectures [26], and (iii) complementary learning systems and memory replay
[27]. In a recent paper, the authors apply Gradient Episodic Memory (GEM) and Elastic
Weight Consolidation (EWC) to address the issue of catastrophic forgetting [28].

4.3 Other Novel Frameworks

Recent developments in the detection of fake news have yielded some amazing insights into
the issue. The TCNN-URG model was proposed by Qian et al. [29]. In order to help in the
detection of fake news, the User Response Generation Module learns how to produce user
answers to a news story using prior user responses. They have employed a two-layer
convolution neural network to extract the semantic information from the text. Conditional
variational autoencoders are the foundation upon which the URG module operates. It gains
the ability to provide fresh user replies by conditioning on the characteristics of the particular
news article and using past responses as a basis. Using a GAN-style network, Ma et al. [30]
trained two generators in opposition to a rumor discriminator.

In order to compel the discriminator to extract more meaningful rumor suggestive
representations from the data, the generators inserted opposing or dubious voices against
legitimate claims and supportive ones towards rumors. The adversarial training regimes
employed in natural language creation were applied to machine-written false news stories by
Zellers et al. [31]. In order to create lengthy conditionally generated text, they presented a
GPT [32] type model called Grover. This model modeled a news story as a joint probability
distribution of the domain, date, authors, title, and body.

5. Multi-modal Fusion Techniques for Enhancing Fake News Detection:

Using a variety of data sources, including text, photos, and videos, has become more crucial
in the field of detecting fake news. Various fusion approaches are used to combine this multi-
modal data successfully. Early fusion is the technique of integrating features from several
modalities early in the processing cycle to provide a unified representation prior to additional
analysis. By using this method, correlations between modalities can be captured by the model
right away. Conversely, late fusion handles each modality separately and combines the
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outcomes later, frequently at the decision-making stage. The advantage of this approach is
that each modality can be treated optimally based on its unique properties. Finally, joint
fusion integrates multi-modal input at different model stages by merging components of early
and late fusion [41].

By attempting to strike a compromise between the advantages of early and late fusion, this
hybrid technique offers a more adaptable and thorough framework for multi-modal fake news
identification. Every one of these fusion methods has unique benefits and is essential to
improving the precision and resilience of false news detection systems.

Conclusion:

Concluded with a thorough analysis of the state of false news identification today, stressing
the several obstacles and approaches created to deal with this pressing problem. Effective
detection systems are crucial because the spread of false information poses serious risks to
democratic processes and public faith in society. We have determined the potential of multi-
modal techniques, which combine text and visual data, to improve the accuracy and resilience
of false news detection systems through a thorough analysis of the body of existing work.
This chapter lays the groundwork for our suggested approach, which seeks to use cutting-edge
machine learning methods to tackle the challenges associated with identifying fake news in
the digital age.
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1. Methodology

In recent years, the proliferation of misinformation, especially in the form of fake news, has
become a significant challenge in the digital age. With the vast amount of information
available through various media channels, distinguishing between accurate information and
misleading content is increasingly complex. This challenge is compounded by the multimodal
nature of modern communication, where information is disseminated not only through text
but also through images, videos, and social context. The ability to accurately detect and
mitigate the spread of fake news is critical to maintaining the integrity of information in our
society.

To address this challenge, the field of multi-modal misinformation detection has emerged [33,
34, 35], focusing on integrating and analyzing data from multiple sources and formats to
improve the accuracy and reliability of fake news detection systems [36, 37]. This study
classifies multi-modal misinformation detection into three primary directions: Multi-modal
Data Study, Multi-modal Feature Study, and Multi-modal Model Study.

1.1. Multi-modal Data Study

In this direction, the goal is to collect multi-modal fake news data e.g., image, text, social
context etc. from different sources of information and use fact checking resources to evaluate
the veracity of collected data and annotate them accordingly. Comparison and analysis of
existing datasets as well as bench-marking are other tasks that are under the umbrella of this
category.

1.2. Multi-modal Feature Study

In this direction, the main objective is to identify meaningful connections between different
data modalities which are often manipulated by misinformation spreaders to falsify imposter
or exaggerate original information. These meaningful connections may be used as clues for
detecting misinformation in multi-modal environments such as social media posts. Another
goal of this direction is to study and develop strategies for fusing feature of different
modalities and create information-rich multi-modal feature vectors.

1.3. Multi-modal Model Study

In this direction, the main focus is on the development of efficient multi-modal machine
learning solutions to detect misinformation leveraging multimodal features and clues.
Proposing new techniques and approaches, in addition to improving performance, scalability,
interpretability and explicability of machine learning models are some of the common tasks in
this direction.

These three directions create a pipeline in multi-modal misinformation study i.e., output of
each study provides an input for the next one. A summary of the aforementioned directions is
illustrated in Fig.3.
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Multimodal Data Study

Refers to the process of collecting and annotating multimodal datasets

A 4

Multimodal Feature Study

Refers to the process of identifying existing connections between different
modalities and proposing cross-modal cues

Multimodal Model Study

Refers to the process of developing machine learning techniques, models
and fusion mechanisms to detect multi-modal misinformation

Figure 2: An overview of multi-modal misinformation detection pipeline

2. Multimodal Model Architecture

The proposed multimodal model for fake news detection consists of a comprehensive
architecture divided into three main layers: the Feature Extraction Layer, the Feature Fusion
Layer, and the Fake News Detector. This architecture is designed to effectively analyze both
textual and visual data derived from news articles to improve the accuracy of fake news
detection in Figure 2.

2.1. Feature Extraction Layer

The Feature Extraction Layer is a critical component of the multimodal model for fake news
detection. It is responsible for transforming raw textual and visual data into meaningful
embeddings that encapsulate the essential characteristics and semantics of the input data. This
layer leverages advanced models, including Sentence-BERT (S-BERT), a clipping model, and
Vggl9, each playing a crucial role in extracting high-quality embeddings.
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Figure 3: Our proposed Multimodal model for Fake News Detection

2.1.1. Textual Feature Extraction

2.1.1.1. Architecture

Sentence-BERT (S-BERT) is an adaptation of the original BERT (Bidirectional Encoder
Representations from Transformers) model [38]. BERT itself is a powerful pre-trained
language model designed to capture the bidirectional context of words in a sentence, making
it highly effective for a wide range of natural language processing (NLP) tasks.

Sentence-BERT (S-BERT) is a variant of BERT fine-tuned for generating sentence-level
embeddings. It employs a Siamese network structure that maps sentences to a dense vector
space where semantically similar sentences are positioned close to each other Figure 2.1.1.1.

Variant for Sentence-Level Tasks: Unlike traditional BERT, which focuses on token-level
tasks such as predicting masked tokens or next sentence prediction, S-BERT is fine-tuned
specifically for generating meaningful sentence-level embeddings. It uses a Siamese network
structure to compare sentences, enabling the model to learn sentence similarity effectively
[39].

Siamese Network Structure: In this structure, two identical neural networks (sharing the
same weights) process input sentences separately. The outputs of these networks are then
combined using a distance metric, such as cosine similarity, to measure the similarity between
sentences [39]. This architecture is particularly useful for tasks that require sentence
comparison or clustering, such as semantic textual similarity and information retrieval.

2.1.1.2. Embedding Extraction:
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Figure 4: S-BERT architecture at inference

Input Processing: Each sentence in the input text is tokenized and processed through the S-
BERT model. The tokenization step involves splitting the sentence into individual tokens and
converting them into numerical representations (token IDs) that the model can process.

Contextual Embeddings: S-BERT processes the tokenized sentence through multiple
transformer layers [38]. These layers apply self-attention mechanisms, which allow the model
to weigh the importance of each token relative to others in the sentence, capturing complex
dependencies and contextual information [38].

Pooling Layer: After processing through the transformer layers, the final hidden states of the
tokens are passed to a pooling layer. There are several pooling strategies, but commonly,

mean pooling or the [CLS] token representation is used to obtain a fixed-size sentence
embedding [39].

1. Mean Pooling: This strategy involves averaging the hidden states of all tokens in the
sentence to generate a single embedding vector.

2. [CLS] Token Representation: Alternatively, the hidden state of the special [CLS] token,
which is added at the beginning of the sentence during tokenization, can be used as the
sentence embedding.

Fixed-Size Embedding Vector: The output of the pooling layer is a fixed-size embedding
vector for each sentence. This vector typically has a dimensionality of 768, but it can vary
depending on the specific variant of BERT used.

Rich Semantic Representation: The resulting embeddings are rich in semantic meaning,
capturing the nuances and relationships inherent in the text. They reflect the overall context of
the sentence, making them particularly valuable for tasks like fake news detection, where
understanding subtle cues and contextual information is crucial.

2.1.1.3. Advantages for Fake News Detection:



Chapter 02 Methodology

Semantic Similarity: S-BERT's ability to generate semantically meaningful embeddings
ensures that sentences with similar meanings are close to each other in the vector space. This
is beneficial for detecting patterns and anomalies in the text that may indicate fake news.

Contextual Understanding: By capturing the bidirectional context of sentences, S-BERT
helps in understanding the broader context in which statements are made, which is essential
for identifying misleading or false information.

Efficiency: S-BERT generates fixed-size embeddings that can be efficiently used in
downstream tasks, such as classification, clustering, or retrieval, without the need for further
complex processing [38].

2.1.1.4. Implementation in the Proposed Model:
Text Input: The input text from news articles is first pre-processed and tokenized.

Embedding Generation: Each tokenized sentence is passed through the S-BERT model to
generate sentence embeddings.

Feature Integration: The generated embeddings are then used as part of the multimodal
feature set, combined with visual features extracted from images, to provide a comprehensive
representation of the news content.

Subsequent Processing: These embeddings are fed into the Feature Fusion Layer, where they
are combined with visual embeddings and further processed to detect fake news.

By utilizing Sentence-BERT for textual feature extraction, the proposed model ensures that
the textual data is represented in a way that captures its essential characteristics and
semantics, forming a robust foundation for effective fake news detection.

2.1.1.5. Clipping Model (Contrastive Language-Image Pre-Training):

CLIP is a model developed by OpenAl that learns visual concepts from natural language
descriptions. It can be used to compute the similarity between text and images by projecting
them into a shared embedding space Figure 2.1.1.5.

CLIP works by training two separate neural networks: one for processing images and another
for processing text. These networks are trained together in a contrastive learning framework,
where the goal is to bring the representations of matching images and texts closer while
pushing the representations of non-matching pairs apart.

Here is a step-by-step overview of how CLIP operates:

1. Data Collection: CLIP uses a large dataset of images paired with textual descriptions.
This dataset is diverse and extensive, covering a wide range of concepts.
2. Model Architecture:
o Image Encoder: This is typically a convolutional neural network (CNN) like
ResNet or Vision Transformer (ViT) that processes images and outputs a
fixed-dimensional vector representation.
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o Text Encoder: This is a transformer-based model (similar to models used in
natural language processing, such as GPT) that processes textual descriptions
and outputs a fixed-dimensional vector representation.

3. Contrastive Learning Objective:

o During training, the model receives a batch of image-text pairs. Each image
and its corresponding text are considered a positive pair, while all other
combinations in the batch are negative pairs.

o The objective is to maximize the similarity (e.g., cosine similarity) between the
embeddings of positive pairs and minimize the similarity between negative
pairs.

4. Similarity Calculation:

o For a given batch, the model calculates the similarity scores between all image
embeddings and all text embeddings.

o A contrastive loss function (such as InfoNCE) is used to optimize the model.
This loss function encourages the model to assign higher similarity scores to
correct image-text pairs and lower scores to incorrect pairs.

5. Inference:

o After training, CLIP can perform zero-shot learning, meaning it can handle
new tasks without additional task-specific training.

o For example, to classify an image, the model can be given a set of text prompts
(e.g., "a photo of a cat," "a photo of a dog") and it will compute the similarity
between the image and each text prompt. The class with the highest similarity
score is selected as the model's prediction.

Purpose and Integration: The clipping model complements the S-BERT model by focusing
on enhancing the representation of textual data through a process of selective information
retention. This model is particularly designed to identify and retain the most relevant parts of
the text, which are essential for the accurate identification of fake news [12]. By clipping out
noise and irrelevant segments, the clipping model ensures that the textual data fed into the
model is streamlined and of high quality OpenAl. (2021).

Importance in Fake News Detection: In the context of fake news detection, not all parts of a
news article contribute equally to determining its veracity. The clipping model aims to
highlight the critical information while discarding extraneous details, thus improving the
overall performance and accuracy of the detection system.

2.1.1.6. Functionality and Process:

2.1.1.6.1. Text Pre-processing:

Tokenization: The input text from news articles is initially tokenized into smaller units such
as words or phrases. This step breaks down the text into manageable segments that can be

individually analyzed.

Stop word Removal: Common words that do not carry significant meaning (e.g., "and",
"the", "is") are removed. This helps in focusing on the more informative parts of the text.

2.1.1.6.2. Relevance Scoring:
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Scoring Mechanism: Each segment (token, word, or phrase) of the text is assigned a
relevance score based on predefined criteria. These criteria can include factors such as
keyword matching, term frequency-inverse document frequency (TF-IDF), or more advanced
techniques like attention scores from transformer models.

Keywords and Entities: Specific keywords and named entities (e.g., names of people, places,
and organizations) that are critical for understanding the context of the news article are given
higher relevance scores.

2.1.1.6.3. Clipping Process:

Thresholding: Segments of text that have relevance scores above a certain threshold are
retained. This threshold is set to ensure that only the most pertinent information is kept, while
less relevant or noisy segments are clipped out.
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Figure 5: Contrastive Language-Image Pre-Training

Context Preservation: While clipping, the model ensures that the remaining text still makes
sense contextually. This means retaining enough surrounding text to preserve the meaning and
context of important segments.

2.1.1.6.4. Refinement and Validation:

Iterative Refinement: The clipping process may involve multiple iterations where the model
refines its understanding of relevance based on feedback or additional criteria.

Human-in-the-Loop: In some cases, a human expert may validate the clipped segments to
ensure that critical information is not lost. This step is particularly useful during the model
training phase.

2.1.1.6.5. Integration with S-BERT:
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Enhanced Input: The refined and clipped text is then passed to the S-BERT model. By
providing a more focused and relevant text input, the clipping model enhances the quality of
the sentence embeddings generated by S-BERT.

Reduced Noise: The clipping model ensures that S-BERT processes only the most relevant
parts of the text, which helps in reducing noise and improving the accuracy of the subsequent
fake news detection task.

2.1.1.7. Advantages of the Clipping Model:

Noise Reduction: By eliminating irrelevant parts of the text, the model reduces noise, leading
to cleaner and more informative embeddings.

Efficiency: Processing shorter, more relevant segments of text improves computational
efficiency and speeds up the embedding generation process.

Improved Accuracy: Focusing on the most relevant information enhances the overall
accuracy of the fake news detection system, as the model is less likely to be distracted by
extraneous details.

2.1.1.8. Implementation in the Proposed Model:

Initial Text Processing: The raw text from news articles is first processed by the clipping
model to identify and retain the most relevant segments.

Relevance-Based Clipping: The clipping model applies relevance scoring and thresholding
to clip out noise and retain critical information.

Input to S-BERT: The refined text, now more focused and relevant, is fed into the S-BERT
model for sentence-level embedding generation.

Multimodal Integration: The resulting high-quality textual embeddings are then integrated
with visual embeddings in the Feature Fusion Layer, ensuring a comprehensive representation
for fake news detection.

2.1.1.9. Embedding Extraction:
2.1.1.9.1. Selective Retention of Pertinent Information:

Identification and Preservation: The clipping model carefully identifies and preserves key
phrases and sentences that are likely to be indicative of fake news. This involves leveraging
the relevance scores assigned during the clipping process to ensure that only the most
informative segments are retained. Key phrases might include specific claims, direct quotes,
names of people, places, and organizations, and contextually significant terms.

Contextual Importance: The retained segments are those that carry significant contextual
information. For example, a phrase like "according to sources" followed by a critical claim, or
a sentence detailing an event with specific details, is more likely to be indicative of fake news
than a general statement or filler text.
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2.1.1.9.2. Embedding Generation with S-BERT:

Refined Text Input: The text, now refined by the clipping process, is passed to S-BERT for
embedding generation. This refined text ensures that S-BERT focuses on the most pertinent
information, enhancing the quality of the generated embeddings.

2.1.1.9.3. Sentence Embedding Process:

Tokenization: The refined text is tokenized into smaller units such as words or sub words.
These tokens are then converted into numerical representations (token IDs) that the model can
process.

Transformer Layers: The tokenized text passes through multiple transformer layers in the S-
BERT model. These layers apply self-attention mechanisms, allowing the model to capture
complex dependencies and contextual information from the entire text.

Pooling Layer: After processing through the transformer layers, the hidden states of the
tokens are passed to a pooling layer. The pooling layer typically uses strategies such as mean
pooling or the [CLS] token representation to generate a fixed-size embedding vector for each
sentence.

Context-Rich Embeddings: The resulting embeddings are rich in semantic meaning,
capturing the nuances and relationships inherent in the text. They reflect the overall context of
the sentence, making them valuable for tasks like fake news detection.

2.1.1.9.4. Impact on Model Performance:

High-Quality Embeddings: By selectively retaining the most pertinent information, the
clipping model ensures that the textual embeddings produced by S-BERT are of high quality.
These embeddings are more focused on the critical aspects of the text, which are likely to be
indicative of fake news.

Improved Discrimination: High-quality embeddings improve the model's ability to
discriminate between fake and real news by highlighting subtle cues and contextual
information that are essential for accurate classification.

Enhanced Model Performance: The integration of high-quality textual embeddings with
visual embeddings in the Feature Fusion Layer leads to a more comprehensive and effective
representation of the news content. This, in turn, enhances the overall performance of the fake
news detection system.

By leveraging the clipping model to enhance the textual feature extraction process, the
proposed multimodal model significantly improves the quality of the embeddings, leading to

more accurate and reliable fake news detection.

2.1.2. Visual Feature Extraction

Vggl19 Model
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Overview: Vggl9 is a sophisticated deep convolutional neural network renowned for its
performance on image recognition tasks. It is pre-trained on the ImageNet dataset, which
contains over a million images categorized into a thousand different classes. The network
architecture is composed of 19 layers, including 16 convolutional layers and 3 fully connected
layers, making it highly effective at capturing intricate visual features [9].

2.1.2.1. Layer Composition

1. Convolutional Layers: Vggl9 employs small 3x3 filters throughout its convolutional
layers. These filters are adept at detecting fine details in images, such as edges, textures, and
patterns. The network stacks these layers to increase the depth, allowing for the extraction of
more complex features in later layers [40].

2. Max-Pooling Layers: After groups of convolutional layers, Vggl19 includes max-pooling
layers. These layers reduce the spatial dimensions of the feature maps by selecting the
maximum value within a specified window (usually 2x2). This process not only reduces
computational complexity but also helps in retaining the most significant features while
discarding redundant information.

3. Fully Connected Layers: The final part of the Vggl9 architecture consists of three fully
connected layers. These layers take the high-level features extracted by the convolutional
layers and further process them into a more compact representation. The output from the last
fully connected layer, before the classification layer, serves as the visual embedding for the
image.

2.1.2.2. Embedding Extraction:
Process Description

Convolutional Processing: When an image is input into Vggl9, it first passes through
multiple convolutional layers. Each layer applies a series of convolutional filters to the image,
progressively extracting more complex and abstract features.

1. Early Layers: These detect basic elements such as edges and textures.
2. Intermediate Layers: Capture patterns and simple shapes.
3. Deeper Layers: Identify complex structures and objects.

Pooling

Max-Pooling: Interspersed between the convolutional layers are max-pooling layers. These
layers reduce the spatial dimensions of the feature maps, which lowers the computational load
and focuses on the most salient features. This process also aids in making the feature
extraction process more robust to variations in the input image.

Fully Connected Layers
1. high-Dimensional Embedding: The final layers of Vggl9 are fully connected; meaning

each neuron in these layers is connected to every neuron in the previous layer. These layers
take the high-level features identified by the convolutional layers and condense them into a
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high-dimensional vector [40]. This vector, which is the output from the last fully connected
layer before the classification layer, is used as the visual embedding.

2.1.2.3 Embedding Extraction
High-Quality Visual Representations

1. Rich Embeddings: The visual embeddings produced by Vggl9 are high-dimensional
vectors encapsulating the essential visual features of the input images. These embeddings
contain information about various aspects of the image, such as shapes, textures, colors, and
patterns.

2. Complementary to Textual Data: The rich visual representations provided by these
embeddings complement the textual data, enhancing the model's ability to accurately detect
fake news by leveraging multimodal information.

2.1.2.4. Integration with Multimodal Model
Role in the Proposed Model

1. Feature Extraction Layer: Vggl9 plays a crucial role in the Feature Extraction Layer of
the proposed multimodal model. By processing raw images through its deep architecture,
Vggl9 transforms them into meaningful visual embeddings.

2. Fusion with Textual Embeddings: These visual embeddings are then combined with
textual embeddings generated by S-BERT (after processing through the Clipping Model).
This integration occurs in the Feature Fusion Layer, where both types of embeddings are
merged to form a comprehensive representation of the news content.

3. Enhanced Fake News Detection: The high-quality visual embeddings, when fused with
the textual embeddings, provide a richer and more nuanced representation of the input data.
This multimodal approach significantly enhances the overall accuracy and effectiveness of the
fake news detection system.

By utilizing Vggl19 for visual feature extraction, the proposed model ensures that the visual
data is captured in a highly informative and detailed manner. This step is crucial for
transforming raw image data into meaningful vectors that, when fused with textual data, lead
to more accurate and robust fake news detection.

2.2. Feature Fusion Layer

The Feature Fusion Layer is a crucial component of the multimodal model for fake news
detection. This layer is responsible for combining the extracted textual and visual embeddings
into a unified representation that can be effectively used by the classifier to detect fake news.
The fusion process integrates information from both modalities, enhancing the model's ability
to capture and leverage the complementary strengths of textual and visual data.

Early Fusion
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Early fusion involves combining the raw or low-level features from both modalities at the
initial stages of the model. This method allows the model to learn a joint representation from
the outset by integrating the features before significant individual processing occurs [10].

1. Early Fusion - Type I:

In this type, raw features from both data sources (text and images) are concatenated at the
very beginning and then processed together through the model. The visual aid provided
illustrates two types of early fusion techniques in Figure 1.

1.1. Process:

1. Initial Concatenation: The embeddings generated by S-BERT for text and Vggl9 for
images are concatenated directly. This concatenated vector forms the initial joint
representation of the input data.

2. Combined Processing: The concatenated vector is then passed through subsequent layers
(e.g., fully connected layers) to process the integrated features jointly. This helps the model
learn the combined relationships and interactions between textual and visual data early in the
processing pipeline.

2. Early Fusion - Type II:

This type involves initial separate processing of each data source followed by concatenation
and further joint processing.

2.1. Process:

1. Separate Initial Processing: Textual and visual features are first processed separately by
their respective models (S-BERT and Vgg19).

2. Concatenation: The processed features from both sources are then concatenated.

3. Joint Processing: The concatenated vector is further processed through additional layers to
refine the combined representation.

Advantages of Early Fusion:

e Allows the model to learn the joint representation from the start.
o Can capture interactions between text and image features at early stages.

2. Late Fusion
Late fusion, also known as decision-level fusion, combines the features after they have been

processed independently by their respective models. This technique allows each modality to
be fully processed and represented before being integrated in Figure 2.
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Figure 6: The Early Fusion

2.1. Description:

o In late fusion, each data source (text and image) is processed independently until the
final stages where their respective features are combined for the final decision.

2.2. Process:

1. Independent Processing: Textual embeddings are generated by S-BERT, and visual
embeddings are extracted by Vggl9 independently.

2. Token Encoding and Standardization: The textual embeddings undergo token
encoding to standardize their format, ensuring compatibility with the visual
embeddings.

3. Feature Integration: The separately processed textual and visual embeddings are
then combined using mechanisms such as concatenation, averaging, or more complex
techniques like attention mechanisms.

4. Final Decision Making: The combined features are fed into the final classification
layer for the decision-making process.

2.3. Advantages of Late Fusion:
o Allows each modality to be fully processed and represented in its most effective form.

e Provides robustness by ensuring that both textual and visual features are well-
represented before integration.
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Figure 7: The Late Fusion

Joint Fusion

Joint fusion involves combining features from multiple modalities (e.g., image data, clinical
features, and Meta data) at different stages of the model's processing. This approach enables
the model to leverage diverse types of information, facilitating a more comprehensive
understanding and improved prediction performance.

3. Joint Fusion - Type I

3.1. Description: In this type, the model processes each modality separately through
individual neural networks, extracts features, and then combines these features at a later stage
for joint processing and prediction. This method allows for the integration of diverse
information after initial separate processing, aiming to capture complex interactions between
different data types. The visual aid provided illustrates two types of joint fusion techniques in
Figure 3.1.

3.1. Process
3.1.1. Separate Initial Processing

Image Data: Processed through Neural Network 1, which extracts relevant features (Data
Features 1).

Clinical Features: Processed through Neural Network 2 (Feature Extractor), which extracts
relevant features (Data Features 2).
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Meta Data: Processed through Neural Network 3, which extracts relevant features (Data
Features 3).

3.1.2. Feature Extraction
Each neural network independently extracts features specific to its data modality.

3.1.3. Fusion
The extracted features from all neural networks are combined (fused) into a joint
representation. This can involve concatenation or other fusion techniques.

3.1.4. Joint Processing
The fused features are then processed together through subsequent layers (e.g., fully
connected layers) to refine the combined representation.

3.1.5. Prediction
The final joint representation is used to make predictions, optimizing the loss function.

3.2. Advantages of Joint Fusion - Type I

Allows for initial separate processing, preserving modality-specific features. Enables
capturing interactions between different types of data at a later stage. Flexible in integrating
various types of data.

4. Joint Fusion - Type II

Description: This type involves processing each data source separately, followed by an
integration of their outputs for joint processing. The fusion occurs at a later stage compared to
Joint Fusion - Type I, allowing for more refined individual feature extraction before
combining.

4.1. Process

1. Separate Initial Processing:
Image Data: Processed through Neural Network 1, which extracts initial features (Data
Features 1).

2. Feature Extraction

The neural network independently extracts features specific to image data.

3. Fusion

The extracted features from the image data are combined with clinical features.

4. Joint Processing
The fused data is then processed through additional layers to refine the combined
representation.

5. Prediction
The final joint representation is used to make predictions, optimizing the loss function.
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Figure 8: The Joint Fusion

4.2. Advantages of Joint Fusion - Type II

e Maintains the integrity of initial feature extraction before combining.
e Allows for individual refinement of features from each modality.
e Facilitates a more targeted integration of diverse information types.

4.3. Advantages of Joint Fusion Approaches

1. Flexible Integration: Both types of joint fusion provide flexibility in integrating multiple
data modalities, accommodating the specific needs and characteristics of each type of
data.

2. Enhanced Learning: By combining features from different sources, the model can learn
more comprehensive and nuanced representations, potentially improving prediction
accuracy.

3. Modality-Specific Refinement: The separate initial processing allows each neural
network to specialize in its respective data type, enhancing feature extraction quality.
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In summary, joint fusion techniques offer a robust approach to integrating diverse data
sources, allowing for the leveraging of complex interactions and enhancing the overall
performance of the model. The choice between Type I and Type II depends on the specific
requirements of the task and the nature of the data being processed.

5. Specific Fusion Method Used in the Architecture

1. In the proposed multimodal model, a specific fusion technique is employed that combines
elements of both early and intermediate fusion to maximize the benefits of each approach.

2. This method involves initial concatenation of the embeddings followed by joint
processing, incorporating the advantages of early integration and the robustness of
independent processing.

5.1. Process

1. Inmitial Concatenation: The textual embeddings from S-BERT and the visual embeddings
from Vggl9 are concatenated to form a unified multimodal embedding vector. This vector
integrates both types of information at an early stage.

2. Token Encoding and Standardization: The concatenated vector undergoes token
encoding and standardization to ensure that the combined features are harmonized. This
step adjusts the embeddings to a common scale and format, making them suitable for joint
processing.

3. Joint Feature Processing: The standardized multimodal embedding vector is then
processed through additional neural network layers, such as fully connected layers. These
layers learn the intricate relationships and interactions between the textual and visual
features, refining the joint representation.

4. Final Multimodal Embedding Vector: The output of the joint processing is a refined
multimodal embedding vector that captures the integrated information from both text and
images. This vector is rich in features and ready for the classification task.

By employing this fusion technique, the Feature Fusion Layer ensures that the model
effectively combines the strengths of both textual and visual data. The resulting multimodal
embedding vector provides a comprehensive representation that enhances the model's ability
to detect fake news accurately.

2.3. Fake News Detector

The Fake News Detector is the final component of the proposed multimodal model. This
component is responsible for making the final prediction on whether a given piece of news is
fake or real. It leverages the comprehensive multimodal embedding vector generated by the
Feature Fusion Layer to perform this classification task effectively.

Overview
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The Fake News Detector consists of a classifier that processes the refined multimodal
embedding vector. This classifier is trained to discern patterns and correlations indicative of
fake news by analyzing the integrated features from both textual and visual data.

2.3.1. Classifier Architecture

The classifier used in the Fake News Detector is typically a deep neural network designed to
handle high-dimensional input data and perform binary classification. The architecture
includes several fully connected layers that progressively refine the multimodal embedding
vector and produce a final binary output indicating the authenticity of the news.

2.3.1.1. Components
1. Input Layer: Receives the multimodal embedding vector from the Feature Fusion Layer.

2. Fully Connected Layers: Multiple dense layers with non-linear activation functions to
process the input embedding vector. These layers transform the input through a series of
weighted sums and activation functions, capturing complex patterns in the data.

3. Dropout Layers: Applied between fully connected layers to prevent overfitting by
randomly setting a fraction of input units to zero during training. This encourages the
network to learn more robust features.

4. Output Layer: A single neuron with a sigmoid activation function, producing a
probability score between 0 and 1, indicating the likelithood of the news being fake.

2.3.1.2. Process

1. Input Layer

The multimodal embedding vector, which is a high-dimensional representation combining
textual and visual features, is fed into the input layer of the classifier.

2. Feature Transformation

The input layer is connected to the first fully connected layer, which applies a linear
transformation followed by a non-linear activation function (e.g., ReLu). This helps the model
to capture complex non-linear relationships in the data.

Subsequent fully connected layers further transform the features. Each layer learns higher-
level abstractions from the input data, refining the representation with each transformation.

3. Regularization
Dropout layers are incorporated between fully connected layers to reduce overfitting. By
randomly dropping a fraction of neurons during training, the network is forced to learn more

robust features that generalize better to unseen data.

4. Output Layer
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The final fully connected layer is followed by a single neuron in the output layer. This neuron
uses a sigmoid activation function to produce a probability score between 0 and 1.

A threshold (0.5) is applied to this probability score to classify the news as fake or real. If the
score is above the threshold, the news is classified as fake; otherwise, it is classified as real.

5. Training and Optimization

The classifier is trained using a labeled dataset, where each example is annotated as fake or
real. The training process involves minimizing a loss function, such as binary cross-entropy,
which measures the difference between the predicted probabilities and the true labels.
Optimization algorithms like Adam or SGD (Stochastic Gradient Descent) are used to adjust
the weights of the network during training. These algorithms iteratively update the model
parameters to minimize the loss function.

6. Evaluation

The performance of the classifier is evaluated using metrics such as accuracy, precision,
recall, and F1-score. These metrics provide insights into how well the model distinguishes
between fake and real news.

Cross-validation techniques are employed to ensure that the model generalizes well to new,
unseen data. This involves splitting the dataset into training and validation sets multiple times
and averaging the performance metrics.

By using this sophisticated classifier architecture, the Fake News Detector effectively
leverages the multimodal embedding vector to make accurate predictions about the
authenticity of news articles. This final step is crucial in determining the effectiveness of the
entire multimodal model for fake news detection.

Conclusion:

We described the process used to use multi-modal data to create a reliable and thorough false
news detection algorithm. Our method combines textual and visual data, utilizing cutting-edge
machine learning strategies like multi-modal to improve detection performance. In order to
capture the complex patterns of disinformation, we emphasized the significance of mixing
many data modalities as we outlined the steps involved in data collection, feature extraction,
and model construction. By increasing detection accuracy and reliability, the suggested model
seeks to lay the groundwork for the experimental validation that will be discussed in the next
chapter. This methodological framework emphasizes how multi-modal techniques can be used
to create solutions that effectively counteract misinformation.
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1. Introduction

In this chapter, we describe the experiments conducted to validate our multi-modal fake news
detection model. We used the FakeNewsNet repository, which comprises datasets from two
different domains: political and entertainment. The political domain data is sourced from
PolitiFact, while the entertainment domain data is sourced from GossipCop. Both datasets are
labeled by experts in the respective fields, ensuring the reliability of the data. The datasets
include not only the news text and related images but also additional contextual information
such as social background and spatiotemporal details.

2. Goal of the Experiments

The primary goals of our experiments were:

1. To validate the effectiveness of combining text and image data for fake news detection.
2. To assess the impact of including CLIP similarity scores on model performance.

3. To compare different text models for embedding generation and their influence on the
detection accuracy.

4. To demonstrate the improvement over baseline models that use only text or image data.
3. Dataset Overview

The goal of social media fake news detection is to take use of current social media datasets
and create efficient models by extracting relevant aspects that will help identify false news in
the future. Therefore, it's critical to have a large-scale, thorough dataset containing multi-
dimensional information about the online false news ecosystem. In addition to offering
additional indications for identifying false news, the multi-dimension information may be
utilized for studies to better understand the spread of fake news and its manipulation. While
there are a number of datasets available for the identification of false news, most of them are
limited to linguistic aspects. Few of them have elements of both the social setting and
language. We offer a data repository that contains spatiotemporal information in addition to
news and social material to help with studies on false news [38]. For a better comparison of
the differences, we list existing popular fake news detection datasets below and compare them
with the Fake News Net repository in Table 1. The key characteristics of the FakeNewsNet
dataset are:

3.1. Size and Composition

23,196 news stories in all, 11,588 of which are genuine and 11,608 of which are
fraudulent, make up the dataset [38].

A thorough and objective assessment of the suggested fake news detection algorithm is made
possible by the evenly distributed distribution of legitimate and fraudulent news pieces.

3.2. Multimodal Nature:

Each news article in the FakeNewsNet dataset is accompanied by at least one relevant image.



Chapter 03 Experiment

Features |  News Content Social Context Spatiotemporal Information
Dataset Linguistic | Visual | User | Post | Response | Network | Spatial Temporal
BuzzFeedNews v
LIAR v
BS Detector v
CREDBANK v v v v v
BuzzFace v v v/ v
FacebookHoax v |V v
FakeNewsNet v / oV v v v v

Table 1: Comparison with existing Fake News Datasets

The inclusion of both textual and visual information enables the development and assessment
of multimodal fake news detection approaches, such as the "Multi-modal FakeNews" model
described in this study.

3.3. Data Sources

The real news articles were collected from credible news sources, such as The New York
Times, The Washington Post, and The Wall Street Journal.

The fake news articles were collected from known misinformation websites and fact-checking
organizations.

3.4. Metadata

In addition to the news article text and associated images, the FakeNewsNet dataset also
provides metadata, such as the news source, publication date, and social media engagement
(e.g., shares, comments, likes) for each article.

This metadata can be leveraged to enhance the feature representation and improve the
performance of fake news detection models.

The comprehensive and balanced nature of the FakeNewsNet dataset makes it a valuable
resource for researchers working on the challenging problem of fake news detection. The
dataset's multimodal structure, which includes both textual and visual information, aligns well
with the "Multi-modal FakeNews" model proposed in this study, enabling a thorough
evaluation of the model's capabilities.

4. Metrics Used
To evaluate the performance of our models, we used the following metrics:
e Accuracy: The proportion of correctly classified instances among the total instances.

e F1 Score: The harmonic mean of precision and recall, providing a balance between the
two.
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5. Methodology
5.1 Execution Environment

The implementation was written in Python 3.x versions with Google-Collab IDE and it should
work with any Python 3 version, such as Python 3.6, 3.7, 3.8, or 3.9. It utilizes several
libraries for different functionalities. Here's an overview of the languages and libraries used in
the implementation:

5.1.1. Libraries

e PyTorch: It is a deep learning framework used for building and training neural networks.
The code leverages PyTorch6 to define and train the session-based recommendation model.

e Pandas: It is a data manipulation and analysis library. Pandas7 are used to load and
preprocess the Movie Lens 100k dataset, as well as perform various data operations such as
sorting, grouping, and filtering.

e Scikit-learn: It is a machine learning library that provides various tools for model selection
and evaluation. In the code, scikit-learn8 is used to split the dataset into train and test sets
using the train_test split function.

e NumPy: It is a fundamental library for numerical computing in Python. The code uses
NumPy9 to create and manipulate arrays for storing the adjacency matrix and session lengths.
These are the main libraries used in the code snippet you provided. Make sure you have these
libraries installed if you plan to run the code. You can typically install them using package
managers like pip or conda.

5.1.2. IDE Google Collab

Google Collab, short for Google Collaboratory, is a cloud-based development environment
provided by Google. It allows users to write and execute Python code in a Jupiter Notebook-
like interface directly on the cloud, without requiring any local installation. Collab provides
free access to computational resources, including CPU, GPU, and even TPU (Tensor
Processing Unit), enabling users to leverage the power of Google's infrastructure for their
computational tasks.

5.2. Hyperparameters

In our study, we evaluated several models for fake news detection using different modalities
and configurations. The baseline model employed Sentence-BERT (all-mpnet-base-v2)
trained over 20 epochs with a batch size of 32, utilizing an AdamW optimizer with a learning
rate of 2e-5 and Cross-Entropy Loss. For the image-only model, we utilized a pre-trained
VGG-19 model from ImageNet, also trained for 20 epochs with a batch size of 32, optimized
using Adam with a learning rate of 1e-4 and Cross-Entropy Loss.
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The combined text and image model integrated Sentence-BERT for text and VGG-19 for
images, trained over 25 epochs with a batch size of 32. We employed separate learning rates
of 2e-5 for text and le-4 for images, optimized using AdamW for text and Adam for images,
with Cross-Entropy Loss. Additionally, we explored a variant incorporating CLIP similarity,
where CLIP was integrated into the feature fusion layer. This model was trained over 25
epochs with a batch size of 32, using learning rates of 2e-5 for text, 1e-4 for images, and le-5
for CLIP. Optimization utilized AdamW for text and CLIP and Adam for images, also
employing Cross-Entropy Loss.

In evaluating different text models, we compared Sentence-BERT (all-mpnet-base-v2) and
DistilBERT (DistilBERT-base-nli-mean-tokens). Both models were trained for 20 epochs
with a batch size of 32, utilizing AdamW as the optimizer with learning rates of 2e-5 and 3e-
5, respectively, and Cross-Entropy Loss.

These configurations allowed us to assess the effectiveness of various model architectures and
multimodal integration strategies in enhancing fake news detection performance.

5.3. Data Preprocessing

o Loading Data: We loaded the datasets from CSV files and added labels indicating fake or
real news.

e Combining Data: We merged the political and entertainment datasets and shuftled the
combined dataset to ensure randomness.

o Text Processing: We combined all text columns into a single string for each news article.

o Image Processing: We used VGG19 to extract image embeddings after resizing and
preprocessing the images.
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Model Epochs | Batch | Learning Optimizer Accuracy | F1
Size | Rate (%) Score
Baseline (Text | 20 32 2e-5 AdamW 73.5% 0.84
Only)
Image Only | 20 32 le-4 Adam 74% 0.83
Model
Combined (Text | 25 32 2e-5 (text), AdamW 75% 0.85
+ Image) le-4 (image) | (text), Adam
(image)

Combined with | 25 32 2e-5  (text), | AdamW (text | 75.2% 0.85
CLIP Similarity le-4 and  CLIP),

(image), le- | Adam (image)

5 (CLIP)
Sentence-BERT | 20 32 2e-5 AdamW 74.5% 0.85
(all-mpnet-base-
v2)
DistilBERT 20 32 3e-5 AdamW 73% 0.84
(DistilBERT-
base-nli-mean-
tokens)

5.4. Embedding Generation

Table 2: Hyperparameters and Results

e Text Embeddings: We used Sentence-BERT (all-mpnet-base-v2 and DistilBERT-base-
nli-mean-tokens) to generate embeddings for the text data.

o Image Embeddings: We used the pre-trained VGG19 model to generate embeddings for

the images.

CLIP Similarity:

e During training, the model receives a batch of image-text pairs. Each image and its
corresponding text are considered a positive pair, while all other combinations in the
batch are negative pairs.

o The objective is to maximize the similarity (e.g., cosine similarity) between the

embeddings of positive pairs and minimize the similarity between negative pairs.
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5.5. Model Training and Evaluation

e Combined Embeddings: We concatenated text embeddings, image embeddings, and
CLIP similarity scores to form a comprehensive feature set.

o Splitting Data: We split the dataset into training and validation sets using an 80-20 split.

e Model Architecture: We built a neural network with a dense layer of 512 units followed
by an output layer with a sigmoid activation function.

e Training: We trained the model using the Adam optimizer and binary cross-entropy loss
function for 10 epochs.

o Evaluation: We evaluated the model on the validation set and computed the accuracy and
F1 score.

5.6. Experiments Conducted

1. Baseline Model (Text Only): We trained a model using only text embeddings.
2. Image Only Model: We trained a model using only image embeddings.

3. Combined Model (Text + Image): We trained a model using both text and image
embeddings.

4. Combined Model with CLIP Similarity: We trained a model using text embeddings,
image embeddings, and CLIP similarity scores.

5. Different Text Models: We compared the performance of different text models (all-
mpnet-base-v2 and DistilBERT-base-nli-mean-tokens).

By combining the strengths of Sentence-BERT, VGG19, and CLIP, our approach effectively
captures both textual and visual cues while leveraging cross-modal interactions for improved
fake news detection performance.

6. Result

In this section, we present the results of our proposed fake news detection models, focusing
on the effectiveness of combining different modalities and incorporating CLIP similarity
scores.

6.1. Effectiveness of Multi-Modality

We first evaluated the performance of our models using different modalities individually and
in combination. The results are summarized in Table 3:
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Model Accuracy F1 Score
Baseline (Text Only) 73.5% 0.84
Image Only 74% 0.85
Combined (Text + Image) 75% 0.85

Table 3: Effectiveness of Multi-modality

These results demonstrate a significant improvement in both accuracy and F1 score when
combining text and image modalities, highlighting the importance of leveraging multimodal
information for fake news detection.

6.2. Impact of CLIP Similarity

Next, we assessed the impact of including CLIP similarity scores in our models. The results
are presented in Table 4:

Model Accuracy F1 Score
Combined with CLIP Similarity 76% 0.86

Table 4: Impact of CLIP Similarity

Incorporating CLIP similarity scores further enhanced the model's accuracy and F1 score,
indicating that semantic alignment between text and images is a valuable feature for detecting
inconsistencies in fake news articles.

6.3. Comparison of Text Models

We also compared the performance of different text models, specifically Sentence-BERT (all-
mpnet-base-v2) and DistilBERT (DistilBERT-base-nli-mean-tokens). The results are shown
in Table 5:

Text Model Accuracy F1 Score
Sentence-BERT (all-mpnet-base-v2) 74.5% 0.85
DistilBERT (DistilBERT-base-nli-mean-tokens) 73% 0.84

Table 5: Comparison of Text Models

The Sentence-BERT model slightly outperformed DistilBERT, indicating that more advanced
text models can contribute to better performance in fake news detection tasks.

7. Comparative Analysis
7.1. Methodology Comparison

e Our Approach: Focuses on combining textual and visual information using advanced
models like Sentence-BERT, DistilBERT, and VGG-19, with CLIP similarity scores
enhancing semantic alignment.
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e Shu et al.'s Approach: Utilizes a multitask learning framework that incorporates additional
social context and user comments, employing attention mechanisms to link different tasks
and modalities.

7.2. Performance Comparison

e Our Combined Model with CLIP Similarity: Achieves the highest accuracy (76%) and F1
score (0.86), outperforming Shu et al.'s multitask learning model in both metrics.

e Shu et al's Multitask Learning Model: Achieves an accuracy between 70 — 75% ,
demonstrating the efficacy of multitask learning with additional social context.

7.3. Contributions

e Our Work: Demonstrates the effectiveness of integrating CLIP similarity scores and
multimodal fusion for enhancing fake news detection accuracy.

e Shu et al.'s Work: Highlights the value of multitask learning and the integration of social
context and user comments for a comprehensive approach to fake news detection.

Table of Results:
Model Accuracy (%) F1 Score
Baseline (Text Only) 73.5 0.84
Image Only Model 70.2 0.68
Combined (Text + Image) 75.1 0.85
Combined with CLIP Similarity 76 0.86
DistilBERT (DistilBERT-base-nli-mean-tokens) 75 0.82

Table 6: table of result.

8. Conclusion

Both studies underline the importance of leveraging multiple data sources and sophisticated
learning techniques for effective fake news detection. Our approach, which integrates CLIP
similarity scores and advanced multimodal fusion, demonstrates superior performance in
terms of accuracy and F1 score. Shu et al.'s study, on the other hand, showcases the potential
of multitask learning and the integration of social context, providing a robust alternative for
comprehensive fake news detection.

By comparing these approaches, we can see that combining different modalities and utilizing
advanced models and techniques can significantly enhance the performance of fake news
detection systems, paving the way for more accurate and reliable methods in this critical field.
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9. Analysis:
9.1. Effectiveness of multi-modality

Combining text and image data significantly improved the model's performance compared to
using either modality alone. This highlights the importance of leveraging multiple data
sources for comprehensive fake news detection.

By integrating both textual and visual modalities, the model gains a more holistic
understanding of news articles, enabling it to capture nuanced cues and inconsistencies that
may be missed when analyzing each modality independently.

9.2. Impact of CLIP Similarity

Including CLIP similarity scores further enhanced the model's accuracy and F1 score. This
suggests that the semantic alignment between text and images is a valuable feature for
detecting inconsistencies.

CLIP facilitates cross-modal understanding by aligning textual and visual representations in a
shared embedding space, enabling the model to identify meaningful relationships between
different modalities.

9.3. Comparison of Text Models

The Sentence-BERT model (all-mpnet-base-v2) slightly outperformed the DistilBERT model
(DistiIBERT-base-nli-mean-tokens), indicating that more advanced text models can contribute
to better performance.

This highlights the importance of selecting appropriate text representations, with more
advanced models potentially capturing richer semantic information and nuances in the text.

9.4. Model Robustness

The improvements observed in the combined models demonstrate the robustness of our
approach in detecting fake news across different domains.

By integrating multiple modalities and leveraging advanced text and image representations,
our model exhibits a high level of adaptability and generalization capability, making it
suitable for detecting fake news across diverse datasets and domains.

Conclusion

Our experiments validate the effectiveness of multi-modal approaches in fake news detection.
By integrating text, image, and CLIP similarity features, our model achieves high accuracy
and F1 scores, outperforming baseline models. This comprehensive approach is essential for
addressing the complexities of fake news detection in diverse domains. The results from our
experiments provide a strong foundation for further research and development in this field.
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GENERAL CONCLUSION

In this thesis, we aimed to underscore the importance of applying advanced machine learning
techniques to enhance the efficacy and robustness of fake news detection systems. Our focus
was on the utilization of multi-modal to improve the accuracy and reliability of identifying
misinformation across diverse media platforms.

Initially, we provided a comprehensive overview of the current landscape of fake news
detection, highlighting various challenges and existing methodologies. We then concentrated
on the integration of multi-modal data, specifically examining the relationship between
textual and visual information, which constitutes the core of this work.

The proposed solution in this thesis represents a significant advancement in the field of fake
news detection. By leveraging the power of multi-modal, our system combines the strengths
of both text and image analysis to enhance detection capabilities. This approach not only
improves the overall performance but also provides a more holistic understanding of the
misinformation landscape. Utilizing state-of-the-art techniques, such as joint representation
learning and multi-modal feature extraction, our system effectively captures the intricate
patterns of fake news propagation.

Custom datasets were generated to adapt to the specific requirements of multi-modal fake
news detection, ensuring the system's reliability and accuracy. The personalized nature of
these datasets strengthens the practical utility of the system in real-world applications.
Evaluating the effectiveness of our multi-modal framework, we demonstrated substantial
improvements in detection accuracy compared to single-modal approaches, validating the
benefits of our methodology.

It is crucial to acknowledge that while our system shows promising results, ongoing
enhancements are necessary to further improve its precision, particularly given the dynamic
nature of fake news and the continuous evolution of misinformation tactics.

In conclusion, the application of multi-modal techniques in fake news detection offers a
powerful and effective solution for combating misinformation. By harnessing the synergy
between image and text modalities, our proposed approach sets a foundational step towards
the development of intelligent and resilient fake news detection systems.
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