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Abstract :

This study aims to analyze the relationship between digital hate speech and criminal thinking patterns within
the Algerian socio-digital environment, from the perspective of criminal psychology and through the framework of
digital psychological profiling. The research is grounded in the assumption that prolonged exposure to hostile and
aggressive online content induces deep cognitive and emotional transformations that contribute to the formation of
internal cognitive schemas legitimizing violence and normalizing symbolic aggression.

The theoretical framework is based on the cognitive—behavioral model of criminal behavior (Bandura, 1986)
and the online disinhibition effect theory (Suler, 2004), to explain how digital interactions may evolve into
identifiable psychological and behavioral indicators relevant to offender profiling. The study also emphasizes the
mediating role of emotional intelligence, psychological resilience, and cyber psychological security in moderating
the link between exposure to hate content and the development of criminal or deviant thought structures.

Findings indicate that the Algerian digital context-with its unique cultural and social characteristics-
constitutes a fertile ground for the spread of aggressive discourse, largely due to digital anonymity, reduced social
inhibition, and emotional dysregulation. This leads to a cognitive-emotional saturation that reshapes individuals’
interpretive and behavioral patterns. The study concludes that digital psychological profiling provides an effective
analytical tool to identify the cognitive and affective markers underlying digital criminal behavior, enabling the
construction of accurate offender profiles and the development of preventive strategies rooted in emotional
regulation, critical thinking, and digital psychological resilience.

Keywords : Digital hate speech, Criminal thinking patterns, Psychological profiling, Digital offender profiling,
Algerian context.
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